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Abstract

Critical Real-Time Embedded Systems (CRTES) are used in domains like transportation (e.g. avionics,
automotive, space, and railway), healthcare, and industrial machinery. This subset of embedded
systems requires undergoing a stringent Validation & Verification (V&V) process before they are
allowed to enter in operation since any misbehavior can result in harm of humans or even fatalities.
Software timing behavior is a key element to cover in the V&V process, providing with evidence that
software runs timely. Software timing analysis, in turn, requires deriving bounds to each application
task’s execution time. These bounds are referred to as Worst-Case Execution Time (WCET) estimates.

As CRTES implement more complex safety-related functionalities in every new product, more com-
plex software and consequently more performant computing hardware is used to satisfy the high-
performance requirements. The side effect, however, of using more complex hardware and software
is challenging state-of-the-art software timing analysis techniques.

Measurement-Based Probabilistic Timing Analysis (MBPTA) techniques have been proposed to han-
dle such hardware and software complexity providing tight and trustworthy WCET bounds (esti-
mates). Specifically, Extreme Value Theory (EVT) has been used to provide with models for the
most extreme occurrences in form of a probabilistic distribution. The output of the timing model is
referred as a probabilistic WCET (pWCET). However trustworthy, EVT models can be cumbersome to
apply and they sometimes can be exceedingly pessimistic which adds extra cost into timing budgets.

This thesis investigates MBPTA techniques and develops novel methodologies within this framework
in three distinct fronts. Firstly, by improving the tightness of pWCET models on sky-high quantiles
with two models. A first one that combines risk analysis with EVT for a safe and accurate pWCET.
And a second one that introduces Markov’s Inequality to the pWCET estimation problem, which
provides with trustworthy guarantees with less requirements for its correct application. Secondly,
in order to boost the use of data coming from performance monitoring counters - increasingly used
by MBPTA techniques to tighten estimates-, this thesis shows two mathematically-based ways of
merging multiple disjointed readings based on order statistics and copula models. Finally, this
thesis proposes a model for the contention of competing tasks, when the timing profile obtained
is limited, that allows to provide with more extreme WCET scenarios based on the dependencies
between tasks.

Summarizing, this thesis pushes the state-of-the-art forward in the V&V methodologies for CRTES
in the framework of MBPTA in terms of WCET estimation and data gathering.
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Chapter 1

Introduction

Historically, computer systems have been used mostly for automation and entertainment. This trend
has changed in recent years with computers being increasingly used in a number of critical domains
of our life including transportation and health, among others. In these domains, computers are em-
bedded into devices like a car, a train, an airplane, and medical machinery. Unlike other Embedded
Systems (ES) in which a malfunctioning of the computer causes mostly discomfort, a malfunction
in the so-called Critical Embedded Systems (CES) can cause serious harm to the environment, or
people, even resulting in fatalities. In order to ensure that these systems are safe to use in critical
scenarios, it is imperative that their design satisfies functional correctness [61] tested according to
a well-defined Validation and Verification (V&V) process. Functional correctness ensures that the
system functions as intended without anomalies. On the other hand, timing correctness ensures that
the performed tasks complete their execution within the assigned time budget or deadline. In this
thesis, we focus on CES whose correctness also depends on their timely response, which are catego-
rized as Critical Real-Time Embedded Systems (CRTES). In the domain of CRTES, the functional and
timing correctness have equally important weight through the V&V process, given that not meeting
the pre-assigned time budget, or deadline, can lead to catastrophic consequences. Thus, in timing
analysis deriving a conservative estimation of the Worst-Case Execution Time (WCET) is essential.
The interest in keeping up with the challenges of timing analysis is due to the increasing growth
in CRTES in services like healthcare and industries like avionics, railway, and automotive vehicles
[72]. Furthermore, the systems are growing exponentially in complexity: the car manufacturer Volvo
stated that in 2020 their cars needed around 100 million lines of code to implement the key function-
alities of a car such as electronic fuel injection, transmission control, navigation systems, etc. Their
measurements show that since 2000, the automotive software increases an order of magnitude every
decade [9]. Their functionalities are also way more complex too. In the case of autonomous cars,
the system must handle data coming from radars and LIDARS and process it using state-of-the-art
Neural Networks algorithms in real-time, requiring very high levels of performance. To satisfy those
needs, CRTES need to rely on high-performance hardware such as multi-level cache memories de-
sign and multi-core architectures. While powerful, this kind of design tends to be harder to analyze
which makes them more challenging to work with towards an accurate WCET estimation.

1.1 Certification with Higher Performance Requirements

In past years, the prevailing architecture paradigm for the design of CRTES was the federated archi-
tecture. These architectures comprise multiple subsystems, each with critical functionalities, which
are physically separated from each other. The increasing complexity of new functionalities in recent
years challenge the scalability of federated systems [96]. The higher performance needs of today’s
functionalities would rise the cost, weight, and size of CRTES. In that regard, the CRTES industry
shifted towards integrated architecture paradigms that integrate several functionalities in the same com-
puting hardware. Integrated architectures can also naturally leverage the parallelism of multicore
systems and the capabilities of high-performance features like multi-level cache. To that end, soft-
ware solutions like resource partitioning are used to contain the impact that software partitions can
generate on each other. While the adoption of integrated architectures has aided the cost-weight-size

3



Chapter 1. Introduction

problem and provided with satisfactory performance, the certification on multicore systems becomes
notably more challenging. The loss of guarantees in terms of independence between subsystems
within integrated architectures affects their timing predictability. Depending on the degree of integra-
tion and partitioning the dependency, and therefore predictability, will be affected differently. This
usually results in a trade-off between performance and degree of integration. In terms of certifica-
tion for CRTES, new designs trend towards favoring timing predictability [140] instead of increased
average performance.

1.2 Measurement-Based Timing Analysis

Increasingly complex software functionalities in CRTES require high-performance multicore pro-
cessors (computing hardware). However, more complex processors have drawbacks in relation to
the V&V process. Complex CRTES should comply to the same safety standards as the simpler
architectures and given the interconnected nature of integrated architecture and the complexity of
multicores, the V&V process for timing is very challenging in terms of effort and accuracy [5]. A high-
quality WCET estimation in this domain must be affordable in terms of costs and trustworthiness,
so that the produced execution time estimate tightly upper-bounds the real execution time.

Timing analysis techniques can be broadly categorized into two groups: Static Timing Analysis (STA)
and Measurement-Based Timing Analysis (MBTA) [172]. STA does not need to execute code on real
hardware and instead it relies on creating abstract models of the architecture and analyzing possible
execution paths for the task under analysis. This approach faces limitations due to the limited in-
formation about the hardware provided by the hardware manufacturer and its accuracy [1]. In fact,
some processor manufacturers do not disclose full information about their systems” microarchitec-
ture in order to protect intellectual property. Even assuming the validity and completeness of the
information disclosed, the technical manual of a modern Multi-Processor System on Chip (MPSoC)
like the Zynq UltraScale+ is more than a thousand pages long [179]. The methods that worked for
simpler single core processor architectures do not scale well with the complexity that CRTES have
nowadays. In less complex architectures, the approaches for V&V were usually guided by previous
engineering experience [41].

MBTA considers a different approach, in which timing measurements of a given task in a given
hardware guide the analysis. The CRTES system engineer is responsible for designing experiments
with stressful initial conditions for the task running in real hardware or simulator. Those experi-
ments should reflect the timing behavior at operation so that the bounds derived from it are reliable.
However, measurements in themselves are not treated as bounds [173], given the general impossi-
bility of reproducing and forcing those execution conditions that lead to the worst-case scenario.
Industry standard solutions to derive bounds from measurements rely on adding safety margins.
For instance, on top of the high-water mark, a safety margin (e.g. 20%) can be added. The logic
behind it is to compensate the unobserved effects that can impact observed values. However, for
complex hardware deriving a safety margin is significantly more complex.

1.3 Hardware Event Monitors

The execution time of a program in a complex computing platform is the product of many interactions
happening within the different hardware blocks. In complex CRTES these interactions are hard to
control and model. For instance, the functionality of multi-level cache memories is deeply connected
to the variability of the program’s execution time. Smaller level 1 caches directly connected to the
core have low latency and their data can be quickly accessed. Due to cost and convenience, caches at
a higher-level (e.g. L2) are bigger in size, more distant from the core, and the time required to access
them increases. A program that tends to perform accesses to the higher-level caches, or the off-chip
memory, will suffer higher latency to fetch data and instructions than the one which mostly operates
at low-level caches.

Many of these events describing the usage of hardware computing resources made by a task can be
tracked via Hardware Event Monitors (HEMs) which can be hence used for software timing analysis
purposes. In fact, several MBTA techniques build on HEMs to model and control contention for
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instance by limiting the maximum number of accesses a task is allowed to do to a given resource
[32, 125].

HEMs are programmed and accessed by the Performance Monitoring Unit (PMU) in the processor,
which is also referred to as statistics unit. The PMU offers a set of visible registers called Performance
Monitoring Counters (PMCs) which can be configured to read the number of occurrences of a given
HEM.

1.4 MBPTA and Extreme Value Theory

In an effort towards relieving some of the burden on the application of MBTA to complex systems,
Measurement-Based Probabilistic Timing Analysis (MBPTA) approaches have been gaining traction
[3, 21, 23, 44] in CRTES over more than a decade ago. The variety of execution conditions complex
CRTES can produce causes huge differences between runs of the same task and great variance in the
distribution of execution times. Hence, instead of aiming for a fixed and likely pessimistic WCET,
a better alternative is to provide a probabilistic view into timing analysis [36]. Instead of fixing a
single value that upper-bounds all executions, MBPTA provides a distribution that upper-bounds
the probability of exceeding any specific execution time, although we are interested in high values.
For each arbitrarily rare occurrence, an MBPTA tool provides a probability of exceeding it, thus a
probabilistic Worst-Case Execution Time (pWCET) estimate. That is, on MBPTA the results are given
in the form of a distribution.

When dealing with the distribution of arbitrarily rare occurrences, Extreme Value Theory (EVT) is
the theoretical best approach [40]. In particular, the appeal of extreme value analysis is to estimate
the probabilities of events which are rarer than the ones observed. With EVT one can assess for
instance, the likelihood of an earthquake bigger than the ones we have observed so far. Given the
generality of its results, EVT has been applied in multiple fields. EVT is still present in fields which
have very little in common between them like traffic safety [79], finance [27], earthquake analysis [31],
biophysical science [120] and even musical analysis [146]. The different nature of each application
field requires to adjust the approach to each problem instance, but the underlying laws are still the
same. Of course, for instance, in case of earthquakes one cannot generate more data so it makes sense
that EVT is used in this domain. Nonetheless, EVT is also applied in fields where data is readily
available, but the cost or even the chance to obtain it is barely possible or feasible. In the case of
WCET estimation, the execution time of a program may be relatively short, but obtaining extreme
execution times may take weeks or even months. Therefore, one must resort to construct a pWCET
model with smaller yet representative set of data. And it is in the word representative where a big
part of the challenges arises in MBPTA. Obtaining stressful benchmarks for the CRTES at analysis
that generates the most extreme execution conditions in the system is a very challenging task. In my
view, there are two sides to the MBPTA problem. The first is the technical aspect of computer science
that is concerned about designing hardware that is compliant with MBPTA experimentation, and
working towards obtaining representative extreme conditions [18, 117]. The second one, the focus
of this thesis, is the modelling aspect of the estimation of unseen extreme execution times under the
upper-bounding condition.

There have been several mentions to extreme values without proper definition. In EVT there are two
classical ways of thinking about extremes. Since this thesis is concerned about WCET estimation,
we consider extremes as the high-end values of our measurements, although EVT also work for the
lowest values.

¢ The first way is considering that the extremes are only the maximum value on your sample.
Imagine we have a sample of size n and we divide it into separate groups of size S. Then,
for each group, we obtain the maximum value on it. This is called the Block Maxima (BM)
approach.

¢ The second way is considering extremes as the group of values above a certain threshold. This is
the Peaks over Threshold (PoI) approach. To illustrate them, Figure 1.1a and 1.1b represent the
set of values deemed as extremes using the BM and PoT approach respectively. In this example,
the sample of data is the same, yet the set of values deemed as extreme is different. There are
values classified as extremes in Figure 1.1b which are classified as belonging to the body of the
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Figure 1.1: Both classical EVT ways of considering extremes.

distribution in Figure 1.1a. Not only that, but one can also see how changing the size of the
block S or the location of the threshold will change the group of extreme values. This is not
inconsistent within EVT and both approaches yield good models for extremes. Yet, the selection
of the block size or the threshold is a well-known problem with many different approaches as
we will see in Chapter 3. The key finding, and the core of EVT, is that these extreme values
have a distribution of their own. The resulting extremes from the BM approach tend to a
family of distributions called the Generalized Extreme Value (GEV) distribution [65], while the
extremes from PoI converge to another family of distributions, named the Generalized Pareto
Distribution (GPD) [15]. These results, under certain conditions, are general to any random
variable; which allows us to model rainfall annual data [91] and execution times from CRTES
under the same theoretical umbrella. These theoretical family of distributions are named so
because there are different distributions within them depending on the Extreme Value Index
(EVI) parameter represented as &. The EVIis what characterizes the shape of the most extreme
values of a distribution.

For the Pol model the EVI determines the shape of the tail of the distribution in three ways. We
refer to the tail as the probability mass at the upper end point of the distribution. Figure 1.2 shows
these shapes for different distributions and values of the EVI. If the EVI is 0, the shape of the tail will
be exponential, meaning that the probability of greater values decays as an exponential function. If
the EVI1 is negative, the probability of the extremes will decay faster than the exponential. This kind
of tail is named a light tail. Otherwise, positive values of the EVI will make the probability decay
slower than the exponential, which makes for a heavy tail. The methods to estimate the EVI used in
this thesis will be explained in Chapter 2.

1.5 EVT for pWCET Analysis

The integration of EVT in MBPTA has received increasing attention in the last decade [44, 82].
The research community working on MBPTA has been debating on which kind of tails are more
appropriate for pWCET. It has been shown by argument and empirically that exponential tails are
a safe upper-bound in general [3, 149]. Nonetheless, exponential tails can be too pessimistic to be
usable, especially for very high quantiles. The pessimism is in part due to the very nature of the
distribution. The exponential tail assumes that the execution time may grow to infinity. However,
in CRTES this not the case. In the design process of CRTES, each task has an assigned deadline.
Therefore, the estimation of a WCET is of utmost importance to ensure the task is executed within its
time budget. Then, the theoretically best bound would be one that takes into account the finiteness
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Figure 1.2: Shape of distribution tails with different EVI &.

of execution times in CRTES programs. Light tails in EVT fulfill this purpose as their domain is
bounded with a maximum value and decay faster than the exponential. This is however, both a
blessing and a curse. When using a light tail model to fit our execution time samples, it will take
the maximum of those samples as the reference for the bounding. If in our samples we do not get
an execution time close to the WCET, the light tail model will underestimate eventually. In reality,
while light tails models tend to be very accurate in practice, in order to overestimate the WCET, they
need to be fed with values in the sample that are very close to the real WCET, which is the very
same problem we are trying to solve. In summary, while classical EVT and its two fundamental
theorems offer the best theoretical solutions to the pWCET problem, neither the GEV or the GPD
cannot prevent the uncertainty in estimating sky-high quantiles which are outside of the observed
sample, thus in general estimating a tight and trustworthy upper-bound for the WCET with EVT
is challenging. In this thesis, we identify some of these limitations and implement solutions that
combine EVT with other statistical tools, and also find new tools outside EVT to estimate extreme
values.

1.6 MBPTA with Limited Data

Frequently, CRTES engineers cannot afford an exhaustive set of benchmarks or test vectors to stress the
system towards the WCET scenario. That is the case of timing analysis for Autonomous Driving (AD)
systems, where the demonstrations via driving test serve as the benchmarks for providing guarantees
over the system behavior at operation. However, designing benchmarks that are representative
of real-life driving cases is a very challenging task [80]. As mentioned before, the difficulty in
assessing WCET scenarios is the complexity of the hardware and software. In the case of AD the
software complexity is at the core of its functionality, with Machine Learning algorithms deciphering
what the perceptive modules receive in real-time. In these systems, there can be different tasks
accessing concurrently the same hardware resources on the system, which causes timing interference
or contention impact. In this thesis, we take another point of view in the TA of these systems. Instead
of trying to provide with a representative set of benchmarks, we model the intrinsic dependency that
occurs within these systems. We aim at modelling the time dilation that occurs when similar tasks
are running at the same time. A model of this kind can give us an estimation of a WCET scenario
that may occur in very stressful situations with extreme competition among tasks. Ultimately, this
is expected to lessen the burden of the benchmark selection for the V&V.
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1.7 Thesis Contributions

The contributions of this thesis are towards the design of new and improved methods for the timing
analysis of software running on complex CRTES. It is a great challenge to improve on the classical
fundamental theorems of EVT because they provide with the theoretical best solution for predicting
extreme values. However, MBPTA's characterizing trait is the upper-bounding constraint, which is
difficult to achieve both in theory and practice. Also, in CRTES there is a lot of data coming from
the monitoring support in the hardware, which would allow creating more sophisticated MB(P)TA
techniques accounting for varying contention scenarios. Such data is typically not used owing to
inherent hardware limitations, constraining to sampling only a restricted number of variables at
once. We provide solutions that allow merging monitoring data from multiple separate experiments
as if they were extracted from the same execution conditions. Last but not least, apart from (p)WCET
estimation for system design, there is a need for validation (testing) campaigns to assess that the
system is properly designed and WCET bounds are not exceeded. However, the lack of controllability
of how tasks overlap in multicores precludes from having sufficiently exhaustive test campaigns.

In summary, we can divide the contributions in three blocks: i) improving the current MBPTA
methods in tightness and safety for the pWCET estimation problem, ii) creating new methods to
analyze the monitoring data of CRTES by putting it in an orderly way that can be used by MBPTA
tools, and iii) devising new methods to produce execution time observations for tasks overlapping
in arbitrary (and worst-case) ways that test (validation) campaigns fail to produce. More specifically,
the contributions are divided in three parts:

1. Sky-high quantile estimation techniques.
2. Hardware Event Monitor data merging techniques.

3. Contention modelling techniques.

1.7.1 Sky-high Quantile Estimation

The estimation of very rare occurrences for the WCET is still an ongoing problem. Those extreme
values, a.k.a. sky-high quantiles, are typically in the exceedance probability range of p = {1-107%,1—
107!2}. In order to fulfill MBPTA requirements, the pWCET estimation should seek to upper-bound
which is an added difficulty on the estimation of extreme values. In that regard, in this thesis we
make two contributions towards improving the WCET estimation problem using measurement-based
techniques which aim at: i) Improving the accuracy of the estimation of sky-high quantiles, and ii)
keep providing with the same safe guarantees of the estimation while needing less requirements.

1. On our first contribution towards sky-high quantile estimation, we develop a new parametric
model with analytical expression which can produce safe and accurate estimates while over-
coming some limitations of the usual EVT approaches. This technique was devised by making
use of both EVT and Risk Analysis, which helps us to make safe guarantees. The proposed
parametric model for tail estimation is the tail of a Weibull distribution, or as we named it
tailW. The solution is tested against real case-study hardware data from a CRTES and improves
on the current best EVT solution. This methodology is publicly available in an R package on
the official repository (CRAN).

2. Our second contribution towards the pWCET estimaion problem is making use of Markov’s
Inequality to upper-bound sky-high quantiles. Unlike EVT, and even taillW, Markov’s Inequal-
ity does not try to fit the data but rather upper-bounds data using simple probabilistic tools.
We modify the simplest version of Markov’s Inequality with the power-of-k function, which
provides with much tighter upper-bounds. This works theoretically because one needs infor-
mation about the distribution of the sample at analysis. The challenge of this problem is in
working out a practical solution that allows to take an unknown distribution and still being able
to provide trustworthy and tight bounds. We validate this method against reference theoretical
distributions and real case-study hardware data from a CRTES, which improves on the current
best EVT solution.



1.8. Structure of the Thesis

1.7.2 Hardware Event Monitor Data Merging

Multicore processors do not allow to read all the HEMs at once. HEMs which provide information
about the system at operation, can be read in small groups. Multicore processors have only few
(4-6) PMCs while the number of HEMs is in the order of hundreds [67, 68, 69]. Therefore, not
much information from the hardware can be extracted at once at operation under the same execution
conditions. To make things worse, conditions greatly vary from run to run, making the comparison
of runs a relevant concern. This presents a challenge for the use of HEMS in MBTA since, while
information from the system at operation can be obtained, only a small subset of the HEMs can be
measured at the same time. In this thesis we explore methods to capture as much data as possible
that can be used to the advantage of more robust V&V techniques.

¢ The first contribution makes use of statistics of order to merge HEMs. We do so by selecting a
common HEM that will be present in all collections of HEMs to read on a given run. With the
use of this common HEM, called the anchor HEM, we can proceed to perform a merge based
on the order statistics of the anchor. We evaluate if the HEMs keep the relationship they have
with one another after the merge.

¢ The second contribution makes use of Copula Theory in order to preserve the relationship
between HEMs after the merge. This methodology uses a more data expensive procedure to
merge HEMs because one needs to measure the relationship between all HEMs before reading.
Then, modelling said relationships with a Multivariate Gaussian copula, we can perform the
merge and obtain a final dataset were all values are sorted on similar execution conditions.

In both methods we use the T2080 platform for validation purposes.

1.7.3 Contention Modelling

High-performance processors used in CRTES provide the required computing capacity, but this
comes at the cost of additional challenges to the timing analysis of the systems. The fact that
multiple cores access shared resources at the same time can produce delay in the execution time of
tasks. Therefore, when multiple tasks are executed at the same time, they tend to create contention
on each other. In this final contribution, we design a model for inter-task contention that occurs
in multicore systems. At system operation we have the timeline of the execution times of different
tasks, although they are rarely executed in isolation from other competing tasks. In this work, we
show how the contention model we constructed allows us to estimate isolated (solo) execution time
and WCET scenarios in systems were this information cannot be obtained. Here we work on a
mathematical model of contention to estimate the general impact of contending tasks in CRTES.
This model allows us to estimate less pessimistic WCET conditions when working with limited
information. We validated this model using execution times from a demo of the Apollo autonomous
driving software.

1.8 Structure of the Thesis

¢ In Chapter 2 we introduce some background to understand each of the contributions made on
this thesis. First, a deeper understanding of the limitations of EVT for the pWCET estimation
problem based on theoretical arguments is presented. Then, we explain in detail the monitoring
data coming from CRTES that cannot be extracted at once. Finally, we explain in detail the
contention suffered in MPSoCs and the need to model it for the pWCET problem.

e Chapter 3 shows all the practical and theoretical tools that were used in this thesis which
are divided in several blocks. The first block is the statistical one. The final one shows the
benchmarks used to validate our solutions.

e Chapter 4 is devoted to the first solution to the WCET problem, the usage of Weibull tails to
estimate sky-high quantiles. In this chapter we combine EVT with Risk analysis to provide a
tight yet trustworthy solution to the WCET problem.

¢ In Chapter 5 another solution for the WCET problem is shown. We explain how Markov’s In-
equality, which upper-bounds by construction, can be the foundation for tight and trustworthy

9



Chapter 1. Introduction

pWCET estimation.

e Chapter 6 is the first one devoted to the HEM data problem where we want to merge different
HEM readings into a single dataset using statistics of order.

* Chapter 7 is the second one devoted to the HEM data problem. The solution provided in
Chapter 6 is a simple yet satisfactory one that is easy to implement and execute. Here we use
Copula Theory to model the relationship between all HEMs and provide a final merge of the
data that keeps their intrinsic relationships.

¢ Chapter 8 shows the contention model we devised that allows us to estimate isolated execution
time and WCET in systems were this information cannot be obtained.

¢ Finally, in Chapter 9 we show the conclusions of this thesis, its overall contribution, and future
lines of work.
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Chapter 2

Background

21 Measurement-Based Probabilistic Timing Analysis

In order to face the challenges of performing Timing Analysis on complex CRTES, lately, MBPTA
techniques have been adopted by the community. Their utility on certification has been assessed
[153] and even in avionics real-case studies [170].

MBPTA techniques build on collected measurements of the task under analysis and produce a prob-
ability distribution function which upper-bounds the execution time of the task under analysis, also
called a pWCET. Usually, the pWCET is shown in terms of the Cumulative Distribution Function
(CDF), which is the probability that a random variable (r.v.) is smaller than a certain value. Alterna-
tively, and the one we will use throughout this thesis, is the Complementary Cumulative Distribution
Function (CCDF) (or 1 — CDF), which represents the probability of the r.v. exceeding a certain value,
that is, the exceedance probability p. We say that the CCDF of an execution time pWCET, Cpgynd,
see Figure 2.1, is said to upper-bound the real CCDF of the task under analysis, C., — so being a
pWCET bound - when for any exceedance probability p the execution time of the former, etpoyuq(p),
is higher (or equal) than that of the latter, ef,.;;(p). It also holds that, for any given execution time, et,

the exceedance probability of the former, ppouu4(et), is higher (or equal) than that of the latter, peq(ef).

etpound (P )

This can be expressed as tightness(p) = —; )

Ideally, the tightness in pWCET should be as close to 1 as possible, specifically for small p, i.e. large
execution times. However, one should aim at ensuring that the tightness isnever under 1. Estimations
of the WCET which are lower than the real WCET are said to be optimistic; and carry risk because one
could allocate a smaller time budget to a critical task than it may need. On the other hand, a pWCET
cannot be exceedingly pessimistic. A pWCET which estimates execution time 50% higher than the
real ones causes a wasteful allocation of computational resources. The upper-bounding constraint
is a difficult one to overcome. Typically, predictive models and fitting techniques aim at minimizing
the error, or maximizing the likelihood, between the data and the model; however, usually there is
not a concern about approaching the data from below or above. Furthermore, the biggest challenge
is in upper-bounding data that has not been seen yet. EVT helps a great deal in that regard given
that it provides with limit laws (i.e. parametric models for the most rare occurrences) on the range
of probabilities that MBPTA is interested in, typically p = {107,10712}.

The values of a distribution given a probability, the quantiles, can be obtained with different methods.
In general, from a sample of size n one can obtain with relative ease a satisfactory estimation of
quantiles with probability p > 1/n [151]. One can easily see the problem if we need to make
estimations on very low probabilities. In order to compute a trustworthy estimation of quantiles
with probability p = 107!2, one cannot simply run a task n = 10'? times. In practice, the range
of probabilities of interest for V&V purposes for WCET estimation, will in general be beyond the
observed sample. That is why initially MBPTA adopted EVT to assess this problem.

As one can see the problem that MBPTA proposes to solve is not an easy one. Even though modelling
techniques like EVT have been proposed to estimate very rare occurrences not seen in the data, the
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requirements of MBPTA are challenging. The timing validation on CRTES are very strict and demand
precision and more importantly, trustworthiness, in the pWCET models.

2.1.1 MBPTA Requirements

MBPTA builds on a sample of the execution time of the task under analysis. This sample should
be independent and identically distributed (i.i.d) so that EVT can be applied. MBPTA-compliant
architectures satisfy these requirements by construction [99]. In order to have i.i.d. input data in
general one would reset the system each time one run finishes so that each run can be performed
under the same initial state. Alternatively, one can choose randomly within an appropriate pool of
initial states. Although in practice producing truly independent measurements in CRTES is hard,
due to the impossibility of fully controlling the execution conditions. In order to apply EVT the input
data must be independent on the extremes, although if this dependence is weak, or the dependence
is in the body of the distribution, EVT can still be applied [40].

The i.i.d. requirement is not the only important condition. The last requirement, which is general to
all modelling approaches, is the representativeness. One should ensure that the input data that is
being fed to the MBPTA model, is as close as possible to the execution time at system operation. In
the CRTES domain we have certain advantage with respect to other fields like climate or economics
where EVT is applied, in that we are able to generate samples from the system that will be on
operation. Nonetheless, it is in the hands of the engineer to produce representative scenarios of the
system at operation. In that regard it is not enough simply to run the program many times in order
to generate a representative sample. The Operating System is the one in charge of allocating the
code, as well as the stack and the heap, into the memory. The way the Operating System performs
the allocation will affect timing behavior. The different timings of multiple tasks accessing the
same shared resources (shared buses, data buffers, and data caches) can change greatly the overall
performance. Thus, it becomes necessary to produce tests with as much coverage of all possible
execution paths as possible [186]. In that regard, this representativeness can be achieved by means
of randomizing memory-placements at the code, stack, and heap level [70].

Cbound

Pound

CCDF

Time

Figure 2.1: Generic representation of the tightness of pWCET estimations using the
CCDFE.

2.1.2 State-of-the-art on MBPTA

EVT relies on iid. observations in the input sample [65, 74, 82]. The difficulty of achieving
this depends on the underlying hardware platform [85, 99, 109, 142] and the software support
used [104]. For instance, the commercial off-the-shelf hardware platforms considered in [109, 142]
pose difficulties to enforce i.i.d. measurements, and some dependencies across measurements may
exist, thus requiring special consideration, as shown by Santinelli et al. [142].
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The source of dependencies has been investigated by Melani et al. [114] concluding that pWCET
estimation is still possible despite dependencies. Other authors build upon alternative methods for
measurement collection to get rid of dependencies. In particular, Yue et al. [109] consider retaining
only maxima for that purpose. Lima and Bate [104] show that mitigating the impact of discrete data
may also help to mitigate the impact of dependencies.

MBPTA brings several challenges [71] including a sound tail modelling application, the representa-
tiveness of the input samples [1, 76, 78, 99, 142], and how to interpret the obtained results. These
three challenges have been presented in [71], while [35] makes a deep survey of the existing works
addressing each of these challenges. In this context, [6, 98] have shown how to interpret EVT results
from a certification point of view.

A different challenge to pWCET reliability relates to representativeness of the observations [4, 12,
78, 118] which corresponds, in the timing domain, to guaranteeing the observations are actually
representative or upper-bound the execution time distribution, which in fact, is an inherent trait for
any sampled-based approach. Statistical and model uncertainties in the scope of EVT are discussed
in [26] where robustness in tail estimation is achieved by considering, together with GEV, a family
of plausible probability models (i.e., close to GEV) and selecting the most conservative estimated
probability value among all models.

2.2 Extreme Value Theory

EVT has been one of the most important and useful theories of modern mathematics. There are
many areas where there is a need for modelling extreme events that have not been observed yet.
CRTES is one of them; not only in order to comply with safety standards, but also for efficiency and
energy consumption reasons [157].

In this section we show the two classical fundamental theorems of EVT. Also, we will dive into the
techniques to put the theory into practice.

2.2.1 Law of Large Numbers: the Central Limit Theorem

Let us start with a basic definition that will be useful to discuss for this thesis. Throughout this
thesis we model the execution time of complex CRTES as a r.v.. In this thesis, a r.v. is devised as a
mathematical object in which we attribute a stochastic behavior, responsible of generating outcomes,
from a set of possible events. Formally speaking, the outcome of a r.v. will be the result of a measure
of some event, w, in an experiment which belongs to the set of all possible outcomes w € Q, and
this event will take form in the measurable space. In this thesis, the measurable space will be the
one where execution times belong, the positive real-values bigger than zero, in our R,¢ . As a toy
example, a six-sided dice is a r.v. responsible for generating one of the possible outcomes from the
setQ={1,2,3,4,5,6}.

It is needed to stress out that a r.v. is a function responsible of generating the outcomes. Considering
this definition of a r.v. will makes us thing about them in a more abstract way which will be useful
throughout the thesis.

The Central Limit Theorem (CLT) helps to introduce the concept of limit laws. In every discipline,
modelling probability distributions is a challenging task. More often than not, the distributions
of real data do not take the shape of a defined parametric distribution which eases the modelling.
This, though, does not prevent performing satisfactory probabilistic models. One of the most useful
tools in statistics is to approximate the empirical distribution of real data to a simpler parametric
distribution using a limiting argument.

Definition 1 (CDF). The CDF of a r.v. X is a function, Fx, given by
Fx(x) =P(X < x), (2.1)

where P denotes the probability that the rv. X takes a value smaller or equal than some x.
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Definition 2 (Limit law [40]). A sequence of rv.s X1, Xo, -+ , having distribution functions F1,Fy,- -+, is

said to converge in probability to the r.v., X, having distribution function F, denoted X, £ X, if

Vx, Fu(x) > F(x) as n — oo. (2.2)

Whatever the form of Xj, X5, - - -, might be, there can be transformations which takes those distri-
butions to a limiting law which is much easier to assess for our modelling. Note that, limiting laws
consider that the number of r.v. tends to infinity (n — o0). In practice, this is not possible to achieve.
Some limiting laws may be able to achieve this limit with a different number of r.v. and this may
carry problems in the modelling.

Let us use the most famous example of limiting law as introduction, the CLT.

Definition 3. Let X be a discrete r.v. with probability function fx(x), where x are the particular values that
X can take. The expected value of X is:

E(X) = Z xXfx(x) = Z xP(X = x). (2.3)

xeX xeX

Theorem 1 (CLT [40, 168]). Let X1, X3, -+, be a sequence of independent and identically distributed r.v.s
with finite E(X) = u < oo and positive variance 0 < V(X) = 02 < oo. Then the weighted sum of the r.v.s
converges in probability to:

XHZMiN(‘u,—) as mn — oo, (2.4)

where N (y, "72) is the Gaussian distribution with mean p and variance o>.

This is a powerful and fundamental result of statistics and its simplicity explains why the Gaussian
distribution seems to appear everywhere. One must be aware of the details of the theorem. Here
the CLT is not stating that we are modelling the unknown distributions of this r.v. as a normal
distribution. The result states that the mean of several r.v., regardless of their parent distribution, can
be modelled as a normal distribution.

Bringing this to our domain, usually execution times of complex tasks in CRTES have unknown
distributions. If we were interested in knowing the average execution time in our system, a first
approach could be model the average of the distribution of our execution time as a Gaussian dis-
tribution. Which is a very powerful approach because we do not need to take into account more
information than the one that is presented in the samples. Therefore, limiting laws allow us to avoid
making ad hoc models for each specific platform or task. Changing platforms or changing tasks will
only change the parameters u and o2 of the Gaussian distribution, but the underlying model will
stay the same.

2.2.2 Law of Extremes: Block Maxima

Let us show in this section how we can apply the limit laws into the most extreme values of a
distribution. As we explained in Section 1.4, we have two ways of thinking about extremes. Let us
start by the first one of considering as extremes the maximum value of a sample.

Block Maxima.

We can define,
M, = max{Xy, -, Xy}, (2.5)

where Xj,---, X, is a sequence of independent and identically distributed r.v. with common dis-
tribution F. One can think of this sequence as different sets of runs from the same task in a given
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system, then M, is the maximum of each set of runs. It is actually rather easy to describe the limit
law for M,;:

P(M, <y)=P{Xi <y,---, X, <y}, (2.6)
=P{X; <y} x---xP{X, <y}, (2.7)
={F(y)}". (2.8)

Equation 2.6 of the demonstration is just writing the CDF of M,, in terms of all the components.
Then, in Equation 2.7 we use the fact that each r.v. Xy, -+, X, is independent, and thus the CDF of
M,, can be written as the product of the CDF of all X;. Finally, because each X; has the same CDF, F,
the CDF of M,, can be neatly summarized as {F(y)}". As clean as this result is, it is not very useful
at first because we do not know F, thus we look for approximations on F".

When looking at the behavior of F* when the sample size tends to infinity, 1 — oo, one can see that
for any y < y*, where y™ is the upper end-point of Y, the CDF of M,, degenerates to zero.

An appropriate linear normalization of M,, allows to stabilize the scale and location of the distribution
instead of degenerating to a point mass on y*. This is the approach that was used to derive the first
fundamental theorem of EVT.

Theorem 2 (Fisher-Tippett—-Gnedenko Theorem [65]). Let us suppose that there exists sequences of
real-valued constants {a, > 0} and {b, } such that,

P{(My ~ bu)/ay <y} = Gly) as n — oo, 29)

where G is a non-degenerate® distribution function, then G belongs to the GEV distribution families,

G(y):exp{—[1+5(y_“)]‘l“}, (2.10)

o
which is defined on 1 + &(y — u)/o > 0 where u, & € Rand o > 0.

This model has three parameters. We call u the location parameter, o the scale parameter, and & the
shape parameter. Here we can differentiate three cases that produce the distribution families. The
distinction among them is given by the values that the extreme value index, &, takes. The first two
are the cases where & > 0 which is the Fréchet family and the case where £ < 0 which is the Weibull
family. As seen in Figure 1.2, the Fréchet distribution is a Heavy Tail distribution, and the Weibull is
a Light Tail one. The final case is when & — 0 which delivers the Gumbel family,

G(y) = exp {—exp [—(%)”, (2.11)

which is an Exponential Tail.

Finally we have a solution for the distribution of maxima M,. Nonetheless, one should recall that
this is a limit law. When the number of samples 7 tends to infinity this is the distribution of the
maxima. This puts a burden on the estimation of the parameters of the GEV, more importantly on
the shape & which is crucial in making a good assessment of the distribution. Being a limit law
implies that there will be some uncertainty in the model regardless of the method used to estimate
the parameters because our sample size cannot be infinite. We regard this phenomenon as model
uncertainty.

2.2.3 Threshold Law: Peaks Over Threshold

The second classical fundamental theorem of EVT parts from the second way to look at extremes.
Instead of fixing the maxima of each sample, one can consider the probability mass of the upper
end-point from a distribution, namely the fail.

1A Degenerate distribution function is one such that all the mass is located at one point m with probability 1 and the rest
of the values are 0.
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Peaks Over Threshold (PoT).

Given a r.v. X with a CDEF F, and a threshold, u > 0, such that y = x — u, the excess r.v., X,,, defined
as (X —u | X > u) is given by the CDF, F,, defined as:

Fury -Fw) 2.12)

Fy(ly)=P(X-u <ylX >u)= T—Fa) y =

Then F, is the excess distribution function, which is the distribution of the excess value over a
threshold u. A Pol model is a semi-parametric model where the law of X for x < u is described
by the empirical distribution, and for x > u is defined by a parametric model for the tail. It is
semi-parametric because, if we want to apply EVT models, we are concerned with the tail of the
distribution. Therefore, for the values of the r.v. higher than the threshold X > u we use a parametric
model S, (x,), with x, = x — u, and for the cumulative probability up to the threshold u we use the
empirical probability mass given by the sample. More formally,

P(X > x) =S(x) = S(u)S,(x,), (2.13)

where S(x) =1 - F(x) and S, (x,) = 1 — F,(x,) are the CCDFs.

Theorem 3 (Pickands-Balkema-de Haan theorem [15]). Let F be a distribution function such that
F(x) < 1 with F, being its conditional excess distribution function. Then, F, converges in probability to the

Generalized Pareto Distribution (GPD) for large u. That is, F,, £> G(y;0,&) as u — oo, where:

Witho > 0,andy > Owhen & > 0and y < y < y—0/& when & < 0. This result is crucial for
tail estimation. If the conditions for the theorem are met, the GPD family of functions results in
accurate estimates for the most extreme values on the tail. However, the conditions are met when
the threshold u — oo, which brings uncertainty in the implementation of estimates with the GPD
since finite values of 1 need to be used.

2.2.4 State-of-the-art for EVT in MBPTA

Extreme Value Theory, a consolidated approach for modelling and predicting the occurrence of
rare events, has emerged as the preferred option for modelling the WCET of software programs in
CRTES. EVT has been considered particularly fit for probabilistic modelling of WCET as the latter
is normally considered a rare event in the program’s timing behavior. EVT is at the foundation of
several MBPTA approaches [3, 20, 35, 82, 149, 165], which have been already positively assessed in
some industrial use cases [170]. Probabilistic approaches building on sample and population sizes
have also been built for overlapping concerns across task scheduling and timing analysis [127], hence
being orthogonal to WCET estimation. Several works assess the necessary conditions for a correct
application of EVT to the timing problem since an inattentive application of the EVT statistical tools
can severely affect both trustworthiness and quality of the derived pWCET bounds [71, 105, 118].

Several studies focus on EVT applicability preconditions on the (timing) observations being i.i.d.
r.v.s [35, 44]. EVT has also been shown to be applicable also to stationary data preserving extremal
independence [142]. Different statistical tests have been assessed for that purpose in the real-time
literature [3, 35, 44, 137]. Also, platform randomization [97] or data sample randomization [104] have
been used to meet the i.i.d. requirement. However, even in case such statistical preconditions are
met, the reliability of the obtained pWCET bounds is still affected by the choice in the EVT inputs (i.e.
selection of samples belonging to the tail) and parameters of the fit distribution. Several methods
have been proposed for selecting and assessing the quality of EVT parameters and sample selection
and, in turn, their impact on the trustworthiness of the computed bounds [3, 12, 138].

Several authors have considered general EVT distributions, without restricting them to the expo-
nential law [76, 104, 105], whereas others build on the particular characteristics of the problem
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modelled — finiteness of the execution time of critical real-time programs — to fit exponential tails
only [3, 44, 59, 82], which have been shown to provide usable bounds and confidence intervals [149].

Probabilistic and statistical approaches [35, 48] have been increasingly considered as a promising
solution to cope with the rise in complexity of hardware and software systems, as determined by
unprecedented increasing computing performance requirements [54].

2.3 EVT Alternatives

In this thesis we propose alternative models for estimating very rare occurrences in the context of
MBPTA. Our aim is to propose new methodologies that maintain safety guarantees while needing
less requirements of application.

2.3.1 Chebyshev’s Inequality

Additionally, the other front is to mitigate EVT’s model uncertainty. Given that EVT has uncertainty
in the modelling process that cannot be avoided by construction due to the threshold estimation, we
want to resort to methods which can produce safe upper-bounds which do not have uncertainties
embedded into them. In that regard, there is a probabilistic inequality called Chebyshev’s Inequality
which upper-bounds the cumulative probability of exceeding a given value of the r.v. at study. This
inequality upper-bounds by construction any positive r.v. which makes for a suitable candidate for
starting a pWCET methodology. Let us introduce this probabilistic tool.

Theorem 4 (Chebyshev’s Inequality [156]). Let X be a non-negative r.v., b > 0, and f a non-negative and
increasing function. Chebyshev’s inequality states that:

E(F(X)

P(X >b) < )

(2.15)

For WCET estimation, X corresponds to the execution time distribution to be bounded, and b to an
execution time for which we want to find its upper-bound probability.

Regarding f, it needs to be defined to realize the general Chebyshev’s inequality into a specific
upper-bound function. The function f can be any non-negative function so that for a particular
domain D, Property 2.16 holds.

VxeD, f(x)>0, (2.16)

f must also be an increasing function so that for a given interval I, Property 2.17 holds.

a,bel | a<b, = f(a)< f(b). (2.17)

Interestingly, Chebyshev’s inequality does not require determining where the actual tail distribution
starts but instead works with the entire distribution, hence removing EVT’s model uncertainty for
tail selection. In fact, Chebyshev’s inequality carries no model uncertainty.

Observation 1. Chebyshev’s inequality is a model uncertainty free general model for pWCET estimation.

Chebyshev’s inequality also applies to continuous and discrete distributions regardless of their
characteristics (e.g. shape, variance, kurtosis, etc.). Also, it is non-parametric, i.e. it makes no
assumption on parameters for the studied distribution.

2.3.2 Markov’s Inequality

Markov’s inequality is a specific instantiation of Chebyshev’s inequality.

Corollary 1 (Markov’s Inequality [111]). Let X > 0 and let the function f be the identity function
f(X) = X. Hence, Markov’s inequality yields:

P(X = b) < # (2.18)
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As for the baseline Chebyshev’s inequality, Markov’s inequality holds for any real-valued r.v. with a
finite expected value and positive value b. Also, it (i) is a trustworthy upper-bound, by construction,
of the underlying distribution; (ii) has no model uncertainty; (iii) is non-parametric; and (iv) can be
applied to discrete and continuous distributions.

In Chapter 5, we will assess Chebyshev’s Inequality viability for an MBPTA methodology.

2.3.3 State-of-the-art for EVT Alternatives for MBPTA

Markov’s and Chebyshev’s inequalities have been historically applied in a wide variety of fields such
as Engineering [160], Big Data sampling [143], and radiative transfer [163]. In the context of real-time
computing, moment-based bounds on tail probabilities have also been considered in the scope of
probabilistic schedulability analysis [37, 38, 56, 167]. Chernoff bounds [37, 38] and generalizations
thereof [167] are exploited to compute the cumulative distribution of the interference caused by
higher-priority tasks on a task response time, ultimately delivering a probability for deadline misses.
While building on application of Markov’s inequality to the timing dimension, these approaches
do not address the problem of computing probabilistic bounds to tasks’ execution time, which are
instead assumed to be available, but offer a scalable alternative to the computational complexity of
convolutions. Some works [106, 135] consider the use of Chebyshev’s inequality for WCET and/or
cache hit and miss rates estimation. However, those works consider Chebyshev’s inequality only
to estimate the impact of the variance on those metrics, and focus on the analysis of statistical
uncertainties. Other works consider using higher moments to improve concentration inequalities
similar to Markov [101]. Finally, authors in [185] consider a similar approach to those works for
WCET estimation, but discard Chebyshev’s inequality altogether given the pessimism expected for
high quantiles.

2.4 Hardware Event Monitors in MBTA

Powerful measurement-based timing analysis solutions have been proposed for multicores for critical
applications building on hardware and software profiling [24, 57, 144]. In this context, the PMU
in MPSoCs offers information relevant for timing analysis [73, 115], enabling V&V and software
time budgeting of time-critical applications. For instance, the usage of some shared resources can
be budgeted, monitored, and enforced using event quotas building on HEMs reached through the
PMU [46, 126, 131, 183]. HEMs are used to monitor when tasks exceed their usage quotas which
are suspended. Furthermore, HEM data has been shown to aid sampling representativeness [33].
Indeed, HEM information is already used as a pillar to certify critical avionics systems [134], so PMU s,
and the HEMs they allow monitoring, become the basis of industrial-quality multicore interference
mitigation and estimation techniques.

However, HEM information is not straightforward to use. Due to the impossibility of controlling
execution conditions in complex CRTES. A program run several times and performing the same
number of instructions, thus maintaining functionality, will yield different HEM results. In this
section we analyze the variability of HEM data within the context of the NXP T2080 Reference
Board.

We show that several of the 262 HEMs in the T2080 present significant variation (Section 6.2.1) and
follow different distributions (Section 6.2.2). We also dig down into some of the reasons behind the
observed variation (Section 6.2.3).

2.4.1 Disproportion Between the Number of HEMs and PMCs

Despite the increase in number and specialization of HEMs, their observability and accessibility in
reference CRTES platforms is typically constrained by the availability of a relatively (but consistently)
lower number of PMCs. The latter represent, in fact, the most natural way of making HEM infor-
mation available to the user. The number of PMCs available in modern MPSoCs typically ranges
between 4 and 8 per core, which inherently clashes with the number of HEMs an analysis would
need to track. In the case of ARM A53/A57/A71 cores, the number of PMCs is 6, which also matches
the number of PMCs in NXP cores e500mc/e6500.
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Overall, the clear imbalance between the large number of HEMs and available PMCs calls for ap-
proaches that reliably merge HEM readings across different experiments. Itis also worth mentioning
that MPSoCs include an increasing number of complex shared resources. This will naturally result
into more HEMs tracked by timing analysis techniques to capture the effect of contention.

Hence, several runs are required to read all the HEMs of interest, which are later ‘merged’ off-line to
analyze the program behavior and reason about contention. For instance, to decide whether some
tasks can be scheduled concurrently, we need to budget how much each one is expected to access
each shared resource, which requires consistent reads of a large number of HEMs.

To make things worse, several runs of the same experiment in an MPSoC can result in inevitable
variations in the timing behavior of the program, though its functional behavior is the same. This
is due to the impossibility to control the entire hardware and software initial state in each run. In
practical terms, this translates into variability in HEM readings (as high as 59% for processor cycles in
our target system for relevant HEMs), with no variability observed in instruction count (as analyzed
in Section 6.2.3). The engineer is confronted with a set of values (readings) for each HEM, that need
to be merged to allow reasoning about multicore contention. Unfortunately, since HEM values from
different runs to be merged can be subject to different (large) noise, it is challenging to merge them
consistently so that merged HEM vectors — those where all HEMs of interest are included — resemble
the values that would have been obtained if they could have been read all of them simultaneously in
the same run.

2.4.2 State-of-the-art on HEM Analysis

In the CRTES domain, several works build on HEMs for the estimation of bounds to software timing.
Paulisch et al. [126] create an analysis and runtime monitoring solution for limiting task contention
in multicores by tracking and controlling HEM. In the same vein, Diaz et al. [55] build on HEM
to produce an ILP-based contention model for an AURIX automotive microcontroller. Likewise,
Santinelli et al. [77], build on the HEM of a multicore system to derive probabilistic WCET estimates.
Griffin et al. [75] derive a method to select the HEM with highest contribution to software timing
and predict execution time under unseen configurations.

More recently, information from HEMs has been exploited as the cornerstone of industrial-quality ap-
proaches [134, 162] for providing the necessary evidence for supporting the certification of multicore
CRTES, in conformance with the requirements from domain-specific certification authorities [62].

Several works in the mainstream (high-performance) domain reason on the sources of variability in
HEM values when executing several times the same piece of software. This covers from the operating
system noise [119], application variability [7, 121] and the particular HEM-Reading library, to the
complexity of the hardware [184]. For instance, [119] focuses on the cycle count HEM and shows
that its variability is often related to the executable layout and operating system issues. Also, at
software level, [184] assesses the accuracy of various high-level counter APIs with focus on cycle
count and total retired instruction HEMs. In our work, we use no operating system and access
directly, with no library, the HEMs (via the PMCs) so they are not subject to software-induced
variability. In [121], authors focus on task-parallel programs in high-performance environments
with highly-dynamic execution conditions, including dynamic task scheduling, that cause tasks to
execute in different orders and in different cores across executions. Authors propose techniques to
determine which HEM readings belong to each task and hence, combine them to derive all HEMs
for a task. Interestingly, the reading of each group of HEMs is performed once, so authors do not
assess the impact of variability in HEM readings due to hardware and software related variability.
We, instead, focus in much more predictable environments, as needed for CRTES and consider the
variability of HEM readings.

HEM sampling or multiplexing consists in time-sharing the PMCs over a set of HEMs: at each
interval boundary, whose duration is a configuration parameter, the PMCs are reprogrammed to
read a different set of HEMs. HEM sampling is, for instance, adopted by the Linux kernel’s perf event
subsystem. The potential inaccuracies introduced by the interpolation made by sampling techniques
have been studied elsewhere [103, 180]. Other works rearrange samples derived from HEMs from
long executions to improve performance analysis [147].

At hardware level, other works [171] focus on specific HEMs (e.g. retired instructions, branches,
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loads/stores) and develop low-level hardware hypotheses on the reasons behind some of these
HEMs suffering from various forms of under and over count. Authors do several recommendations
on the hardware design to reduce the observed variability. Our goal, instead, is managing at software
level HEM variability and limitations to read HEMs on existing boards (e.g. NXP T2080).

Incomplete sets of data have been considered with Matrix Completion (MC) methods [83, 136]. There
are fundamental differences between HEM merging and MC.

1. MC requires input data be a random matrix, where values in all rows and columns belong to
one measure with its own distribution for each value, which does not hold for the problem at
hand (e.g. the outcome of a HEM measure is a column, thus with its own distribution).

2. MC aims at producing synthetic data to complete missing data, thus bringing risks due to in-
ferring the distribution of real data to produce new data, which may match some characteristics
of real input data but miss others.

In fact, since input data (HEM values) do not match requirement (1), and the fraction of missing
values is large, MC populates the data array with values whose mean and standard deviation differs
drastically from those for real (observed) data. Overall, MC does not fit the needs of the problem at
hand by construction since its prerequisites are not met.

Several solutions have been proposed to master multicore interference in industrial contexts. Some
approaches attempt to reduce or fully remove interference across tasks running concurrently in
multicores by segregating accesses to different hardware blocks. These approaches have been devised
for on-chip and off-chip memories, including banks of shared caches, as well as banks and ranks of
DDR memories [94, 107, 110, 128, 155, 182].

Other approaches perform segregation over time, rather than over space, by splitting execution of
tasks into memory and computation phases, thus letting schedulers guarantee that memory phases
from different tasks do not occur simultaneously [25, 51, 129]. However, segregation over time is not
always doable due to the characteristics of the hardware or the application itself (e.g. application
semantics cannot be changed due to overwhelming V&V costs). Therefore, if time segregation is
not feasible, even if space segregation is used, multicore interference can still occur in hardware
resources not visible at software level, such as interconnects, as well as buffers and queues internal
to shared caches for instance [161]. In those cases, solutions are needed to master interference in
multicores and account for it during timing analysis.

2.5 Timing Validation in Automotive Systems

The need for deriving time budgets for safety-related software components in automotive emanates
from safety requirements, as described in ISO 26262 automotive functional safety standard [89].
Safety requirements determine the maximum response time affordable for a given functionality and
the fault tolerant time interval, which stands for the time allowed since a fault occurs until an action is
taken to recover or to bring the system to a safe state. Both determine the end-to-end time for a given
functionality to be performed (including sensing and actuation time). Once discounted the time
devoted to interfacing with physical components, the remaining time is the time budget allocated
for the software component to complete its execution.

Automotive systems are designed and verified following appropriate practices to achieve safety
compliance. For instance, WCET estimation tools may be used, together with appropriate response
time analysis methods for task scheduling. Nevertheless, a validation step is needed before deploying
the system to detect system faults due to, for instance, the violation of some assumptions caused
during integration. Whether an application adheres to its timing constraints during the validation
process is normally assessed in hardware-in-the-loop testing environments, where the complete
application can be run. Appropriate test equipment is used to collect information on the execution of
the application under analysis in general, and each of its tasks in particular, thus with a much higher
observability than in the system during operation. However, due to the high coupling between the
different tasks, the operating system, and the input/output interface of the application, individual
tasks cannot be run in isolation or at externally-controlled time instants. Hence, although start and
end times can be obtained for the different jobs of each task (observability), it is not possible to
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enforce specific release times at will (controllability). Overall, tasks overlap with each other in an
intricate manner depending on release times dictated by input data and timers, as well as by their
duration.

Execution time measurements, therefore, reflect arbitrary-looking overlaps across tasks, representa-
tive for the input data used during tests. Whether other overlaps are possible and whether those
can lead to higher execution times is, in general, unknown and hard to control in practice. Hence,
other than considering an engineering margin on top of the high watermark execution time to ac-
count for scenarios not triggered by the tests used, end users lack tools to use those execution time
measurements in a more informed manner for validation purposes. While engineering margins
set based on experience have worked for hardware platforms with low execution time variability,
the increasing use of Graphics Processing Units (GPUs) and other high-performance hardware to
match the performance needs of Autonomous Driving frameworks brings much higher performance
variability due to contention in the use of shared resources (e.g. shared caches and main memory
bandwidth). Hence, end users lack means to quantify whether unobserved scenarios could lead to
timing violations.

One of the focus of this thesis is to aim the timing validation methodologies by providing with an
analysis tool for the contention derived from overlapping tasks. Continuing the trend of resorting
to measurement-based analysis our contention modelling builds on a state-of-the-art autonomous
driving framework.

2.5.1 State-of-the-art on MBPTA with Dependency

The impact of dependencies in WCET estimation has been mostly considered for the particular
case where they exist across jobs of a given task. In particular, probabilistic WCET estimation was
originally formulated on top of the assumption of i.i.d. execution time observations for a task [59].
Therefore, solutions for pWCET estimation have often built on top of Extreme Value Theory fori.i.d.
processes [65].

However, some researchers noted that execution time dependencies may exist across jobs of a given
task, thus jeopardizing i.i.d. properties, so methods considering those dependencies would be more
convenient [40, 100]. Amongst those works, Bernat et al. [22] pioneered in the area of execution time
dependencies and analyzed them at the scope of program components.

Santinelli et al. [142] considered a particular type of dependencies across jobs —stationary processes —
and concluded that they could lead to WCET underestimation if not accounted for carefully. Similarly,
Melani et al. [114] showed that appropriate statistical tests (mostly correlation and independence
tests) can be used to account for those dependencies satisfactorily. Lima and Bate [104] proposed a
solution to mitigate the impact of dependencies across jobs to facilitate WCET estimation. Finally,
Abella et al. [2] have recently shown that the source of those dependencies across jobs imposes
different constraints on task scheduling.
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Experimental Methodology

The workflow used in this thesis is carefully designed in order to ensure the results obtained can
be trusted; from the generation of the data until the end goal. The diagram in Figure 3.1 shows the
general workflow of all experimental methodologies followed in this thesis. In Section 3.1 we present
the Data Generation process which in this thesis has been performed in two ways.

¢ The first option is to design a set of programs that stresses the hardware (board) or simulator
used to obtain execution times or HEM data for the analysis.

¢ The second option, described in Section 3.2, is to use analytical parametric distributions as
benchmarks for pWCET methodologies’ validation. Gathering a set of parametric distributions
with similar tail profile than the most extreme conditions of CRTES at operation is useful to
validate pWCET estimation methodologies.

Once we have chosen the benchmarks for data generation, we perform the Data Gathering using
sampling techniques. In Section 3.3 the Data Validation step is detailed. After sampling, the samples
coming from real hardware or simulator should pass a validation process with an i.i.d. test to ensure
that the methodologies can be trustingly applied. In contrast, the data sampled from parametric
distributions is obtained using standard statistical libraries from R [133], in which the i.i.d. condition
is given by construction. Finally, Section 3.4 shows the Modelling part of the experimentation. Once
the data is ready and validated, we apply the models and methods we propose in this thesis and also
state-of-the-art methodologies like EVT. The application of EVT models will be further explained in
this chapter. After the confidence intervals have been computed, we obtain our End Result, be it a
pWCET or other results from our methodologies. Even if the methodologies we investigated in this
thesis are different in nature, the core of the experimental methodology remains the same to ensure
trustworthy results and methods.

2 2 2 2 2
Data Generation Data Gathering Data Validation Modelling End result
Benchmark .. EVT Model .
Programs i.i.d. Test o e pWCET
Sample Methodologies| |, | Estimation

or

Distributions Intervals other Models

Figure 3.1: Diagram of the experimental workflow with the tools used in this thesis.

3.1 Benchmarks and Platforms

In this section we describe the benchmarks used in this thesis to generate the data that will be used
to validate and test our methodologies. We distinguish between a real-case study on real hardware,
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Table 3.1: Workloads on the T2080 for validation purposes.

|| Core0 | Corel | Core2 | Core3
W1 IMUL_UL2 FADD MEM | FMUL_MEM | LMUL_MEM
W2 LADD DL1 LMUL_UL2 FADD UL2 FMUL_UL2
W3 LMUL_MEM | LMUL_UL2 FADD UL2 DMUL_UL2
W4 LADD UL2 FADD MEM | FMUL_MEM | LADD_MEM
W5 FADD MEM | FMUL_MEM | LADD _MEM | LMUL_MEM
Weo FADD UL2 FMUL_UL2 LADD_UL2 LDIV_UL2
W7 FADD UL1 FMUL_UL1 LADD_UL1 LMUL_MEM
W8 FMUL_UL1 FADD MEM | LMUL_L1 LMUL_MEM
W9 FMUL_MEM | FADD DL1 FADD MEM | LMUL_DL1
W10 || LADD MEM | LADD_DL1 LADD UL2 LADD MEM
W11 || FADD _DL1 FADD UL2 FADD MEM | FMUL_UL1
W12 || FADD UL2 LADD UL2 LDIV_DL1 LMUL_UL2
W13 || LADD_UL2 FADD MEM | FMUL_MEM | LADD MEM
W14 || LADD_UL2 LMUL_UL2 FADD MEM | FMUL_MEM
W15 || FADD MEM | FMUL_MEM | LADD _DL1 LDIV_DL1
W16 || LADD DL1 LDIV_DL1 FADD MEM | FMUL_MEM

benchmarks that are run on real hardware boards to collect HEM data, a representative autonomous
driving software framework, and a set of reference analytical distributions which are representative
of tail profiles in CRTES.

3.1.1 Railway Case-Study on a LEON3+ Platform

The European Train Control System (ETCS) is a safety-critical application (SIL 4) responsible of
signaling and control in the European Rail Traffic Management System (ERTMS) framework.

ETCS protects the train motion by constantly monitoring traveled distance and speed, and is pro-
grammed to activate the emergency brake system whenever unauthorized speed values are detected.
The ETCS subsystem comprises three main tasks that are executed sequentially to provide the re-
quired safety function: the Odometry module, estimating a set of parameters based on the inputs
collected from the train environment (e.g., estimated position); the Service module, managing the
Service braking system; and the Emergency module, actually controlling the Emergency braking
system. This function has strict real-time requirements and needs to be certified at the highest in-
tegrity level in the corresponding railway safety standards. While all three tasks do exhibit strict
real-time requirements, we focus our evaluation on the Emergency module, the core of the ETCS
CRTES module.

The ETCS validation suite, which is made available with the application, includes 10 different
input vectors (TESTO to TEST9) corresponding to the operating conditions for functional and timing
validation regarded as relevant by the application owner. These benchmarks are used for the
techniques proposed in Chapters 4 and 5.

Platform. The platform for this experiment is an Field-Programmable Gate Array (FPGA) implemen-
tation of a LEON3+ architecture comprising first level instruction and data caches, and a unified L2
cache, where the sources of execution time variation have been conveniently controlled by hardware
means to guarantee the representativeness of the measurements collected at analysis with respect to
the timing behavior during operation [85, 159]. In particular, this processor builds upon the concepts
of time upper-bounding and time randomization to enforce representativeness.

3.1.2 Microbenchmarks on an NXP T2080 Platform

In general, programs can have built-in sources of non-determinism (e.g. time- or input-dependent
values). Also, they may easily be subject to variability due to minimal variations in the Operating
System [171]. In order to reduce these sources of variability, we construct specific test-cases, which
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Figure 3.2: Block diagram of the T2080.

also aim at triggering a wide set of HEMs. To that end, we have created different benchmarks
comprising different core and cache (memory) patterns. At core level, we create 3 benchmarks using
intensively the integer pipeline, using integer (I) and long (L) operands, and the floating point (F)
pipeline. We use short latency addition (ADD) operations and long-latency multiplication (MUL)
operations. At the cache hierarchy level, benchmarks operate on a vector whose size we vary so most
load/store operations hit in the data cache (DL1), the L2 (UL2) or memory (MEM). From these 18
benchmarks (I, L, F) - (ADD, MUL) - (DL1, UL2, MEM), we have generated 16 workloads, as shown
in Table 3.1.

These benchmarks are used for the techniques presented in Chapters 6 and 7. In both chapters, we
target a NXP T2080 Reference Design Board [68, 69] increasingly considered in the avionics domain,
with Airbus already achieving multi-core certification on this board [113], and with Rockwell Collins
pursuing such certification [134]. The T2080 equips 4 6500 cores (see Figure 3.2), each comprising
private instruction and data cache as well as a private MMU. A second level cache is shared between
all the cores. A “CoreNet” coherence fabric provides access to the memory controller as well as
other peripherals present in the board. Some features are deactivated in our setup for predictability
reasons, such as SMT (Hyperthreading in Intel terminology) and the CoreNet Platform Cache.

We have run our tests in a bare-metal setup, using the software development kit provided by the
board manufacturer (NXP) to configure the platform and load images to it through a JTAG debugging
interface. In the bare-metal setup, we access PMCs directly without the use of a specific library, e.g.
PAPI, to minimize the impact of readings.

In each experiment, we run one benchmark per core. The task in core0 is the reference task on which
we perform the analysis, for the tasks in the other cores would be performed analogously. In each
run of every experiment, we collect measurements when the task in core0 finishes its execution. We
consider single-path benchmarks to isolate platform-level variability, so that in all runs the number
of instructions executed (INSTRUCTIONS_COMPLETED) in core( is exactly the same. Across any two
runs of an experiment, we reset the state of caches, TLBs, and Branch Target Buffer. To that end, we
execute a micro-benchmark that generates a massive number of misses in all those stateful blocks.
While ISA-specific solutions exist that allow obtaining the same effect with specific instructions, we
considered the micro-benchmark solution to be more platform agnostic.

3.1.3 Apollo Autonomous Driving Framework on an NVIDIA Jetson Platform

In Chapter 8 we present a methodology to assess contention in CRTES. There, we target Apollo [11]
AD framework, as the largest existing AD project with more than 120 partners including top-tier Al
and tech companies, and car manufacturers.
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Figure 3.3: Apollo 3.0 software architecture pipeline.

AD systems drive the vehicle towards a specified destination as safely and efficiently as possible. To
this end, the AD system includes complex combinations of various input sensors such as cameras,
short-range and long-range radars and LiDARs to scan the surrounding area around the car and track
the moving objects. The system features sophisticated navigation schemes to locate the position of
the vehicle with centimeter-level precision. Based on this information, the system plans the future
paths, predicts the trajectory of moving objects, and controls the vehicle to follow the specified paths.
These are the main stages of almost all practical state of the art AD systems [11, 13, 158]. Figure 3.3
shows the main modules and architecture of our reference AD system, Apollo 3.0. The main modules
are the following:

(1) Perception module identifies the obstacles in the surrounding of the autonomous vehicle.
(2) Prediction anticipates the future motion trajectories of perceived obstacles/objects.

(3) Localization leverages information received from different sensors to estimate the location of the
vehicle precisely.

(4) Navigator (Routing) module tells the vehicle how to reach the specified destination.
(5) Planning plans the spatio-temporal trajectory of the vehicle.

(6) Control generates control commands such as accelerating, braking and steering based on the
outcome of these modules.

(7) CANBus passes all the control commands to the vehicle hardware and also provides some infor-
mation back to the AD system.

(8) HD Map module is a library that provides detailed structured information about the roads.

(9) HMI (Human Machine Interface) is a module for viewing the status and controlling the functions
of the vehicle in real-time.

(10) Monitor is a surveillance system to check all the software and hardware modules.
(11) Guardian is a safety module responsible to intervene whenever Monitor detects a failure.

Inter-Module Functional Dependencies: The dependencies between different modules of Apollo
can be triggered in three different ways:

® Periodically, based on a timer (On-Timer).
* Once a module produces data to be served by its successor or successors.

¢ Whenever a module receives a request message from another module. Accordingly, a response
message should be computed and published.

As shown in Figure 3.3, each module may be triggered by either two or just one of these ways.
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 Perception receives sensor input data such as Radar data, LiDAR point-cloud data, and camera
data. Based on these inputs, this module detects objects of interest and traffic lights and tracks
them inside consecutive frames.

e Localization module has two modes: a RTK-based! mode with a timer-based function (On-
Timer), and Multiple Sensor Fusion (MSF).

* Prediction receives output data of both Perception and Localization. It updates its internal status
whenever it receives a Localization update. However, the main prediction function is triggered
once Perception publishes an output message.

* Navigator module is triggered whenever a routing request is received.

* Planning, Control and CANBus modules are all triggered periodically and also when they receive
Prediction output, human commands and Control commands respectively.

In Figure 3.3, control lines, On-Timer triggers, and inter-module updates are shown with different
arrow types.

Platform. Since our target are real automotive systems, we have ported it to the NVIDIA’s latest
automotive platform, Xavier MPSoC, which is integrated in the Jetson AGX Xavier [148] platform.
The Xavier MPSoC consists of an Octa-core ARM-based CPU, a 512-core NVIDIA Volta GPU, and
several accelerators such as specialized deep learning accelerators (NVDLA) to meet the needs of
automotive systems.

3.2 Analytical Distributions

In general, parametric models with analytical expressions are very useful to validate pWCET method-
ologies. While case-study benchmarks allow us to validate the pWCET with data that will be similar
to the one at system operation; parametric models allow to validate the pWCET for exceedingly
low probabilities. With parametric models, one can contrast the pWCET at probabilities as low
as p = 1075, thus assessing how the model works for quantiles which are very far from the ones
observed. This kind of validation cannot be done with real hardware data due to the impossibility
of capturing such quantities of data. Therefore, when working in tandem, analytical distributions
and case-study data make for a more complete validation set.

In the scope of timing analysis of real-time programs, it is reasonable to assume that the target
program will always terminate. Hence, a WCET value upper-bounding all possible program'’s
executions always exists. It therefore follows that, the tail of its execution time distribution is
necessarily a light distribution, which has been shown to be trustingly and tightly upper-bounded
with light and exponential tail distributions [3, 44, 149]. For this reason, we focus on light and
exponential tails.

While heavy tails are, therefore, unnecessarily pessimistic and hence, left out of our set of validation
distributions, an execution time sample could apparently correspond to a heavy tail distribution.
This could be, for instance, the case when the sample size is not large enough to provide sufficient
representativeness in a mixture distribution. In the general case, this concern relates to the sampling
process (sample size in particular), shared across all applications of statistics, and therefore, beyond
the scope of our methodology. Nevertheless, nothing precludes the use of our methodology for
heavy tails.

The different types of tails are illustrated with the CCDF of several example distributions in Figure 1.2.
All three GEV distributions have location y = 0 and scale ¢ = 1000: the Weibull distribution (light
tail) with shape & = —1/4 has a sharp slope and a maximum value (2500 in the example); Gumbel
(exponential tail) with & = 0 has also a relatively sharp slope but it has no maximum; and the
exceedance probability for the Fréchet distribution (heavy tail) with & = 1/4 decreases polynomially.
The Beta (light tail) distribution has a similar profile to the Weibull distribution and it is commonly
used to model high quantiles of random variables with a finite defined interval [10, 92, 116], which

Real-time kinematic (RTK) positioning is a satellite navigation technique used to enhance the precision of position data
derived from satellite-based positioning systems (global navigation satellite systems, GNSS).
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Table 3.2: Distributions used for the analysis and their respective parameters.

Acronym || Type | Parameters | Probability Density Function
Gaussianl || Gaussian @ =100,0 =10 1o ( (k) )
Gaussian2 || Gaussian w =100, 0 =50 ovar OP\ T2\
Welbulll Welbull o = 4, /\ = 80 @ (E) -1 ex ( (x )LY)
Weibull2 || Weibull a=8,1=80 11 P
Betal Beta a=8p=1/4 xa-1(1 = x)f-1 T(a+p)
Beta2 Beta a=8,=1/8 T(a)I(p)
Gammal Gamma a=100,A =1 ol (_1)
Gamma?2 Gamma a=150,A =1 (04)/‘" EXP\TX
Mixturel Mixture of Gaussians | p = {5,50,100},

o =10 L e exp(- 3 (2)7)

’ i=1 52 exp 2

w = {0.60,0.39,0.01}
Mixture2 Mixture of Gaussians | p = {50,100, 400},

o =50, -
w = {0.60,0.39,0.01}
Mixture3 Mixture of Weibulls A = {5,50,100}, a1 R
sawit(t) ee(-(t))
w = {0.60,0.39,0.01} A ’
Mixture4 Mixture of Weibulls A = {5,50,100},

a =38, -
w = {0.60,0.39,0.01}

fits WCET modeling. And the Gamma (light tail) distribution is also typically used in EVT and
WCET [12].

All former distributions are unimodal, which is a common way to represent execution time profiles.
However, it has also been shown that the execution time of many programs presents “clusters”. That
is, the program’s execution time varies around two or more central values rather than vary around
a single mean. This results in mixture distributions that can arise both in sequential applications and
parallel applications [3, 177, 178]. As an example of the former, let us assume a program whose
execution time profile is influenced by the latency of its load /store operations which can hit or miss
the data L1 cache and L2 cache across different runs depending on the program’s inputs. This results
in a mixture distribution with 3 clusters (peaks) around the data L1, L2 and memory latencies,
respectively. An example of mixture distribution is represented by the black line in Figure 4.1.

Overall, we use a solid set of reference distributions that are in line with the state of the art
[12, 34, 82, 137]. In particular, we use unimodal (Gaussian, Weibull, Beta, and Gamma) and chal-
lenging multi-modal distributions (Gaussians and Weibulls) with different tail profiles to increase
representativeness. In Table 3.2 we show all the reference distributions and their parameters used in
this thesis. Summarizing, we fixed this set of reference distributions based on these criteria:

¢ Working on the assumption of non-heavy tails, we choose four parametric distribution fam-
ilies to reflect on different tail profiles. Thus, Fréchet distribution is left out. Also, Gumbel
distribution is replaced by the Gaussian distribution, which has exponential tails.

¢ Execution time profiles of complex CRTES working with complex software produce mixture
distributions. Each component of the mixture is related to the latencies produced by misses
in the different cache levels. We choose two families of mixture distribution with exponential
(Gaussian) and light tails (Weibull).

* Each distribution family is present with two different parameterizations to stress the starting
point of the threshold from an EVT point of view.
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3.3 Statistical Tests and Techniques

In thesis, we resort to the frequentist approach to statistical testing [123]. Frequentist inference
has proven to be a trustworthy approach to hypothesis testing and to compute confidence levels
comparable to the Bayesian approach in critical domains like healthcare [169]. In the literature there
are a plethora of tests that tackle these problems and we try to use the most powerful ones from the
point of view of frequentist inference. Before discussing statistical testing, let us throw some light to
the p-value discussion.

The p-value in hypothesis testing is mistakenly thought as the probability of your hypothesis being
correct or not. This interpretation is quite common due to the multiple layers in between your sample
and the p-value that are not explored enough. The definition of p-value is the conditional probability
to the hypothesis associated to an statistic of the observed sample. In the next section we further
explain this definition.

3.3.1 Hypothesis Testing

Hypothesis testing is commonly used to assess some characteristic in our data. If done right, it is
very useful to guide us on our assumptions on the data.

First, one starts by fixing a null hypothesis, Hy, which is the hypothesis that one wants to test on
the data, and then an alternative hypothesis, Hq, in order to fix an alternative option. For instance,
a null hypothesis can be that the data follows a Gaussian distribution. Then, one decides which
test is appropriate. It is important to highlight that the goal of hypothesis testing is gather enough
information about the sample to either reject the null hypothesis or not reject it, but the null hypothesis
will never be accepted as such for reasons we will explain later. The statistical test works as the
following. One can devise a new random variable, f, attempting at describing some property of the
data, also called a fest statistic. To put it formally, the test statistic will be devised in such a way that,
if the null hypothesis is true, then the test statistic ¢ will follow a certain distribution T. Now, let us
assume we have our sample and computed our test statistic ¢, it is time to assess whether ¢ follows
the distribution T. This is a complicated problem of its own, but in hypothesis testing what one does
is assess whether a value like ¢ is likely to happen if it comes from distribution T. In the case of
unilateral testing, the conditional probability on this statistic is given by:

p =P(T > t|Hy), (3.1)

which is the definition of the p-value for the unilateral test. Note that, there are some tests where
the test statistic, ¢, is directly related to the null hypothesis. For instance, if we want to test whether
our data can be adjusted to a given expected value, we will perform a t-test [154], in which under
the null hypothesis the statistic follows the Student’s t-distribution. In other cases, the test statistic
might just be a consequence of the null hypothesis. If our null hypothesis is that our data follows a
Gaussian distribution, because it is a symmetric distribution, we can test whether our data has zero
skewness. In this case, zero skewness is a property derived from the null hypothesis, but on its own
it is not enough proof to assess if we are under the null hypothesis. In practice, one should aim at
finding, or devising, a statistical test in which the statistic is directly related to the null hypothesis
(e.g. Lilliefors’ test for the Gaussian distribution [102]).

Now that we have developed the intuition on the p-value, we need to assess how to interpret the
usual critical factor, @, used in practice. Even if the probability of having a value as big or small as the
statistic, t, coming from T is very unlikely, they still can happen. As we show, there is a whole branch
of statistics dedicated to extreme values. Therefore, the assessment of whether or not t belongs to T
is determined by a critical factor a set by the user. In the case of unilateral testing, if p < a the null
hypothesis is rejected, which means that the user thinks the value is so unlikely they assume it does
not come from T. We put emphasis on the assumption because test are not a truth, the user is the one
that puts a critical threshold and decides how risky they want their assumptions to be. Furthermore,
if one takes another look at Equation 3.3.1, it says that one first assumes that the null hypothesis is
true, then checks whether or not the data reflects that. Usually one would think we are testing the
opposite, that given our data, how likely is the null hypothesis to be true. In practice computing that
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is very challenging and thus we resort to these incomplete methods. That is why one can not accept
a null hypothesis, because the tests are designed assuming the null hypothesis is true. Nonetheless,
hypothesis and statistical tests are very useful and are used widely within the scientific community,
but it is important that each and every scientist that implements them knows their limitations.

3.3.2 Confidence Intervals

It is common in any statistical estimation dealing with r.v. to provide with confidence intervals. One
of the most common approaches is the Delta Method [42], or propagation of uncertainty. Let 8, be
the estimator of a certain parameter 6. If the estimator is asymptotically normal then:

Vi, - 0) 5 N, 0%(0)), (3.2)

the difference between the estimator and the true value of the parameter converges in probability to
a Gaussian distribution which is fairly easy to compute. In general, the computation of confidence
intervals is not so straight-forward given that the estimator may be inside a more complex function.
For instance, if we devise a model for the execution time of a program, rarely will this depend directly
on the estimator. Usually, it will be devised in a more complex way inside some function, ET ~ g(6,,).
Let g be a differentiable function around 6 with g’ being the derivative. Then the Delta Method for
the univariate case is

Vii(3(6.) - 3(0)) 5 N[0, *@)g ©O)F). (63)

Suddenly, the computation of confidence intervals can become very complex. The derivative of g
may be very hard to compute in practice. In those cases, one can resort to techniques which put the
burden on computing power.

The Bootstrap [60] is a technique to estimate the sampling distribution of a r.v. coming from an
unknown distribution F. Let us explain this with a simple case. We want to compute the mean from
a sample X,, drawn from a population F. With the delta method one would estimate the mean using
the sample mean X, and estimate the confidence interval using Equation 3.2. In Bootstrap, one takes
the sample X, = x1,x2,---,x, and resample it with replacement, meaning that when resampling
any value x; can be drawn many times. A sample without replacement would mean that once
x; is drawn, it gets taken out of the sampling pool. Now you have another sample X,. In [60]
the second Bootstrap method states that as one generates multiple samples X, and computes the
desired estimator with it 67, its distribution is approximately the one in the Delta Method. The
power of this method is that this is true for any r.v., therefore it works as well for the case of the
estimator being in a complex function ¢(6,). In practice, when computing confidence intervals
using Bootstrap one would generate many Bootstrap samples and take as confidence intervals the
maximum and minimum value of the estimator produced by those samples. The Bootstrap method
eases the computation of confidence intervals by a great deal and is used throughout this thesis.

3.3.3 Testing for Independence

The Ljung-Box test [28, 108] is a test to check the independence of a sample. The original idea from
[28] was to find the distribution of the residuals in ARIMA models. One can define the autoregression
of the residuals of an ARIMA as:

AEDYE (3.4)

-
Bk

where 4; are the residuals. Then for large n and assuming a’s are uncorrelated random deviates, the
distribution for the statistic,

m 1';2
—k (3.5)

Q=n(n+2) )y —t,
k=1
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follows a chi-squared distribution x2 with m degrees of freedom. Now, we can use this reasoning
to check the independence of a random sample. We take a random sample and compute the statistic
Q, then if the r.v. is independent Q follows a x?,.

3.3.4 Test for Identical Distribution

The Kolmogorov-Smirnov (KS) test [95, 150] is usually the go-to test for identical distribution of a
sample. Given ar.v. X of size n one wants to assess whether the sample was drawn from distribution
F(x). For the KS test one computes the statistic:

D = sup |F(x) — Su(x)], (3.6)

where Sy(x) is the empirical cumulative distribution function of X. Under the null hypothesis and
if F(x) is continuous the statistic ynD,, for n — oo follows the Kolmogorov distribution,

o0 122
P(x) = @ Z exp (—%), (3.7)
k=1

which does not depend on F(x). For the usual case where F(x) is unknown we use the two-sample
test:

Din = sup |S1,m(x) = Sz,u(x)]. (3.8)

One rejects the hypothesis of S1,, and Sy, coming from the same distribution if the statistic D,
surpasses some confidence level a, e.g. a = 0.05. Note that, in order for the statistic to follow a
Kolmogorov distribution, the parameters of Sy ,, and S, , must be known. If one or more parameters
must be estimated from the sample, alternative test based on Kolmogorov should be devised, as in
the case of the Lilliefors’ test for normality [102]

3.4 Estimating the Extreme Value Index

In this section we discuss some methods to estimate the extreme value index while indirectly inferring
on the threshold for the tail.

3.4.1 Hill Estimator

Let us assume asample X, - - - , X,, with CDF F, and let X @ > X@ > ... > X pe the order statistics.
That is, X} denotes the highest value from the sample and X" denotes the lowest one. The Hill
estimator [86] based on n upper order statistics is:

k .
;1 X0
&=1 21 < (39)
i-
fork =1,--- ,n—1. The extreme value index has an estimator which only depends on the proportion

of upper order statistics with some chosen threshold X**!. The particular choice of threshold is
crucial for the estimation. The estimator is shown to be consistent when k — co. As one can see the
particular choice of k crucial for the estimation while remaining an unknown variable. The threshold
k depends on the underlying distribution F which is unknown and therefore requires solutions which
are obtained directly from the data which can provide asymptotic solutions like bootstrap [45]. This
can still be computationally demanding given the need to use finite samples. In practice, one infers
& with the use of the Hill plot. From a given sample, we compute all & from a set of thresholds X¥)
such that 1 < k < n — 1. Then in a plot we draw in the x-axis all threshold values k and in the y-axis
all the computed é k. We will find a region on the plot that is stable, and we will infer the value of &
from there. However, this method is well-suited for the analysis of heavy-tails, given that the model
is derived from the power law model. Given that in the context of this thesis we discard the use of
heavy tails, we need to resort on other methods to estimate the extreme value index.
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Figure 3.4: Example of a CV plot for a sample from Gaussian distribution.

3.4.2 Coefficient of Variation

The Coefficient of Variation (CV) is a powerful test to distinguish between polynomial (light and
heavy) and exponential tails [90]. It uses the residual coefficient of variation. The theoretical residual
CV from the excess random variable X,, from a threshold u is given by

CV(u) = CV(X,) = VV(u)/M(u), (3.10)

where M(u) = E(Xy) is the residual mean and V(1) = Var(X,,) is the residual variance. For a given
sample we can compute the empirical residual CV with the standard deviation and mean of the
sample. It was shown in [132] and [15] that the residual CV of a random variable, for a sufficiently
large threshold, is almost constant and tends to the residual CV of a certain GPD. In the case of the
GPD, the residual CV is constant and independent of the scale parameter,

Ce =1/(1 - 28). (3.11)

Therefore estimating the CV one can estimate &:

1 1
&= 5(1 - C—g) (3.12)

This serves as a distinguisher for the kind of tail one is working with. Consider the case when
Cs =1, then & = 0, therefore our sample, X, is in the domain of attraction of a Gumbel distribution
(exponential tails). Similarly, if Cs > 1 we are dealing with heavy tails, and if C¢ < 1 we are dealing
with light tails. In the same way as with the Hill plot, we can draw a plot that help us distinguish
which tail we are dealing with. In Figure 3.4 we show an example of the CV plot (with the residual
CV being the black line) for a sample of size n = 10° coming from a Gaussian distribution. First of
all, we only use those order statistics that are closest to the tail. In Figure 3.4 only the last thousand
order statistics are shown, which are the ones closest to the tail in this case. There are three zones
to remark here. The red line represent the statistical test developed in [90] to reject the hypothesis
of exponential tail. In the green zone in between the red lines, there is the region where we cannot
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reject the hypothesis of exponential tails. Our example data shows that on the order statistic between
99200 and 99250 the exponential tail of our distribution begins. The red regions are the ones where
we can reject the exponential hypothesis because we are either dealing with heavy tails (upper zone)
or light tails (bottom zone). This technique has been used throughout the thesis as a first assessment
on the kind of tails we are working with. The tools to implement this concept are in the CRAN
package "ercv" [53].
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Sky-High Quantile Estimation
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Chapter 4

Sky-high Quantile Estimation with
Weibull Tails

4.1 Introduction

The increasing automation of CRTES, such as those in cars and planes, leads to more complex
and performance-demanding on-board software and the subsequent adoption of multicores and
accelerators. This causes software’s execution time dispersion to increase due to variable-latency
resources such as caches, networks on chip, advanced memory controllers and the like. CRTES
undergo strict V&V processes against their corresponding functional safety standards (i.e. 1SO26262
in automotive [89] and DO178B/C[139] in avionics). Timing V&V processes require collecting
evidence supporting that software will execute correctly and timely. In particular, those processes
provide evidence that the risk of violating deadlines for critical real-time software is residual, since
functional safety standards acknowledge that risk cannot be completely avoided. Thus, they impose
thorough V&V processes that allow deeming such risk as “sufficiently low” so that it can be neglected.
In this line, pWCET estimates allow to quantify such residual risk.

EVT [38], appropriate for risk analysis, is used to model the right/upper tail of execution time
distributions. In the context of pWCET estimation, exponential tails delivered by EVT, see Figure 1.2,
have been shown by argument [7] and empirically [156] to provide a reliable tail model for pWCET
estimation. However, tightness of those exponential tails is limited. Tails lighter than exponential
ones (so with £ < 0) can deliver tighter bounds, as discussed in [3] and later in Section 4.2. Yet, in the
context of EVT, either GEV or GPD, distributions with & < 0 have a compact support, i.e. they have
an absolute maximum value that cannot be exceeded. Hence, light tails in the case of EVT have an
intrinsic risk of delivering optimistic tail distributions. This has some key implications in the fitting
process, since a sufficiently large sample is needed to guarantee that light tail fitting is reliable for
arbitrarily low exceedance probabilities. The target of this chapter is overcoming this limitation of the
data and delivering a practical solution to obtain pWCET estimates tighter than those of exponential
tails while preserving reliability. We do so by complementing EVT with survivability analysis as the
theoretical ground for our hypothesis.

Analysis. We formally show that tail modelling in the context of survivability analysis [43] targets
analogous questions to those of risk analysis. Then, we show that log-concave® distributions [112],
inherited from survivability analysis, deliver the tightest distribution models, but existing fitting
methods fail to model tails [14, 58], needed for pWCET estimation.

Proposal. We propose the use of a subset of log-concave distributions: Weibull tail distributions
with increasing hazard rate, i.e. with shape § > 1, neither Reverse Weibull as in EVT nor full
Weibull as in survivability analysis. Our approach provides analogous accuracy to that of log-
concave distributions, without limitations to extend them to arbitrarily low exceedance probabilities,
as needed for pWCET estimation.

1A function f is logarithmically concave log-concave for short, if the function log(f(x)) is concave.
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Assessment. We compare our method and EVT alternatives with a bootstrap analysis on large data
samples (107 measurements) from a railway case study as ground truth. Our results provide evidence
on the reliability of our approach and significant pWCET reductions with respect to exponential tails
obtained with EVT, thus allowing to trustingly increase system utilization noticeably.

4.2 EVT limits
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Figure4.1: EVT estimation on the mixture distribution (three Gaussian with parameters
u = {5,50,100}, o = {10, 10, 10} and weights w = {0.60,0.39,0.01}, respectively.)
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Figure 4.2: CCDF for GPD (& < 0) and exponential tails from EVT for TESTS. Both models
are fitted with a sample of n = 1000 observations out of all n = 107 observations made.

CRTES programs have a finite WCET as discussed in Section 2.1. A distribution with a finite
maximum value is said to have compact support. In that situation the most appropriate tail profile
to model the input data with will be a light one, i.e. with extreme value index & < 0. In [44] it has
been argued that heavy-tails, i.e. & > 0, are too pessimistic to model distributions with compact
support. As an upper limit for the model, exponential tails, £ = 0 can be proposed. As an example,
we show the results of this reasoning. In Figure 4.2 we show the fit of an execution time profile from
a program running in CRTES. The execution time profile contains n = 107 samples. Although for
modelling purposes, we tried to fita GPD with an exponential tail and a light tail using only a sample
of n = 10° realizations. In the figure we can appreciate how the exponential model in this case is
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overly pessimistic for probabilities as low as p = 107°. On the other hand, the GPD model with
light tails is closer to the real distribution, however the model underestimates, thus being unsafe in
the context of MBPTA. The reason the GPD with light tails underestimates, is because its compact
support nature. When trying to fit the small sample of n = 10° with a light tail, the maximum
value on that sample will serve as the reference for the GPD. Therefore, if the maximum value for
the sample is smaller than the maximum value of the whole sample, the GPD will underestimate.
Nonetheless, the GPD with light tails is a good model in a vacuum for these kinds of distributions.
However, in modelling the context always matters. Therefore, while in general the GPD with light
tails is a good model, in the context of MBPTA it is a risky model.

We have just discussed how the exponential tail can be used as an upper-bound model for execution
time profiles of CRTES. Recall that we discussed in Section 2.2.3 how the second fundamental
theorem of EVT, Theorem 3, was fulfilled when the threshold # — oo and that it could bring
uncertainty to the estimation. Figure 4.1 shows a mixture of three Gaussians with u = {5, 50, 100},
o = {10, 10, 10} and weights w = {0.6,0.39,0.01}. Each mode around Time {5, 50, 100} represents a
Gaussian in the mixture. For each different tail threshold u such that u > 60, we fit an exponential
tail, given that Gaussian distributions have exponential tails. In Figure 4.1 we see three scenarios
that we exemplify with approximate ranges of u. For values of u around [60, 80] (purple lines), we
see how the exceedance probability of the mixture is underestimated in the Time range [80, 120]
(probabilities 1073 — 10~°). For u in the range [120, 140] (blue-green lines), GPD over estimates the
reference distribution. For values of u above 140 (green lines), the estimate becomes increasingly
tight. Depending on the threshold selected, even if the exponential is the appropriate model to fit
the tail of a mixture of Gaussians, it can lead to optimistic pWCET.

In that regard, one of the goals of this thesis is to overcome the limits of EVT when working in the
context of MBPTA. More specifically, in this work our goal is to devise a more flexible model for the
tails than the GPD with light tails and the exponential by making use of Risk Analysis theory.

4.3 On the Use of Light Tails and Risk Analysis for WCET Estima-
tion

4.3.1 Risk and Survivability Analysis

EVT is used in risk analysis to predict extreme (rare) events with the objective of proving that
risk is below specific thresholds (e.g. financial risk). Survivability analysis, while it also focuses
on predicting extreme events, it has opposite goals: proving that survivability is above specific
thresholds (e.g. human life duration). Hence, both analyses target the modelling of extreme events,
but with different objectives.

The type of distributions used to model those extreme events (i.e. tail distributions) differs across
both analyses.

e EVT (either GPD or GEV) is used in the context of risk analysis, and it has been used so far
in pWCET estimation building on the idea that exceeding a specific execution time bound is a
risk.

¢ For survivability analysis tail distributions can be split into two types: Decreasing Hazard
Rate (DHR) and Increasing Hazard Rate (IHR) distributions. The boundary between those two
categories corresponds to exponential distributions, which can be regarded as part of both.

In the context of pWCET estimation, we focus on IHR distributions, since they include those distri-
butions that, as values get higher, the probability of realization increases. In our context this means
that, as the program runs, there is an increasing probability of finishing the execution, which is the
case of real-time programs that need to have a finite execution time to meet their deadline. Formally
stated, a random variable X is IHR if the hazard rate function is increasing, where the hazard rate
function is defined as:

f&)

1-F(x)’
where f and F stand for the Probability Density Function (PDF) and the CDF of X, respectively. In
Equation 4.1, support(X) is a function representing the subset of the domain in which the random

h(x) =

x € support(X), 4.1)
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variable (X) probability is defined (i.e. it is not zero). In fact, the hazard rate function which assesses
the THR property is equivalent to the convexity H function, where H(x) = —log(1 — F(x)), called
cumulative hazard rate.

4.3.2 IHR Distributions in Survivability Analysis

Log-concave distributions, as they can have an arbitrarily large number of parameters, are one of
the best tools to fit data. On the other hand, they are generally defined only for the range of data
observed. Hence, they are unable to model the distribution beyond that range, which is not useful
for pWCET estimation. Some methods smooth the distribution by means of convolutions with other
laws (e.g. Gaussian) to better fit the mode of the distribution [14, 58, 112]. While such an approach
delivers a distribution that spans beyond the range of the data observed, it is tuned to model central
behavior (not the tails) and so inherits the original problem we aim to tackle: an appropriate law
needs to be identified for tail modelling.

Weibull distributions, among others, have often been used to model IHR distributions. However,
they are unable to fit all tail distributions, so they are used only in specific contexts where the
problem at hand matches the shape of those distributions [112, 174]. Therefore, while survivability
analysis opens new opportunities to model pWCET, this is yet unexplored and existing distributions,
in general, may not fit the needs of pWCET estimation. In this chapter we address this challenge
by contextualizing the needs of pWCET estimation and defining distribution families able to model
pWCET distributions reliably, tightly and without incurring on the limitations imposed by log-
concave distributions.

4.4 Equivalence Between IHR and Non-heavy Tails

In this section we introduce the connection between risk and survivability analysis in the context of
pWCET estimation, which will lay out the ground for our hypothesis in further sections. pWCET
estimates should be obtained theoretically under the assumption of the law of extreme events char-
acterized by quicker decay in the tail than an exponential law, or equal, in the limit case. Exponential
tails have been regarded as the appropriate (limit) model in practice [3, 149]. An exponential decay
is a memoryless process where the probability of the process to complete is constant regardless of
how long the process has been progressing. In the context of pWCET estimation, this corresponds
to having a constant probability for the program to finish its execution despite the time elapsed
since the program started running. Instead, the theoretical solution for pWCET estimation indicates
that, the longer the program has been running, the higher the probability of finishing. That is, if X
corresponds to execution time as a non-negative random variable, this assumption can be formally
stated as follows if s < ¢ and x > 0:

PX>t+x|X>t)<PX>s+x|X>5s), 4.2)

In the context of extreme events, where u is the threshold upon which values belong to the tail of the
distribution, s, t have to be large enough so that s, t > u, for some u > 0 2.

In the general case of EVT (e.g. GPD), the tail decay can be described as follows for heavy, exponential
and light tails respectively:

if £€>0, then P(X>f+x|X>t)=2P(X>x) for x>t
if £€=0, then P(X>t+x|X>t)=P(X>x) for x>t.
if £€<0, then P(X>t+x|X>t)<P(X>x) for x>t

Note that the assumption described by Equation 4.2 for extreme events implies £ < 0. Hence, the
assumption for pWCET estimation matches the formulation above for light and exponential tails
from GPD, inherited from risk analysis since, in the context of pWCET estimation, the longer the

2Note that the threshold u is not larger than the theoretical threshold corresponding to the asymptotic behavior of the tail
from the second fundamental theorem in EVT [15, 132].
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program has been running, the higher the probability of finishing. This matches the known concept
in reliability modelling of IHR, which is therefore appropriate for pWCET estimation.

Building on Equation 4.2, and given a fixed x, we have the following equivalent assumption:

PX<t+x|X>H)=2PX<s+x|X>5s), if s<Ht.

Given that s < t, then P(X > f) < P(X > s), and hence, we can elaborate the equation above as
follows:
P(X<t+x)—P(X <t) S P(X <s+x)-P(X <5s)
P(X >t) - P(X > s) '

If we use the CDF expressions instead, we have the excess distribution:

F(t +x)—F(t) _ F(s+x)—-F(s) .
1=F(®) > 1-F6) if s<t. (4.3)

If x tends to 0, then the cumulative probability ranges, between ¢ and t + x and between s and s + x,
reduce to the particular probabilities at t and s respectively:

hoy = O SO

_1_P(s)_1_F(t)=h(t), if s<t. (4.4)

As shown, Equation 4.4 — which we derive from Equation 4.2 — builds upon the hazard rate function
shown in Equation 4.1. Hence, it models IHR distributions for survivability analysis, analogously to
the GPD formulation for risk analysis. Note that in Equation 4.4 the equality case corresponds to a
constant decay rate, hence a constant hazard rate function.

Log Concavity: In order to use IHR distributions for pWCET estimation, we build upon the following
theorem proven in [43] and [84]:

Theorem 5. Given a non-negative random variable X, with f and F the PDF and CDEF, respectively (where
H(x) = —log(1 - F(x)), x € support(X)),

log(f) concave = X IHR & H convex. (4.5)

Note that X is IHR in the tail, i.e. (X | X > u) is IHR for some threshold u# > 0, if and only if Equation
4.2 holds for all s, ¢t > u and, therefore, X is log-concave. Thus, by using log-concave distributions,
IHR holds by construction.

A non-negative function is log-concave if its domain is a convex set, and if it satisfies the inequality
f(Ox+(1-0)y) > f(x)?f(y)'=9, for all x,y in the domain of f and 0 < O < 1.

In order to test IHR one could make use of the log-concavity of the probability density function,
which would give a convex H function and hence, IHR.

Given an appropriate threshold u so that (X | X > u) is IHR (and log-concave), we can fit a log-
concave density function to the tail by using the maximum likelihood approach, as detailed in [14, 58].
Regardless of whether we fit the best log-concave distribution or a distribution function family
preserving log-concavity but with much fewer parameters, as we do in this work, the exceedance
threshold (1 above) must be estimated to use the appropriate set of tail values from the sample for
fitting. In particular, we build upon the work by Hazelton [84] that provides a procedure for testing
whether we can reject the hypothesis of log-concavity for a given threshold u.

4.5 Weibull Tails (TailW) for pWCET Estimation

In Section 4.2 we have concluded that light tails with compact support are likely optimistic (thus
unreliable) for pWCET estimation. On the other hand, exponential tails are the limit distribution
for appropriate pWCET distribution models, hence being reliable but likely pessimistic. In order to
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support this reasoning, we showed in Figure 4.2 how the GPD (with £ < 0) and exp (£ = 0) from EVT
produce lower and upper bounds respectively to the pWCET distribution estimation for decreasing
exceedance probabilities. Hence, we need an alternative model that has to satisfy the following
properties:

1. Must have IHR in the tail (so H convex in the tail), thus having positive memory and evi < 0.

2. Must not have bounded (compact) support, not to suffer the same problems as GPD (with
evi < 0).

The set of H-convex probabilistic models, i.e. with log-concave densities, satisfies the properties
above and includes all probabilistic models satisfying those properties. However, as explained in
Section 4.3, those distributions may have a large number of parameters, which reduces the number of
degrees of freedom. Furthermore, the fitting process allows describing them only for the probability
range where data exists, which is useless for pWCET estimation.

Weibull distributions® have been often used to model survival processes such as, for instance, the
lifetime of processors [174]. Failure rates over processor lifetime are usually shown in the form of
a bathtub curve, where the failure rate decreases during the beginning of the lifetime (so DHR),
since failures due to infant mortality are frequent. However, the more the processor survives in this
phase, the lower the hazard rate. Eventually, a near-flat phase is reached where the hazard rate is
nearly-constant, until the end of life period is approached, when the hazard rate increases (so IHR)
until the processor eventually fails. Obviously, such a distribution does not meet the properties
indicated above since it should be IHR, and Weibull distributions may have DHR for at least part
of their support. However, if § > 1, where f stands for the shape, Weibull tails (taillW) are IHR and
allow covering all the spectrum between GPD with £ < 0 and exponential tails. In fact, if we allow
B = 1, the boundary case where = 1 corresponds to the exponential tails.

4.5.1 Formal Definition of tailW

The tailW law is constructed using the excess probability function, shown in Equation 4.3. Thus, the
CDF is:

F(x,a,B,v)=1- exp(—a(x +v)P + avﬁ), (4.6)

forx >0, >0, >0and v > 0. We consider tail W law with v fixed and > 1. The former reduces
the cost of parameter estimation (only 2 parameters need to be estimated instead of 3) at the expense
of delivering negligibly more pessimistic tail models. The latter (8 > 1), as explained before, restricts
tail W distributions to the domain of IHR. The likelihood ratio in the tail is described by:

I(x; ar, B,v) = n(log(a) +log(B)) + (B — 1) Zn: log(x +v) —a Z”: ((x +v)f —=vF), (4.7)
i=1 i=1

and the MLE to fit the tailWW law to the tail is obtained with numerical methods. The full definition
of the taillWW and a numerical method based on MLE to estimate its parameters can be found in the R
package distTails [133, 164].

Since the purpose of tail prediction is only modelling tails, for which we lack sufficient empirical data
to rely on the empirical quantile, we need to fit an appropriate law for the tail. However, for the rest
of the distribution we can simply rely on empirical data. Hence, we can resort to a semi-parametric
model, where for a fixed threshold u, the law for x < u is given by the empirical law and for x > u
the law is given by a parametric model (e.g. tailW or exp).

4.6 Fitting Protocol

In order to use tailW distributions, we define an application protocol that guarantees reliability and
maximizes tightness. Consider a sample, X, {x1,---,x,}, and a fixed threshold u to define the tail.
We start by checking that the sample preserves the IHR property (log-concavity) for the considered
exceedance threshold u as described in [84]:

3The Weibull law for X is given by the CDF F(x, A, 8) = 1 — exp(—(x/A)F).
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1. Apply the bootstrap log-concavity test in the tail of the sample for the given u.
2. If the null hypothesis of log-concavity is rejected with risk 0.05, take another sample and restart.

Note that the significance level is 0.05, so that 95% of the bootstrapped samples must pass the test,
is a common value for statistical tests. From this point onward, log-concavity in the tail is assumed
since it has already been tested. Also, u > ugyt, where ugyr is the threshold such that the theoretical
approach from EVT can be applied. Then, the protocol continues as follows:

3. Fix A = Fep(u).
4. Consider the sample Y given by y; = x;/u — 1 for i such that x; > u.

5. Fit the exp, tailW and logc by MLE. Then, the loglikelihood for each law can be denoted by
(where © corresponds to the set of parameters for a logc distribution)

’l\exp = lexp(':l;; Y),
Z‘ﬂilW = ltailW(ar Er Y/V = 1)1

’l;ogc = llogc(@; Y).

6. Test the null hypothesis taill W ~ exp through the Likelihood Ratio Test (LRT) [124, 175] with
risk & = 0.05:

2(lttzilW - lexp) < X(z)f;5-

Note that, since tailW has 2 parameters and exp 1, the x? test is applied with 1 degree of freedom
(the difference). If it is true, then the exp model (PoT with exp in the tail) must be considered
for high-quantile estimation, and the fitting process finishes since the simplest model must be
used if the models are not proven to differ. Else, we continue with the next step.

7. Test the null hypothesis logc ~ tail W with risk 0.05:
Z(Eogc _ZailW) < X(2)535/

where 6 is the number of parameters in logc fit minus 2 (those for tailW). If it is true, then tail W
model (PoT with tailW law in the tail) must be considered for high-quantile estimation, and the
fitting process finishes. Else, tail W may not be a sufficiently good fit. Hence, either we continue
searching for tailW fitting with larger samples or another valid value for u, or we resort to the
exp model (computing ugyt and fitting the new tail as indicated before), which is known to be
pessimistic but reliable for sky-high quantiles®.

Overall, this application protocol is reliable by construction and aims at maximizing pWCET tight-
ness.

4.7 Evaluation

While theoretically failW distributions meet the properties needed to model pWCET distributions
tightly and reliably, we verify empirically such hypotheses in several ways:

* We compare tail W distributions against sky-high quantiles for large (ground truth) data sam-
ples.

* We compare tail W against GPD (with & < 0) and exp.
e We apply LRT to compare tail W and the reference logc.

4If an exp tail is used for modelling, then EVT should be used to improve the fit, computing ugy such that ugyr < u, and
fitting the new tail.

5Note that typically, high quantiles are defined at the range 0.9-0.9999. Since we target very small exceedance probabilities,
in line with safety standards requirements, we define sky-high quantiles those reaching values around 1—-10", where typically
n e [-6,-12].
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Figure 4.3: H-plots for all tests for a bootstrap sample of 10000 observations. The x-axis
shows execution times in processor cycles.

The evaluation of tailW will be done using the 10 tests with size n = 107 each, from the ETCS
validation suite run in an Field-Programmable Gate Array (FPGA) implementation of a LEON3+
architecture described in Section 3.1.1.

4.7.1 Assessing Model Hypotheses: H-Convexity and Light Tails

tailW relies on the convexity of the H-plot and lightness of the tail for the distribution modelled.
By definition of our problem at hand (finite execution times), both properties must hold. Figure
4.3 shows the H-plot for the full samples of the railway case study (10’ measurements). As shown
graphically in the plots, all data sets are H-convex, thus in line with the hypothesis in Equation 4.2.
The lightness of the tail can be assessed with the Coefficient of Variation (CV) statistic. Given that
the CV in the context of the gpd for a certain threshold u is CV(X,) = 1/v1 —2¢&, where £ is the
evi, we are able to classify the nature of the tail. This method is properly developed and explained
in the context of MBPTA in [3]. In Figure 4.4, we show the CV plot for all TEST traces, where the
thick line corresponds to the trace for TEST6. The CV plot shows that, given that CV < 1 in general,
distributions have light tails. Small discontinuities in the data sample, which may happen due to
random sampling, may create peaks when a low number of exceedances is considered; as in the
case of TESTO0 and TEST4, in Figure 4.4. Regarding TEST®, it is the only one with a slightly different
behavior since the leftmost part of its CV is slightly heavy (CV > 1), and it only becomes light after
excluding half of the sample. We discuss TEST6 in more detail later.

4.7.2 Assessment with Large Data Sets

To assess the reliability and tightness of the tailW model, for each of the 10 TESTs, we conduct a
bootstrap experiment consisting of generating 1000 random samples with 1000 observations each
from the 107 observations collected for that TEST. Then, we fit the exponential (exp), the GPD with
& < 0 and tailWW models for each of those 1000 data samples. The pWCET value obtained for each
of the three methods is assessed against the empirical distribution sky-high quantile 1 — 107 (so at
an exceedance probability of 107°). Note that, by building on a data sample with 10’ measurements,
the highest quantile we could consider would be at 1 — 1077, which would be fully dependent on
the highest value in the sample. Relying on a single (randomly sampled) value may bring some
instability, so we opted for considering a lower (still sky-high) quantile at 1 — 107°.

Figure 4.5a shows the Quantiles Of BootStrap (QOBS) estimator for TESTO in the form of a boxplot.
All other TESTs except TEST6 have analogous behavior to TESTO, so we omit them for space needs.
Results are obtained using different number of extremes (maxima) for tail fitting: we have used 500,
200, 100 and 50 extremes selected with PoI. The assumption formalized in Equation 4.2 lets us use
the hypothesis on IHR for all data. Therefore, those numbers of extremes (between 50 and 500)
can be reliably used for our analysis. As shown, exp provides highly pessimistic estimates with 500
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Figure 4.4: Plot of the CV against the excluded sample size. The thick purple line
corresponds to the TEST6, while the thin lines come from the rest of the tests. The CV
plot was computed using the R package ercv [53].
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Figure 4.5: QOBS estimator distribution for TEST0 and TEST6 for 1000 and 10000
samples, under different models: exp, gpd and tailW, with different number of extremes:
(500, 200, 100, 50) for samples of 1000 measurements and (5000, 2000, 1000, 500) for
10000 measurements.

extremes, whose mean is in the range [1.15,1.20]. Tightness improves as we decrease the number
of extremes. However, fitting a distribution with a lower number of measurements brings increased
uncertainty.

As expected, gpd tends to underestimate the sky-high quantile of the real data with a low number
of extremes (50), and quantiles are wide. Hence, in this case uncertainty is relatively high and
confidence intervals should be wide. By increasing the number of extremes, uncertainty rapidly
decreases and quantiles narrow down. However, gpd further underestimates the sky-high quantile

of the real data due to losing the asymptotic tail behavior by using values farther away from the
maximum in the sample.

Finally, failW tends to tightly and reliably estimate the sky-high quantile of the real data with few
extremes (50), but with wide quantiles. As we increase the number of extremes up to 500, we
observe that reliability and tightness are preserved, and quantiles quickly narrow down. Overall,
tailW provides much tighter (and still reliable) pWCET estimates than exp, and does not suffer
the underestimation problems of gpd due to the compact support of gpd, which should naturally
worsen as we consider higher sky-high quantiles (a.k.a. lower exceedance probabilities). Note that,
sporadically, tail W may lead to pessimistic sky-high quantile estimates (comparable to those for exp).
As explained before, occasionally, tail W fitting may not be sufficiently good and then, our model
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Table 4.1: Lower Confidence Interval (LCI) for the reference values for all railway
TESTs.

Test | LCI || Test | LCI

TESTO | 0.00% || TEST5 | 0.28%
TEST1 | 0.08% || TEST6 | 0.97%
TEST2 | 0.13% || TEST7 | 0.10%
TEST3 | 0.17% || TEST8 | 0.21%
TEST4 | 0.00% || TEST9 | 0.35%

resorts to exponential tail fitting to preserve reliability.

For TEST6 (Figure 4.5b), the larger the number of extremes considered (and so the higher the
confidence), the closer the estimator to the reference value for tailW, but still most of the distribution
is below the reference value. For larger samples of 10000 measurements — Figure 4.5c — estimates
for TEST6 become more precise, but still slightly below the reference value (up to 1%). Since the
reference value is obtained with point estimation, we have calculated its lower confidence interval
(a.k.a. how much reference lines at 1.0 should be moved down in the y-axis). In particular, we use
the binomial confidence interval [39], since it only requires the size of the sample used and the number
of successes/failures. We compute the 95% confidence interval. Results for all TESTs, see Table 4.1,
show that all confidence intervals are tiny except for TEST6, whose lower confidence interval is ~1%,
which means that tailWW estimates are within the confidence interval of the ground truth value.

Since standards accept failure rates in the order of 10 to 10~ failures per hour, and critical real-
time tasks may run up to several thousands of times per hour, we consider exceedance probabilities
of 1 —107° and 1 — 107!2 per run for the pWCET estimates, thus showing the sensitivity of the
different methods to the exceedance probability. In particular, we compare the only two reliable
methods: exp and tailW. Given that gpd has been proven unreliable, we do not consider it for pWCET
estimation. Therefore, we estimate the pWCET at such probabilities for tail W and exp with samples
of 1000 execution time measurements. We consider, as in previous experiments, different numbers
of extremes (50, 100, 200 and 500), and show the results normalized with respect to tail V.

As shown in Figure 4.6, exp delivers pWCET estimates between 5% and 20% higher than those of the
proposed tail W method for the railway case study for an exceedance probability of 107 per run. As
shown in Figure 4.5, tighter estimates are obtained for exp if fewer extremes are considered, whereas
tailW accuracy is highly insensitive to this parameter. However, uncertainty increases if the number
of extremes used is relatively low. Therefore, as the reliability required for the pWCET estimate
increases, tailW provides higher gains.

Results for an exceedance probability of 1 — 10712 per run are shown in Figure 4.7. Such a lower
probability should be used for more critical tasks and/or for those tasks running more often. As
shown, trends are similar to those of 1 — 107® exceedance probability, but at a higher scale, since exp
pWCET estimates are typically between 15% and 50% higher than those of tailW. This increasing gap
between the (tight) tail W model and exp model can be easily understood looking at Figure 4.2, where
we see that the gap between exp and the actual distribution increases at decreasing exceedance
probabilities. Note that achieving higher savings for tasks running more frequently implies that
potential savings in system utilization can also be larger.

4.7.3 Comparing exp, tail W and logc Models

As explained before, logc distributions are the reference model, but they can only be used in the
value range determined by input data. Nevertheless, we assess whether failW delivers distributions
that cannot be distinguished from logc ones statistically in the range where the latter are defined. For
that purpose, we perform an LRT.

We have applied the LRT to the 10 TESTs on the large data sets. As shown in Table 4.2, the test
is passed in almost all cases. In particular, the p-value is below 0.05 only for TEST1 (T1) with 100
extremes and TEST4 (T4) with 500 extremes. Hence, this result confirms that M1 (so tail W) cannot be
distinguished from logc distributions, thus supporting the high accuracy of the proposed model. In
fact, in those cases where the test is failed, we only need to select an appropriate number of extremes
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Figure 4.6: pWCET estimate increase for exp with respect to tailW at an exceedance
probability of 1 — 107 per run for the railway case study with different numbers of
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Figure 4.7: pWCET estimate increase for exp with respect to tailW at an exceedance
probability of 1 — 10712 per run for the railway case study with different numbers of
extremes for the tail.

that ensures that tail W is indistinguishable. The default solution consists on collecting a new sample
since both distributions are naturally indistinguishable. Note that, in general, @ determines the ratio
of false negatives (a.k.a. wrong hypothesis rejections). In our case, given that « = 0.05, we would
expect 2 rejections out of 40 tests, which is exactly what we obtained.

For completeness, we have applied the LRT to compare exp with taillW. A test pass would mean
that the simpler model (exp has just 1 parameter whereas taillW has 2) should be used instead of the
complex one. Our results (omitted due to space constraints) show that the test is failed in most of the
cases, thus meaning that exp is unable to capture tail distributions with as much accuracy as tailW.

Table 4.2: LRT p-values for the 10 TESTs comparing tailW and logc models.

tailW vs logc
500 | 200 | 100 | 50

TO || 091 | 0.63 | 0.24 | 0.19
T1 || 0.07 | 0.08 | 0.04 | 0.72
T2 || 0.72 | 0.63 | 0.21 | 0.37
T3 || 021 | 0.57 | 0.30 | 0.94
T4 || 0.01 | 0.72 | 0.48 | 0.80
T5 || 098 | 0.25 | 0.67 | 0.19
Té || 0.88 | 0.77 | 0.97 | 0.97
T7 || 0.75 | 0.85 | 0.34 | 0.59
T8 || 0.52 | 0.61 | 0.25 | 0.51
T9 || 0.11 | 0.88 | 0.21 | 0.92
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4.8 Summary

The need for performing a proper analysis is crucial for the V&V of CRTES. While EVT has been
proposed and applied successfully to derive WCET estimates, its results can be improved upon.
The first alternative we proposed in this thesis to compute pWCET is the Tail of a Weibull (tailW),
which combines characteristics from EVT and Risk Analysis. As shown in the results, tailW is less
pessimistic than the exponential tail while not being optimistic like GPD with light tails model, thus
producing tight pWCET models.
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Chapter 5

Sky-high Quantile Estimation with
Markov’s Inequality

5.1 Introduction

Deriving WCET estimates for software programs with probabilistic means (a.k.a. pWCET estimation)
has received significant attention during the last years as a way to deal with the increased complexity
of the processors used in real-time systems. Many works build on EVT that is fed with a sample of
the collected data (execution times). In its application, EVT carries two sources of uncertainty [26]:
model uncertainty that is intrinsic to the EVT model and relates to determining the subset of the
sample that belongs to the (upper) tail, and hence, is actually used by EVT for prediction; and
statistical uncertainty that is induced by the sampling process and hence is inherent to all sample-
based methods.

e Statistical uncertainty encompasses as the first aspect the testing conditions under which the
experiments are performed in reference to those that can arise during system operation. Testing
conditions that are representative or worse than operation conditions are the basis to attain
representativeness of the sample data (execution time) [4, 12, 78, 118] so that the pWCET
estimate holds during system operation. A second aspect of statistical uncertainty relates to the
natural uncertainty of a sampling process that, in general, reduces as the sample size increases,
and thatis handled with confidence intervals. Sampling uncertainty impacts summary statistics
(e.g. mean) and tail fitting methods, whose goodness — either of their hypotheses or outcome
— is assessed with specific methods [12, 137].

¢ Model uncertainty, instead, relates to uncertainties intrinsic to the mathematical model used for
tail prediction. In the case of EVT, model uncertainty relates to determining the threshold from
which the upper tail starts. This threshold plays a key role on the trustworthiness (safeness) of
EVT results since only samples above it (i.e. the maxima data set) are fed into EVT for pWCET
estimation. There is not an exact mathematical method to derive this threshold. Instead,
current methods estimate the tail of a distribution [30] based on plot inference [50, 52, 86] and
regression analysis [29].

As discussed in Section 2.2.3, the second fundamental theorem of EVT is satisfied when, for
the excess distribution function F, in Equation 2.12, the threshold # — oco. It is crucial to
make a good estimation of this threshold because it will affect the pWCET as seen in Figure
4.1. Given that the computation of the threshold is not exact and there does not exist a closed
form to compute it, one must rely on estimations to assess the tail of a distribution. This
phenomenon is an example of model uncertainty. The model itself, in this case EVT, is the one
bringing uncertainty in the calculations before dealing with the sampling process. To tackle
this issue, we introduce Markov’s Inequality, a probabilistic tool which produces provably safe
upper-bounds by construction, which fits the needs for pWCET estimation.

In this chapter, we show that Markov’s Inequality is a provably safe probabilistic tool which upper-
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Figure 5.1: Markov's Inequality bound for the reference distributions.

bounds by construction since it does not have any source of model uncertainty. The modification of
Markov with the power-of-k function leads to tight upper-bounds even for very low probabilities.
Finally, we show how to apply this probabilistic tool for any collection of samples coming from
execution times of Real-Time systems.

We carry out the development of our methodology using analytical reference distributions which
are representative of the tail profiles from execution time distributions of Real-Time systems. This
reference distributions are described in Section 3.2 of the Experimental chapter. Furthermore, we
assess the validity of our methodology with a railway case-study data coming from the European
Train Control System (ETCS), which consists on 10 different test from the Emergency Module.

5.2 Chebyshev and Markov Inequalities for pWCET Estimation

This section analyzes the applicability of Markov’s inequality as an alternative model to EVT for the
problem of trustworthy pWCET estimation and shows that it is not subject to any model uncertainty,
thus resulting in provably safe bounds for the analyzed distribution.

Recalling the discussion from Chapter 2 in Section 2.1; one upper-bounds the execution time profile
of the task under analysis, when the resulting execution time at a given probability p for the pWCET
s etpound(p), is higher (or equal) than the one of the task under analysis, ety (p). This can be expressed

e tbnund (P )

as tightness(p) = — )

We introduced in Section 2.3.1 Chebyshev’s Inequality, and one of its realizations — Markov’s
Inequality—, which are both probabilistic tools that satisfy MBPTA requirements for the pWCET
problem because produce safe upper-bounds by construction. This chapter will be dedicated to
study the viability and applicability of these inequalities to estimate sky-high quantiles.

5.2.1 Markov’s Inequality on Low Probabilities

Besides trustworthiness, pWCET estimates are also required to be reasonably tight, especially for the
range of relevant probabilities usually considered for pWCET estimation, e.g. [107¢,107!°]. In this
line, our analysis shows that Markov’s inequality tends to be hardly useful for pWCET estimation.

This is better illustrated in Figure 5.1 which shows for all considered distributions the probability
bounds given by Markov’s inequality. We can observe that estimates are very pessimistic, orders of
magnitude higher than the real probability. This includes the range of probabilities of interest for
pWCET estimation. In fact, we see that Markov’s inequality never goes below 1072 for all distributions
for the execution time value range plotted.

Observation 2. Markov’s inequality in its original form is too pessimistic to be usable in practice for pWCET
estimation.
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Figure 5.2: MIK bounds for the reference distributions.

5.3 Power-of-k functions for Markov’s Inequality

One of the main insights of this work is that the key reason for Markov’s inequality resulting in
loose pWCET bounds lies on the fact that it builds on the identity function, f(X) = X, of a random
variable. In this section, we show how a different function can lead to increased tightness on the
produced pWCET estimates while preserving trustworthiness.

In particular, we contend that the power function for any k € Rso = {k € R|k > 0}, ie. f(X)= X,
or power-of-k function for short, can be safely used instead of the identity function to obtain tighter
and trustworthy pWCET bounds.

Definition 4. Let X be a discrete random variable and k a positive real value. The expected value of X*, also
defined as the k™ (theoretical) moment, is:

E(XF) = Z FP(X = x). (5.1)

X

Corollary 2 (Markov’s Inequality to the power-of-k). Let X > 0 and let the function f be the power-of-k
function f(X) = X*. Markov’s inequality to the power-of-k yields:

E(X%)

P(X2b) < = —.

(5.2)

Hence, the probability that X takes a value greater or equal to b is bounded by E(X*)/b*. This makes
Markov’s inequality with f(x) = x¥ (MIK for short) a safe pWCET estimate when X represents the
execution time of a program.

Proof. Theorem 4 holds true when Property 2.16 and Property 2.17 are fulfilled. The power-of-k
function does not fulfill those properties in general. However, when the x domain is restricted to the
positive real numbers R.o = {x € R|x > 0}, which in fact includes the domain of execution time
profiles, the power-of-k function does fulfill Properties 2.16 and 2.17 since x is positive, so x* is also
positive and an increasing function. O

Overall, for this application scenario (x € R.(), Equation 5.2 is an upper-bound when using the
power-of-k function onto the reference distribution for any value of k € R.g. Hence, it can be
leveraged for pWCET estimation.

It is worth noting that other functions can exist that fulfill Properties 2.16 and 2.17. While exploring
them is part of our future work, as shown in Section 5.3.1, MIK (ie. f(X) =X k) achieves very tight
pWCET estimates which leaves small room for improvement.

Observation 3. For every value of k € Rwo, MIK (i.e. Markov’s inequality with f(X) = X*) is a safe pWCET
estimate when X represents the execution time of a program.
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Figure 5.3: Evolution of MIK bounds with the value of k.

Note that there is no theoretical constraint on the maximum value of k, which can be any positive
real number k.

5.3.1 Tightness of MIK for Increasing Values of k

Once we have established the safe use of MIK for pWCET estimation, we illustrate the impact of
varying k on tightness. Figure 5.2 shows for several values of k, {10, 15,25,50}, and the reference
distributions presented before, that MIK dramatically increases the tightness provided by Markov’s
inequality (Figure 5.1), while remaining a trustworthy upper-bound for every value of k. We also
observe that MIK tightness remains for high exceedance probabilities, which hence makes it a
promising model to provide pWCET estimates.

Observation 4. Markov'’s inequality with f(X) = X* heavily reduces the pessimism of Markov’s inequality.

Intuitively, from Figure 5.2, higher values of k result in tighter estimates, i.e. minimizing the distance
between the reference distribution and the upper-bound distribution. However, this is not always
the case. For instance, if we take a closer look at the Beta distribution (Figure 5.2(c)), we see that at
cut-off probabilities 107> and 107° the tightest MIK estimates are not obtained for the highest value
of k evaluated (50).

Observation 5. For a given threshold probability, higher values of k do not necessarily result in a tighter
MIK bound.

This is better illustrated with the examples in Figure 5.3 that shows quantitatively the evolution of
the MIK bound obtained for varying values of k.

In this experiment, for the value of the target distribution at each probability, we evaluate MIK
for different values of k. As it can be seen, for every threshold probability and distribution the
value of k resulting in the tightest estimation is different. For instance, for the Gaussian distribution
(Figure 5.3(a)) and target probability 107, k = 71 produces the tightest estimate, while for 10~ and
10712 the best k is 97 and 121, respectively. As a general trend, we see that the lower the target
exceedance probability, the higher the value of the best k is. Yet, the highest value of k evaluated
for each target probability does not produce the tightest bound. Overall, for each probability there
exists a value of k producing the tightest upper-bound, with the optimal value of k depending on
the actual reference distribution.

Observation 6. Increasing the tightness of MIK for each probability is an optimization problem on k which
only increases accuracy and does not affect trustworthiness.

In order to address this optimization problem, we propose MEMIK (Minimum Envelope for MIK,
i.e. Markov’s Inequality to the power-of-K). MEMIK combines the results of MIK bounds obtained
for any value of k by keeping, for each point in an interval, the value of k producing the tightest
estimate. This set of points form an envelope that is a provable trustworthy and tight tail bound
by construction for any exceedance probability. Therefore, MEMIK improves the pessimistic upper-
bounds of Markov’s inequality (see Figure 5.1), with a much tighter envelope that is usable for
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Algorithm 1 Compute an envelope using power-of-k

1: function MEMIK(¢1ange, tstep, Pails maxi(pan), Kstep)
2: for t € tiunge, tstep do

3: forp € pa do

4: mikbest(p) — ™

5; for k € ([1, maxy(p)], kstep) do

6: vpred «— EVAL(t, k, p)

7: if vpred < mikpes(p) then

8: mikpest(p) = vpred

9:

kbest(p) =k
10: end if
11: end for
12: envelope(t, p) << mikpest(p), kpest(p) >
13: end for
14: end for
15: return envelope

16: end function
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Figure 5.4: MEMIK bound (envelope) on the reference distributions.

pWCET estimation. Formally, the MEMIK bound is defined as follows:

k
P(X =2b) < n}(in E(b}i ) for k>0. (5.3)

MEMIK, see Algorithm 1, which uses point-wise power-of-k Markov’s inequality values, performs
a simple complete exploration of MIK values over a given time range ;g and over a configurable
range of k, determined by the maximum value max; to be explored for each probability p in the set
of probabilities of interest p,;. The granularity of MEMIK exploration over t and k is determined
by the tg, and ksp parameters respectively. For each probability p in the interval of interest p,
(line 3) and k in the range determined by maxi(p) (line 5), the algorithm estimates the value of the
target distribution, EVAL(t, k, p) (line 6). To that end, we evaluate Equation 5.2 with E (Xk), which
corresponds to the theoretical k” moment of the target distribution from Equation 5.1, obtaining
vpred that we compare to the best MIK value so far for all considered k (line 7).

The minimum MIK value produced for a given t and across all k values (mik,s(p)) is stored, together
with the corresponding kps:(p), in the data structure envelope (line 12). Eventually, after iterating
over the whole-time interval, the algorithm returns the envelope data structure (line 15) which holds
the point-wise definition of the approximation envelope. Note that, if for any value ¢, the value of
kpest(p) matches maxi(p), then maxy(p) can be increased to find tighter bounds.

We applied MEMIK to our reference distributions, for which we can derive the theoretical moments.
For this experiment, we varied the value of k up to 150 with ks, = 1. We obtained the envelopes de-
picted in Figure 5.4 which provides evidence that MEMIK produces tight and trustworthy estimates
for all distributions, with an observed error of around 5%.
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Overall, this section provides the key result that our proposal, Markov’s inequality to the power-of-k
(MIK), unlike EVT, suffers no model uncertainty at the theoretical level and hence, provides correct-
by-construction pWCET estimates that are much tighter than those provided by the default Markov’s
inequality. This leaves sampling uncertainty as the problem to address.

5.4 Handling Markov Sampling Uncertainty

So far, we have been reasoning on examples for which we could compute the theoretical k** moments
for each distribution. This was possible since the distributions considered were known and, hence,
we could compute exactly the value of each moment (i.e. E(X*) for each value of k) using its analytical
closed form. However, we need to consider the scenario in which only samples are available. Hence,
as for any other sample-based method, we need to deal with the underlying sampling uncertainty.

A commonality of sample-related methods like EVT [35], and something that we also assume, is that,
input samples are independent and identically distributed [40] (i.i.d.) or at least exhibit extremal
independence [142]. The ii.d. property can be pursued with platform randomization [97] or data
(time measurements) sample randomization [104].

For the case of the Markov’s inequality, this translates into deriving the sample moments, referred
to as E(X*) (for each value of k). In particular, we need an estimator for high-order moments that
can produce good estimates for any distribution.

5.4.1 Sample Moment Estimation

The k™ moment of a random variable X can be estimated as:

E(xF) = % Z xk. (5.4)
i=1

In general, this estimator is the best one to deal with high-order sample moments [81], as it is
asymptotically unbiased. Given that it asymptotically tends to a Gaussian distribution [16], the
properties of the Central Limit Theorem’s apply to it. However, the estimator is asymptotically
unbiased [64] only when using large amounts of data. For instance, for a sample of a Gaussian
distribution with y = 100,0 = 10 and n = 103, the difference between the 3™ exact moment, and the
sample moment using Equation 5.4 is about 0.02%, it is between 1% and 3% for the 50" moment,
and can be up to 160% for the 100" moment.
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When the sample moment, i.e. the estimate of the k™" moment, is higher than the theoretical moment,
there is a risk of underestimating the upper tail of the distribution by assigning to a certain probability
a smaller quantile than it has in reality. The approach we propose to limit that risk consists in setting
a maximum value of k allowed for each different probability, which we refer to as maxy. In order
to illustrate the effect of not controlling max;, Figure 5.5 assesses the tightness of MEMIK over a
particular set of nine probabilities (from 10~ to 107'°). The red triangles represent the theoretical
bound of MEMIK using Equation 5.3 with E(X¥) being the theoretical moments, while the orange
dots (NO RESTK) represent the application over multiple simulations of Equation 5.3 using the
sample moment from Equation 5.4. On both applications we set up a high value for maxy, 150. We
can see how the loss of consistency of the sample moment estimator on Equation 5.4 results in bad
estimates.

An intuitive way to control the gap between the k” sample and the theoretical moments is to vastly
increase the sample size, which in our domain would require an unaffordable number of runs of the
task under analysis. Alternatively, one can control the range of values of k explored in Equation 5.4.
By doing so, we trade some tightness for trustworthiness. That is, if we explore values of k until a
low maxy limit, we can see in Figure 5.3 that the theoretical bound is not optimal in terms of accuracy.
On the other hand, small values of max; also limit the inaccuracy of the sample moment estimator.
Note that it is not possible to identify a general optimal value of maxy for any kind of data under
analysis. The appropriate maxy value changes across distribution types, across the same distribution
type with different parameters, and even across probabilities for a given distribution. For this reason,
we propose the restricted k method (RESTK) that builds on the information gathered directly from the
samples to derive maxy so as to produce trustworthy and tight results.

5.4.2 Understanding the Behavior of maxj

We gain insight on the behavior of max; along 3 axes. We analyze i) whether for a given distribution
there exists a pattern for maxy that can provide tight and safe results using the sample moment
estimator; ii) whether this pattern can be predicted using only the information from the sample; and
iii) whether the pattern can be generalized for any distribution.

We focus on the same example distributions used in previous sections. We fix the interval [1, 150]
as exploration range for k. In order to account for sample uncertainty, we perform ngys = 10°
Monte-Carlo simulations, each one considering a random sample of size n=10°.

We first compute Markov to the power-of-k (MIK) using Equation 5.2 with the sample moment
estimator in Equation 5.4, for all selected k. In each simulation, we increase values of k and find
the first (smallest) value of k that produces underestimation. This is computed by comparing the
estimation with the actual value of the distribution. That is, we take the value of k for which the
estimated quantile is smaller than the theoretical quantile. Then, we set k — 1 as our max. For each
Monte-Carlo simulation, we compute the max; for all target probabilities. When all simulations are
performed, we keep the smallest maxy for each probability. As a result, for each experiment of 71;s
Monte-Carlo simulations, we obtain one value of max; for each probability under study. We plot
those values in Figure 5.6 from which we derive two main conclusions.

We observe that the values in Figure 5.6 follow a linear distribution. For each distribution we
fit minima maxy values to a linear model and we derive the resulting correlation coefficient. The
correlation coefficient quantifies the strength of the linear relation between two variables. It ranges
between -1 and 1, with 1 or -1 indicating perfect correlation (all points would lie along a straight
line).

The distributions we use in this work include 4 types of unimodal distributions, 2 multi-modal
distributions and several parameters thereof (see Table 3.2 in Section 5.5). For all those distributions,
Table 5.1 shows that the correlation coefficient is very high and steadily stays above 0.99. Even
the empirical distributions derived from the case study analyzed in Section 5.6 result in a high
coefficient of correlation (0.98 on average), despite they tend to produce more variability in the
estimations. Hence, empirical evidence in support of linearity for the minimum observed value
of maxy is strong for the distribution tails and range of probabilities representative for the WCET.
Besides, the application of RESTK includes a method to assess whether the linearity property holds,
building on the observed data. It is also noted that, similar empirical reasoning is used to support
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statistical arguments whether phenomena adhere to specific distributions builds on empirical tests.
For instance, in the case of EVT, previous work uses QQ-plots to assess, based on observation,
whether some tails can be considered exponential [105].

Table 5.1: Correlation Coefficient for all the distributions used in this work.

Gaussl Gauss2|Weib1l Weib2 |Betal Beta2| Gam1l Gam2|Mix1 Mix2 Mix3 Mix4
.999 .999 999 999 | 999 998 | 999 999 | 998 .998 997 .998

Overall, by restricting maxy, one can avoid under-estimating the upper tail of the modeled distri-
bution. This is exemplified in Figure 5.5, where the green squares (RESTK) represent the estimates
obtained for the Gaussian distribution when applying the maxy values in Figure 5.6. By restrict-
ing maxy, we address the lack of trustworthiness in Figure 5.5 (NO RESTK) and produce tight and
trustworthy bounds. Analogous results are obtained for the other distributions.

5.4.3 Deriving maxy from Unknown Distributions

When deriving Figure 5.6, we built on the values of the theoretical quantiles so as to determine the
value of k for which the sample moment starts underestimating. Given a sample of size 107, we can
estimate confidently quantiles from exceedance probabilities bigger than 1/10%~V. In this case, based
on the law of large numbers, it is very likely to see around 10 realizations whose probability is of the
order of 10%~1 [151]. That is, on a sample of size n = 1000 we will see around 10 realizations whose
probability is 0.01 (1%). Therefore, for a sample of size 10, quantiles corresponding to exceedance
probabilities 1073 and 102 can be estimated easily with the usual quantile estimation functions from
statistical packages [88]. The computation of confidence intervals for quantile estimation can be done
using distribution-free methods like Kaigh and Lagenbruch or bootstrap [152]; and in any case the
accuracy of the estimation can be increased using a bootstrap technique to correct variability.

RESTK estimates at least three max; points to construct its model and assess linearity. The latter
is assessed by deriving the correlation coefficient for these three points. If such coefficient is above
a threshold th = 0.95, we deem max; boundary to be linear and vice-versa (in which case RESTK
cannot be applied). For instance, the quantiles corresponding to exceedance probabilities 1073, 1074,
and 107> can be estimated very accurately with a sample of size n = 10°. These reference points
allow us to assess when RESTK underestimates, and hence generate three max; points, one for
each probability. With those points, we can generate the regression line that projects maxy for any
probability of interest (e.g., those in Figure 5.6) and assess that the correlation coefficient is above the
desired threshold.

Algorithm 2 generalizes the RESTK process starting from a main sample of the distribution under
analysis (size 107), selecting the range of k to explore and the number of ;s to run. First, RESTK
estimates the quantiles at given probabilities py.s from the main sample (Line 3), e.g. 10~-?~1,10-(¢~2),
and10~~3). For each simulation, 11y bootstrap samples of size 107 -3 are generated from the main
sample (Line 5). For each of these samples, we compute the maximum k and maximum tightness for
all the probabilities to test. The predicted value vpred is obtained by computing MIK from Equation 5.2
with the sample moment estimator, E(X kY in Equation 5.4, (Line 10). The tightness of the predicted
value is computed (Line 11) by using as reference value vref the estimated quantiles obtained before
(Line 3). The algorithm finds the values of k in the considered range that produce the tightest estimate
(Lines 15-16) and terminates its exploration as soon as a k that underestimates (tightness < 1) is found
(Line 12). After exploring all selected probabilities for all k and all simulations, the algorithm returns
the smallest max; across all simulations (Lines 20-21). Once the maxy (e.g. for 10~*=1),10-("-2), and
10~(=3)) are obtained, RESTK builds a linear model for all possible probabilities (Line 24). The final
check (Line 25) will ensure that the correlation of maxy is above th = 0.95, otherwise RESTK provides
no pWCET estimate. As we show in Table 5.1, the correlation should always be close to 1 for maxy.
The threshold th = 0.95 is a standard and stringent threshold for confidence in statistics, and used as
a way to discard estimates that do not meet the safety criteria of finding a proper maxy.

RESTK enables the computation of a value for max; that reduces the risk of underestimation for any
probability of interest. This can be directly exploited by running MEMIK (Algorithm 1) on a prede-
termined range for k and for each probability p under study by using maxy(p) as the upper bound for
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Algorithm 2 Computing the boundary necessary to apply RESTK approach.

1: function RESTKBounDpary(sample, krange, Kstep, Mvoot, Msimss Ptest Pail, th)
2 for p € pist do

3 Gest < estimateQuantiles(sample, p)

4 for sim € ngjys do

5: sample, ., < bootstrap(sample, Nyoot)

6 maxi(p) « oo

7 tightness,,,(p) « oo

8 for k € kyange, kstep do

9

: vref <— Qest
10: vpred < MIK(k, sample, ., p)
11: tightness < vpred |vref
12: if tightness < 1 then
13: break
14: end if
15: if tightness < tightness,,,(p) then
16: currenty(p) = k
17: end if
18: end for
19: if currenty(p) < maxi(p) then
20: maxi(p) = currenty(p)
21: end if
22: end for

23: end for
24: maxi(pan) < buildLinearModel(max(Prest), Pair)
25: if corr(maxy(pan)) < th then

26 return no pWCET estimate
27: end if
28: return maxi(pa)

29: end function

k, instead of considering an arbitrary range. Also, note that with RESTK, we use Equation 5.2 with

sampled moments (E(X*)) as EVAL(t, k, p) function in MEMIK. The rest of the MEMIK algorithm
remains unchanged when using the RESTK method.

5.5 RESTK and EVT PWCET Estimates on Distributions

Our implementation of RESTK and MEMIK is programmed in R [133]. We run experiments on an
Intel Core i5-7600K CPU clocked at 3.8GHz. The maximum execution time required per experiment
was very short, 50 milliseconds or lower. We analyze values of k in the range k € [1,150] with
kstep = 1 to estimate max; for all reference distributions, which, as shown in Figure 5.6 is a wide
enough range to find the best maxy across distributions and probabilities. For all methods compared
in this section, we use a sample size of n = 10°. For RESTK, we set the number of bootstrap
simulations to 71y, = 2000.

For EVT, we use the PoT methodology to fit tails and the CV Plot [52] to find the appropriate threshold
for the PoI model. We use two EVT models fitted for pWCET estimation, namely exponential and
light tails models. For each specific model, a different threshold using the CV plot will be found to
ensure the best possible fit.

e Exponential: with an exponential model, the shape of the GPD is fixed to & = 0, which only
leaves us to estimate the threshold u and the scale o. The threshold is estimated with the CV
Plot fixing £ = 0, which finds where the exponential tail begins. Once we find the tail, we
separate it from the rest of the sample and estimate the scale o with it.

* GPD light tails: for the light tails model, we need the value of &, with & < 0, best fitting the
data. Using the CV Plot we find the threshold u where the light tail begins. Then, we separate
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Figure 5.7: MEMIK with sample moments (n = 1000 and nsjys = 100) on the reference
distributions, hence restricting k (RESTK). Also MEMIK evaluated with theoretical
moments (MEMIK), and EVT evaluated with exponential tails (EXP) and with a GPD
with light tails (GPD).

the tail from the sample and estimate the shape £ and the scale o.

Reference Distributions. We start the comparison with Figure 5.7 that depicts for the reference
distributions the results of Pol’ with exponential and light tail models (EXP and GPD). It also shows
the results obtained with MEMIK, which we can obtain as we have the actual distributions, and
RESTK. Note that MEMIK provides the theoretical bound achievable with RESTK - it produces a
safe bound and the tightest estimates. RESTK, EXP, and GPD build on a sample (the same one for
a fair comparison) of the distribution. Following common practice, we show in Figure 5.7 the bias
of our estimator, which is the expected value (mean) of RESTK output. It is noted that in RESTK
application process all the distributions of this section fulfilled the linearity assessment (line 25 in
Algorithm 2).

As we can see in this initial set of results, GPD tends to underestimate while EXP increases overesti-
mation for high exceedance probabilities. RESTK produces values that are more consistent across all
probabilities, improving EXP specially for higher exceedance probabilities. For 10~!2 overestimates
are 8%, 13%, 24% and 11% for the four reference distributions, respectively. The values increase to
13%, 20%, 37% and 17% for 10712, It can also be observed that the overestimation introduced by
RESTK with respect to MEMIK to handle sampling uncertainty is limited: at 10712 the difference
is 4.75 percentage points (p.p) on average with a maximum of 8 p.p across all four reference dis-
tributions, and at 1071° the overestimation difference is 5.25 p.p on average with a maximum of 10
p-p-

Extended set of Distributions. We consider a wider set of parameters for each distribution as
listed in Table 3.2, resulting in 12 different distributions. The first distribution of each type (but the
Gamma) is the reference distribution with the parameters used in previous sections. The rest of the
distributions of each type encompass a different set of parameters to increase representativeness. The
set of values explored for each parameter aims at showing the capabilities of RESTK under different
scenarios. To that end we modify the following parameters.

1. the variance of the distribution for Gaussianl and Gaussian2; and Mixtures1 and Mixture2

2. the shape of the tail of the distribution for Betal and Beta2, Weibulll and Weibull2, Gammal
and Gamma?2, and Mixture3 and Mixture4.

This covers all possible variability scenarios as the scale and location do not affect the results for

Markov’s Inequality. As shown in [111], a change of location does not affect the inequality if the shift

EX-a) _ E(X)
b—a b

keeps the random variable positive, P(X —a > b —a) < . Also, scaling the random

variable X as A X where A is real-valued, does not affect Markov’s Inequality as P(AX > Ab) < % =
AE(X) _ E(X)
A T b

Looking at the results for the broader set of experiments in Table 5.2, we observe the following:

e GPD is always close to the true quantile, but in all cases it produces optimistic results. Fur-
thermore, the higher exceedance probability, the more optimistic the estimate is. For instance,
GPD on the Gaussianl has a tightness of {0.93,0.90} at p = {107!2,107} respectively. This
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Table 5.2: Tightness of the different models (MEK stands for MEMIK and RES for
RESTK).

probability 10712 probability 10~
GPD EXP ‘ MEK RES | GPD EXP ‘ MEK RES
Gaussianl || 093 1.08 | 1.02 1.06 090 113 | 1.02 1.06
Gaussian2 || 090 120 | 1.05 114 | 086 128 | 1.03 1.11
Weibulll 091 113 | 1.02 1.09 087 120 | 1.02 1.09
Weibull2 096 1.09 | 1.03 1.04 094 114 | 1.05 1.04
Betal 098 124 | 1.03 1.18 098 137 | 1.03 1.20
Beta2 098 117 | 1.03 1.11 098 126 | 1.02 1.13
Gammal 093 1.09 | 1.03 1.07 089 111 | 1.03 1.07
Gamma?2 095 1.09 | 1.02 1.06 092 113 | 1.02 1.07
Mixturel 092 1.11 | 1.03 1.03 088 117 | 1.02 1.02
Mixture2 094 116 | 1.03 1.07 090 123 | 1.03 1.05
Mixture3 0.88 125 | 1.03 1.15 083 137 | 1.02 1.13
Mixture4 094 115 | 1.02 1.15 091 123 | 1.03 1.16

behavior is observed for all reference distributions.

* EXP follows the opposite pattern. In general, we can see in Figure 5.7 that, for an exceedance
probability p = 1077, the estimates across distributions are always safe and quite tight. How-
ever, for higher exceedance probabilities, EXP tends to give more pessimistic estimates. For
instance, EXP on the Gaussianl has a tightness of 1.01 at p = 1077 that increases to 1.13 at
p = 10715, At this probability and across all distributions EXP overestimation is 21.8% on
average, 37% in the worst case.

¢ The estimates with MEMIK, i.e. with theoretical moments, are very tight, below 6% for all
distributions.

e RESTK achieves results similar to MEMIK, preserving tightness and trustworthiness. Even for
very high exceedance probabilities, RESTK is able to produce consistent estimates. Building
on the Gaussianl distribution, we see that while EXP can achieve a tighter estimate for low
exceedance probabilities (e.g. p = 1077), EXP suffers from increased pessimism for higher
exceedance probabilities whereas RESTK stays stable. This behavior is more striking in distri-
butions harder to analyze like mixtures. For instance, for Mixturel RESTK not only maintains
tightness stable across probabilities, {1.03,1.02}, but it gets also a tighter bound than EXP for
probabilities p = 10~ and beyond as seen in Figure 5.7. At 101> RESTK estimates across all
distribution overestimate by 9.4%, far below the 21.8% of EXP. In the worst case it is 20% (with
respect to 37% of EXP).

Overall, experimental results show the ability of RESTK to produce bounds suitable for pWCET es-
timation, being those trustworthy, tight and stable across probabilities and distributions, as opposed
to existing models, which fail to meet all three goals simultaneously. The benefits of RESTK increase
as the cutoff probability decreases to 10712 — 1071°, which are the main range of interest for pWCET
estimation considering maximum failure rates of 10~ per hour and tasks running thousands of times
per hour.

5.6 Railway Use Case

In order to evaluate the effectiveness of RESTK, we use an industrial critical real-time use case. In
particular, we focus on the central safety processing unit of the European Train Control System
(ETCS) reference architecture described in Section 3.1.1 where 10 different tests were conducted on
a Cobham Gaisler LEONS3 platform.

Ground truth. For real programs, for which the actual distribution is not known, common practice
consists in using as ‘ground truth’ the observed quantiles for samples as large as reasonably possible
(e.g. 10* [105] and 108 [149]). We follow the same approach and consider the quantile observed for
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Table 5.3: Tightness of the estimates for the ETCS case study.

probability 107°
GPD [ EXP | RESTK || [ GPD [ EXP | RESTK
TESTO || 1.01 | 1.21 1.10 TEST5 || 098 | 1.12 1.07
TEST1 098 | 1.12 1.06 TEST6 094 | 1.06 1.01
TEST2 || 1.00 | 1.13 1.11 TEST7 || 1.01 | 1.16 1.09
TEST3 || 098 | 1.20 1.10 TEST8 || 1.01 | 1.23 1.12
TEST4 || 099 | 1.17 1.13 TEST9 || 098 | 1.11 1.10

the 107 sample as the reference value. More than two weeks of execution were needed to complete
the execution of all the 107 runs per input vector (TEST).

Setup: The setup and parameters used to run RESTK are the same used for the reference distributions.
As the number of runs we have is n = 107 per input set, we make projections for p = 107, for which
the observed frequencies closely match the actual probability (i.e. 95% confidence intervals are
within 0.1% of the mean). In this case, the estimated quantile at probability p = 107° is our ground
truth. Only TEST6 is an exception to this and, due to the variability observed for that quantile, we
use a 95% confidence interval, which is 1% off the mean. In this section, we use a sample size of
n = 10* for GPD, EXP and RESTK. Note that MEMIK with theoretical moments cannot be used since
the actual distribution is unknown and we only have sampled data.

Results: As part of the RESTK application process, all the 10 distributions fulfilled the linearity
assessment (line 25 in Algorithm 2). As shown in Table 5.3, pWCET estimates are similar to those
presented in the previous section. In particular:

* GPD achieves extremely tight estimates for 4 tests, with tightness up to 1.01, but on the other
6 tests it produces optimistic results. In general, while potentially very tight, GPD can easily
underestimate the bounds.

® On the other hand, EXP never underestimates although it produces pessimistic results, as high
as 23% for such a relatively low quantile.

¢ RESTK consistently produces tighter estimates than EXP in all tests for the use case. On average,
EXP exhibits 15.1% pessimism, whereas RESTK reduces it to 8.9%.

Discussion: Overall, with the combined results over a wide set of distributions, shown in the
previous section, and the results for the ETCS case study presented in this section, we conclude
that RESTK consistently provides tighter estimates than EXP and improves for lower exceedance
probabilities.

5.7 Summary

In the previous chapter, we showed how tail W improves pWCET estimates with respect to exponential
tails while preserving trustworthiness. However, both approaches have some model uncertainty due
to the need to determine where the tail starts. The other EVT alternative we propose in this thesis for
the WCET problem is the use of Markov’s Inequality. The key characteristic of Markov’s Inequality is
being an upper-bound for the probability of exceeding a given value by construction, hence without
any model uncertainty. In this work, we managed to make the upper-bound very tight with the use
of the power-of-k function, which yields the moments of a distribution. With said function, we can
move from computing the moments theoretically to a sample moment estimator that allows us to
compute the inequality for any sample. We devised the RESTK method to avoid the underestimation
produced by the inconsistency of the sample moment estimator and, in our experiments, it provides
tight and safe estimates.
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Chapter 6

Merging Hardware Event Monitor
Data for Complex MPSoCs Using
Order Statistics

6.1 Introduction

The Performance Monitoring Unit (PMU) in MPSoCs is at the heart of the latest measurement-based
timing analysis techniques in Critical Embedded Systems. In particular, hardware event monitors
(HEMs) in the PMU are used as building blocks in the process of budgeting and verifying software
timing by tracking and controlling access counts to shared resources.

As the complexity of MPSoCs in modern CRTES platforms in domains like avionics and automotive
continues to increase, so does the number of HEMs that can be tracked. In fact, current MPSoCs,
already comprise hundreds of HEMs, e.g., the ARMv8(-A) architecture defines over 280 micro-
architectural events [67]. This architecture is implemented by a set of processors such as the A53
(used by the NXP LayerScape family and the Xilinx ZynqUltraScale MPSoC), the A57, the A72, and
NVIDIA’s Carmel processor. Each processor implements a subset of those HEMs. For instance
A53 implements 63, while more modern A57/A72 implement 92/85 respectively. We see a similar
increasing trend in the NXP eXXX family with 180 HEMs in the e500mc and 262 in the e6500.

While the number of HEMs in current multicores is in the order of hundreds, they can only be read in
small groups of 4-8 via user-visible performance monitoring counters (PMCs). This limitation relates
to the hardware cost of routing the HEMs via long wires and multiplexors to access PMCs that can
be accessed via software. Hence, several runs are required to read all the HEMs of interest, which are
later ‘merged’ off-line to analyze the program behavior and reason about contention. For instance,
to decide whether some tasks can be scheduled concurrently, we need to budget how much each
one is expected to access each shared resource, which requires consistent reads of a large number of
HEMs.

To make things worse, several runs of the same experiment in an MPSoC can result in inevitable
variations in the timing behavior of the program, though its functional behavior is the same. This
is due to the impossibility to control the entire hardware and software initial state in each run. In
practical terms, this translates into variability in HEM readings (as high as 59% for processor cycles in
our target system for relevant HEMs), with no variability observed in instruction count (as analyzed
in Section 6.2.3). The engineer is confronted with a set of values (readings) for each HEM, that need
to be merged to allow reasoning about multicore contention. Unfortunately, since HEM values from
different runs to be merged can be subject to different (large) noise, it is challenging to merge them
consistently so that merged HEM vectors — those where all HEMs of interest are included — resemble
the values that would have been obtained if they could have been read all of them simultaneously in
the same run.

In this chapter we introduce a HEM-Reading Merging (HRM) approach to guide the merging of HEM
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Figure 6.1: Observed variability for several HEMs in the T2080.

values subject to different noise. HRM identifies an anchor HEM, and defines groups of HEMs, each
group with PMCs - 1 HEMs plus the anchor. HRM performs several runs for each group of HEMs,
ranks HEM values in each group using order statistics on the anchor HEM, and merges those HEMs
with the same rank in different groups. Order statistics are non-parametric and hence, can handle the
different distributions of the HEM values observed. Since noise-free HEM values cannot be obtained
in general in complex MPSoCs, we evaluate HRM comparing the correlation across HEMs merged by
HRM against their correlation when those HEMs are measured in the same run, thus under identical
noise. Our results show that HRM captures accurately the correlation between HEMs, as opposed
to blindly merging HEMs read in different runs.

6.2 Motivation

We motivate this work by showing how several of the 262 HEMs in the T2080 present significant
variation (Section 6.2.1) and follow different distributions (Section 6.2.2). We also dig down into
some of the reasons behind the observed variation (Section 6.2.3).

6.2.1 HEM Variability

On the NXP T2080 [69] we run a four-task workload with each task pinned to one of its e6500 cores.
Each task performs integer and floating operations at the core level over several large vectors so
that data operated is fetched from main memory, causing frequent misses in all cache levels, and
thus exercising several HEMs. For this experiment, as well as the remaining ones throughout this
chapter, we run on baremetal to remove potential interference coming from the operating system (the
specifics of our experimental framework are described in Section 3.1.2). We divide the experiment
into several sub-experiments, in each of which we read 6 HEMs (the total number of PMC available
in the T2080). Hence, reading all 262 HEMs requires 44 sub-experiments, each of which we repeat
100 times to capture the impact of noise on HEM readings. In all runs we focus on the HEMs for
core 0. Each run finishes when the task in core 0 finishes.

Figure 6.1 shows the maximum relative variability observed for several HEMs, i.e. var = (max —
min)/min, with bars in the figure sorted from higher to lower. Each bar is tagged (see bottom part of
the figure) with the order of magnitude m of the value of each HEM in the experiment. For instance,
for m = 3,10% < hem' < 10*. This information allows assessing the potential impact of the variability
on execution time, whose magnitude for this experiment is tens of millions (10”) of cycles. So is that
for the number of committed instructions.

In the NXP T2080, the maximum duration of an event triggered by an instruction can be in the
order of hundred cycles (10%). Hence, HEMs below 10* arguably have low impact on performance.
This, of course, is related to events not involving the execution of system software, e.g. a TLB miss,
whose impact is not covered by multicore contention timing analysis but instead captured by the
system-level timing analysis. We differentiate some cases for our experiments.
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Figure 6.2: Histogram and empirical CDF (ECDF) types: (a) Normal, (b) Concave, (c)
Convex, (d) Clustered, (e) hard-to-fit.

* Relevant high variability. Some HEMs present high variability while their magnitude is
relevant, 10*-107. These HEMs are the focus of our study as they can significantly impact the
timing of the application and hence, the bounds that can be derived to it. In this category we
find PROCESSOR_CYCLES with a variability of 45% from 3.6 - 107 t0 5.2 - 107 (in other experiments
the variability of this HEM reached 59%). 37 HEMs fall in this category if we set 1% as threshold
for low-variability.

¢ Irrelevant or low variability. Other HEMs have low variability in absolute terms, thus having
little impact on performance. There are 70 HEMs in this category, including the three on the
left of Figure 6.1 whose variability is over 180% but their value is below 300, hence, insignificant
with respect to the cycle count. Other HEMs, 5 in total for this experiment, while exhibiting
values above 10%, incurred less than 1% variability, with limited impact on performance.

* Not exercised. Finally, other HEMs, 150 in our case, were not exercised by the program under
analysis making both the minimum and maximum value be zero. As the set of HEMs exercised
can change across different experiments, the particular non-exercised HEMs will like vary. In
fact, this is the motivation behind having different benchmarks in the experimental evaluation.

The observed HEM variability does not depend on the particular subset of HEMs that are enable / dis-
abled when collecting observations. Interestingly, the ‘low variability” category comprises HEMs
presenting no variability. Those are related to the functional execution of the program capturing
the number of completed instructions including SEX, CFX, store, load, stores, taken and non-taken
branches. For instance, the total number of executed instructions (INSTRUCTIONS_CMPLTD) of the
first task is exactly the same in all runs (15,646,749). This leads us to conclude that the observed
variability does not come from the software that always performs the same function (e.g. it traverses
always the same execution path), and instead the variability is induced by the hardware.
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6.2.2 Distribution

Focusing on the relevant high variability HEMs, we identified their variable behavior falls into five
main classes of distribution. These types are depicted in Figure 6.2 that shows the histogram (bars)
and the cumulative distribution function or CDF (line) of observed values for one HEM in each
category for illustrative purposes. The x-axis shows HEM value, the left y-axis the frequency of
occurrence for the histogram (for a 500 observations sample), and the right y-axis the fraction of
observations for the CDFE.

a. Normal. HEMs in this category show a symmetric behavior that resembles a normal distribu-
tion.

b. Concave. The distribution resembles a uniform with leaning towards the smallest values,
which gives a concave cumulative distribution function.

c. Convex. Distribution with the probability mass concentrated on the highest values of the
distribution, giving a convex cumulative distribution function.

d. Clustered. HEMsin this category show a clustered behavior around two values or more values.
Distributions with more than one clear mode also fall into this category.

e. Hard to fit. Finally, some distributions follow no obvious distribution (hard to fit category)
apparently characterized by having two modes and a long tail.

Out of the 37 relevant HEMs in our experiment, their distribution is as follows: 2 (5.4%) Normal,
13 (35.1%) concave, 19 (51.4%) convex, 1 (2.7%) clustered, and 2 (5.4%) hard-to-fit. The case of the
HEM PROCESSOR_CYCLES is particularly relevant for a two-fold reason. It is the main HEM used in
timing analysis for making predictions, and it presents a hard to fit distribution (see Figure 6.2(e)).
This HEM presents 59% variability from around 2.0 - 107 t0 3.2 - 107.

6.2.3 Reasons Behind the Observed Variability

The T2080 implements a complex architecture with an aggressive core (the e6500), so some form of
hardware-induced HEM variability is therefore expected. We have observed that the HEMs with
relevant high variability capture the activity in a wide range of hardware units, from the (on-core)
integer issue queue to the internal queues of the L2 cache. High variability can be due to the complex
nature of the T2080 and its sources of multicore interference: specific hardware scheduling choices
in the multiple shared queues and buffers in the core-to-L2 interconnect, internal to the L2, the
CoreNet Coherence Fabric, and the memory controller, may lead to variable latencies for specific
requests. Specific and controlled execution scenarios allow narrowing down the sources of execution
time variability. As an example, we have performed some bare-metal experiments where all cores
hit L2 cache sustainedly, with a task 7 overlapping its full execution with the others. The intent is
that interference occurs solely in the L2 cache. Variability observed across executions (up to more
than 40%) could be attributed to minor initial processor state differences causing slight time shifts
between L2 accesses across runs, and leading to cascade effects in L2 queues. In general, however,
the limited information about the internal functioning of some of these resources, e.g. CCEFE, simply
prevents identifying some of the reasons behind the observed variability. Also, as the programs used
in this study typically perform the same activities repeatedly, contention for requests of a given core
can stay repeatedly low or repeatedly high, leading to cumulatively high variability. Further, such
systematic patterns may inadvertently switch from low to high contention scenarios (or vice versa)
due to several reasons, such as the effects of loop control instructions in a program, which might
alter systematic behavior inside the loop, as well as the impact of DRAM refresh operations, just to
name some examples.

Authors in [171] perform a hardware analysis of several Intel architectures and formulate several
hypotheses on the reasons behind various forms of under and over counting affecting some HEMs
(retired instructions, branches, load/stores, floating point, etc). Extending this to modern MPSoCs
confronts with the inclusion of large hardware IP blocks with limited description and the increasing
number of HEMs monitoring events highly sensitive to such variability. Also, note that knowing the
reasons behind such variability would help assessing whether the device allows some configurations
under which the variability reduces. However, if the behavior causing the variability is intrinsic to
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Table 6.1: Main terms used in this work.

Term | Definition
nh,np,nb,nr || number of HEMs, PMCs, sub-experiments, and runs
h HEM with id i
bj j" sub-experiment
rik run k of a given sub-experiment b;
mj’.l ‘ measured value for k' in run 7; &
M]Z set of measured values for ' in b;
v;,k range of variation of measured value m]’k
h* anchor HEM
Stj Run of b; with the I# lowest value of 1*
SR; Concatenation of s;; for all {b;};=1,... u
SM; HEM readings in sr;  for all {b;};=1,... up

the complexity /functioning of the device, a solution like HRM is still needed — whether or not the
root can be explained.

6.3 Problem Formalization

Combining the discussion Section 2.4.1 about the disproportion between HEMs and PMCs with the
analysis of high variability between measurements of the previous section, there lies a challenge to
merge the information from different HEM readings into a single dataset as if they were measured
together. In this section we will formalize the HEM merging problem.

We are interested in collecting the values of a set of relevant HEMs, H > {h',h?,--- , W™}, whilst a
given program executes on the target platform in response to a given input (the main terms used in
this chapter are listed in Table 6.1).

Inanideal scenario, all nh HEMs are collected at once on a single program execution without incurring
the uncontrolled (platform or system level) jitter or variability that may arise across executions. Under
such favorable conditions, we obtain a set of measurements (values) for each HEM in /! € {/H} that
cumulatively capture the activity performed by the program. This is referred to as Scenario 1 in
Figure 6.3, in which the row shows the single execution, columns the HEMs and the cell their
respective values.

In a more realistic scenario, program executions on the target platform are subject to noise so that in
each execution the measured values for a given HEM h' can potentially vary. Note that we use the
term ‘noise’ to generically refer to the varying execution conditions across experiments, either due
to different initial hardware and system software state (in this respect, our experiments are executed
baremetal reducing the variability due to system software). We are not after quantifying such noise,
but we just recognize that it is in general uncontrollable, beyond the measures we take in order to
reduce it as shown in Section 3.1.2. To capture the impact of noise, several runs of each experiment
need to be performed. The noise of the different runs is represented as different levels of grey in
Figure 6.3 (Scenario 2). In this scenario, noise can occur but at least all HEMs can be read at once,
so all HEMs in each run are exposed to the same noise. This makes possible to reason about their
relationships for statistical inference.

In general, however, it is not possible to read all ni HEMs at once in a single execution as the
number of HEMs that can be tracked simultaneously is determined by the number of available
PMCs. Assuming our platform support np configurable PMCs! typically comparatively small with
respect to the number of supported HEMs, with np < nh. For this reason, HEMs are necessarily
collected in groups of at most np elements. Hence, to measure all HEMs for a given program we

Without lack of generality, we assume there are no constraints on which specific HEM can be read from each PMC.
Some processors exhibit such constraints, due to hierarchy of multiplexors to route HEM readings to a specific PMC. This
scenario would just restrict which HEMs can be read in the same run, but would not affect HRM, as some HEMs (e.g.
PROCESSOR_CYCLES) can be read along with any other group of HEMs.
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Scenario 1: No Noise. Scenario 3: With Noise.
All HEMs can be read at once Only 2 HEMs can be read at once
runy | l l l l | h'  h? .. hM oph
runy [ x X
run, X X

Scenario 2: With Noise.

All HEMs can be read at once runeq| x X
runy X X
h1 h2 hnh-1 hnh
run,
run,
T N

run Naive merging (run, and runy)

Figure 6.3: Scenarios in HEM reading.

must perform a set of at least nb > [nh/np] sub-experiment (b1, -+ ,bj, -+, byp), each capturing the
values of at most np distinct HEMs and cumulatively covering all HEMs.

To capture the variability in measured values, several runs of the same sub-experiment b; are carried
out, see Scenario 3 in Figure 6.3, with crosses showing the HEMs not read in a given run. In this case,
we assume only 2 HEMs can be read in each run. Also, as shown at the bottom of Scenario 3, naively
merging HEMs (from the first run and k' run in this case) results in merging HEMs values obtained
under different noise levels, potentially resulting in inconsistent values that cannot be reliably used.

In this chapter, we address the challenge of merging the readings (measurements) for all h' € H,
each one measured several times in a different sub-experiment (Scenario 3) to obtain noise-consistent
measurements for all HEMS (Scenario 2), preserving their relationships with execution time to favor
timing analysis. Note that, noise-free HEM values (Scenario 1) are arguably hard to achieve, if at
all possible, in MPSoCs. In particular, we aim at obtaining vectors with values for all HEMs under
similar noise, as if all of them could have been read simultaneously in every single run.

6.4 HRM: a Technique to Merge HEMs

Table 6.2 introduces an example with the main inputs and outputs to be generated by any HEM
merging approach. In particular, it shows the measurements made when the number of HEMs is
nh = 12 and the number of PMCs is np = 3, hence being required nb = 4 sub-experiments. In the
example, n7 = 5 runs are performed per sub-experiment. On the left, itis reported the sub-experiment
and run id. In the top part, the HEM id. We use 7« to refer to the run k of sub-experiment b;. We
refer to measured value of HEM h' in bj and run k as m;k In terms of outputs, a HEM merging

mechanism must aim at producing a list of nr all-HHEM readings (vectors) where each vector includes
all HEMs. Each of the nr measurements of each HEM is placed exactly in one of those nr vectors.
This is illustrated at the bottom of Table 6.2, where each run of each sub-experiment is merged with
another run from each other sub-experiment so that each run is represented exactly once in the

merged result. For instance, in the example, the 1% run of the first sub-experiment (m% » m% 1 mf 1) is

merged with the x run of the 4 sub-experiment, and with one run of each other sub-experiment
represented as the x' run of the j sub-experiment.

6.4.1 Approach

Our approach, HRM, builds on non-parametric order statistics, which allows relating random vari-
ables based on the order of the sampled values of the variables, regardless of their distributions. In
particular, HRM aims at merging the HEM measurements from different sub-experiments in such a
way that the noise experienced by the different measurements is as similar as possible. HRM must
also allow merging HEMs regardless of the distribution of the data to be merged. Non-parametric
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Table 6.2: Example withnh =12, np =3, nb=4,anr =5.

H nwoR2 opd ... Ki .o pl0 11 hlZH
1 mll,l m12,1 m%,l
bi| rk m}km%km%k
"5 m%5m%5m;5
b] rj:,k m}:lk“
741 mi,ol mi,ll mizl
baf T4k mif)k milk mizk
i i} i
SMl mll,l mlz,] m%,l e Um;,x . 'mif)x’mi,lx'mi,zx'
SM; mikmiz,km%,k. - m]ly - ’mi?y/ mi,lx’mizy/
SMyy m%,5 mzlz,Sm%,S T m]lz T mzif]z' mlll:,lx' mi,zz’

order statistics, which resort to the order of data regardless of their distribution, allow relating
runs across measurements through the use of an ‘anchor’ HEM, referred to as /#“, measured in all
sub-experiments. HRM derives the relation between HEMs in different sub-experiments via their
relation to h”.

This is illustrated in the left side of Figure 6.4 that shows how the individual readings of h' and
hi (m' and m/ respectively) from different sub-experiments are related to those of the h” in each
sub-experiment referred to as. HRM provides the following properties. First, it preserves the
distribution of each individual HEM. It also preserves the joint distribution between each HEM,
hi, and the anchor HEM, h? (recall that the joint distribution between the HEMs read in the same
sub-experiment is maintained). Finally, HRM estimates the most reliable joint distribution across
HEMs in different sub-experiments. Next, we detail the procedure followed by HRM to provide
those properties, followed by the mathematical foundation of the approach.

6.4.2 Procedure
The application process of HRM includes four main steps.

STEP ©®. HRM starts by selecting the anchor HEM, h?, that will be read in all sub-experiments. In
each sub-experiment np — 1 PMCs are used to read different HEM. That is, from all available np
PMC, HRM uses one of them in each sub-experiment b; for the anchor, and the other np — 1 PMCs
for other HEM. HRM approximates unobserved HEM relationships via their individual (observed)
relationship with h“. Thus, the selection of h? is critically important as it determines how effective
is HRM to merge HEMs for the problem under study. As the problem at hand relates to timing
analysis, we chose h” to be as relevant as possible to timing. In the case of the T2080, execution time
is measured via the HEM PROCESSOR_CYCLES, and hence h* = PROCESSOR_CYCLES.

STEP @. After performing nr runs of each sub-experiment, HRM sorts the runs of each sub-
experiment by h“, from lowest to highest. As a result, each element in the sorted list for each
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sub-experiment x

i a
mx,1.A.nr mx,1...nr

HRM

j a
rnJy,1...nr rny,1...nr X y

sub-experiment

order statistics

sub-experiment y

Figure 6.4: Introduction to the HRM approach.

sub-experiment will indicate an order statistic, with the k* order statistic of a sample being its
kth-lowest value.

Each sub-experiment is characterized by a small fixed set of HEMs, limited by the number of PMCs
available, np. Each sub-experiment in {b;}=1,... . is represented by a set of nr runs of dimension np,

ik (m?,k,m](f;f—1)(;—1)+1"“ ,m](Tl]f—l)(]—l)+(nP—l))_

The selection of nr should be based on prior knowledge of h* random variable behavior. Without
such knowledge, one must resort to nr > 30, as this is the minimum size to estimate the main
properties of a distribution through the central limit theorem. Runs in each sub-experiment and
across them, should be designed to ensure that they are independent and identically distributed to
enable the probabilistic reasoning on which HRM builds. To achieve this property, we empty the
processor state between runs (see Section 3.1.2). We assess it by performing statistical independence
and identical distribution tests (see Section 6.5.2).

STEP ®. Once all sub-experiments are sorted based on 1*, we merge the different sub-experiments
so that the k' measurement in the list for i’ in a given sub-experiment is merged with the k'
measurement of h/ in another sub-experiment. Naturally, HEM measurements in the same run
of the same sub-experiment remain at exactly the same position in the sorted list, so they remain
together upon merging.

Let srj; be the run of sub-experiment b; with the I’ lowest value of h“. srj, is defined as srj; =
where m]“ ; 1s the I-lowest value in the set { m}l k} k=1, nr- Finally, the concatenation produces a vector

with completed representation of HEMs SR; = (sr1,1,- -+ ,s7j1,* ,srmp,) foreach I =1,--- ,nr. Since
the I-lowest value of m}.’,k is well-defined, we can assume that for each j = 1,--- ,nb, m;’,k < m}.’,k ")
forall k = 1,---,(nr —1). Therefore, m;’,k is the (k : nr)-order statistic of the sample of size nr,
{m}.’,k}k:L...,nr. HRM merges the values read in the same ordered run across all sub-experiments,

referred to as SM;. For each SM;, HRM produces one reading for each HEM and nb readings for h”.

STEP ®. After merging, we compute the summarized order statistics for h”. In particular, we
compute the quantiles of the distribution of all values of h* across all sub-experiments so that we
obtain exactly nr quantiles, i.e. one for each row of our merged list of HEM values. The resulting
array yields m” = quantile(0,--- , k/(nr—1),---,1), where k =0, - -, (nr —1). HRM estimates the nr
equal spaced quantiles of 1 using the sample of size (nr - nb) obtained from joining all h* values.

6.4.3 Quantile Estimation

Several methods for quantile estimation can be considered. Let {x(k)}x=1,.. » be an ordered sample of
size n. In general, a method for quantile estimation corresponds to weighted averages of consecutive
order statistics. Given fixed values for a function y and a constant m, the p-quantile is defined by
q(p) = (1 = y(j, m)x) + y(j, m)x(js1), where (j —m)/n < p < (j —m +1)/n, x(;) is the (j : n)—order
statistic. We consider a continuous representation of quantile estimation with y(j,m)=p-n+m—j
and m = 1 — p, which is equivalent to do linear interpolation between the points {(px, x(x))} where
pk attempts to estimate the mode of F(x(r)). Then q(p) is a continuous function of p and p(k) =
(k—1)/(n—1). Werefer the interested reader to [88] for a review of programming quantile estimation.
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6.4.4 Correlation Boundary

HRM produces a solution that preserves the observed information and reliably builds unobserved
information by preserving joint distributions. That is, HRM preserves the correlation across HEMs.
In particular, HRM describes the relationship between the expected value of a target HEM, the
anchor /%, and the values observed for a different HEM hi. The relationship across different HEMs,
namely i’ and //, not observed together, is built therefore through h”. HRM builds such relationship
by estimating the covariance matrix across all HEMs. The covariance matrix can be used because
each /' is a random variable with at least 4 finite moments. In our case, each HEM has infinite finite
moments since all HEM values are bounded, i.e. they count finite events per cycle during a finite
interval, since the measurement starts until the measured value is collected. Therefore, each HEM
value is a bounded number, thus guaranteeing the existence of infinite finite moments. By being
random variables with finite moments, we can describe the relationship across expected values
of HEMs through a multivariate normal distribution based on the central limit theorem, which
ultimately ensures the existence of the covariance matrix that characterizes the relationship between
the expected values of HEMs asymptotically.

In particular, correlation across HEMs is based on Pearson correlation coefficient [66]. It can be
obtained via a Least-Squares fit, where a value 1 represents a perfect positive relationship, -1 a

perfect negative relationship, and 0 the absence of any apparent relationship across variables. Let
cov(X,Y)

X and Y be random variables, and denote by cor(X, Y) the Pearson correlation, obtained as Gron

where 0 and cov describe the variances and covariance, respectively.

Lemma. Let (Y, Xy, X3) be a random vector with multivariate standardized normal distribution.
Then, the correlation between X; and X5 is in the interval

p1p2 £ [1 = pTy/1 - p3,
where p; = cor(Y, X;) fori =1, 2.

Proof. Let = be the covariance matrix the joint distribution between the random variables, Y, X; and
X>. X can be described as the correlation matrix

1 p1 p2
pr 1 pf (6.1)
p2 p 1

where p cannot be arbitrarily set between [-1, 1], since the matrix must be positive semidefinite.
A Hermitian matrix is positive semidefinite if and only if all principal minors are non-negative.
Building on Silvester’s criterium, only the minors defined by submatrices starting from the upper left

1p1

o1 ), is trivial, and the 3-by-3 matrix produces

corner need being checked. The 2-by-2 submatrix, (
the result to prove.

Note that, by operating the result of the multivariate standardized normal distribution with the
corresponding p and o of the random variables of the HEMs whose joint distribution we are study-
ing, we can directly obtain the result for the multivariate non-standardized normal distribution.
Moreover, since the random variables studied (the HEMs) have 4 finite moments (in fact they have
infinite moments), and based on the central limit theorem, the Lemma guarantees that observed
values converge asymptotically to the expected values.

Building on the Lemma, we can prove that HRM guarantees the three properties described in
Section 6.4.1.

Theorem Let H be the joint distribution of all HEMs, and assume the set of ordered sub-experiments
as shown in the example in Table 6.2. Let be {rﬁ,’(’}k:l,... r the set of nr equal spaced quantiles of h*
from the sample {m]?k} jk of size (nb - nr). Consider the complete (merged) vector with all HEMs

defined as:
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Table 6.3: HEMSs with observed relevant variability.

Name | ID
CYCLES_LSU_SCHE_STALLED 1
CYCLES_LSU_ISSUE_STALLED | 2
BLINK_REQUEST 3
L2_MISSES 4
L2_DEMAND_ACCESSES 5
L2_ACCESSES 6
L2_STORE_ALLOCATES 7
L2_DATA_MISSES 8
L2_RELOADS_FROM_CORENET 9
L2_SNOOP_HITS 10
L2_SNOOP_PUSHES 11
STALL_FOR_RLT_CYCLES 12
STALL_FOR_WDB_CYCLES 13
BIU_MASTER_REQUESTS 14
BIU_GLOBAL_REQUESTS 15
(ﬁli'miw . ,mgflf:fﬂ, ..
np-1)(j-1)+1 np-1)(j—1)+(np-1
m](]f )G-1) ,-~,m](.,,f )G=D+(np ),...
(np-1)(nb-1)+1 (np—-1)(nb-1)+(np-1)
b,k 2 My g )'

for each k = 1,--- ,nr. Then, the empirical joint distribution described by the complete vectors
complies the (formalized) properties of HRM:

® Property 1. Preserves the marginal distribution of H for all HEMs.
* Property 2. Preserves the joint distribution across HEMs in the same sub-experiment.

* Property 3. Estimates, with minimum error on correlation, the joint distribution between HEMs
in different sub-experiments.

Proof. Property 1: The marginal distribution of all HEMs but h* is preserved, since no modifications
are produced in the observed values of those HEMs — they are just sorted. Only h* is modified, since
itis replaced by the order statistics. As its distribution has infinite moments, replacing h“ by its order
statistics of a larger sample, leads to a higher amount of information (i.e. nb - nr values instead of nr),
improving the sample and hence, preserving the marginal distribution of h“.

Property 2: The re-ordering procedure preserves measurements of different HEMs in the same sub-
experiment together. Therefore, their joint distribution is preserved identical.

Property 3: Regarding the joint distribution of HEMs in different sub-experiments, HRM estimates
such joint distribution for each pair of HEMs. Note that, since those pairs of HEMs are never observed
in the same sub-experiment, data collected provides no information about their joint distribution.
The only relation across sub-experiments is had through h®, which is observed in all of them, so
the joint distribution to be estimated needs to preserve this common relation. Based on the Lemma,
such relation is preserved if the estimated correlation for describing the real joint distribution of two

HEMs in different sub-experiments is in the interval p1p; + /1 — p,/1 — p2, where p; and p, are the

correlation between each of those two HEMs and h”. Since there is no additional information about
the actual correlation between those two HEMs, any value in the interval is equally probable. Thus,
the correlation value proposed by HRM is p1p, since this is the value that minimizes the absolute
error with respect to the real value.
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6.4.5 Matrix Completion Techniques

HRM aims at merging actual observations rather than filling missing values with synthetic data. The
latter, which may be realized with Matrix Completion methods [83, 136], as discussed before in
Section 2.4.2, is not appropriate in our case. This is so because Matrix Completion requires that
values in each row and column belong to a different distribution, which is not our case, since each
column is a different HEM with its own distribution. As a consequence, the use of Matrix Completion
methods for our problem leads to inadequate value distributions where, for instance, the mean and
standard distribution of the synthetic data for all HEMs is extremely different from those for actual
observations. For instance, in our experiments, the mean for synthetic data is * 20x smaller than
that of real data, whereas the standard deviation is between 0.36x and 5x that of real data.

6.5 Experimental Evaluation

6.5.1 Validation Methodology

For the experimental evaluation of this work we resort to the microbenchmarks run in the NXP T2080
Reference Board described in Section 3.1.2 and represented in Figure 3.2. The benchmarks we use
to generate validation data are the microbenchmarks described in Section 3.1.2, which are designed
to stress different cache levels to conform a representative set of cases. In order to create a realistic
scenario for the validation, we use the set of 16 workloads described in Table 3.1, where we run one
benchmark per core and the readings are performed from core0.

The validation of any HEM merging methodology is complex on real hardware as we do not have
the noise-free value for each HEM (h'), as explained in Section 6.3. This prevents us from directly
comparing the estimated value for each HEM with its corresponding noise-free value. Thus, we can
only evaluate HRM comparing the correlation for the HEM merged with HRM against the real —
measured — correlation.

In order to evaluate estimated and real correlations, first, for each workload, we perform 100 runs for
each of the 53 = 261/5 sub-experiments. Hence, we collect readings for all 262 HEMs with 5 HEMs
plus h* read in each sub-experiment?, except the last group (sub-experiment) that only includes 1
HEM and the h“.

We validate HRM for 15 HEMs having high relevant variability, see Table 6.3. To that end we on
purpose place those HEMs in different groups so that their mutual correlation is not observed in the
data used for HRM.

For each of the 120 pairs3 of HEMs we estimate their correlation p’/, after merging them with
HRM. We also collect 100 runs for a set of experiments in which those 15 HEMs and the anchor are
observed in the same group. Thus, for each pair of HEMs (h' and h/), as well as h“, we obtain their
actual correlation p’/ from those measurements. This allows us comparing their real correlation p'"/
with the estimated correlation after merging with HRM p’/. In particular we measure the absolute
distance (difference) between |p"/ — p*/I|, so that the maximum difference obtained for a pair of HEMs
is 2. This happens when the estimated correlation is 1 (or —1) and the real one is —1 (or 1).

6.5.2 Independence and Identical Distribution

HRM builds on these statistical properties for /*, PROCESSOR_CYCLES, to apply order statistics. In
practice, this holds since all values of 1* have been collected from the repeated execution of the same
workload, with the same inputs, and enforcing the same hardware and software state as much as it can
be controlled. We have further evaluated these properties quantitatively. We performed an ANOVA
test [63] to assess identical distribution of PROCESSOR_CYCLES across sub-experiments. The result of
the test is a p-value p = 0.57, so the test is not rejected comparing the law on the expected value
of PROCESSOR_CYCLES, and tells us that the noise is identically distributed across sub-experiments.
We assess independence within each sub-experiment with a Ljung-Box test [108] with lag = 10.
With a significance level @ = 0.05, independence is not rejected in 96% of the sub-experiments, so

2For the sake of convenience, we refer to the HEM read in the same sub-experiment as being in the same (HEM) group.
3All possible pairs with the 16 HEMs analyzed (the 15 relevant and h*).

73



Chapter 6. Merging Hardware Event Monitor Data for Complex MPSoCs Using Order Statistics

measurements can be regarded as independent since the expectation is that the test is not rejected by
a fraction of the tests matching 1 — a. Hence, we can use the order statistics for PROCESSOR_CYCLES
after the merge as part of HRM because the noise is the same across sub-experiments and there is no
dependence across values read.

6.5.3 Correlation Between HEMs

In order to have reliable correlation estimates, we use the percentile bootstrap method [49, 60] with the
following methodology. We first compute bootstrap samples of size n = 50 for all sub-experiments;
we compute the correlation between all pairs of HEMs; we then repeat p = 100 times those two
steps and store the estimates of the correlation; for each pair of HEMs we have 100 estimates and we
take the mean of those 100 values, which will be our reference estimation. We can also obtain the
confidence interval for those 100 values for completeness.

For reference, we consider two other merging methods, referred to as unsorted and sorted respectively.
The unsorted method simply concatenates results of different sub-experiments in the very same order
they are collected, without analyzing any type of relationship between HEMs. The sorted method,
instead, sorts the values collected for each HEM from lowest to highest merging in the same vector
those in the same relative position for each HEM, so the lowest value for each HEM form a vector,
the second lowest for each HEM another vector, and so on and so forth.

We have chosen workloads 1, 2, 5 and 10 due to their high variability and different spectra of
measured values and correlations between HEMs in order to provide a representative set of cases.
Figure 6.5 shows the correlation distance for the chosen workloads. Each point represents the
absolute difference between the estimated correlation for each method and the real correlation
obtained measuring those HEMs in the same group. We order all HEM pairs for each method
from lowest to highest correlation difference. As shown, the differences between the observed and
estimated correlation for HRM is consistently lower than for the other methods, thus reflecting its
higher accuracy. While the input data for all methods does not include direct observations of the real
correlation and hence, such information is missing in statistical terms, HRM successfully recovers
part of this information through their individual correlations with /?, which is effectively observed.

The (naive) unsorted method is obviously poor and achieves good correlation only in some cases by
chance.

The sorted method performs very well for those pairs of HEMs where both HEMs have strong
positive correlation, since sorting them precisely joints correlated values. However, in many cases
such correlation is either indirect or weak, which makes the sorted method particularly inaccurate
leading to the highest discrepancies with respect to real correlations.

In the case of HRM, correlation is precisely estimated for those HEMs with significant correlation
with h“, since their mutual correlation is preserved with a probability matching the product of their
individual correlations with h?. However, if their individual correlation with h? is weak at least for
one of the HEMs, their mutual correlation will be mostly lost, and the estimated correlation will ap-
proach 0. However, despite that, a key advantage of HRM is that joint correlation across HEMs is lost
if and only if at least one of them is not meaningfully correlated with h“. Instead, those correlations
that matter for timing in our case, are preserved, as opposed to the other methods (unsorted and
sorted), which preserve correlation for arbitrary pairs of HEMs, not for those necessarily correlated
with timing (i.e. h“).

For the rest of the 12 workloads we cannot show such detailed results as for workloads 1 and 2.
Instead we present a summarized analysis of the three methods for all workloads is shown in Table
6.4, in the form of the mean squared error (MSE). The MSE is the average of the squared errors,

it is specifically computed as % ZZ]: "

and # is the number of pairs (”;h). As it can be seen, HRM shows to be the most accurate method
sustainedly, and its accuracy is only relatively lower for Workload 4 since correlations with h“ in this

workload are relatively weak in general.

(p™l — p*I)?, where nrh is the number of relevant HEMs,

Correlation with the anchor. As stated, HRM aims at preserving the relationship between each
HEM and the anchor. While such correlation is highly preserved by observing each HEM with h*,
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Figure 6.5: Correlation Difference for each HEMs pair for workload 1 (top-left), workload
2 (top-right), workload 5 (bottom-left), and workload 10 (bottom-right).

HRM reduces the number of observations of h” in each merged vector (nb, one for each run of each
sub-experiment merged) by applying order statistics. Thus, only 1 HEM out of the np — 1 in each
merged vector preserves the actual value observed for h* in its run, whereas the other np — 2 have
a different h” value, which may have an effect on the correlation between HEMs and h”. However,
this effect is expected to be tiny. We assess this quantitatively in Figure 6.6 for workloads 1 and 2,
where we show the estimated correlation (blue lines), the 95% confidence interval (red lines) and
the real correlation (black dots). As expected, correlation is estimated with very high precision. We
have observed this very same effect for all workloads and all pairs of HEMs, so we omit those data
due to lack of further insights and of space.

6.5.4 Overheads

The HRM algorithm has very low computation requirements. To process the data of the experiments
we performed in the T2080, the R implementation of HRM required less than 38 milliseconds on a
Dell latitude 7490 laptop.

HRM requires nr runs for each of the nb sub-experiments, so a total of nb - nr runs. For instance,
to read all 262 HEMs, HRM required 53 sub-experiments to collect 5 different HEMs and /" in
each sub-experiment. Each sub-experiment was executed nr = 100 runs, thus above the minimum
number of 30. Values for each workload were obtained in around 10 minutes. Note that, given that
real-time programs usually last in the order of milliseconds, so few thousands of runs may only take
up to few minutes in general.
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Table 6.4: Mean squared error of the merging methods.

Workload | HRM | Sorted | Unsorted || Workload | HRM | Sorted | Unsorted

1 0.18 0.67 0.39 9 0.10 0.45 0.14
2 0.04 0.24 0.38 10 0.05 0.69 0.25
3 0.17 0.51 0.44 11 0.22 0.28 0.33
4 0.4 0.48 0.46 12 0.14 0.43 0.33
5 0.15 0.37 0.45 13 0.20 0.34 0.40
6 0.36 0.50 0.38 14 0.25 0.35 0.48
7 0.12 0.34 0.12 15 0.09 0.55 0.17
8 0.17 0.19 0.30 16 0.22 0.21 0.32
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Figure 6.6: Correlation between relevant HEMs and PROCESSOR_CYCLES before and
after merging for workload 1 (top-left), workload 2 (top-right), workload 5 ( bottom-left),
and workload 10 (bottom-right).

6.6 Summary

The V&V methodologies for MB(P)TA can be aided with the monitoring information at system
operation from the hardware. In this work we show how, despite this information being useful,
the reduced number of PMCs does not allow to obtain sufficient information from HEMs at once.
Furthermore, the high variability of the execution conditions makes merging data very challenging.
Our first proposal in this thesis to collect and merge information from HEMs as if they were read
at once is called HEM-Reading Merging (HRM). In this method, we match the execution conditions
of each run with the anchor HEM which is present at every sub-experiment. With the use of order
statistics, we can sort the sub-experiments by the anchor HEM and preserve the relationships between
the anchor and the rest of the HEMs after merging.
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Chapter 7

Merging Hardware Event Monitor
Data for Complex MPSoCs Using
Copulas

7.1 Introduction

In the previous chapter, we proposed a methodology called HRM to reliably join HEMs from
multiple runs with different levels of noise, into one single dataset. The strength of HRM resides
in its simplicity of application and experimental setting. However, HRM does not come without
limitations. In this chapter, we analyze those limitations and propose another methodology that
fulfills the same purpose and overcomes HRM'’s limitations.

HRM Analysis. The approach followed by HRM consists in reading an anchor HEM, h* in each
sub-experiment along with np — 1 other HEMs, without repeating any of the other nh — 1 HEMs
across sub-experiments. See Figure 7.2 for a visual explanation of HRM with two sub-experiments,
with the first column representing the anchor. Then, HRM merges all HEMs into complete HEM
vectors by preserving their correlation with the anchor h* perfectly, since all HEMs are read along
with h“ in one sub-experiment. That is, for any HEM k', the correlation p,; is fully preserved. In fact,
if two HEMs, ' and h/, where i # a and j # a, are read in the same sub-experiment, they will be
merged together in the merged HEM vector and hence, their pairwise correlation p;; will also be fully
preserved. However, no action is taken to preserve the correlation among any other pair of HEMs
read in different sub-experiments. In the diagram shown in Figure 7.1, and focusing on a specific
HEM (e.g. h?) this implies that correlations py1 and po3 are fully preserved, whereas correlations
P24, P25, P26, and py7 are not. Since those HEMs in different sub-experiments are placed in the same
merged HEM vector through their relation with h*, as discussed before, their pairwise correlation is
only preserved to a limited extent dictated by p,; and p,;. For instance, in our example, correlation
p24 is preserved as much as determined by the product p21 - psa1. If such product is low, then HRM
will preserve py4 poorly, and increasing the number of runs for each sub-experiment cannot cure
such limitation.

Formalization. When two strongly correlated HEMs, h* and hY, with correlation py,, are read

in different sub-experiments, then, given an anchor HEM £“, HRM preserves p,, correlation only

partially p’:f;tor = pPax * Pay- Hence, under HRM the actual correlation preserved is p%’" = p’:f;tor * Pxy-

Unless both pgc and p,y, are very high (e.g. close to 1.0), the degree of joint correlation preserved

drops significantly and their actual correlation in the merged HEM vector can be drastically different
actor

to the real one. For instance, if py, ~ 1.0, but pge ~ 0.7 and p,y, ~ 0.7, then o < 0.5 and hence,

hrm

Pry" < 0.5, largely below py, ~ 1.0.

Such limitation is intrinsic to the way HRM collects sub-experiments, since, in general the correlation
across HEMs in different sub-experiments is not observed (as HRM observes only the relations of
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Figure 7.1: Runs collected with HRM when np < nh. In particular, np = 3 and nh =7
in the example.

each HEM with the anchor HEM). As a result, even if HRM collected more runs per sub-experiment
or even different sub-experiments, it would still be unable to get rid of its intrinsic limitation.

Summary. With HRM the correlation between each HEM and the anchor is preserved with almost
perfect accuracy in the merged HEM vector. The number of sub-experiments needed by HRM,
by, is typically very close to the minimum possible number of sub-experiments nb,,;,. However,
in general, HRM does not collect any data to retrieve the degree of correlation between HEMs in
different sub-experiments. Therefore, the merged HEM vector may completely lose the correlation
among strongly correlated HEMs read in different sub-experiments.

In this chapter we propose MUIti-Correlation HEM reading and merging (MUCH) approach. MUCH
overcomes the limitations of HRM with a completely different strategy to collect HEM values and
using multivariate Gaussian distributions to merge HEM values, drastically improving the accuracy
of the merged HEM vectors for all pairs of HEMs at once.

7.2 MUCH: Multi-Correlation HEM Reading and Merging

7.2.1 HRM Analysis

MUCH, builds upon observing all pairwise correlations across HEMs. Then, MUCH merges values
from the different HEMs into complete HEM vectors preserving all pairwise correlations simultane-
ously. Por instance, given 4 HEMs h!, h?, h3 and h*, MUCH organizes their values into complete
HEM vectors so that preserving some correlations (e.g. all correlations with it, (h!, h2), (h!, h%)
and (h!, h*)) does not impact negatively the other correlations (e.g. (h?, h3), (h?, h*) and (h3, h*)).
Therefore, MUCH’s challenge is putting all HEM values into complete vectors so that all pairwise
correlations observed across HEMs separately are preserved simultaneously after merging.

Interestingly, by observing all pairwise HEM correlations one does not overcome the problem of
preserving those correlations. It is still necessary to devise a proper method to merge all the
observed readings into a complete dataset while keeping the correlations as close as possible to the
ideal scenario. For instance, in the example above, if we merge all HEMs preserving their perfect
correlation with h!, e.g. sorting by k' values in all pairs (h!, h?), (h', h3) and (h!, i*), and merging
directly the rows keeping any of the values of k! in each row, we would keep perfect correlation
between /! and each other HEM. However, we would likely degrade significantly the correlation of
the pairs (h?, h%), (h?, h*) and (h3, h*). The challenge addressed by MUCH is exactly this one: how
much do I have to “sacrifice” each pairwise correlation so that, when putting all HEMs together, each pairwise
correlation is still close to the observed one?

To observe all pairwise correlations across HEMs, sub-experiments need to be arranged so that all
pairs of HEMs are observed together in at least one sub-experiment. This is illustrated in Figure 7.3
for the same example discussed for HRM, with np = 3 and nh = 7. As shown, for instance, h? is
observed in the first sub-experiment (r1-r4) together with h! and K3, in the fourth sub-experiment
(r13-716) together with h* and h®, and in the fifth sub-experiment (r17-720) together with h°> and h”.
This allows observing all pairwise correlations, and thus, organizing observed values into merged
HEM vectors where pjj ~ pjj for each pair of HEMs h’ and h/.
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Figure 7.2: Diagrams of HRM and MUCH methodologies. On both diagrams the colors
represent the order statistics of each column, i.e. lighter colors represent lower values
while darker colors represent higher values.

Given that we have observed all pairwise HEM correlations, MUCH generates a nh-dimensional
model of the HEMs by building on MVGD. Then, by organizing HEM values read according to that
model, MUCH generates merged HEM vectors where all pairwise HEM correlations are preserved
simultaneously with high accuracy, as detailed in next subsection.

Also MUCH requires a higher number of sub-experiments than HRM to observe all pairwise HEM
correlations. Such number increases with the number of relevant HEMs (nh) and whenever the
number of PMCs (np) decreases. However, as shown later in the evaluation section, under similar
number of runs for HRM and MUCH, i.e. nbypy - 0ty = 0byyan - 1y, MUCH provides higher
accuracy. Note that in that case, typically we have nby,,, < nby,cn and 0ty > 0¥ycn.

7.2.2 Mathematical Approach

By virtue of the Central Limit Theorem, we can model the expected value of each HEM as a Gaussian
distribution. This can be extended to multiple variables (e.g. the nh HEMs of interest), which are
regarded as a MVGD with nh dimensions modeling the expected value of each HEM.

Definition. Let us consider a set of [ i.i.d. Gaussian random variables Z ~ N(0,1). The covariance
matrix for Z is the identity matrix I; with expected value 0. Now, let A be a k x [ matrix and p be
a k-vector, both with real finite coefficients. Then, X = AZ + u has a MVGD. The expected value of
X is u and the covariance matrix is © = AAT. The usual way of writing the MVGD is X ~ N(u, Z)
[176].

The computation of this model requires the expected value and the variance of each HEM, u and
02, and the covariance matrix X, where the latter can be obtained from the correlation matrix S. In
particular, the covariance of variables X and Y, oxy, can be obtained as follows, where pxy is their
correlation.

OXY = PXy * 0X " OY.

The measurement collection procedure allows obtaining some relevant information.
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Figure 7.3: Runs collected with MUCH when np < nh. In particular, np = 3 and
nh =7 in the example.

e For each K, the measurements collected in each sub-experiment allow obtaining a grouped
sample, that is {/#'}, which includes all measurements of k' across all sub-experiments.

e For each K, the values of fi; and &; obtained from {h'}.

e For each pair of HEMs /i and h/, we obtain pj;, which is the empirical counterpart of pjj. pjj is
obtained from the sub-experiment where both /' and h/are observed together.

Therefore, since we have 6;, 6; and pj;;, we can also obtain their empirical covariance 6;;. Then, we
can produce the empirical correlation matrix $ ~ S, and the corresponding (empirical) covariance
matrix 2. Once we have constructed this information, we have a model for how each HEM in the
experiment relates to all other HEMs in terms of expected values. Since we have @ and £ for all
HEMs, we can describe the corresponding MVGD as follows:

X ~ Nun(, £).

However, now we need to generate actual merged HEM vectors using measured data in accordance
with the MVGD model. From a mathematical point of view, the challenge is to reorder the grouped
sample {h'} for each HEM ', such that for each pair of HEMs k' and h/ the empirical correlation
of the grouped samples is close to p;;. Equivalently, the challenge is to reorder the grouped samples
such that the new corresponding (empirical) covariance matrix is close to . This corresponds to an
optimization problem with an existing solution, since the set of potential orders (all permutations) is
large but finite. However, it is not a trivial problem from a computational point of view. We construct
the solution with a probabilistic approach using the preliminary results of copula theory [122].

Application of copula theory. For each /', the empirical distribution function F (’;mp lets us transform
the grouped sample into a uniform sample. A uniform sample can be transformed into a Gaus-
sian sample by applying the inverse function of the cumulative distribution function of a standard
Gaussian distribution, ®. Therefore, the grouped sample is transformed one-to-one into a standard
Gaussian distribution:

o1 (P;‘mp({hf})). (7.1)
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For instance, if {h'} is {1,2,5, 8}, this would map to a uniform sample {0.2,0.4,0.6, 0.8}'. Then,
those values would map to a standard Gaussian distribution as {—0.842, —0.253, 0.253, 0.842}2.

We apply this process to all HEMs, thus obtaining for each measurement of each HEM its counterpart
value for the standard Gaussian distribution. Then, we refer to as ﬁo to the covariance matrix obtained
from the transformed data to differentiate it from the one obtained from the measured data (X).

Finally, we generate a sample samp, -, of npvep runs (e.g. nyvgp = 10000) from the MVGD, which
we define using ¥

X ~ Nun(0, Zo), (7.2)

which produces a joint sample with marginal standard Gaussian distribution (i.e. sampled values
follow such distribution). At this point, samp,,;p provides a matrix with as many columns as
HEMs (nh), as many rows as HEM vectors we want to generate (e.g. as many as total measurements
per HEM), and preserving the correlations across all pairs of HEMs (p;;) simultaneously. However,
values in the matrix correspond to a standard Gaussian distribution instead of being HEM values
read. Thus, we use the actual samp, -, to produce the indexes for order statistics. In other words,
if for a given HEM h', samp,;,cp has a particular order of values (e.g. k™ lowest first, I lowest
second, m'" lowest third, and so on and so forth), we set the actual observed values for /' in the very
same order to generate the merged HEM vectors. The easiest way to do this is setting npvgp to the
actual number of measured values per HEM. For instance, if for a given HEM h' the samp, -, has
produced the values {1.121, —0.870, —0.172,0.343}, and the actual values observed are 9, 10,12,17,
they would be sorted as follows: {17,9,10,12}, thus preserving the same ordering, but this time
using the actual values read. By following their samp, -, ordering for all HEMs to organize the
actual values measured, we generate as many merged HEM vectors as actual values have been
observed for each HEM. For instance, recalling the example in Figure 7.3, where we have 12 values
per HEM, we could set npycp = 12, and would sort the values for each of the 7 HEMs in the same
order as their synthetic values in samp, -

In fact, once this process is complete, we could assess ﬁ;] for all pairs of HEMs in the merged vectors

and compare them with the original values p;; obtained from pairwise HEM measurements. Some
(small) discrepancy is expected due to statistical reasons (i.e. sampling processes can always produce
inaccuracies). Such discrepancy could be reduced with an iterative process where X in Equation 7.2
is obtained as many times as needed and measured HEM values sorted accordingly to obtain new
merged vectors where ﬁ;’ is compared to pj;. This process could be repeated a fixed number of times

or until a specific criterion is fulfilled. However, this step is purely optional.

Recalling the example for HRM limitations before, MUCH would successfully preserve all correla-
tions across the three HEMs simultaneously, overcoming the limitation of HRM. In particular, MUCH
does not favor any particular random variable (HEM) when merging and, instead, all correlations
are preserved as accurately as possible at the same time. Instead, HRM strategy is a supervised one
where correlations with a particular variable (anchor HEM) are perfectly preserved at the expense
of causing large inaccuracies for other correlations if they are weakly correlated with the anchor.

7.2.3 Procedure

For the sake of completion, we provide the application process of MUCH, which includes five main
steps. The procedure can be followed visually on Figure 7.2.

¢ STEP @®. The HEM selection for each sub-experiment does not play a role in MUCH. Each HEM
will be measured with every other HEM at least once, to capture the relation between them,
i.e. to compute the empirical correlation matrix 5. While generating the minimum number
of sub-experiments allowing to capture all pairwise HEM correlations is convenient, it is not
strictly mandatory for the application of MUCH, so combinations can be generated with greedy

1Given a HEM h! for which we have 7 values, the uniform sample probability space is split into # + 1 identical parts.
Out of the n + 2 boundary values, we exclude 0 and 1 since they cannot be used later for the Gaussian distribution as their
counterpart values would be —co and +oco respectively.

2As for the uniform distribution, those values distribute the probability space into n + 1 parts with identical accumulated
probability.
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Table 7.1: HEMSs with observed relevant variability.

Name HRM id
PROCESSOR_CYCLES h°
CYCLES_LSU_SCHE_STALLED
CYCLES_LSU_ISSUE_STALLED
BLINK_REQUEST

L2_MISSES
L2_DEMAND_ACCESSES
L2_ACCESSES
L2_STORE_ALLOCATES
L2_DATA_MISSES
L2_RELOADS_FROM_CORENET
L2_SNOOP_HITS
L2_SNOOP_PUSHES
STALL_FOR_RLT_CYCLES
STALL_FOR_WDB_CYCLES
BIU_MASTER_REQUESTS
BIU_GLOBAL_REQUESTS

—_

WWWWWNNNNNRFR R R =

algorithms if needed. For each sub-experiment at least 30 runs (nr > 30) are needed to allow
the use of the Central Limit Theory [87]. In general, the higher 17, the more accurate 5 will be.
As a matter of fact, in this work we set nr = 50.

* STEP @. Once the values are gathered, map them to a standard MVGD, and compute the
covariance matrix L.

e STEP ®. Compute the MVGD using £ as shown in Equation 7.2, and generate a sample equal
in size (npmyep) to the number of collected values for each HEM in a sub-experiment or in all
sub-experiments. Note that the method could also be applied with larger npvcp values.

¢ STEP @. (OPTIONAL) As an optimization step, we can compute the correlation matrix of the
generated sample &’ from the MVGD and compare it to the measured correlation matrix S, for
instance, obtaining the Minimum Square Error (MSE). Then, we can repeat step ® and keep
the &’ with lowest MSE compared to 5. Such process can be repeated as many times as wanted
as a way to further increase accuracy without requiring additional runs on the target platform.

¢ STEP ®. Copy the order statistics of the sample of the MVGD into the experimental data. Now,
the experimental data is finally merged in accordance with the MVGD.

7.3 Evaluation

This section presents the experimental framework, the validation approach followed to evaluate
MUCH and compare it with HRM, and the results of the evaluation.

7.3.1 Validation Approach

In this work the experimental validation is performed on the same platform, the NXP T2080, as with
HRM in Chapter 6 with the same microbenchmarks and workloads described in Section 3.1.2.

The reference against which to compare MUCH is the actual correlation of each pair of HEMs when
measured together in the platform, so that we can validate whether correlations in the merged HEM
vector are accurate with respect to real correlations. For completeness, we compare MUCH against
HRM in terms of both, accuracy with respect to the real correlations and number of runs required.

For the sake of comparison, we focus on the same 16 HEMs regarded as relevant in HRM [166],
which we list in Table 7.1 for completeness. Note that, while all HEMs are treated homogeneously
by MUCH - thus meaning that all pairwise HEM correlations are measured and then processed
together in an identical basis — the same does not apply to HRM. In particular, HRM needs a HEM to
be the anchor. Then, given that the T2080 MPSoC has 6 PMCs and one of them is used by the anchor,
the remaining 15 HEMs need to be distributed across 3 sub-experiments. The sub-experiment where
each HEM is read for HRM is shown in Table 7.1 in the HRM id column.
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Figure 7.4: Correlation Difference for each HEMs pair for workload 1 (top-left), workload
2 (top-right), workload 3 (bottom-left), and workload 5 (bottom-right).

Note that, by using 16 HEMs, there are 120 different pairs of HEMs for which we evaluate the actual

correlation obtained for the merged HEM vectors with MUCH and HRM, and compare them against

their real empirical correlation, p*/. In particular, we compute the accuracy for both methods as
ij Ny i aii

|pmuch - pl]| and |phrm - pl]|'

7.3.2 Results

We evaluate the correlation accuracy obtained, for both MUCH and HRM, against the real empirical
correlation. For this first comparison, we set nr = 50. The number of sub-experiments is only 3 for
HRM (nb = 3). For MUCH, while theoretically we could observe 120 pairs of HEMs with nb = 8
sub-experiments (15 pairs per sub-experiment with 6 PMCs), we needed nb = 10 just following a
greedy process to create sub-experiments where we iterate over HEMs from 1 to 16, and for each
one we create sub-experiments adding the lowest order HEM not yet observed with any of already
selected HEMs in the sub-experiment. Therefore, n = 150 for HRM and n = 1000 for MUCH.

We show detailed results for the 120 pairs of HEMs in Figure 7.4 for workloads W1, W2, W3, and
WS5. In particular, W2 corresponds to the case where the improvement of MUCH with respect to
HRM is only moderate, W3 to an extreme case with huge improvement, and W1 and W5 to two cases
with typical high improvement. The HEM pair values are sorted from lowest difference to highest
difference with respect to the real correlation for each technique. As shown, MUCH provides higher
accuracy since its differences with respect to the real correlation are much lower than those of HRM.
Moreover, the difference in the worst case for MUCH is up to 0.25 for very few pairs of HEMs,
whereas HRM reaches values above 0.5 for a non-negligible number of pairs, and even above 0.75
in some cases. Note that the maximum theoretical difference is 2.0, which would occur when the
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Figure 7.5: Mean square error for HRM and MUCH as a function of the number of runs.
Workload 1 (top-left), workload 2 (top-right), workload 3 (bottom-left), and workload 5
(bottom-right).

estimated correlation is 1.0 (or -1.0), and the real correlation is -1.0 (or 1.0).

As a second comparison, we study the dependence of each method on the total number of runs
n = nr-nb, which illustrates the trade-off between cost (in terms of number of runs) and accuracy for
both methods. Again, we consider the same 4 workloads, where we vary nr (values 50, 100, 200 and
400), and obtain for each workload, the MSE for their difference with respect to the real correlation
across the 120 pairs of HEMs. In particular, to produce a statistically significant comparison, we
bootstrapped 50 samples for each of the methods and each nr value. For instance, for nr = 100
this implies that we generate a random sample of 100 runs for each sub-experiment and apply the
corresponding method on that sample. Then, we repeat the process 50 times, thus obtaining 50
estimates for each method and nr value.

Figure 7.5 shows those results, where dots indicate individual measurements and the line corre-
sponds to the mean across them. Note that both axes are in logarithmic scale. First, we observe
that HRM obtains negligible gains from increasing n. Those gains are only noticeable for W2, where
pairwise correlations with the anchor HEM are indeed high, allowing HRM to be almost as accurate
as MUCH. In any case, HRM apparently plateaus at n = 1200 (nr = 400).

For MUCH, we observe significant gains in all cases but W3, where increasing n produces limited
improvements in accuracy. However, in the other 3 cases we observe improved accuracy as we
increase n, and, apparently, such improvement does not plateau even with nr = 400, thus offering
opportunities to further increase accuracy if the number of runs is increased beyond that number.

When comparing MUCH and HRM, we note that in general, MUCH allows reaching much more
accurate merged HEM vectors. It is of prominent importance the case where n =~ 1000, because
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Table 7.2: MSE for the 16 workloads under iso-runs (n = 2100).

Workload | MUCH | HRM

W1 0.003 0.135
W2 0.004 0.024
W3 0.004 0.295
W4 0.006 0.272
W5 0.005 0.110
Weé 0.007 0.083
W7 0.006 0.021
W8 0.006 0.068
W9 0.020 0.228
W10 0.007 0.168
W11 0.017 0.207
W12 0.005 0.158
W13 0.008 0.282
W14 0.005 0.106
W15 0.007 0.068
W16 0.017 0.250

it allows performing an iso-cost comparison across both methods, i.e. with the same number of
total runs. In this case, where #,,,;, = 1000 (n7,,,, = 50) and ny,,, = 1200 (nry,,,, = 400), thus with
a slight advantage for HRM, we observe that MUCH is significantly better than HRM in 3 out of
4 workloads, and in the remaining one, where the MSE is already pretty low for both methods,
MUCH is slightly better despite its slightly lower number of runs. Finally, note that in both methods,
increasing n reduces dispersion of the bootstrap, thus making merged HEM vectors more stable in
terms of accuracy with respect to the real correlations.

For completion, we have evaluated all workloads with n = 2100, so nry, = 700 and nry,, = 210,
again with a bootstrap with 50 samples. The mean MSE across the 50 samples is shown in Table 7.2.
As expected, MUCH is systematically more accurate than HRM for all workloads, and the difference
across both methods is tiny (e.g. W2 and W7) only when HRM is highly accurate, since MUCH is
always highly accurate. In fact, the worst MSE for MUCH (0.020 for W9) is indeed better than the
best MSE for HRM (0.021 for W7).

So far we have shown that MUCH outperforms HRM under iso-cost (identical number of runs ),
and naturally, under identical number of runs per sub-experiment (iso-nr), where MUCH has a
higher n value. Moreover, we have shown that in all cases MUCH is highly accurate. However, the
number of sub-experiments needed by MUCH is much more dependent on n/ and np than that of

HRM. For instance, if nh is high or np is very low, MUCH may need many sub-experiments whereas
nh—1 nh) — nh(nh-1)
2) = 72

#i=1 |- In particular, for MUCH we need to observe (

of HEMs, and each sub-experiment allows observing up to (') = % pairs. Assuming that
sub-experiments for MUCH can be optimized to generate always unobserved pairs of HEMs only,

the number of sub-experiments would be ratio between both values, and hence, the total number of
nh-(nh—1
np-gnpflg
T2080, and nr = 100, when varying nh. As shown, 1, grows much faster than ny,,, as we increase
nh. Therefore, there may be cases where n,,,; might not be affordable and the only affordable
solution is HRM. In those cases, despite the limitations of HRM, such solution has been shown to be
systematically better than any other alternative (except MUCH) [166], and thus, it would be the best
choice.

HRM only needs 1y, = nr - [

pairs

runs would be n,,,, = nr - [ ] Figure 7.6 shows 1,5, and ny, for the case np = 6, as in the

74 Summary
In the previous chapter, we proposed the HRM approach to merge HEMs from different runs accu-

rately preserving their correlation with respect to one anchor HEM (i.e. processor cycles) building
on order statistics. However, HRM does not always preserve the correlation between other pairs of
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Figure 7.6: Number of total runs as a function of the number of HEMs to arrange. The
parameters on Nyycy and Ny, are np = 6, nr = 100.

HEMs that might be lost to a large extent. This chapter copes with HRM limitations by proposing
the MUIti-Correlation HEM reading and merging approach (MUCH). MUCH builds on multivariate
Gaussian distributions to merge HEMs from different runs while preserving pairwise correlations
across each individual pair of HEMs simultaneously. Our results on an NXP T2080 MPSoC used
for avionics systems show that MUCH largely outperforms HRM for an identical number of input
runs. However, MUCH requires significantly more data to achieve such performance. Therefore,
both HRM and MUCH have their use depending on the needs and resources of the engineer.
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Chapter 8

Clean Execution Times for MBPTA

8.1 Introduction

Timing validation for CRTES (e.g. automotive systems) occurs in late integration stages when it
is hard to control how the instances of software tasks overlap in time. To make things worse, in
complex software systems, like those for autonomous driving, tasks schedule has a strong event-
driven nature, which further complicates relating those task-overlapping scenarios (TOS), which
produce contention, captured during the software timing budgeting and those observed during
validation phases.

Multiple approaches exist to account for contention due to concurrency on the access to shared
hardware resources, as part of the design and verification process of CRTES. While it is not the
purpose of this thesis surveying on this topic, we identify the main families of techniques. Some
techniques control the impact of contention by building upon some hardware and/or software
support [93, 126, 183]. Other techniques use such support to completely avoid any impact due to
contention [8, 17, 25, 129, 130]. Finally, some other approaches, rather than controlling or mitigating
contention, aim at upper-bounding it [47, 145].

While each of those techniques has its assumptions and requirements and has been proven appro-
priate for WCET estimation as part of the verification process, a validation step is still needed during
system integration phases, in accordance with safety-related systems development processes. In this
context, performing a reliable timing validation process building on measurements with arbitrary
overlap across tasks is a difficult challenge.

Tasks overlapping heavily impacts individual tasks” execution time and is an aspect of multicore-
based systems for which no satisfactory solution exists yet. Given a reference analysis task, the
number of other tasks (and the particular tasks) that overlap with it changes its execution time.
Likewise the degree of overlap, i.e. how long tasks overlap, affects also its timing behavior. Task
overlap varies in non-obvious manners across individual measurements and also during operation.
Therefore, measurements are subject to hard-to-control contention, which brings uncertainty to the
validation process. While the user might have means to observe the variability among tasks in
observed TOS during tests, it is hard to enforce specific TOS.

In this chapter we propose CleanET, that stands for clean execution times, an approach to distill
both, contention-free measurements as well as measurements subject to specific contention levels, to
enable a reliable timing validation process that captures any TOS that might occur during operation.
CleanET builds upon statistical dependence analysis to derive the dilation factor r affecting execution
times due to simultaneous task execution. CleanET resamples the execution times measured during
testing to derive tasks execution time under (1) no overlapping scenarios (i.e. in isolation), (2) full
single overlapping (i.e. when the task overlaps 100% of the time with exactly one other task), and
(3) data with any specific overlap representing the worst overlap of interest (e.g. full overlap with
n other tasks). CleanET estimates provide additional means of validation for derived time budgets
and alleviates the pressure on end users to produce tests cases with different TOS.

89



Chapter 8. Clean Execution Times for MBPTA

|
o704 | class _-'F
-
m () -
= before outlier _--
260 1 outliers -
. el
= f-
250 -F-F-
-
-
240 A = -
--f
26 27 28 29 30
Time (s)

Figure 8.1: Timeline interval of Prediction showing the behavior of the outliers.

We apply CleanET on the Autonomous Driving (AD) framework Apollo [11], described in Section
3.1.3, where the different modules (tasks) of the framework overlap partially and in an ‘arbitrary’
manner, thus exposing the challenge that CleanET targets. Apollois an intricate set of tightly-coupled
software modules, including an Operating System, which jeopardizes the possibility of collecting
measurements for each module under controlled TOS. CleanET successfully distills the dilation
factor and resamples measurements to any TOS of interest.

8.2 Timing Analysis Validation on Apollo

In this work the methodology will be carried out within the Apollo Autonomous Driving Framework
described in Section 3.1.3. As explained, with this framework we are able to obtain a timeline of
execution time data on all available modules to monitor from a navigation test.

From all Apollo modules, we focus on those with most intensive computation requirements, which
are the ones using the GPU: Prediction and Perception. Those modules create mutual interference
(contention), and hence, challenge timing validation. Both modules use the GPU in a similar manner
since both build upon Deep Neural Networks and Recurrent Neural Networks. Both call the same
matrix multiplication primitives with similar parameters. Therefore, whenever they attempt to use
the GPU simultaneously, they are expected to create significant interference on each other. In our
analysis, for simplicity, we model how the execution time of the Prediction module is affected by the
overlapping with the execution of Perception jobs. The symmetrical analysis can also be performed,
but we omit it due to lack of space and since it does not offer further insights.

8.2.1 Prediction Module Timing Behavior

From our analysis of the prediction module’s execution times we have realized that the vast majority
of executions occur in a non-overlapping manner between each other with few exceptions. In
particular, periodically a Prediction job starts with an unusual delay with respect to the finalization
time of the previous job; then said job takes longer execution time than expected. Sometimes, before
a long job finishes, a new Prediction job is released, but it is cancelled soon after its start since
the previous one is still running. Therefore, sporadically (exactly once every 10 jobs at most), we
have two jobs with anomalous timing behavior. This is illustrated in Figure 8.1, where we show an
excerpt of the chronogram for the Prediction module. As shown, anomalies appear at time instants
26.5, 28.5 and 29.5 seconds, shown in green color (abnormally high execution times) and yellow
color (abnormally low execution times after abnormally high ones). We, therefore, classify execution
times into three classes: normal corresponds to the normal Prediction behavior, before outlier class
corresponds to overly large execution times, and the outliers class corresponds to the outliers that
start before the previous job has finished.
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Figure 8.3: Portion of normalized execution times that overlaps with different number
of Perceptions simultaneously.

Figure 8.2 shows the histograms of each class with the same color code as for previous figure. The
particular execution time mean (in milliseconds) for each class is 100, 144, and 50.3 respectively.
Hence, outliers have shorter execution times, whereas the execution times before the outliers are
particularly high. Finally, normal concentrates mostjobsin a relatively narrow execution time interval.

Based on this evidence, we conclude that execution times for each class need to be treated separately.
Moreover, we build on the common practice in CRTES for automotive and robotics, among others,
where some jobs can fail (e.g. due to an overrun) as long as the number of failures in the last M
jobs does not exceed a particular threshold, N [187], thus building on top of the typical worst-case
response time rather than on the absolute worst-case response time. In our case, by simply studying
normal jobs, we discard up to 2 jobs every 10, whose timing behavior, if it violates any deadline, would
not be a problem as long as 2 out of 10 runs are allowed to fail, thus much in line with automotive
and robotics common practice.

8.2.2 Aggregation of Overlaps

Once filtered the Prediction jobs of interest, we study their overlap with Perception jobs. Our
analysis reveals that each Prediction job can overlap, during different parts of its execution, with up
to 3 Perception jobs. The fraction of time overlapped with 0, 1, 2, or 3 Perception jobs for each of
the Prediction jobs is depicted in Figure 8.3. Jobs have been sorted from highest to lowest fraction
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of overlap with 1 Perception job to ease graphical representation. As shown, most Prediction jobs
spend most of their execution time overlapped with exactly 1 Perception job. The fraction of time
overlapped with 2 Perception jobs is also significant. Little time is spent without overlapping in
general. Finally, only sporadically some Prediction jobs overlap with 3 Perception jobs.

8.3 CleanET

8.3.1 Setting the Objective

Complex MPSoCs like the NVIDIA Xavier have a large internal hardware and software (e.g. CUDA
drivers) state. Modelling this state, which strongly influences tasks” execution time, is quite difficult.
In such a complex system, the execution time of a task can be regarded as a random variable, J.
When several tasks execute simultaneously, they affect each other timing behavior due to contention
in the access to shared resources, even if tasks have no data or control dependence among them. The
impact of the contention interference depends on (i) the number of tasks with overlapping execution;
(ii) the percentage of time they overlap; (iii) the particular part of their code that overlaps; and (iv)
the inputs to the program that might affect tasks access pattern to shared resources. In this work, we
focus on the first two factors, and hence do not model the particular section of the code of a task that
overlaps, nor tasks inputs.

Our objective is to enable the estimation of the execution time of tasks under different TOS. In
particular, by modelling the dependence of the execution time on the TOS (i.e. how much overlapping
and with how many tasks), we enable the reliable estimation of the dilation factors, r1,--- , s,
impacting execution time due to the task overlapping with 1,--- , m tasks respectively. Hence, r; is
the factor by which the execution time with no overlap of the task under analysis must be multiplied
when overlapping with i tasks. For instance, if r; = 1.5, the non-overlapping execution time of the
task under analysis is 10ms, and it overlaps with i tasks during 4ms, then the execution time is
6+4-1.5=12ms.

Once dilation factors r; are obtained, and given that we know the start and end time for all jobs —
and so their particular overlappings, we can deduce execution time measurements under any TOS
(i.e. those regarded relevant but that could not be tested) since we can obtain the pristine (non-
overlapped) execution time measurements removing the impact of contention in the measurements
collected, and apply dilation factors to model any TOS of interest for validation purposes.

The derived dilation factors can be used to validate the timing behavior of the task under analysis
by comparing them against the corresponding bounds from the verification phase, e.g. under worst
overlapping conditions. They can also be used to contrast the output of timing analysis techniques
that predict WCET estimates under different TOS. For instance, since execution times under a given
(homogeneous) overlap correspond to random variables independent and with identical distribution,
then we could use MBPTA techniques [3, 44, 76, 141] for that purpose.

It is worth noting that, unlike previous works studying dependent execution times [19, 114, 141],
which focus on stationary processes and hence, on dependencies across measurements, our work
considers external dependencies that are unlikely to be periodic and that cannot be studied only based
on the actual execution time measurements of the jobs of the task under analysis, but accounting
for the execution times (more precisely, for the start and end times) of the jobs of the other tasks
running simultaneously in the system. Stationary processes could be normally studied on top of
the measurements obtained dilating them with our approach to match worst-case overlaps during
operation. Thus, our work is orthogonal and complementary to previous works since they consider
different types of dependencies (i.e. we target dependencies on the TOS).

8.3.2 Modelling Approach

CleanET assumes a baseline (basal) state without any impact of dilation that corresponds to the
execution in isolation with no overlap with any other task. In practice the basal state may never
occur in the system as it may be not possible to run the task under analysis without overlapping its
execution with others. We denote the hardware/software state information in this basal state as .
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CleanET builds around the mathematical expectation E. Let I be the available information on the
state of the system for any arbitrary state, and E(T'|7) the expected execution time T assuming that
the system is in a given (observed) state 7. The dilation coefficient, r is defined as follows, thus
relating the execution time of the basal state with that of any other state:

E(T|T) = rE(T|L). (8.1)

Whenever the system is not in the basal state, then the expectation of the execution time, E(T|T),
is dilated by the coefficient r, where in general r > 1 (i.e. execution overlapping normally leads to
increased execution times). In fact, Equation 8.1 holds for any state where the amount of overlapping
in 7 is higher than in 1y, thus meaning that any TOS necessarily results in an increase of tasks
execution time.

The basal state of the system (i.e. the execution inisolation) cannot be observed in general. Otherwise,
by observing such state and any other state, we could trivially derive r. Instead, we build upon the
measurements collected with arbitrary TOS from a real system where no practical control can be
exercised to enforce specific TOS, as it is the case, for instance, for most automotive systems. Given
a finite sample of execution times and variables characterizing the state of the system (i.e. how jobs
overlap), we want to estimate a basal state of the system as a random variable, as well as the dilation
coefficient r. For the sake of this discussion, we consider that jobs either overlap or do not overlap,
neglecting whether they overlap with one or more jobs. Later we extend the discussion to arbitrary
numbers of overlapping jobs.

8.3.3 Mathematical Development of CleanET

The simplest way for describing the state of a system along the execution period T is by summarizing
the information of its state. This can be done with only one property through a binary measure
for each instant of time, t of a fixed duration (e.g. 1 processor clock cycle in the extreme), see
Equation 8.2 where f is the particular time instant when we assess the property. In this work the
particular property is whether the execution of the particular job of the task under analysis overlaps
with the execution of any other job.

1 if the property holds,

W; = 8.2
! {O otherwise. ®2)

We can summarize this process through the total time during which the property holds, i.e. W; =1,
denoted by V. The remaining time, T — V, is denoted by U. This approach approximates the basal
state of the system by Jy = (V = 0) and Equation 8.1, so that:

E(T|V =) = r(0)E(T|V = 0). (8.3)

In Equation 8.3, E(T|V = 0) stands for the expectation (E(:)) of the execution time (T) when there is no
overlap at all (V = 0), r(v) is the dilation factor given a specific overlap v, and therefore, E(T|V = v)
is the expectation of the execution time given the specific overlap v.

Likewise, let Q be the proportion of the execution time, T, where the property holds (V/T) and 1-Q
where it does not (U/T). This approach approximates the basal state of the system by E(T|Q = 0)
and Equation 8.1, so that:

E(T|Q = q) = r(9)E(T|Q = 0). (8.4)

Both Equation 8.3 and 8.4, allow using regression methods for parameter estimation [181]. In
particular, we want to obtain the dilation coefficient r, which we obtain as r(1), so when g = 1 (full
overlap).
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8.3.4 Obtainingr

Let X = (T|Q = 0) = (T|V = 0) be the execution time of the task when the state of the system is basal.
Note that X = (T|V = 0) is the actual random variable, which may realize into any specific execution
time, instead of E(T|V = 0), the expectation, that can only be the Expectation, thus a single value (i.e.
the mean of an infinitely large sample). Let Y = (T'|V) = (T|Q) be the observed execution time, thus
with V time of overlapping (or Q fraction of overlapping). If an observation of Y is given (the actual
execution time measured), then V is fixed to v, and Q fixed to g, for some v and 4. Note that v and
g are directly obtained from observation of the system since we have the start and end time for each
job of each task, and hence, we can determine whether the specific job of the task under analysis
overlaps its execution with any other job at any time instant.

We can decompose the observed execution time, Y, as follows:

Y=U+V=>01-9)Y+gqY, (8.5)

(1 — g)Y is the part of the execution time of the job in basal state (no overlapping). Hence, we can
define (1 —p) such that (1-¢)Y = (1-p)X, thus relating the execution time with overlapping (Y) with
the execution time in isolation (X). From this equivalence, we can describe the dilation coefficient r
as follows:

Y=U+V=>(01-g9)Y+qY=(1-p)X +rpX, (8.6)

where the rightmost part of the equation decomposes the measured execution time into (1 - p)X,
so the fraction of non-overlapping execution (1 — p) multiplied by the basal state execution time (X),
and rpX, so the fraction of overlapping execution (p) multiplied by the dilation factor (r) and the
basal state execution time.

Equivalently, we can apply the distributive property:

Y=(1-p)+rp)X. (8.7)
Moreover, since U + % =X,thenlU = X - %, and we can obtain a linear expression:

Y:U+V:X—¥+V,

er—l

vV + X. (8.8)

Then, we can apply linear regression to obtain » and X in Equation 8.8 since Y and V are known.

Note that the basal state corresponds to V = 0, so Y = X. Also note that if all execution time is
overlapped with other jobs (so V = Y), we would have the following:

Y = #Y+X. (8.9)

We could transform it into the following expression:

Y(l ! . 1) - X. (8.10)

Thus, having that £ = X, and Y = rX, which matches Equation 8.7 when p = 1 (overlapping fraction).

Based on the assumptions of the model, X and Q are independent, which is equivalent to X and P
being independent.

Proof. Here we use the theorem which states that functions of independent random variables are
independent. Let A and B be subsets of the real numbers R. Let ¢g7'[A] and h~'[B] denote the
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pre-image of A and B under ¢ and & respectively. Applying the definition of independent random
variables:

Pr(g(X) € A, h(Y) € B)) = Pr(X € ¢g"'[A],Y € h™}[B]), (8.11)
= Pr(X € g [A])Pr(Y € h71[B)), (8.12)

= Pr(g(X) € A)Pr(h(Y) € B). (8.13)

O

Then, it follows that, in general, given X and P being non-observed independent random variables,
and U and V observed random variables such that

U=(1-P)X and V =rPX,

for some coefficient r > 0, then a point estimation for r, P and X is given by

X=U+V/?, (8.14)
P=v/¢U+V), (8.15)
7= mrin {cov(f(,ﬁ)}. (8.16)

However, point estimations are not satisfactory from a safety perspective due to the uncertainty
caused by the potential error in the estimation of execution times. Therefore, we propose a pessimistic
method that overestimates the coefficient r, which we detail next.

8.3.5 Intrinsic Pessimism

Equation 8.8, states the linear relationship between Y and V. On the other hand, the linear regression
of Y and V provides us with («, 8, Z) such that o, § € R, and Z is a random variable that maximizes
the independence between Y and V such that Y = @ + BV + Z. Given the definition of § in simple
linear regression [181]:

Proof. Y,V and Zneed: cov(V,Z) =0 = Y = a + fV + Z. Using the expression Y = a + fV + Z:

cov(V,Y —a-BV)=0. (8.17)
Which yields:
cov(V,Y) =cov(V, a) + cov(V, BV), (8.18)
cov(V,Y) = pvar(V), (8.19)
= %1(/"/‘)/). (8.20)
Which is the estimator of § in the linear regression. ]

Now, using Equation 8.8, we can yield the following expression:

Ccov(Y,V)  cov(EZAVHX, V) r-1  cov(X,V)

= = = 21
P var(V) var(V) r var(V) (821)
Therefore, the equivalence f = % would hold if X and V were independent:
cov(X,V) = cov(X, XPr) (8.22)

Let us check the dependency between V and P:
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Proof. Start by laying out the expression for cov(X, XP):
2cov(X, PX) = var(X) + var(PX) — var(X — PX). (8.23)
Determine var(PX) and var(X — PX).

var(PX) = var(P)var(X) + var(P)E(X)? + var(X)E(P)?, (8.24)
var(X — PX) = var(1 — P)var(X) + var(1 — P)E(X)? + var(X)E(1 — P)*. (8.25)

By subtracting those two equations we obtain the right-hand side of Equation 8.23:

var(X)[E(P)* - E(1 - P)* + 1] = 2cov(X, PX), (8.26)

var(X)[E(P)* = (1 - E(P))*] = 2cov(X, PX), (8.27)

var(X)E(P) = cov(X,PX) > 0. (8.28)

Which holds in our case because P € [0,1] and X € R*. O

Given that X and P are not independent, the relationship between r and f yields:

r—1 cov(X,V) r-1
= + > , 8.29
P r var(V) r (829)
since cov(X, V) > 0. Note that the covariance between X and V is generally unknown. Thus, by
ignoring it, we overestimate the factor =1, which, given that r > 1 as indicated before, implies that
we overestimate .

The consequence of overestimating r is that, by considering scenarios where the overlapping is
higher than measured, the overestimated r leads to higher predicted execution times than those
in the real system. In our case, this implies that, if those predicted measurements respect timing
budgets, then real system measurements would necessarily also respect the budgets. Also, if the
system can overrun the timing budget, predicted measurements obtained with CleanET will indicate
even higher overruns, so faults will be reliably detected. However, in some cases, time budgets may
be respected and CleanET report that they are violated. Hence, while this may cost some tightness
by imposing the allocation of larger time budgets than needed, our approach does not challenge the
safety of the system tested.

8.3.6 CleanET for Multiple Overlappings

In the previous section we focused the case where one specific job either does not overlap or partially
overlap with another job. The model can be easily extended to account for several jobs overlapping
at the same time (from 1 to m). This is done by defining Equation 8.2 for each number of overlaps,
so having W!,--- , W™, where the property in each case is whether there are exactly i overlaps. For
instance, for i = 2, W? = 1 if and only if the job overlaps with exactly 2 other jobs in time ¢. For any
other number of overlapping jobs (e.g. 0, 1, 3, etc), Wt2 = 0. Hence, V; stands for the total time where
property W/ holds.

We can, therefore, extend our original definitionof Y (Y = U +V = (1 — q)Y + gY) decomposing V
and g across the different types of overlapping (from 1 to m overlapping jobs) as follows:

m m m
Y=U+ZV1~ =(1- q,-)Y+Zqu. (8.30)
i=1 i=1 i=1
This allows us to reformulate Equation 8.7 as follows:
m m
Y = ((1 -3 pi) + > i |X, (8.31)
i=1 i=1
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which can be transformed into the following equation where linear regression can be directly applied:

o (-1
Y = ( — Vi) +X, (8.32)
o\ T
where Y and all V; are known, and X and all r; dilation factors are obtained through linear regression.

8.4 Evaluation

For the evaluation of CleanET, we first estimate r; dilation factors for the different task overlaps.
Then, we validate how dilation factor estimation matches expectations. Finally, we show how those
dilation factors can be used to estimate execution time bounds for different overlapping scenarios,
thus allowing to validate whether time budgets are violated.

8.4.1 Dilation Factors (r;)
Single Dilation Factor

We have applied CleanET to obtain the dilation factors, r;, for the different numbers of overlapped
tasks. Results are shown in Table 8.1 considering a single dilation factor (whether overlap exists
or not), as per Section 8.3.4. As shown, execution time with no overlap at all is around 16.32m:s,
with a standard deviation of 1.64ms. However, the impact of overlap is huge since r = 6.85 with a
standard deviation of 0.78. Hence, on average, we could expect the execution time will full overlap
to be around 112ms (16.32ms - 6.85). For the sake of completeness, the table also provides the
number of execution time observations used (289), which are those for class 0 before, and the degree
of correlation measured between non-overlapped and overlapped execution time measurements,
which is, as expected, very high (0.9).

Table 8.1: CleanET applied to filtered data with Overlap as co-variate.

Overlap (r) 6.85+0.78
Constant (p = 0) 16.32 +1.64
Observations 289
Adjusted R-squared (correlation): 0.90

All Dilation Factors

As a second step, we have applied CleanET to obtain individual dilation factors for 1, 2 and 3 jobs
overlapping with the jobs of the task under analysis, as per Section 8.3.6. Results are shown below
in Table 8.2. We observe that results for 1 or 2 jobs overlapping are very similar and ranges (e.g.
u + o) overlap almost completely. Statistically, we cannot prove that they are distinguishable and,
therefore, we conclude that overlapping with 1 or 2 jobs must be considered together, thus defining
that the property in Equation 8.2 holds if the task overlaps with exactly 1 or 2 jobs. In the case of 3
jobs overlapping, we observe that (1) the value of r3 is far lower than that for r; and r,, which would
mean that overlapping with 3 jobs leads to a lower dilation factor (so a lower execution time increase)
than overlapping with 1 or 2 jobs, which is against intuition. However, the real problem with 3
overlaps relates to the fact that, out of the 289 class 0 measurements, only 9 have 3 jobs overlapping
with the task under analysis for some time, which is, in practice, too scarce data to raise any reliable
prediction. In fact, the (very high) standard deviation for this case already indicates this behavior
indirectly. The number of measurements including data for each overlap case is provided in Table 8.3
for completeness. Finally, note that, while the case with no overlap (“Constant” in the tables) has no
meaningful change with respect to the case where we fit only r, it is not absolutely identical. This
relates to the fact that all parameters in Equation 8.32 are fit together, thus dealing to minor variations
when varying the parameters to fit.
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Table 8.2: Linear model applied on filtered data with Overlap time of one, two and three
processes at a time.

Overlap 1 (r1) 6.97 +0.81
Overlap 2 (r7) 6.55 +0.81
Overlap 3 (r3) 3.23+242
Constant (p = 0) 16.32 +1.65
Observations 289
Adjusted R-squared (correlation): 0.90

Table 8.3: Number of class 0 measurements with part of its execution with 0, 1, 2, 3

jobs overlapping.
Number of Measurements | Percentage
overlapping jobs (w.r.t. 289)
Overlap 0 137 47.4%
Overlap 1 288 99.7%
Overlap 2 218 75.4%
Overlap 3 9 3.1%

Statistically Significant Dilation Factors

After concluding that 1 and 2 overlapping measurements are not statistically distinguishable, we
apply CleanET again considering only two dilation factors: r1_ for 1 or 2 overlaps, and r3 for 3
overlaps, as shown in Table 8.4 below. We note that r1_; is not distinguishable in practice with r in
Table 8.1 when considering just one dilation factor since the amount of data for 3 overlaps is too little
to cause meaningful differences. We also note that, by considering 1 and 2 overlaps together instead
of separated, the case for 3 overlaps varies drastically, which reflects the weakness of the fit for 3
overlaps due to the too little data available for this case.

Table 8.4: Linear model applied on filtered data with Ouverlap time of one and two
processes added, and three processes.

Overlap 1-2 (r1-2) 6.88 +0.78
Overlap 3 (r3) 2.75+1.68
Constant (p = 0) 16.31 £ 1.64
Observations 289
Adjusted R-squared (correlation): 0.90

Opverall, our results show that scenarios with 0, 1 or 2 overlaps can be reliably resampled from the
data available. If the case with 3 overlaps is regarded as relevant for operation conditions, then
additional input data would be required including many more measurements corresponding to that
scenario, so that CleanET could deliver a reliable dilation factor for this case.

8.4.2 Validation of the Method

In general, these solutions cannot be validated due to the lack of reference data, which in this case
would correspond to measurements with the complete execution time with a constant number of
jobs overlapping (e.g. 100% of the execution time overlapping with exactly 1 job). However, in our
case, we have measurements with exactly 1 job overlapping during their complete execution. In
fact, since 1 and 2 overlappings have been shown to be indistinguishable, and 3 overlappings occur
seldom (too occasionally to be statistically significant), we consider as reference measurements those
in which some overlapping (with either 1, 2 or 3 jobs) occurs during the whole execution. Hence, we
performed the following:
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Figure 8.4: QQ-plot of full overlap resampled data with CleanET with respect to empir-
ical data with full overlap.
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Figure 8.5: Execution time bounds for no overlapping (p = 0) and full overlapping
(p=1).

1. Split the set of measurements into 2 categories: one with those measurements with 100%
overlap (OVL1 group, 152 values), and those with non-full overlap (OVLmix, the remaining
137 values).

2. Apply CleanET on OVLmix data.

3. Compare the results obtained with CleanET resampling data in OVLmix to the case with full
overlap, with the actual data with those overlapping characteristics (OVL1 data) with a QQ-plot
(see Figure 8.4).

In the figure, we would like to have a linear relation between the empirical data and the data resam-
pled with CleanET (straight line). However, the fact that r is overestimated leads to non-linearity.
Results show that CleanET, using OVLmix data, produces higher values than those observed empir-
ically (OVL1), thus corroborating our expectation of having overestimated execution times for high
overlaps due to the overestimation of r. This supports empirically our expectations with a reference
data set different to that used by CleanET by partitioning the data into OVL1 and OVLmix groups.
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Figure 8.6: Impact of the dilation factor (r) on the execution time bounds as we vary the
degree of overlapping (p).

8.4.3 Using CleanET Results

We have used CleanET to generate, from the actual measurements obtained from the system with
arbitrary overlaps, measurements corresponding to overlapping scenarios of interest. In particular,
since the purpose of timing validation is assessing that no overrun occurs, we have considered the
case with full overlap. For the sake of illustration, we also show results for the case of no-overlap.

Figure 8.5 plots the empirical complementary cumulative density function (ECCDF) for the three
scenarios: actual data measured (empirical), data obtained with CleanET with no overlap (basal),
and data obtained with CleanET with full overlap. Together with the empirical data, we fit an
exponential tail to the highest values of the extreme cases (basal and full overlap), which has been
recommended as a suitable approach to predict high execution times [3, 44]. For that purpose, we
build on peaks-over-threshold methods selecting the threshold as indicated in [90].

Measurements resampled with CleanET allow considering cases that could not be explicitly tested
in the system under test. As shown, as expected, the full overlap case leads to execution times higher
than those of the empirical (measured) case, whereas the basal case, instead, leads to the lowest
execution times one would expect in the real system. Note that, as discussed in Section 8.3.5, r values
are overestimated. Hence, the full overlap case is an overestimation of what would be in practice
the behavior of the real system with full overlap, whose timing behavior would be somewhere in
the region between the empirical measurements for arbitrary overlaps and the estimated full-overlap
measurements obtained with CleanET. Note also that overestimating » makes that, whenever we
consider lower overlaps than in practice (e.g. basal case), execution times obtained are in practice
lowerbounds of the true basal case. In any case, the basal case is irrelevant to validate whether time
budgets allocated suffice.

For the sake of completeness, we provide in Figure 8.6 how execution times expected vary as we
vary the degree of overlap (p). We use peak-over-threshold again, and we collect the values obtained
at different exceedance levels (Ivl), from 107> to 1072 As expected, a linear increase of the degree
of overlap, leads to nearly-linear increase of the execution times expected, with small disturbances
due to the uncertainty associated to threshold selection in the fitting process of a distribution (an
exponential distribution in our case). For instance, based on the results obtained, if we consider an
exceedance level of 107°, we would conclude that execution times could be slightly below 500ms
(assuming full overlap being the worst-case during operation). Thus, validation tests would be
passed if such value is lower than the deadline for the task under analysis.

Opverall, CleanET allows exploring any arbitrary degree of overlap of interest, thus providing end
users with means to validate their system against scenarios that cannot be triggered during system
testing, thus relieving end users from having to create additional test cases with the hope of those
test cases to produce the execution scenarios that need being considered.

100



8.5. Summary

8.5 Summary

The complexity of current MPSoCs is mainly due to the intricate interactions between their multiple
hardware blocks in the execution of complex software like the one governing Autonomous Driving.
The competition for resources in these hardware blocks impacts greatly the execution time of each
task. In this work we propose cleanET, a mathematical model that expresses how tasks that overlap in
time produce a time dilation on each other. CleanET not only can model the dilation factor of a given
set of time data, it can also use that factor to estimate a worst-case scenario where the contention is at
its peak. We used as case-study data from a real autonomous driving framework, Apollo, to assess
the dilation factor of overlapping tasks. CleanET allows generating, apart from the worst-case full
overlap scenario, a no overlap scenario so that we can observe a model for the execution times in
isolation with only the data during system operation.
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Chapter 9

Conclusions and Future Work

9.1 Conclusions

The growth in the complexity of CRTES continues to challenge the real-time community to pro-
vide trustworthy timing analysis solutions. The execution of increasingly-complex mixed-critically
software, like machine learning, on complex multicore hardware makes timing analysis, and pro-
viding evidence of correctness, difficult tasks. In order to address the complexity rise in CRTES,
several measurement-based techniques have been proposed. In particular, measurement probabilis-
tic timing analysis techniques based on Extreme Value Theory have been shown to deliver provably
trustworthy WCET estimates on execution scenarios that have not been observed. In order for
MBPTA techniques to be applied, the execution time occurrences under validation should be repre-
sentative of all possible execution conditions and scenarios that may arise during system operation,
hardware- and software-wise. The particularity of MBPTA resides in providing WCET bounds via
measurements in the form of a probability distribution.

This thesis pushes the state-of-the-art in the MBPTA domain: We have proposed new tools to i)
provide tighter and trustworthy pWCET estimates, ii) merge disjoint hardware event monitor data,
and iii) assess contention from competing tasks. More specifically, we achieved the following:

¢ Sky-high Quantile Estimation: Light tails are the theoretical best fit for pWCET estimation.
However, the lack of reliable fitting methods (for light tails as part of EVT) that deliver reliable
pWCET estimates for arbitrarily low exceedance probabilities imposes the use of exponential
tails, which although proven reliable, are increasingly pessimistic for decreasing exceedance
probabilities. We proposed two different solutions for this problem.

— We proved that risk analysis, where EVT is used, and survivability analysis tackle the
same fundamental problem by predicting the occurrence of rare events. Then, building
on distributions from survivability analysis, we proposed the use of Weibull tails (tailW),
which are proven to be as reliable as reference log-concave distributions, but enabling the
tight modelling of arbitrarily low exceedance probabilities.

— We presented for the first time a method based on Markov’s Inequality for pWCET estima-
tion that represents a solid alternative approach to EVT. In particular, we showed that MIK
(Markov Inequality to the power-of-k) has no model uncertainty and proposed a method to
handle sampling uncertainty (RESTK) that consistently provides more trustworthy, tighter
and stable results than EVT in different scenarios, including a railway case study. These
promising results suggest that RESTK can be effectively used as a standalone method for
pWCET estimation, or even as an alternative approach to validate EVT results in those
cases where EVT is already consolidated. In this line, the fact that MIK (RESTK) and EVT
build on completely different mathematical foundations provides stronger evidence on
the trustworthiness of the obtained pWCET estimates.

e HEM Data Merging: Measurement-based timing analysis methods increasingly build on
HEMSs to measure and estimate the timing behavior of time-critical applications running on
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MPSoCs. Unfortunately, in complex MPSoCs, HEM values are subject to some unavoidable
noise. Besides, they can only be read in small subsets, as many as the number of PMCs the
hardware has. As a result, the system designer can only collect partial snapshots (i.e. only a
subset of HEMs) in every run, each potentially subject to different noise with different impact
on HEMs. In this thesis we have proposed two solutions for this problem:

- HRM, a flexible method to merge HEM values across runs that allows preserving precisely
their correlation with timing and their joint correlation, to a good extent. HRM achieves
its goals by building on (1) non-parametric statistics, which do not pose any constraint on
the distributions observed for different HEMs in the T2080, and (2) the use of an anchor
HEM to relate measurements from different HEMs.

- MUCH, a method that works by observing pairwise HEM correlations and building on
multivariate Gaussian distributions to generate merged HEM vectors where discrepancies
between produced pairwise HEM correlations and real ones is very low. Our results on
an NXP T2080 MPSoC used for avionics” CRTES support the effectiveness of MUCH and
show that it outperforms HRM systematically, thus being HRM the best choice only in
those cases where too many HEMs are needed and there are very few PMCs.

¢ Contention Modelling: Validating execution time bounds for CRTES becomes increasingly
difficult due to the growing complexity of those systems driven by a higher system automation.
This is particularly true in automotive systems with the advent of autonomous driving. This
thesis proposes CleanET, a novel solution to obtain measurements representative of any relevant
scenario from the set of measurements obtained during analysis. In particular, CleanET builds
upon estimating the impact of execution time interference across tasks to allow resampling
data into any degree of interference (i.e. execution overlap) of interest. CleanET is a purely
measurement-based solution, thus in line with the requirements of automotive end users, that
facilitates testing execution scenarios that cannot be practically produced by testing engineers.
Our results on a commercial AD framework, Apollo, corroborate the advantages of CleanET
for timing validation.

9.2 Future Work

In this thesis, we pioneered multiple methodologies that can be explored further. In particular, this
thesis pushes the state-of-the-art forward in three main areas. Some possible future works on each
of those areas are the following:

¢ Sky-high Quantile Estimation: This thesis introduces two new tail estimation methodologies
that improve the state-of-the-art on the WCET problem. In both, tailW and Markov’s Inequality
works, we always work with i.i.d. data. Even if the data is not fully independent, as long as
the dependence is weak and it is not present at the most extreme values, our methodologies
will hold. In our work, the dependence we found is weak, and there was no dependence on
the extremes. However, it can be interesting to explore these new methodologies specifically in
the case of dependence on the extremes to provide with more robust guarantees in scenarios
where such dependence on the extremes manifests. Note that, in none of the platforms and
benchmarks we used this extreme dependence appeared. But, of course, we do not discard it
appearing in other unexplored scenarios.

¢ HEM Data Merging: We proposed two solutions to the HEM merging problem. As explained,
keeping the relationships between HEMs read in different runs is not an easy task. HRM
solves this problem by means of statistics of order. Conversely, MUCH tackles this problem by
using multivariate Gaussian copulas. Both methods deliver good results for HEM merging.
However, both methods model the central part of the distribution rather than the extremes. As
firsts steps into this new approach, they are satisfactory. However, increasing the accuracy for
the extreme data can be particularly useful in the CRTES domain. In that regard, MUCH has
the potential to be improved for an extreme modelling approach given that we can change the
copula model for one that focuses on keeping the relationships in the tail. Additionally, there
are some platforms with more constraints on HEM data gathering. In some cases, a particular
group of HEMs is restricted to only be read through a specific PMC. Therefore those HEMs
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cannot be read simultaneously. If one were to implement HRM in this scenario those HEMs
cannot function as an anchor properly. Although, HRM could still be used in those scenarios
if one considers the execution time of a program (i.e. processor cycles) as the anchor given it is
a free HEM and can be read through any PMC. Implementing MUCH in a scenario where two
HEMSs cannot be read at once is an interesting challenge that would generalize its applicability.

¢ Contention Modelling: In this thesis we proposed a model for the contention produced by
tasks accessing shared resources at the same time. We proposed CleanET, a model devised from
basic mathematical modelling principles. Once the model for the contention was established,
we performed a linear fit to estimate its parameters. With these parameters we can estimate
a WCET for the full overlap of the tasks. As shown, the model is conservative in nature and
may yield pessimistic results for the full overlap scenario. Also, with a linear fit model it is
modelling the central part of the distribution. Similarly to HRM and MUCH, CleanET is the
first step into a more general model. The next step would be considering a model which takes
into account the dependencies on the overlaps which produce the most dilation. As mentioned,
the other aspect to work on is a tighter full overlap scenario to model the WCET.

A natural step for all the solutions developed in this thesis is increasing the maturity to enable
industrial adoption. To ease this step, part of the work of the research group aims at the integration
of these solutions into industrial use cases on commercial platforms, and into open source and
commercial toolsets. Those activities are being conducted in the context of European projects just
starting (e.g., Horizon Europe SAFEXPLAIN, coordinated by BSC), and some project proposals under
submission or to be submitted soon. Also, a first effort towards easing the adoption of these solutions
is the release as open source of the distTuils package for sky-high quantile estimation.
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