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Abstract

O
PPORTUNISTIC Networking usually focuses on homogeneous envi-

ronments. Therefore, most proposals process all messages the same

way and take for granted that all participants will behave for the sake

of the network without any consideration. This thesis claims that this approach

constrains the applicability of Opportunistic Neworking. This thesis aims to

provide tools to extend Opportunistic Networking by allowing its operation in

heterogeneous environments, where a wide set of different devices, applications

and users may coexist.

This thesis is presented as a compendium of publications where every publica-

tion presents a system designed to face a different heterogeneous environment. At

the first one, we consider application heterogeneity, a network that could be shared

by various applications that may require a different routing for their messages. In

order to deal with this, we present a network architecture based on messages that

carry their own application-defined routing code and an access control system that

makes feasible the usage of application-defined contextual information. In the

second one, we consider users heterogeneity, a network where every node is ruled

by a selfish participant, so they could not be interested in using their resources

to store and forward others’ messages. To face this, we present a mechanism

to keep track of the nodes’ actions and an incentive scheme that punishes or

rewards nodes based on their behaviour. This incentive scheme is designed to

make sure that the best strategy for every participant is to cooperate with the

network. In the third and fourth publications, we consider node heterogeneity, a

network of volunteer nodes that do not want to collapse their devices nor share any

information that hurt their privacy. We deal with this using a privacy-preserving

georouting protocol that learns about nodes usual whereabouts and preserves the

privacy of this information.
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Resum

L
A recerca en Xarxes Oportunistes habitualment està enfocada a esce-

naris de tipus homogeni. En conseqüència, la majoria de les propostes

assumeix que tots els missatges han de ser tractats de la mateixa manera

i que tots els participants actuaran pel bé de la xarxa. Aquesta tesi afirma que

aquest enfoc constreny l’aplicabilitat de les Xarxes Oportunistes, i té com a objec-

tiu desenvolupar eines que permetin extendre la seva aplicabilitat en ambients

heterogenis, on una gran varietat de dispositius, aplicacions i/o usuaris poden

coexistir.

Aquesta tesi es presenta com a compendi de publicacions. A cada publicació

es presenta un sistema dissenyat per fer front a un tipus d’ambient heterogeni. A

la primera, es planteja l’heterogenëıtat de les aplicacions, considerant aplicacions

que requereixen que els seus missatges siguin tractats de formes diferents però

conviuen en una mateixa xarxa. Per fer front a aquesta situació, es presenta

una arquitectura de xarxa basada en missatges que porten el seu propi codi

d’encaminament, proporcionat per l’aplicació, i un sistema de control d’accés que

fa viable l’ús d’informació contextual per millorar l’encaminament. A la segona,

s’estudia l’heterogenëıtat dels usuaris, a través d’una xarxa formada per usuaris

egoistes que no tenen cap interès en utilitzar els seus recursos per ajudar els altres.

A fi de reconduir aquest comportament, es presenta un mecanisme per controlar

les accions dels nodes i un sistema de càstigs i recompenses que castiga o premia els

nodes en funció de les seves accions. Aquest sistema d’incentius garanteix que la

millor estratègia possible consisteix en cooperar amb la xarxa. A les dues últimes

publicacions, es considera l’heterogenëıtat dels nodes, mitjançant una xarxa de

nodes que volen ajudar a la xarxa, però no estan disposats a acceptar un perjudici

per la seva privacitat ni un consum excessiu dels seus recursos. En aquest cas, es

presenta un protocol d’encaminament geogràfic respectuós amb la privacitat dels

nodes, que aprèn quines son les zones visitades amb major freqüència per cada

node i protegeix la privacitat d’aquesta informació.
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Resumen

L
A investigación en el campo de las Redes Oportunistas se suele centrar

en el estudio de escenarios homogeneos. Por lo tanto, la mayoŕıa de las

propuestas da por hecho que todos los mensajes deben ser tratados de

la misma forma y que todos los participantes actuarán por el bien de la red. Esta

tesis afirma que este enfoque restringe la aplicabilidad de las Redes Oportunistas,

y se marca como objetivo mejorar el desarrollo de herramientas que permitan su

funcionamiento en ambientes heterogéneos, donde conviven una gran variedad de

dispositivos, aplicaciones y/o usuarios.

Esta tesis se presenta en el formato de compendio de publicaciones. En cada

publicación se presenta un sistema diseñado para hacer frente a un tipo de ambiente

heterogéneo. En la primera, se plantea la heterogeneidad de aplicaciones, en una

red compartida por aplicaciones cuyos mensajes deben ser tratados de formas

diferentes. Para afrontar esta situación, se presenta una arquitectura de red basada

en mensajes que contienen su propio código de encaminamiento, proporcionado

por la aplicación, y un sistema de control de acceso que hace viable a la propia

arquitectura y permite el uso de la información contextual de encaminamiento

definida por la aplicación. En la segunda, se estudia la heterogeneidad de los

usuarios, cuyos intereses egóıstas no priorizan el uso de sus recursos para encaminar

los mensajes de otros. Para tratar de reconducir este comportamiento, se presenta

un mecanismo para controlar las acciones de los nodos y un sistema de castigos y

recompensas que premia a los nodos en función de sus acciones. Este sistema de

incentivos garantiza que la mejor estrategia posible consiste en cooperar con la

red. En las dos últimas publicaciones, se tiene en cuenta la heterogeneidad de los

nodos, en una red de nodos que quieren ayudar pero no por ello están dispuestos a

que su privacidad se vea afectada, ni a permitir un consumo de recursos excesivo.

En este caso, se presenta un protocolo de encaminamiento geográfico respetuoso

con la privacidad de los nodos, que aprende cuales son las zonas más visitadas

por cada nodo mientras protege su privacidad.
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Part I

Context

“That’s why he will be fired [. . . ]”





“To rely on rustics and not prepare is the greatest of crimes; to be
prepared beforehand for any contingency is the greatest of virtues.”

The Art of War, Sun Tzu

1
Introduction

T
HE match has just finished, the coach, César, enters the press confer-

ence, he’s heart broken. It’s been a hard defeat. The team doesn’t

seem able to react. The season started off on the wrong foot, with the

departure of their best player to their most hated rival, but no one suspected

relegation was going to be so close. It’s a terrifying situation. He knows that he

will be fired by the end of the week, if not tonight. He also knows that there is no

need to keep up appearances, not anymore.

-We seem Pancho Villa’s army -he confesses, -there is no way to win if everyone

fights its own battles.

The press agrees, the players are not that bad, and they have tried really hard,

most of them were exhausted at the end of the match. But they are disorganised.

They don’t seem a team, but a bunch of people wearing the same shirt. That’s

why he will be fired, because that was his job, to cohesion them, to design a

common action plan. But he failed.

3



4 Chapter 1. Introduction

However, the Divison of the North, the army commanded by José Doroteo

Arango Arámbula, best known as Pancho Villa, did obtain significant victories, and

even deposed a president, during the Mexican Revolution. This revolutionary army

was composed by peasants, ranchers, cowboys, foremen and other elements of the

Mexico’s rural people. They did not wear uniforms, which probably contributed

to project an image of a heterogeneous and disorganised bunch of people instead

of a regular army ready to pass in review; an image that their enemies used to

make fun of them; an image that has survived until today.

In Spanish, we use the expression “to seem Pancho Villa’s army” to describe “a

disorganised group, a group that lacks coordination and where every element does

as he or she wants” 1. This expression has a crystal-clear negative connotation,

because it assumes, as César meant, that a group of heterogeneous people, where

every individual has his own goals and his own action plan, cannot be as efficient

as a homogeneous group of people following a common course of action. That may

be partially true, commanding a well-trained, homogeneous army with a strong

chain of command is probably easier, and more effective, than commanding a

division of revolutionary people. But the success of the latter demonstrates that

being a heterogeneous group is not an obstacle to doing something. It forces to

do things differently, and sometimes this could mean harder or slower, but it does

not make things impossible.

At this point, the reader may think that this thesis is about sports coaching,

the Mexican Revolution, Spanish idioms or military organisation. However, this

thesis is about Opportunistic Networking2, and all the previous concepts and

examples will be useful to introduce OppNet’s main problem. By definition, an

OppNet is a network that lacks continuous connectivity, often due to the physical

limitations of wireless communications, the sparsity and mobility of nodes, and

energy or other environment-related constraints. OppNet uses a store-carry-and-

forward routing approach to deal with connectivity disruptions, and needs to be

flexible enough to operate with little or no infrastructure.

The OppNet research field usually focuses on homogeneous OppNets. Due to

1In French, there is a similar expression: “ressemble à une armée mexicaine”, that has a
slightly different meaning.

2 At the early days of this thesis, we considered Delay Tolerant Network (DTN) and
Opportunistic Network (OppNet) to be synonyms. After the work done during the development
of this thesis, we are convinced that it is more accurate to consider DTN as a subset of OppNet.
However, the published works that form the compendium use the terms DTN and OppNet
indistinctly.
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this approach, OppNet deployment proposals usually assume that all nodes should

process all messages the same way; and take for granted that all nodes will behave

for the sake of the network. It is also assumed that many different applications

can coexist without bothering each other. We build this thesis over the firm belief

that this approach constrains the applicability of OppNet. The same way that,

during a revolution, a leader cannot pick the army he wants and has to fight using

his folk. Sometimes, a network has to deal with the scenario and the participants

it has at hand. An available application-devoted devices’ network cannot always

be assumed, sometimes it is easier and cheaper, and therefore, more likely and

feasible, to consider a heterogeneous network.

Besides, the increased miniaturisation of computers and mobile phones, and

their last years’ spread all over the society, has reinforced our claim. Nowadays,

there is a vast amount of devices that do not need to be bought or deployed.

However, to use them as a network, it is needed to respect and consider their own

characteristics. Heterogeneity has to be considered even if it forces to do things

differently. However, as we illustrated using the Divison of the North’s example,

different does not mean impossible.

The main objective of this thesis is to provide Opportunistic Networking with

new tools to extend OppNet applicability by allowing its operation in heteroge-

neous environments. Concretely, the heterogeneity of the three main network’s

participants, nodes, applications and users, is considered. 1) Heterogeneity of

applications: a network shared by applications that require a different routing in

order to accomplish their mission. 2) Heterogeneity of users: a network where

there are malicious users whose only interest is to mess with the network, to take

advantage of its operation or to disrupt it. 3) Heterogeneity of nodes: a network

where not all nodes are ruled by a central authority. So, they could not be willing

to exchange private routing information or to use their resources to store and

forward others’ messages.

In summary, this thesis aims to provide tools to allow different applications

to use the same network in different ways, to deal with the users’ selfishness in

networks where every user rules its own node, and to provide privacy to users that

make their devices available to the network. The kind of tools that Pancho Villa

used to command his army. The kind of tools that could have saved César’s job.
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Objectives

In the following lines, we list the specific objectives of this thesis:

• Propose a security mechanism to allow a flexible OppNet architecture where

the applications decide how their messages should be treated and routed.

• Propose a mechanism to incentivize nodes to use their resources to store,

carry and forward others’ messages, even if they are initially only interested

in their own messages.

• Propose an efficient routing solution to a real application, using a heteroge-

neous OppNet where the privacy of the devices’ owners is considered and

protected.

Structure

This thesis is presented as a compedium of publications. The rest of the thesis is

organized as follows. Part II contains the compendium. Chapter 2 introduce every

work and presents the argumentative thread that weaves the thesis as a whole.

Chapters 3, 4, 5 and 6 reproduce the four published peer-reviewed international

journal articles that form the core of this document. Then, Part III contains the

discussion. Chapter 7 summarizes and discusses these publications’ main systems,

proposals and contributions. Finally, Chapter 8 concludes this thesis and provides

some future lines of research.
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Part II

Compendium

“There is no way to win if everybody fights its own battles.”





“Do not engage an enemy more powerful than you. And if it is
unavoidable and you do have to engage, then make sure you engage it
on your terms, not on your enemy’s terms.”

The Art of War, Sun Tzu

2
Contributions

I
N this chapter, we introduce the contributions of the thesis, showing the

argumentative thread that weaves it as a whole. After a little introduction,

we refer to the articles of the compendium. The concrete background and

the related work of every contribution are placed on the corresponding articles.

The contributions are not ordered based on their date of publication, but following

the order that best shows the progression of the overall work.

The first contribution of this thesis is a very specific access control system

for an Opportunistic Network (OppNet) of pro-active messages. Based on the

work done by Borrego et. al. in [BR13, BCR14], we define pro-active messages,

a mechanism to adapt to the applications’ heterogeneity by using mobile code

to let the applications customise their routing decisions. Obviously, to let the

applications define their own routing code, but forcing them to make blind and

generic decisions, does not make sense. For this reason, the keystone of this

approach is a collection of contextual and application-related information that

is first collected, maintained and stored by every node. Then, the routing code

11



12 Chapter 2. Contributions

accesses it. Finally, it is used by the application to make a routing decision.

However, this whole approach would lose all its purpose if we could not rely on

the security of the information stored at the nodes. Identity-based access control

provides feasibility to the pro-active message’s OppNet by granting confidentiality

and integrity of the information. This way, we avoid that any malicious message

could access, delete or modify all the information stored in the nodes, disturbing

this way the proper operation of the whole network. Identity-based access control

is designed to operate in a concrete OppNet scenario, so it only makes use of

cryptographic tools that are available in disconnected environments: two different

hash functions and a symmetric key encryption algorithm.

At this point, we encourage the reader to go to Chapter 3 for a better under-

standing of this thesis.

The second contribution of this thesis is an asynchronous incentive scheme

for OppNet. To spend some energy, occupy some buffer space, and use a fraction

of an unknown-length connectivity window to store, carry and forward others’

messages may lead to an early battery depletion, a filled buffer or the loss of a

transmission’s opportunity. That’s not a problem when all the nodes are owned by

a central authority that has deployed all the nodes and rules the whole network,

but, what happens when every node is owned and operated by a different user?

Individual users have their own needs and priorities. They may not be interested

in the operation of the whole network, but only in using the network to send their

own messages. These selfish users could perceive forwarding others’ messages as a

waste of resources.

However, if a big amount of users behave in a selfish way, the network will

collapse and no one will accomplish their objectives because the messages will

not be forwarded. Therefore, it is needed a mechanism that encourages the

users to behave for the sake of the network, instead of trying to take advantage

without collaborating. Our proposal revolves around an enforcing mechanism that

rewards or punishes the users by giving them the Identity Based Cryptography

(IBC) [Sha85] keys they need to send their messages. These keys are also used

by a receipt exchange protocol to generate the receipts that proof that a user

has been involved in the forwarding or delivery of a message. Those receipts

are then asynchronously given to an element that uses them to re-build every

message’s chain of custody. This element follows the policy guilty until proven

otherwise to decide the users that should be rewarded or punished. The rewards,

punishments, and application of this policy, have been designed to ensure that a
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Nash equilibrium [Nas50] is achieved when all users of the network behave in a

fully cooperative way.

At this point, we encourage the reader to go to Chapter 4 for a better under-

standing of this thesis.

The next contribution of this thesis is a privacy preserving geographical routing

protocol based on a multiagent system. It is straightforward that rural regions

where the communication networks are unavailable or spotty are usually the

ones where the access to knowledge and information would be more valuable to

improve people’s life conditions. Thus, they become excellent targets to apply

the store, carry and forward techniques that characterise OppNet. Consequently,

we identified an e-agriculture application of podcast distribution based on the

work of the Non-governmental Organization (NGO) Practical Action1 in Gwanda

(Zimbabwe), and we proposed a way to improve it, by creating a cheap network of

handheld devices carried by persons, and providing the required tools to achieve

such a task.

The proposed protocol, named PrivHab, applies and develops some of the ideas

presented by Mart́ınez et. al. in [MCR+13] to this rural OppNet scenario. The

Mobile Agent based DTN (MADTN) technology allows us to cope with the delays

and disruptions of the network. At the same time, it provides enough flexibility

and adaptability to deal with such an extreme environment thanks to the usage of

mobile agents. PrivHab exploits the life-cycles of the persons carrying the nodes

to make long-term predictions that could improve the decision making of the

mobile agents. At this point, PrivHab has to face a common OppNet problem:

the more useful it is a piece of information to a routing protocol, the more sensible

it is to its owner’s privacy. In order to solve this, PrivHab uses homomorphic

cryptography [Gen09] to protect nodes’ privacy by allowing the nodes to compare

their usual whereabouts without sharing them with the rest of the network.

At this point, we encourage the reader to go to Chapter 5 for a better under-

standing of this thesis.

The last contribution of this thesis follows and expands the previous one.

PrivHab+ is the result of the work done to improve PrivHab by overcoming some

of its limitations and broadening its horizons. Mainly, PrivHab+ moves from

Euclidean to Taxicab geometry in order to allow the usage of a higher variety

1 The reader can find more details about this NGO at: http://practicalaction.org/

http://practicalaction.org/
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of shapes, e.g. the ellipse, to model the usual nodes’ whereabouts. PrivHab+ is

also focused on the usability and the applicability of the proposal, and provides

a set of tools to improve it: a) a strategy to decrease the execution time by

simultaneously processing multiple messages; b) an extensive security analysis

proving that PrivHab protects the nodes’ privacy against passive attacks; c) some

simple countermeasures useful to greatly reduce the effectiveness of active attacks;

and d) a re-design as a standalone geographical routing protocol that does not

requires of MADTN to operate.

At this point, we encourage the reader to go to Chapter 6 for a better under-

standing of this thesis.
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“In all fighting, the direct method may be used for joining battle, but
indirect methods will be needed in order to secure victory.”

The Art of War, Sun Tzu

3
Identity-based access control for

pro-active messages DTN

Next, we reproduce the following article, which has been published on the inter-

national peer-reviewed journal Security and Communication Networks, a third

quartile Journal Citation Reports (JCR) journal with an impact factor of 0.806.

A. Sanchez-Carmona, S. Robles, C. Borrego. Identity-based access control

for pro-active messages DTN. Security and Communication Networks (April
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ABSTRACT

Pro-active message’s delay tolerant networks (DTNs) are based on the usage of mobile code to obtain messages that contain
their own routing code. This architecture allows applications to use the same network in different ways. The keystone of
this type of heterogeneous network is a collection of contextual and application-related information that it is stored in
every node and accessed by the messages’ routing code. Access to that information must be protected in order to make
the whole architecture feasible; the operation of the network has to be secure, and attacks of information poisoning have
to be avoided. We propose an identity-based access control system for pro-active message’s DTN based on tools that are
available in DTN networks, like symmetric key encryption and hashes. Our system grants confidentiality and integrity to the
contextual information and solves the question of messages needing to use distributed information stored in nodes to route
properly. The proof of concept of identity-based access control in a certain kind of application demonstrates the feasibility
of the proposal. The comparison between our proposal and other access control systems shows that identity-based access
control is the only system that fits well with the special characteristics of pro-active message’s DTN. Copyright © 2016
John Wiley & Sons, Ltd.
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1. INTRODUCTION

Delay tolerant networks (DTNs) have a set of unique char-
acteristics that make it very difficult to find a routing
protocol that can be applied successfully in any situation.
Some of them are the non-contemporary of communi-
cations, the existence of significant delays and mobility
patterns that allow nodes to be isolated from their neigh-
bours during variable lapses of time. Because of that, there
is not a de facto routing standard broadly extended and
used. This makes DTN routing a challenge.

In an environment where the topology of the network
changes very quickly and the nature and characteristics of
the applications that use it are very different, the one-fit-
all solution could be a chimera. Flexibility is a key aspect,
and the only proposal that tries to obtain it, Haggle [1],
uses a dynamic approach with many pros and one impor-
tant contra: the utilization of an array of routing algorithms

makes the deployment very hard and costly in any scenario
where the set of applications grows, or simply changes,
over time.

In response to that, we propose a model in which mobile
code is used to obtain messages that contain its own routing
code. This way we can offer applications the opportu-
nity to differentiate themselves from one another and use
the same network of different specific forms. From now
on, there will be no need to treat different messages the
same way.

Using a routing code carried by the messages to pro-
vide a blind routing where all applications dispose of the
same, or no, information to make decisions would not be
useful. It is necessary to let the applications use their own
information in order to achieve the desired flexibility. This
information should be application-oriented and designed
to allow messages to decide the best route based on the
specific criteria of each application.

Copyright © 2016 John Wiley & Sons, Ltd. 2323
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Without the appropriate security model, this whole
model is unusable. We cannot rely on a network if any
malicious message could access, delete or modify all the
information stored in nodes, thereby disturbing the proper
operation of one or more applications. If the information
used during routing becomes poisoned, then the whole
architecture will loose all its purpose. Therefore, it is cru-
cial to dispose of a system that secures the information and
prevents possible damaging attacks occurring, a system
that makes feasible this new approach.

The obvious solution for this problem is called access
control. However, almost all access control proposals are
thought to protect resources as an abstract term. This
approach is general and can be used in many scenarios,
with many different objectives, but the drawback of that
generalization is that it restricts the tools that can be used to
protect resources. For example, access control can be used
to protect a file, the usage of a printer or the usage of the
network, but we cannot cypher a printer or sign the usage of
the network. Besides, access control systems usually rely
on public key infrastructure (PKI) [2], a requirement that
cannot be met in a DTN.

Therefore, an access control system that would grant
only messages authorized by the application access to the
information owned by that application is required. This
system has to take into account:

� The system has to be capable of operating in a DTN
environment, considering all of its unique character-
istics.

� Every application must decide exactly the messages
that are authorized to access to the information it man-
ages. All other messages’ access to this information
must be prohibited.

� The system has to grant access to authorized mes-
sages fast enough to not diminish their routing
opportunities.

We propose identity-based access control for pro-
active message’s system, a secure access control system
for messages with routing code focused on protecting
a particular resource: structured and organized informa-
tion used by messages during routing. In our model,
each application is an abstract entity that can use a
set of different mobile codes to route messages to its
destination. These codes usually work together with
a common objective. The network provides distributed
application-related information used by the mobile codes
in order to communicate between them, gather context-
aware data, use it during routing, store intermediate
results or receive instructions or parameters provided by
the application.

Our proposal brings feasibility to the whole network
architecture by granting confidentiality and integrity of
information. In order to achieve this, we implement access
control using two different hash functions and symmetric
key encryption when a mobile code requests access infor-
mation. The hash functions are applied to the code itself

and are used to recover the cryptographic key needed to
decrypt the information.

1.1. Structure of this paper

The following sections of this paper are structured this
way: Section 2 explains the environment in which our
research is focused, the new routing model of pro-active
message’s based DTN. Section 3 provides an overview of
the state of the art of access control for mobile code and
related work available in the literature. Section 4 studies
the best way to identify and authenticate, which messages
are authorized to access the information. Section 5 for-
mally describes our proposal of identity-based access con-
trol, while Section 6 addresses the main security aspects
and issues related to our proposal. Section 7 shows an
application based on our proposal over a DTN routing
problem and evaluates its performance and feasibility.
Finally, Section 8 concludes this paper and provides some
future lines of research.

2. PRO-ACTIVE MESSAGES, A
PARADIGM’S SHIFT

In this section, we will explain the environment in which
our research has been undertaken. We will explain first elay
Tolerant Networks, and how the traditional approach deals
with the challenges they present. Then we will focus on
pro-active messages as our central concept of a new delay
tolerant networks paradigm and we will study the utility of
providing application-related information to be used dur-
ing routing. Finally, we will explain the three phases of
operation of pro-active message’s based DTN.

2.1. Delay tolerant networks

Delay tolerant networks [3] are networks where the low
connectivity rates, the high and variable delays and the
impossibility to establish simultaneous end-to-end paths
make communications very challenging. Delay tolerant
networking is usually used in regions where the communi-
cation networks are unavailable or spotty, where the lack of
a fixed infrastructure and the mobility of the nodes of the
network allows them to be isolated from their neighbours
during variable lapses of time.

The cornerstone of DTN is the store-carry-and-forward
strategy [4], which is a way for turning a weakness as the
mobility of the nodes into a strength. Using this strategy,
nodes store and carry their messages until they opportunis-
tically establish contacts with other nodes of the network,
and they make use of these unpredictable contacts to
forward the messages. This process is repeated until the
messages eventually reach their destination. The simul-
taneous end-to-end paths that cannot be established are
somehow substituted by a mix between physical distances
travelled by nodes carrying messages and node-to-node
transmissions when other nodes are contacted.

2324 Security Comm. Networks 2016; 9:2323–2337 © 2016 John Wiley & Sons, Ltd.
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Delay tolerant network routing protocols focus on the
decision-making when two or more nodes establish con-
tact. What messages should be forwarded? How many
copies of every message should be created? Is there a mes-
sage not worth sending? What messages should be dropped
last? etc. . . These questions are addressed by routing pro-
tocols, who try to ask these questions to maximize the
performance of the network.

The traditional DTN approach consists in selecting a
routing protocol and deploying it in every node of the net-
work. This way all nodes behave the same way in terms
of routing, and most important, all messages are treated
equally all over the network.

2.2. Pro-active message-based delay
tolerant network

Our proposal revolves around the concept of changing
the traditional approach to routing. Instead of using rout-
ing algorithms deployed in every node of the network,
we move the routing code from the nodes to the mes-
sages, using mobile code as is suggested in [5,6]. In this
paradigm, nodes provide the necessary infrastructure to let
the messages decide the way towards its destination, but
the own message carries the routing algorithm that decides
how to route it. The type of DTN where this research
is focused is called pro-active message’s DTN. The key
concept of this networks is the pro-active message.
As depicted in Figure 1, a pro-active message contains
four fields:

(1) Source address: address of the node that sent the
message.

(2) Destination address: address of the node where the
message has to be delivered.

(3) Content: the data from the application.
(4) Routing Code: mobile code that has to be exe-

cuted in every node the message arrives to in order
to choose where the message should be forwarded
to. Routing code executes a function f which, as
defined below, operates above the list of the current
neighbours and a set of contextual information and
returns the subset of neighbours where the message
has to be forwarded to.

forwardTo = f (neighbourList, information) for-
wardTo � neighbourList

Figure 1. Schema of fields of a pro-active message, a message
that carries its own routing code.

2.2.1. Application driven routing.

The most important advantage of pro-active message’s
DTN approach is that applications themselves can use
the network any way they want. It is important to note
that every application knows its own needs better than
any other and, similarly, the best routing decision for an
application can be different to the best routing decision
for another application. And nobody but the applications
themselves can know that. Consequently, by using pro-
active messages, applications can take their own optimal
routing decisions.

Very different applications can coexist inside the same
network. However, pro-active messages cannot take opti-
mal decisions without having enough information. In
this model, the usage of an application-related informa-
tion is crucial. Routing cannot be driven by applications
unless they can decide everything about the informa-
tion they want to use. The way to achieve this is to let
the applications use ontologies to structure their informa-
tion. Then, the same information is seen simultaneously
in two very different ways: while the network sees it
as a stream of bytes, the applications see it as a struc-
tured knowledge. In our proposal of pro-active message’s
based DTN, this routing information is stored in nodes
in the Routing Information Database (RIDB). Eventually,
nodes can exchange entries of the RIDB between them
in order to allow applications to spread their updates of
the entries.

Therefore, pro-active messages must access their
application-related information in every node of their
route. Pro-active messages must also be able to modify the
information, updating its value in a way that can be known
or understood by the application itself.

2.2.2. Operation of the network.

During the operation of the pro-active message’s based
DTN, we can differentiate between three phases, depend-
ing on the type of the messages sent and the actions
performed by the users, the applications and the adminis-
trators of the network.

(1) Deployment phase: nodes become initialized, and
no pro-active messages are sent. Network adminis-
trators must be able to access all the nodes. Ideally,
deployment should be applied only once before
users and applications start using the network.

(2) Standard phase: pro-active messages sent by users
are the only kind of message that travels through
the network. Nodes can become isolated during
lapses of time, network topography varies quickly
and there are not simultaneous end-to-end paths
between nodes. This is the most common phase.

(3) Update phase: applications update their infor-
mation entries, and nodes exchange these entries
between them in order to spread the updates of the
routing information. Applications share the network
with users during this phase. Therefore, pro-active
messages continue travelling through the network.

Security Comm. Networks 2016; 9:2323–2337 © 2016 John Wiley & Sons, Ltd. 2325
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Figure 2. Flow diagram of the three phases.

This phase starts every time an application decides
to share its update and ends when all nodes have
received it or after a determined amount of time.

Figure 2 shows the flow chart of the three phases men-
tioned earlier; the deployment phase is the initial phase of
the network followed by the standard and update phases
which form an endless cycle.

3. STATE OF THE ART

In this section, we introduce the concept of mobile code
related with access control. Following, we present some of
the most representative research community’s solutions for
access control for mobile code and analyse their character-
istics. We focus especially on those characteristics that can
become problematic in a DTN.

3.1. Access control for mobile code

Mobile code [7] is code sourced from remote, possibly
unknown or untrusted systems or networks, but executed
locally on the system. Some examples of mobile code are
mobile agents [8], downloadable code, executable con-
tent, active capsules, remote code, etc. Because of its own
nature, mobile code does not fit well with the traditional
access control approach that runs any process with the
same user privileges or capabilities that executed it.

In the following paragraphs, we provide an overview of
some of the ideas and proposals from the research commu-
nity currently used to solve the access control for mobile
code problem.

3.2. Role-based access control

Role-based policies [9], also referred to as role-based secu-
rity, are the most extended and used approach in medium
and large organizations [10]. Role-based policies regulate
users’ access to the information depending on the activities
they carry out in the system. Roles are defined on the basis
of the actions associated with a concrete working activity.
Then, instead of giving authorizations to each user every
time they want to access a resource, users are given autho-
rization to adopt roles. Finally, each requested access is
allowed or denied depending on the roles adopted by the
user, and Figure 3 illustrates this process.

It is important to note that role-based access control is
designed to be used inside a closed system. Using it in
a DTN is problematic because the access control module

Figure 3. Schema of role-based access control.

needs a fair role assignment. This is hard to achieve if we
have to separate the access control module and the role
assignment module into different nodes that could become
unlinked them during the access control process. As a
result, although role-based access control does not use any
cryptographic tool, it cannot be used in a DTN schema
without using cryptography to secure transmissions.

3.3. Access control based on trust

Cryptographic tools such as digital signature [11] are used
by software authors to sign the code, which is distributed
together with the author’s digital certificate and signature.
When the code arrives a host and is about to be executed,
the signature is validated, and then the system grants the
code access to all requested resources exclusively in the
case that the author of the code is trustworthy.

There are lots of proposals designed to enhance this
trust model. These proposals are based on the assumption
that it is impossible for a user to know all the world’s trust-
worthy software developers and trust their programmes.
Trust management [12] tries to establish trust relationships
between users and developers that do not know each other.
The key point is not to try to establish the authorship of the
code but establish the credentials of the code instead [13].
An example of access control based on trust is KeyNote
Trust Management System [14], where users delegate into
trusted credential issuers that are expected to have direct or
indirect relationships with potential requesters. Other pro-
posals [15] have dynamically updated trust relationships as
more information is collected from code execution or uses
recommendations from peers to calculate the scale of the
trust on the unknown requester [16].

3.4. Security-by-contract

Security-by-contract [17] goes a step further and uses dig-
ital signature to link together the code, not only with
the author but also with a contract [18] that specifies the
actions that the code will perform during its execution.
This model also relies on trusting the code author, but the
idea is that only permissions that are needed are granted,
or at least, permissions that the author considers necessary
for the code (open and write a file, create a socket, access a
database, send packets to a specific domain, etc.). Thanks
to security-by-contract, users are able to know exactly not
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only who wrote a programme but also what actions will be
executed if the contract is accepted.

Of course, security-by-contract needs to use cryptogra-
phy to bind the code to a contract in order to guarantee
the authenticity and the origin of the contract. Otherwise, a
malicious entity could write its own contract and use it to
gain access to a resource from unauthorized code.

Additionally, if an application decides to delete or
revoke the permissions given to a code to access some
information, it cannot be carried out with this system.
When a contract is attached to a signed code, there is no
way to revoke or change it unless the certificate used to
sign the contract is revoked.

3.5. History-based access control

History-based access control for mobile code, such as
Deeds [19], gathers and stores information about the
actions executed and the resources accessed by the mobile
code. Subsequently, this historical information is used to
link the process to several pre-defined profiles (editor,
browser, terminal, etc.). Finally, those profiles are used
to decide about the requests made processes (e.g. a pro-
gramme opens a local file is labelled as ‘editor’, but when
the same programme tries to open a socket, the creation of
the socket is not allowed because it is an action allowed for
‘browsers’but not for ‘editors’).

This approach is extremely specific to control the execu-
tion of code downloaded from an unknown source towards
Internet, or another similar environment, and it is hardly
applicable to other situations. History-based access control
does not match with the requirements of the environment.
This proposal is designed to work in scenarios where the
resources are very different and the only danger occurs
when two or more are used together, or one after another.
In pro-active message’s DTN, the only action performed
by codes usually is access information, and a ‘safe’or ‘dan-
gerous’behaviour does not exist (based on the information
accessed by the code).

3.6. Common characteristics

It is important to note that most of the access control
proposals for mobile code are thought and focused on
solving two specific cases: foreign code executed inside
the browser and execution of code downloaded from an
unknown source from the Internet. As a result, they usually
assume some weaknesses derived from the nature of the
open environment in which they are designed to operate
(e.g. users cannot know all programmes they will exe-
cute and the amount of different programmes and software
developers is enormous and keeps growing).

Another important aspect to consider is that security is,
in almost most cases, cryptographically based on PKI, a
very extended model that fits well with Internet’s charac-
teristics but not with DTN characteristics. The access to
a trusted third party, to the certificate’s repository or to

revocation lists cannot be available in a DTN, additionally,
the distribution of the certificates among nodes remains
unsolved [3,20–23]. The reason for this is that PKI is based
on assumptions such as permanent point-to-point connec-
tivity or the small delays at the link layer that cannot be
applied in DTN.

4. IDENTITY OF PRO-ACTIVE
MESSAGES

In this section, we will see the specific necessities of the
pro-active messages identification’s process and the need
of that identification in order to provide access control to
a given information. Then, we will discuss different ways
of message authentication, and we will study the pros and
cons of our solution.

4.1. Identification of pro-active messages

Supposing that a message arrives a node and requests
access to the information of the application A, it is neces-
sary to identify and authenticate that message in order to
decide if it is authorized to access the information about
this application.

Because the data field can contain any value, the quan-
tity of different pro-active messages that an application can
create is infinite. However, during routing, the data field is
meaningless, and it does not play any role until the message
is delivered to its destination.

We have to consider a hypothetical attacker that alters
a pro-active message modifying its routing code that tries
to, using a forged routing code, access or modify A’s infor-
mation. This is one of the points we want to fight in our
research, to develop an access control system that fits with
this situation.

4.2. Authentication of pro-active messages

In general, the authentication process can be seen from four
different perspectives:

(1) to find out something anything that nobody else can
know, for example, a password;

(2) to find out something that nobody else has, for
example, a key;

(3) to find out how to do something in a particular way,
for example, a signature; and

(4) to have a unique characteristic, for example, a fin-
gerprint or a DNA chain.

Here, we will examine why the first three approaches
are not valid when considering the authentication problem
of the pro-active messages in a DTN environment.

The first two points can be analysed together. A soft-
ware entity cannot differentiate between having something
and knowing something. A message cannot travel with
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physical elements as a key or a card, but it can travel with
any data, as a password or a digital key. The usage of
portable passwords has an important drawback: the theft of
a password compromises immediately the whole system,
because from that moment, the attacker could use send a
malicious message with the stolen password to access a
protected information from its routing code.

The third approach makes us think directly about the
usage of a well-known cryptographic technique: digital
signature. However, digital signature leans in the PKI, a
schema that cannot be applied in DTN, as we have seen
in Section 3.

We find the solution to our problem in the fourth point,
earlier. When a routing code tries to access an entry, we
can determine if it is authorized by analysing it. In that
case, we are using something that it is inherent to the code,
something that cannot be copied or stolen because it forms
part of what that routing code is. This is an idea previ-
ously pointed out in [24] to manage package distributions
of software.

Using a simile with conventional identity-based access
control system, we can say that we analyse the DNA of the
message in order to identify and authenticate it, the rout-
ing code of the message, like the DNA of a living being.
This way, the message does not need to know or have or do
anything; it will be authenticated for what it is.

4.3. Identify code using hash

Messages can use routing codes of different lengths. In
order to use routing code to decide about access control,
it is preferable to manage a fixed-size element. With just a
hash function applied on the routing code, it is possible to
obtain a binary sequence that identifies it and, at the same
time, differentiates it from any other.

Our system uses the hash of the routing code to identify
messages. This way, if a message is intercepted, the only
way a hypothetical attacker could use the obtained data to
access information is to create a message with the obtained
routing code. Regardless, a behaviour like this would not
compromise the security of the system. Note that if the
routing code of the new message is exactly the same of the
original message, then it would not cause any malicious
action over the stored information.

5. IDENTITY-BASED ACCESS
CONTROL

In this section, we will analyse the requisites that our
access control system has to satisfy. Secondly, we will
present the Authorized Hashes Set (AHS), the Entries Set
(ES) and the algorithms used to add content to these
sets. Thirdly, we will explain the way of using these sets
and the algorithms to achieve an effective access con-
trol system. Finally, we will explain the characteristics of
identity-based access control.

5.1. Notation

For the sake of clarity, we provide Table I, which contains
the notation used to refer to each one of the different ele-
ments that will appear in this and the next Section, and a
brief description of its meaning. From now on, we will use
this notation.

5.2. Requirements

The developed system uses the hash value of ci from
each pro-active message in order to identify it and pro-
vide control access to the protected information Ij, which
is stored at the custodian. The following requisites need to
be granted:

� The system should grant access to all authorized ci to
information Ij.

� The system should grant secrecy and integrity to all
protected information Ij. No unauthorized ci (or other
processes) should be able to access or modify it.

� The system should allow nodes to send entries
between them to spread among the nodes of the
network the updates made by the applications.

� The system should add a minimum impact in terms
of resource’s consumption and execution time. This
is necessary to avoid conflicts with small connectivity
windows, typical in DTN scenarios.

5.3. A system based on two sets

To decide if ci is authorized to access Ij, our proposal is
based in the usage of two sets, the set of entries and the set
of stored information.

5.3.1. Authorized Hashes Set.

The AHS is the key element of our proposal, and it is
the only set that has to be deployed into nodes during the

Table I. Notation of all elements used from now on.

Notation Meaning

i Identifies a message.

ci Routing code of message i.

c0i Routing code forged to replace ci.

j Identifies an application.

Ij
Information of application j stored
in the RIDB.

I0j An updated version of Ij.

h() and h0() Two different hash functions.

Ek()
Symmetric key encryption function of
algorithm E using key k.

Dk()
Symmetric key decryption function of
algorithm E using key k.
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deployment phase. AHS contains a collection of triplets as
explained next:

�
j, h0(ci), Eh(ci)(kj)

�
(1)

where

� j identifies the application to which the Informa-
tion Ij belongs and is used to identify the triplet
together with the result of applying a hash algorithm
to ci.

� kj is the symmetric key needed to cipher and decrypt
the protected information Ij, and it is cyphered with
E using the result of another hash algorithm over
ci as key.

5.3.2. Entries Set.

The ES is a collection of pairs as follows:

�
j, Ekj (Ij)

�
(2)

where

� j identifies the application to which the Information Ij
and allows us to make a quick search of a stored entry
identified by j without trying to decrypt every entry in
the set.

� Ij is the protected information, ciphered using a sym-
metric encryption algorithm using a key kj that is
stored in the AHS (see following Sections 5.4 and
5.5 in order to know how the key kj is obtained
and stored).

5.4. Creation of the Authorize Hashes Set

When new information Ij has to be stored and protected in
one or more nodes, Algorithm 1 is used to add to the AHS,
and ES sets the needed triplets and pairs.

Algorithm 1 Storage of protected information

Input: Ij: Information to be protected.
j: Identifier of the information.
M: Set of messages i with access to Ij.

Output: ;
1: Generate a random key kj.
2: Cypher Ekj (Ij).
3: Ad to ES the pair (j, Ekj (Ij)).
4: for i 2 M do
5: Obtain routing code ci.
6: Calculate h(ci) and h0(ci).
7: Cypher Eh(ci)(kj).
8: Add (j, h0(ci), Eh(ci)(kj)) to AHS.
9: end for

10: return ;

5.5. Using the set of entries to control
access to an entry

When a message i arrives to a node and its routing code
ci requests access the information of application j, Algo-
rithm 2 has to be applied. This algorithm recovers the keys
needed to decrypt that information only if ci is authorized
to access Ij.

Algorithm 2 Access Control

Input: i: Message requesting access to the information.
j: Identifier of the information.

Output: Ij: Information requested, identified by j.
1: Obtain ci from message i.
2: Calculate h0(ci).
3: Search in AHS a triplet that matches with

(j, h0(ci), $ciphered_key).
4: Store in $ciphered_key the corresponding value.
5: Calculate h(ci).
6: Decrypt Dh(ci)(Eh(ci)($ciphered_key)) = kj.
7: Search in ES a pair that matches with

(j, $ciphered_info).
8: Store in $ciphered_info the corresponding value.
9: Decrypt Dkj (Ekj ($ciphered_info)) = Ij.

10: if Ij has been successfully decrypted then
11: return Ij
12: else
13: return ;
14: end if

5.6. Modification of a protected entry

Algorithm 3 is used when a message i, previously autho-
rized to access Ij, modifies it and decides to overwrite Ij
with the newer version I0j .

Algorithm 3 Modification of an entry

Input: i: Message trying to modify the entry.
j: Identifier of the entry.
I0j : New version of Ij.

Output: true or false.
1: Execute first 9 lines of algorithm 2.
2: if Ij has been successfully decrypted then
3: Cypher Ekj (I

0
j ).

4: Remove the pair (j, Ekj (Ij)) from ES.

5: Add the pair (j, Ekj (I
0
j )) to ES.

6: return true
7: else
8: return false
9: end if

5.7. Optimization

Algorithms 2 and 3 are very similar (the first nine
lines are the same). Furthermore, in any situation,
Algorithm 2 (used to access to an entry) has always
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been executed before Algorithm 3, which is used to
update the entry. Therefore, Algorithm 3, the most time-
consuming of the three, can be optimized and executed
quicker if certain values (obtained from intermediate cal-
culations by Algorithm 2) are kept in the memory for a
while. This way, we can avoid executing repeatedly the
same operations.

5.8. Characteristics of identity-based
access control system

Identity-based access control system uses two different
hash functions; the output of one of them is used to identify
the subject, and the output of the other is used to cypher
and decrypt the key needed to access the information.

Our proposal uses a discretionary policy, and it is
designed loosely following the guidelines of an access
control list (Figure 4). This approach consists on associ-
ating each system’s object with all the authorized subjects
that can access it and the actions they can perform over
the object. Subsequently, the list is consulted when a sub-
ject requests access to an object in order to know if it is
authorized or not.

Instead of relating the name of every subject with its
permissions in order to allow or deny access to informa-
tion, our system relates the identifier of each subject (the
result of a hash function) to the key needed to decrypt the
information (Figure 5).

Figure 4. Schema of an access control lists implementation.

Figure 5. Schema of identity-based access control.

This key can be retrieved only by the proper subject
(because it is encrypted with the result of another hash
function is key). Moreover, the identifier of each piece
of information is related with the encrypted information
itself; therefore, the information cannot be decrypted and
accessed without getting the key.

Table II. Comparison between identity-based access control and other systems.

Access Control Identity Contract RBAC History-based

System

Cryptographic Hash and Hash and
tools used symmetric key digital signature Nothing Nothing

encryption �

Distribution Deployment Continuous N/A N/A
of keys �

Need secure No No Yes No
transmissions �

Application Yes Yes Yes No
requirements �

Type of Structured Any resource Any resource Any resource
resource information

State of Cyphered Original state Original state Original state
resource

Initial Platform and sets Platform Platform Platform
Deployment

Add new Add to set Create new Change Change
permissions contract policies profiles

Delete old Remove from set Impossible Change Change
permissions � policies profiles

Add a new Change Modify
resource to Add to set Add file policies platform
the system �

Applicability X � � �
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Using the identity-based access control instead of sim-
ply an access control list system has two advantages: it
provides security against a certain type of situations that we
need to avoid, such as a remote attack using routing code
forgery, and it allows nodes to spread updates of routing
information securely (see Section 6 for more details).

5.9. Access control in pro-active message’s
delay tolerant network

We encourage the reader to look at Table II, which pro-
vides a qualitative comparison between our proposal and
other access control systems. Table II is structured accord-
ing to the following format: each column references one
of the four compared systems (identity-based access con-
trol, security-by-contract, role-based access control and
history-based access control). Each row of the table refers
to a specific characteristic of access control systems, cho-
sen based on the needs of the environment in which we
are working.

Because of this comparison, we can conclude that there
are no other systems that fit well with the characteristics of
DTNs because they are designed to solve problems in other
types of scenarios and present issues when they have to
operate in a pro-active message’s DTN. We cannot find any
system that improves identity-based access control system
in that environment.

6. SECURITY OF THE ACCESS
CONTROL

In this section, we will discuss security offered by our
identity-based access control system. With this in mind,
we will analyse three different scenarios. In the first sce-
nario, an attacker tries to create a malicious pro-active
message that could access a protected information. In the
second scenario, an attacker intercepts an exchange of rout-
ing information between nodes and tries to access these
entries. In the last scenario, an attacker that has compro-
mised a node tries to access all entries, using the sets AHS
and ES. Finally, we provide some conclusions about the
three scenarios.

6.1. Security against routing code forgery

A remote attacker that wants to compromise the entry Ij
needs to make a pro-active message i0 with a routing code
c0i that is passed as an authorized code ci in order to access
an entry (Figure 6).

The first step of this attack consists of intercepting a
message i with an authorized ci that can access Ij. Then,
the attacker can use the non-secret functions h and h0 to
calculate h(ci) and h0(ci). At this point, the attack will be
successful if the attacker finds a c0i that accomplishes both
h(c0i) = h(ci) and h0(c0i) = h0(ci) with c0i 6= ci.

Therefore, the attacker has to realize a double pre-
image attack [25,26] against two different hash algorithms.

Figure 6. Schema of the attack. (1) Attacker intercepts an autho-
rized message. (2) Attacker generates a malicious message

using the information obtained in the previous step.

Assuming that h and h0 are in line with the following
statements:

� They are safe against pre-image attacks. A pre-image
attack consists in finding a value a such as h(a) = b
when b is known beforehand and a hash function is
considered safe against it if the probability of find-
ing a value a that fits this condition is 1

2n , where n is
the length in bits of the output of h (so 2n is the total
amount of possible h outputs).

� The length of the output of h and h0 is n and m,
respectively.

� The two algorithms are totally independent, so an
attacker cannot obtain any information from either of
them using the cryptanalysis of the other.

Thereby, the double pre-image attack consists in finding
a c0i such as h(c0i) = h(ci) and h0(c0i) = h0(ci). The proba-

bility of finding this value is 1
2n �

1
2m = 1

2n+m , because both
condition need to be met simultaneously.

If the attacker intercepts r different messages authorized
to access the same entry, then the probability of a success-
ful attack goes up to r � 1

2n �
1

2m = r
2n+m because every

message authorized and intercepted provides a new target
for a double pre-image attack, and all the attacks can be
made in parallel to maximize the probability of success.
This growth does not compromise security in any sense
because any r possible is some orders of magnitude smaller
than 2n+m.

Choosing two hash functions h y h0 whose output’s size
n and m are considered safe and for which there are not
any known algorithm that can reduce the complexity of a
pre-image attack, then our system is safe against that kind
of attack.

6.2. Security against update interception

In order to improve the operation of a pro-active message’s
DTN, nodes spread routing information updates among
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the network during the update phase by sending pairs
(j, Ekj (Ij)) from the ES to other nodes. This is a delicate sit-
uation, because an attacker that intercepts this transmission
can obtain lots of entries of the ES.

The first thing the attacker has to do is to find the pair
that contains the identifier j of the entry he wants to com-
promise. Next, the attack consists of breaking the ciphering
provided by the symmetric key ciphering algorithm E,
because there is no way to obtain the key kj, which is stored
in the AHS and has not been transferred anywhere.

If the chosen E algorithm is safe, the probability of a
successful attack is 1

2n where n is the size of the key kj used
to cipher the information (so the attack consists in trying
with all possible combinations of n bits to find the key).
Thereby, we can conclude that the system is safe against
these kind of attacks and that nodes can send data from the
ES without compromising the security of the network.

6.3. Compromising the node

This is the worst possible case. In this scenario, an attacker
compromises the infrastructure of a node and wants to
access all routing information of the RIDB. In this situa-
tion, the success of the attack is dependent upon acquiring
pro-active messages with authorization to access all the
information. A situation like this is improbable and can
compromise the security of any access control system.

The attacker tries to compromise all entries of ES using
the data that can find in sets AHS and ES. The data from the
AHS are not useful to the attacker unless he has intercepted
some messages. When the attacker intercepts a message i
with a routing code ci that is authorized to access Ij, then
this entry can be compromised. In that case, the attacker
can use ci and the non-secret hash algorithms h and h0 to
calculate h(ci) and h0(ci) and access Ij using the algorithm
explained in Section 5.

Although the system is not safe against an attack of this
type, identity-based access control makes the success of
the attack harder. Storing the information cyphered with a
key that it is not present in the node forces the attacker to
obtain the key using a different method, sniffing the net-
work traffic or waiting until an authorized message arrives
the node.

6.4. Security results

We can conclude that identity-based access control for
pro-active message’s DTN makes the network safe against
routing code forgery and update interception and message
interception attacks in the active adversary mode. Thanks
to identity-based access control, an attacker cannot create
a malicious message with a routing code that compromises
the security of information stored in a node by accessing it
without permission.

Furthermore, nodes can easily spread updates of the
routing information among the network safely, because an
attacker that intercepts one or more of these updates can-
not be able to decrypt it nor to access the needed keys. This

contribution improves both the security of the network and
the performance of its operation.

Even in the worst-case scenario attack, a compromised
node where the attacker gains full control of the system,
our proposal would make the success of the attack harder,
and it would force the attacker to wait until the interception
of some authorized messages before being able to access
any cyphered information.

7. PERFORMANCE EVALUATION

To test the feasibility of our proposal and to evaluate its
operation and its performance, we have tested identity-
based access control on a specific application. In this
section, we will present the chosen application and exam-
ine the most important implementation decisions taken
during the development of a proof-of-concept software of
our system. Finally, we will provide some conclusions
obtained from the proof of concept.

7.1. Scenario of application: PROtocols for
the Single European Space

The year 2020 will mark a turning point in the field of
European air traffic management (ATM) and control, as
the next evolution in ATM is expected to become fully
operational and deployed. The Single European Sky ini-
tiative will unify the heterogeneous air traffic control
models used by each country, transforming the European
airspace into a single integrated air management sce-
nario. In order to achieve this, the system will require an
unprecedented level of connectivity between all the partic-
ipants to support the massive increase in data exchanges
taking place between the terrestrial, aerial and satellite
platforms. In conclusion, a sort of ‘aerial ATM Inter-
net’is being created, composed of mobile and collaborative
nodes that will integrate distributed and/or geographically
sparse services.

The scenario where we have tested and monitored our
system is based on PROSES (PROtocols for the Single
European Space) [27]. In PROSES, a network of hetero-
geneous nodes, which in this case are aircraft and ground
control centers, along with unmanned vehicles, for non-
critical data exchange is created. This network is based
on pro-active message’s DTN, and a dozen of different
applications with varied routing needs coexist.

The authors deployed a small-scale version of the pro-
posed delay tolerant network scenario in a small aero-
drome near Seville at the end of 2011 [28], where 2 days
of flying tests were performed using two mobile nodes,
located in an Radio Controlled (RC) fixed-wing aircraft
and an RC helicopter, and a stationary ground station.
Statistics about the scenario and the characteristics of
the network utilization were collected and used here to
study the feasibility of the presented identity-based access
control system inside PROSES environment. The aver-
age number of messages carried by every node is 10,
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with an average size of 10 KB. There are 10 differ-
ent types of information with sizes between 50 KB and
4 MB. Field tests showed that smaller pieces of infor-
mation are more commonly used than bigger pieces of
information, in 82.5% of the cases access takes place
with information between 100 and 750 KB. Connectiv-
ity windows in PROSES are typically located between 20
and 30 s.

7.2. Implementation decisions

In order to implement a pro-active message’s DTN, we
have modified MobileC [29], a standard IEEE FIPA com-
pliant mobile agent’s platform to allow its use as the central
element of a pro-active message-based DTN. MobileC was
chosen because it is specially designed for real-time and
resource constrained applications and because it provides
support to the execution of mobile code. The modifica-
tions are based in the usage of the libraries OpenSSL
[30], Libxml2 [31] and Raptor [32]. The most important
modifications are as follows:

� Change of approach: MobileC is no longer a mobile
agent’s platform and now is an element that can send,
receive and route pro-active messages with its own
routing code.

� Implementation of a module that performs the neigh-
bour discovery. This module is very necessary to use
the platform in DTN environments where the neigh-
bour’s list of any node could change very quickly.

� Inclusion of the identity-based access control sys-
tem presented in this paper, implemented using the
algorithms described in Section 5.

The chosen hash and symmetric key cypher algorithm
are h = SHA2-256, h0 = SHA1 and E = AES-256 CBC.
This choice was made taking into account that h and h0

must be independent algorithms. Besides, the size of the
key of E and the output of h was considered in order to
avoid having to truncate or pad these values. Notice that
they are related because h(ci) is used as a key of algorithm
E when cyphering and decrypting Eh(ci)(kj).

7.3. Implementation of the routing
information

We have defined a collection of routing information related
to different applications, which is a set of files with
Resource Description Framework (RDF) statements. Each
statement can be stored in an unprotected form, which
means it is a public entry formatted as plain text, or can
be protected by our system, which means that it has to
be decrypted before it is accessed. Both public and pro-
tected entries are stored in the corresponding file using
Base64. This is a way to assure that both kinds of entries
are accessed the same way, and the results and differences
of execution’s times obtained in experimentation are not
affected by the parsing process.

Box 1 shows an example of a public entry and a
cyphered one.

7.4. Deployment

Figure 7 shows the deployment diagram of the devel-
oped proof-of-concept software. As seen earlier, pro-active
MobileC is made up of three main elements: the neighbour
discovery module, the identity-based access control sys-
tem and the original MobileC core. The two sets AHS and
ES are stored in two different files, and there is a collec-
tion of RDF [33] files that contain the routing information.
These files cannot be accessed directly by pro-active mes-
sages, and they need to send an ‘information request’to the
platform when they want to consult the information.

7.5. Test environment

The laboratory environment where we have tested our
system is a machine with an Intel Pentium 4 3.3-GHz pro-
cessor of 32 bits and 512 MB of RAM memory and a

Figure 7. Deployment diagram of pro-active MobileC. AHS,
Authorized Hashes Set; ES, Entries Set.
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Figure 8. Schema of the proof-of-concept tests. PROSES, PRO-
tocols for the Single European Space.

GNU/Linux O.S. with a 3.3.2 kernel. The node is equipped
with the pro-active MobileC platform, and it is connected
to a network interface through which it receives and sends
pro-active messages.

We have modelled the incoming traffic of pro-active
messages we injected in that node in the basis of the statis-
tics exposed in the previous paragraph and information
obtained in PROSES field tests. Figure 8 shows a schema
of the operation of the test.

In order to obtain conclusive results, we have routed
2200 messages, and we have measured the routing time
spent by each one. Half of these messages were routed
using public entries, while the other half was routed using
protected entries, routing codes of those messages, which
have a structure like the one shown in Algorithm 4.

Algorithm 4 Structure of message’s routing code

Input: destination: Message ultimate destination.
identifier: Identifier of the information.

Output: nextHop: Where to forward the message.
1: information = getInformation(identifier, this)
2: // Process the information to decide the next hop
3: // ...
4: return nextHop or ;

The sizes of the entries range included 50, 100, 200,
300, 500 and 750 KB and 1, 2, 3, 4 and 5 MB. Mea-
surements allowed us to obtain average routing times and
their corresponding standard deviations. We can evaluate
the impact of our system by analysing the routing time
taken by each message according to the size and the type
of information accessed during routing.

7.6. Results

To obtain Figure 9, we have grouped the samples accord-
ing to the size and the type (cyphered or unencrypted) of

the accessed information. We can observe how the over-
head included by our access control system becomes linear
as the size of the information increases. Also, we can see
that the time needed for routing when the accessed entry is
cyphered is slightly longer (6.67% in average) than when
it is unencrypted.

The obtained average routing times and its standard
deviations for access to unencrypted information are
shown in Table III. Table IV shows the same information
for access to cyphered entries. In both cases, we have cal-
culated the average number of milliseconds per kilobyte
taken during access by dividing the average routing time
(ms) by the size of the entry (KB).

The amount of time spent per kilobyte is especially
important to be able to see the performance’s trend of
the system for larger sizes of information. Almost all
operations executed during the access of the information
are independent of its size. Thereby, we can see that when
the information accessed is small, each kilobyte is very
costly because of the overhead of these operations. How-
ever, from 750 KB, the time per kilobyte is stabilized
around the 70–80 ms/KB (a few milliseconds more for the
cyphered entries).

Figure 10 shows the routing time according to the size
of the cyphered entry of the most commonly used sizes

Figure 9. Routing time (ms) according to the size and the type
of the accessed entry.

Table III. Routing times when the accessed entry is
unencrypted.

Size Average routing Standard Time per

(B) time (ms) deviation (%) KB (ms/KB)

50 K 326.25 6.20 6.53

100 K 299.99 6.00 3.00

200 K 285.08 5.79 1.43

300 K 290.33 5.77 0.97

500 K 457.31 4.56 0.91

750 K 629.03 6.34 0.84

1 M 771.05 4.63 0.75

2 M 1434.15 12.72 0.70

3 M 2346.62 13.60 0.76

4 M 3092.70 8.63 0.76

5 M 3636.26 8.16 0.71
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Table IV. Routing times when the accessed entry is cyphered.

Size Average routing Standard Time per

(B) time (ms) deviation (%) KB (ms/KB)

50 K 335.61 5.88 6.71

100 K 306.35 5.78 3.06

200 K 308.06 6.02 1.54

300 K 307.91 5.64 1.03

500 K 523.24 6.45 1.05

750 K 667.38 5.68 0.89

1 M 912.76 5.12 0.89

2 M 1465.50 9.99 0.72

3 M 2369.94 11.64 0.77

4 M 3181.93 13.75 0.78

5 M 3978.00 9.69 0.78

Figure 10. Routing time (ms) according to the size of the entry.

in PROSES, from 100 to 750 KB. We can see that the
needed routing time is stabilized during the first half and
then grows linear during the second half. Considering the
size of PROSES’ connectivity windows (10–30 s), differ-
ences of 0.3 s cannot be considered as significant, even if
an increment of 0.3 s represents a 120% growth in routing
time (note that, in the same interval, the size of the entry
has grown a 650%).

The average routing time without accessing any rout-
ing information is 4.8ms (with a huge standard deviation of
39%). That time grows to 0.3–0.6 s when messages access
cyphered entries of 100–750 KB. Considering the PROSES
characteristics previously explained, we conclude that the
overhead introduced by our system is totally acceptable.
Ten messages that access cyphered entries of less than
1 MB can be routed in less than 10 s, one half of the
smallest connectivity window. Identity-based access con-
trol system could be used even if the size of the used
information or the number of queued messages grows, for
example, 10 messages that access entries of 4 MB can
be routed in 31.8 s, and up to 22 messages that access
entries of 500 KB–1 MB can be routed in less time than
the minimum connectivity window.

Therefore, we can say that our proposal is feasible and
its performance is good enough to be used in the studied
DTN application; besides, as explained in Section 6, the

usage of identity-based access control for pro-active mes-
sage’s DTN would make the PROSES network safe against
routing code forgery and update interception.

8. CONCLUSIONS AND
FUTURE WORK

Most of DTN routing algorithms do not take into account
the close relationship between applications and the way
these use the network. DTN based on pro-active mes-
sages solve that problem by allowing applications to define
their own routing code and the information they need to
consult during routing. This way, every application can
chose differently the best way to get to its destination and
can even decide how to spread over the network creating
copies of the messages. This is what we call ‘application
driven routing’.

In this paper, an access control system for routing infor-
mation in a pro-active message’s based DTN has been
presented. The fundamental contribution of this proposal
lies in the usage of the own identity of the routing code
that tries to access the information in order to decide if it
is authorized. This system uses two different hash func-
tions, one to identify the routing code that requests access
to information and the other to, together with a symmetric
cyphering algorithm, protect the information and grant its
confidentiality and integrity.

This proposal will not only improve security in pro-
active message’s based DTN but also make the whole
paradigm become feasible. Thanks to identity-based access
control, an attacker will not be able to create a malicious
message with a routing code that compromises the security
of information stored in a node by poisoning it. Further-
more, nodes can spread updates of the routing information
among the nodes of the network safely. In the worst-case
scenario attack, our proposal would not provide security
if an attacker compromised the whole infrastructure of the
attacked node. However, it would make the success of the
attack harder, forcing the attacker to acquire (by inter-
cepting authorized messages) the keys to access cyphered
information. So it provides a last line of defence even in a
situation where all other systems fall.

The application of our proposal in a specific context,
PROSES, allowed us to evaluate the feasibility and the per-
formance of the identity-based access control system. In
conclusion, the performance of the system is good enough
to be used in the pro-active message’s DTN scenario.

We also studied the characteristics of our proposal and
other access control systems in order to analyse if they can
be applied to the environment of our research, pro-active
message’s DTN. We found that only identity-based access
control system can be used properly in that environment
because of its unique characteristics and design.

Future lines of research include but are not limited to
widening the access control system to make it usable out
of DTN scope, developing a mechanism to spread the
information and enhance the operation of the network and
improving the system to allow a posteriori modifications
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of the set of rules used to decide which codes are autho-
rized or not to access information. It is also possible to
use the same principles used here to control mobile agent’s
access to local resources in DTN scenarios.
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“All warfare is based on deception.”

The Art of War, Sun Tzu
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a b s t r a c t

This paper describes an incentive scheme for promoting the cooperation, and, therefore,
avoiding selfish behaviours, in Delay Tolerant Networks (DTN) by rewarding participant
nodes with cryptographic keys that will be required for sending bundles. DTN are normally
sparse, and there are few opportunistic contacts, so forwarding of other’s bundles can be
left out. Moreover, it is difficult to determine the responsible nodes in case of bundle loss.
The mechanism proposed in this paper contributes to both problems at the same time. On
one hand, cryptographic receipts are generated using time-limited Identity Based
Cryptography (IBC) keys to keep track of bundle transmissions. On the other hand, these
receipts are used to reward altruistic behaviour by providing newer IBC keys. Finally, these
nodes need these IBC keys to send their own bundles. When all nodes behave in a coopera-
tive way, this incentive scheme works as a virtuous circle and achieves a Nash equilibrium,
improving very much the network performance in terms of latency. The scheme is not
difficult to implement, and it can use an already existing IBC infrastructure used for other
purposes in a DTN.

� 2015 Elsevier B.V. All rights reserved.

1. Introduction

Delay Tolerant Networks (DTN) [1] are networks with
low connectivity rates and high and variable delays. They
support two main networking operations: (1) to route
own traffic, to transmit a message from its origin to any
intermediate node and (2) to forward other’s traffic, to
receive a message, store and carry [2] it for some time to
transmit it when it is possible to its destination or to
another intermediate node.

In these networks, all nodes are usually interested in
routing and use their resources for their own benefit. On
the other hand, all nodes demand that others forward their
messages, but no one has a special interest in forwarding
because it consumes energy and fills buffer space without

any direct benefit. Therefore, it is necessary a mechanism
to keep track of their behaviour: to know if they are for-
warding, if they are refusing to forward or if they are losing
or dropping messages. This knowledge about the per-
formed actions of nodes must be used to encourage them
to be cooperative and behave for the benefit of the network.

To solve this situation, we created an incentive scheme
where nodes are required to forward if they want to route.
The incentive scheme is based on a receipt exchange proto-
col. The receipt exchange protocol makes use of the princi-
ples of non-repudiation protocols to provides a way to
discover which nodes are suspect of non-cooperative beha-
viour. The exchanged receipts are used by an incentive
scheme that requires nodes to forward if they want to
route, and punishes non-cooperative behaviours.

In the presented scheme, nodes need cryptographic
keys, not only to forward messages and perform the receipt
exchange protocol but also to route their own messages,
because running out of keys means becoming isolated.

http://dx.doi.org/10.1016/j.comnet.2015.03.007
1389-1286/� 2015 Elsevier B.V. All rights reserved.
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When the incentive scheme detects suspicious nodes, it
punishes them by delivering them lesser amounts of keys
or even forcing these nodes to wait a while without keys.
Therefore, Identity Based Cryptography (IBC) [3] keys act
as an enforcing mechanism, because nodes are forced to
forward messages to obtain keys, and they want the keys
to route their messages.

Our main contributions can be summarised as follows.

� A receipt exchange protocol designed to overcome the
limitations that the non-repudiations protocols present
when applied in DTNs. The cryptographic receipts are
generated by the incentive scheme using IBC keys that
are used to track the actions of the nodes.
� An asynchronous incentive scheme for DTN that uses

the policy ‘‘guilty until proven innocent’’ to punish
and reward the cooperative nodes. This scheme uses
the receipts generated by the receipt exchange protocol
and rewards nodes by delivering IBC keys to the nodes.

In this article, we proof that, on the presented incentive
scheme, node behaviours form a Nash equilibrium when
all participants behave in a fully cooperative way.
Besides, the simulations show that, even if nodes have
low demand of keys and try to be as uncooperative as they
can afford, our system improves the performance of the
network in terms of latency.

The remainder of this paper is organised as follows:
Section 2 presents the related work, in the field of incentive
schemas and in the field of non-repudiation protocols and
signature exchanges. Section 3 presents a receipt exchange
protocol designed to overcome the limitations of non-
repudiation protocols when applied to DTNs. Section 4
explains the incentive schema, its asynchronous operation
and how we relate the amount of keys given to the nodes
with their balances. Section 5 analyses the choices to be
made by the network’s participants and demonstrates that
all nodes cooperating and being honest form a Nash equi-
librium. Section 6 details the performance evaluation.
Section 7 details the simulations and presents the obtained
results. Finally, Section 8 concludes the article and pro-
vides some future lines of research.

2. Related work

In this section, we will present the state-of-the-art of
incentive schemes. As our proposal relies not just on the
incentive scheme but also on the receipt exchange protocol
to build the chain of custody of every message, we will
summarise how other incentive schemes keep track of
the actions performed by the nodes to reward them.
Finally, we will briefly summarise some non-repudiation
protocols, a field that we used to develop the receipt
exchange protocol presented in Section 3.

2.1. Incentive schemes

Incentive schemes have been an active research field;
Mobile Ad Hoc Networks (MANET) [4] and DTN are usually
the kinds of networks where this research is focused.

There are proposals that are heavily related to the con-
crete application they were designed to solve: dissem-
ination of advertisements, special offers, discount
coupons, and so on over a MANET. In [5], a central author-
ity approves and marks each advertisement to track it,
nodes that obtain the advertisements deliver receipts to
the relaying node, and relaying nodes use these receipts
to claim a reward for their work, but the central authority
only rewards relaying nodes when the advertisement is
used by an end user. Coupons [6] is based on the simple
idea of adding the name of each relaying node to the trans-
ferred coupon, when the coupon is finally used a central
authority rewards all nodes that had relayed it. SMART
[7], is based on the same principles, but it is adapted for
general purpose messages in DTN.

The incentive schema called Pi [8] includes the policy of
payment-rewarding inside each message, giving to the
relaying nodes the opportunity to choose, at every mes-
sage, if the reward will be enough to compensate the usage
of resources. As in almost all schemes, a central authority
does the credit clearance after the message arrives at its
final destination.

Other proposals, such as Nuglets [9], are based on the
idea of a counter of virtual currency that every node main-
tains and updates when they send messages, subtracting
the cost of sending a message or relaying others messages,
adding a payment for relaying. Obviously, nodes are moti-
vated to cheat and alter the content of the virtual currency
counter, therefore these proposals are supported by a
trusted and tamper resistant hardware module that pro-
vides security to the incentive schema.

In [10,11] the performance of the network is improved
by forcing nodes to exchange messages one by one in a
Barter manner, this way nodes are incentivised to accept
and carry messages they are not interested in but they
could exchange later by more interesting ones. In this pro-
posal, nodes are restricted to exchange sets of messages of
the same size, and no measures are taken against cheating,
so in each transaction one party can deliver one message
less than the other without being punished. Selfish nodes
could benefit from this weakness to obtain all messages
they are interested in without forwarding any other one,
performing transactions where they receive one message
and do not deliver one.

Several works present incentive schemes that, from a
game theory perspective [12–14], grant that nodes should
behave honestly and provide services to others because it
is in its own interest. These kind of schemes, like Sprite
[15], a scheme designed for Ad Hoc Networks, base their
operation on the rationality of nodes. In Sprite, relaying
nodes obtain a receipt of a message together with the mes-
sage, and deliver the receipt to a central authority. The cen-
tral authority re-builds the chain of custody of a message
to charge the sender and reward the relay nodes when
the message arrives at its final destination.

RAPID [16,17] is a DTNs incentive schema strongly
related to a routing algorithm. This proposal, and many
others, such as [18–21] are based on the Tit-for-tat princi-
ples: nodes reciprocate good or bad behaviour on part of
the peer, they low service to a neighbour when they detect
that a neighbour is misbehaving.
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This research topic has been studied even from an eco-
nomic point of view. In [22], the fear of an audit that
proves that a node has been misbehaving becomes the only
incentive for nodes to behave honestly. A similar approach
is used in iTrust [23], where the audit is substituted by a
probabilistic inspection that reduces a 90% the effort that
the Trusted Authority has to do. Other works [24,25] are
focused on the global aspects of the network’s economy
like taxes, inflation, deflation, ‘‘feast and famine’’ cycles,
and effects of isolation and usually do not care about
how to track the actions performed by each node.

There are proposals that do not try to incentivise selfish
nodes to act in an unselfish way, but try to mitigate the
impact of such behaviours in the network. For example,
in [26], authors try to mitigate routing misbehaviours in
DTN using random nodes of the network as witnesses of
each transaction to detect nodes that do not relay mes-
sages. Then, the results of these observations are used to
re-send messages across another path, or to decrease the
reputation of selfish nodes.

2.2. Tracking the actions of the nodes

All incentive schemas need to track the actions done by
the nodes of the network. It is needed to distribute rewards
to nodes with fairness. The most used mechanism is called
layered coin.

The layered coin consists of two or more layers, the first,
which is also named the base layer, is generated by the
source of the message and is sometimes used to indicate
payment policies, the class-of-service requirements, or
other remuneration conditions. During the subsequent
message relaying process, each intermediate node will
generate a new layer based on the previous layers by
appending a non-forgeable digital signature. This new
layer is also called the endorsed layer, which implies that
the forwarding node agrees to provide forwarding service.

Using endorsed layers, it is easy to track the prop-
agation path and determine each intermediate node by
checking the signature of each endorsed layer, but the lay-
ered coin is only complete when a message arrives at its
final destination, and intermediate nodes do not have any
proof of their cooperation by forwarding a message. The
usage of the layered coin always leads to a synchronous
schema where relaying nodes are all rewarded at the same
time, after the message has arrived at its final destination.

Another mechanism to track the actions of the nodes is
the watchdog. In [27], each node monitors the next node in
the path of a message to check if the message is relayed or
not. This solution is related to the characteristics of Ad Hoc
Networks and is not applicable in Delay Tolerant
Networks.

2.3. Non-repudiation protocols

Our approach is to provide the nodes with a mechanism
to obtain a receipt in exchange for its cooperation. The
receipt must be changed with the message in a fair way
to avoid cheating. A situation where a node obtains a
receipt but does not relay the message is as undesirable
as a situation where a node relays the message but does

not obtain the receipt. This leads us to consider non-
repudiation protocols [28].

Non-repudiation protocols provide ways to exchange
messages with receipts in a fair way. The majority of the
proposals are based on a Trusted Third Party (TTP) that acts
as a moderator or intermediary of each transaction, to
ensure the protocol is performed correctly by all partici-
pants (online TTP) or to repair damages when one partici-
pant cheats to obtain an advantage over the other (offline
TTP). Proposals that use a TTP, either online or offline, are
not viable due to lack of end-to-end connectivity in DTNs.

Non-repudiation protocols without TTP are based on
the idea of splitting the message into n parts and send
the parts one by one, receiving an acknowledgement for
each one [29]. A variation of this idea can be found in
[30], where the message is cyphered and sent at the begin-
ning of the transmission and the key needed to decrypt it is
sent by parts. These kinds of protocols are called proba-
bilistic because the receiver can, with a probability of
1=n, guess what part is the last one and there is no need
to send the last acknowledgement in order to obtain the
whole message. These probabilistic protocols are not viable
due to the extremely variable (and usually unpredictable)
size of connectivity windows in DTNs.

Unfortunately, to our knowledge, there are not non-
repudiation protocols that could be used in Delay
Tolerant Networks.

3. Receipt exchange

The core of this proposal is divided into two different
and complementary parts, a receipt exchange protocol pre-
sented in this section, and an incentive scheme presented
and discussed in Sections 4 and 5.

In this section, we explain the two fundamental inputs
we have considered during the design of the receipt
exchange protocol. Then, we present the notation used
during this section, and we provide an extensive descrip-
tion of all the algorithms and steps involved. After this,
we explain the evidences created during the execution of
the protocol, and we discuss some security aspects of the
usage of IBC.

3.1. Receipt exchange protocol’s design

The receipt exchange system we propose is based on
combining the Fair Exchange Signature Scheme (FESS)
[31] with IBC, a cryptographic scheme where the identity
of nodes is used to build their public keys. On one hand,
we chose this signature scheme because it needs to
exchange a low number of messages; it does not requires
the involvement of a third party during the transaction;
and because when the algorithm finishes, the two signa-
tures arouse and become effective simultaneously. On the
other hand, we chose IBC because this cryptographic
scheme avoids key management issues in DTN scenarios
[32].

However, we have not only combined FESS with IBC.
Firstly, and most important, we have transformed a proto-
col where two nodes sign a document they know
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beforehand into a protocol where two nodes forward a
message and generate evidences about the transaction
done. We have achieved this by changing the goal of the
protocol and using the last step of the protocol to send
the message, instead of a random keystone. Besides, we
have introduced the concept of a voucher as a description
of a transaction; and we have modified the structure of
the FESS receipts, adding the needed fields to make it store
unequivocal information about the transaction they are
related. We have made sure that nodes cannot reuse past
receipts or parts of them on future transactions of the same
message. Note that this is something not considered in
FESS, where reusing parts of a past receipt to sign the same
document again is not a problem. Finally, we have bene-
fited from hash functions properties to optimise the proto-
col and reduce the amount of space needed by nodes to
store the receipts.

3.2. Definitions

Firstly, we present the notation of the elements and the
definitions of the concepts used in the receipt exchange
protocol. Table 1 contains the notation used to refer to
each element and a brief description of its meaning.

A voucher v ¼ hsender; receiver;whosigns; typei of a
transaction contains four fields: sender is the identity of
the sender; receiver is the identity of the receiver; whosigns
indicates who is the issuer of the voucher; and type is a flag
used to indicate the type of the transaction (origin,
relay or delivery). From now on, we use transaction to
refer indistinctly to the next three cases: a message m sent
by its origin to any non-final destination node (type: ori-
gin); a message m sent from a node that is not its origin
to a node that is not the destination (type: relay); and a
message m delivered to its final destination from any node
(type: delivery).

It is important to differentiate between a voucher and a
receipt. A voucher is the description of a transaction
between two nodes while a receipt contains a voucher
and a signature that binds it to the issuer and to the
message.

3.3. Algorithms

The receipt exchange protocol that we present in this
paper uses of the following algorithms: Algorithm 1, that
generates the public key of each participant; Algorithm 2,
that generates the exchanged receipts; Algorithm 3, that
validates the exchanged receipts; and Algorithm 4, that
validates a receipt when executed a posteriori by a third
node.

Algorithm 1. SystemSetup

Input: ;
Output: ;

1: Choose p and q, big prime numbers so that
qjp� 1.
2: Choose g with order q so that g 2 Z�p.
3: for i inhAll participantsi do
4: Generate the pair of keys ðski; pkiÞ so that
pki ¼ g�ski mod p, where ski is the private key and
pki is the public key.
5: end for

Algorithm 2. FSign

Input: v: Voucher of the transaction.
pkA: Issuer’s public key.
skA: Issuer’s private key.
SKA: Issuer’s private IBC key.
PKB: Receiver’s public IBC key.
k : HðHðmjjIDmÞÞ.

Output: r ¼ ha;v ; k; si: Receipt of the transaction.
1: Choose w so that w 2 Z�p.
2: Calculate a ¼ hEPKB ðpkAÞ; SSKA ðHðpkAÞÞi.
3: Calculate r ¼ gw mod p.
4: Calculate e ¼ Hða;v ; k; rÞ where H is a one way hash

function.
5: Calculate c ¼ wþ skAe mod q.
6: return r ¼ ha;v ; k; si where s ¼ hr; e; ci.

Algorithm 3. SVerify

Input: r ¼ ha;v ; k; si: Received receipt, where
s ¼ hr; e; ci and a ¼ hEPKB ðpkAÞ; SSKA

ðHðpkAÞÞi.
SKB: Receiver’s private IBC key.

Output: true or false
1: Decrypt pkA ¼ DSKB ðEPKB ðpkAÞÞ.
2: Calculate rs ¼ gcpke

A mod p.
3: if e ¼¼ Hða;v ; k; rsÞ AND VPKA ðHðpkAÞ; SSKA ðHðpkAÞÞÞ

then
4: return true
5: else
6: return false
7: end if

Table 1
Elements used in our receipt exchange protocol.

Notation Description

ski Private key of user i
pki Public key of user i
SKi Private IBC key of user i
PKi Public IBC key of user i
m Message
v Voucher of a transaction
r Receipt of a transaction
HðmÞ Hash function applied on message m
IDm Unique identifier of message m
EkðmÞ Cypher of m using key k
DkðmÞ Decrypt of m using key k
SkðmÞ Signature of m using key k
Vkðm; sÞ Verification of signature s associated to message m with

key k
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Algorithm 4. KVerify

Input: r ¼ ha; v; k; si: Received receipt.
hmjjIDmi: the message and its identifier.

Output: true or false
1: if SVerifyðrÞ ¼¼ true AND k ¼¼ HðHðmjjIDmÞÞ then
2: return true
3: else
4: return false
5: end if

3.4. Steps of the exchange

Let A be a node that wants to send a message m to node
B and wants to generate and exchange the receipts related
to this transaction. Fig. 1 shows the schema of the protocol,
which we explain in detail in the next paragraphs:

Step 1. At the deployment phase, before the firsts mes-
sages are sent, values p; q and g must be generated by
the Public Key Generator (PKG) of the network and
delivered to all system nodes. Every node needs, also,
its pair of keys hski; pkii, as can be seen in Algorithm 1.
Step 2. Every time node A starts a transmission of mes-
sage m to node B, the sender begins creating a voucher
vA ¼ hPKA; PKB;A, typei. Note that IBC public keys PKi

are used to identify nodes. Then, the sender uses
Algorithm 2 to generate the receipt rA ¼ haA;vA; k; sAi
and sends it to B.
Step 3. Node B receives rA from A. B checks that the
voucher vA is correct and verifies rA using Algorithm
3. If the voucher is valid and the algorithm returns true,
B can proceed to Step 4; otherwise, the transmission is
aborted.
Step 4. Node B accepts the receipt rA issued by A. If B
accepts the transaction, then it creates a voucher
vB ¼ hPKA; PKB;B, typei, uses Algorithm 2 to generate
the receipt rB ¼ haB;vB; k; sBi and sends it to A.
Step 5. When A receives rB, it verifies it using Algorithm
3. A also checks the voucher vB. If the algorithm returns
true and the voucher is correct, it can proceed to Step 6;
otherwise, the transmission is aborted.
Step 6. When both nodes have exchanged and verified
the receipts, A sends hm; IDmi to B. This last transmission
allows B to obtain the message and its identifier
hmjjIDmi. Node B verifies that HðHðmjjIDmÞÞ ¼ k to
accept and end the transaction. The keystone links
together each participant with the message itself and
the receipt issued on the previous steps. The keystone
also provides both nodes unequivocal evidence that
they have been in contact because of the transfer of m.

3.5. Created evidences

From the moment the exchange has been completed, B
has the receipt rA and HðmjjIDmÞ, that acts as the keystone.
rA and HðmjjIDmÞ together form a piece of origin non-
repudiation evidence that compromises A as the sender
of the message m, so B can prove it has received m from
A revealing rA and HðmjjIDmÞ to a third party that executes

Algorithm 4 and returns true. This way the protocol pro-
vides non-repudiation of origin.

Moreover, A has the receipt rB and the keystone
HðmjjIDmÞ. rB and HðmjjIDmÞ together form a piece of evi-
dence that A and B have been in contact due to the transfer
of m. Node A can prove it revealing rB and HðmjjIDmÞ to a
third party that executes Algorithm 4 and returns true,
but cannot prove by itself that the transaction of m has
ended correctly.

Notice that, when one of the nodes involved in a two-
party transaction acts dishonestly by not forwarding the
message, neither of the two evidences are sufficient to
prove, unequivocally, which node is guilty and which node
is innocent. However, when we reconstruct the chain of
custody of this message using receipts from some other
two-party transactions, we can identify the two nodes that
are suspicious of having lost the message. Then, our incen-
tive scheme punishes both nodes, even when one of them
is probably innocent. Later, when we look at the big pic-
ture, by reconstructing the chains of custody of lots of mes-
sages, we can tell apart the innocent nodes from the guilty
ones. The incentive scheme is designed to, in the long run,
identify and punish guilty nodes that do not forward mes-
sages. We provide discussion about the asymmetric nature
of this receipt exchange in Section 4.

3.6. IBC keys obtention: security aspects

The presented proposal has to face all IBC inherent
issues related with the obtention of new keys, due to the
usage of Identity Based Cryptography. They are out of the
scope of this article, so, for the sake of simplicity, we will
briefly describe the ones that are related with our incentive
scheme and point the suggested method to fight them.

Nodes not always may ask the PKG for new keys before
their keys have expired, if this has happened, they do not
have a valid secret key that could be used to demonstrate
that they are whom they claim to be. To avoid an

Fig. 1. Schema of the receipts exchange protocol. Node A, that initiates
the transaction sends the receipt rA to B. B receives it, checks if it is
correct and sends the receipt rB to A. When A receives it and checks its
correctness, sends the message, that provides validity to the two receipts.
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impersonation attack where a node claims himself to be
another, usually with a higher score, when asking for keys
at the PKG, the PKG and each node may share a secret and
update it, using the Diffie–Hellmann protocol, each time
they obtain new keys.

When a new node arrives to the network and wants to
become part of it, the node can ask the PKG for a new iden-
tity in order to become part of the network. To avoid that a
node with a low score could benefit from this and reset it
to a higher amount by changing their identity, new identi-
ties should be created setting their score equal to the low-
est of the network.

If a node loses the secret that proves their identity and
their keys expire, it will maintain their identity and do not
lose their score only if the network can provide an alterna-
tive mechanism that demonstrate the identity of the node;
otherwise, it will be treated as a new node.

4. Incentive scheme

In this section, we explain how to convert the pieces of
evidence generated during the receipt exchange phase into
proofs of behaviour that could be used by the Incentive
Manager. We also discuss the role played by the Incentive
Manager, how it rewards and punishes nodes due to their
behaviour, delivering a higher or lesser amount of keys,
and the policies of the asynchronous incentive scheme.

4.1. Definitions

In order to make the incentive scheme easier to under-
stand, we define a proof of behaviour as a set of receipts
and keystones used to prove the behaviour of a node
towards one concrete message. We also define deliverable
proof as any proof that can be delivered to the manager
of the incentive scheme.

Table 2 contains the notation used to refer to each deli-
verable proof, a brief description of its meaning and the
items that compose it, using the notation explained in
the previous section.

4.2. Guilty until proven innocent

The receipt exchange protocol we propose is specifically
designed to operate in DTNs, it does not need any third

party during the transaction, and the number of messages
exchanged is minimal. This protocol allows us to obtain
non-repudiation proof of origin and reception when all
steps are completed. However, when the last message of
the protocol is not sent by the sender, discarded by the
receiver, or lost during transmission, there is no way of
knowing exactly what happened with that transaction.
Here, we face the classic Two Generals’ Problem1: to be
sure that the last acknowledgement has been sent and
received, another acknowledgement needs to be sent, but
that new last acknowledgement has the same issue, and so
on.

To deal with this, our incentive scheme uses the policy
‘‘guilty until proven innocent’’, meaning that the two nodes
involved with the loss of a message will be marked as sus-
picious nodes and punished until it is demonstrated that
they behaved honestly. From the moment their innocence
is proven, punishment is removed, and they are rewarded
for their behaviour.

4.3. System parameters

Conceptually, the incentive scheme is very simple.
Nodes are rewarded or punished with Cooperation Points
(CP) depending on their actions. We define Level of
Cooperation (LC) as the amount of CP that a node has
obtained with its behaviour and from now on we will use
this terminus or its acronym indistinctly. The amount of
CP that it is added to or subtracted from the LC of the nodes
is defined by the next three parameters: a; b and �, which
have the following meaning:

� a: The punishment applied to nodes that are suspicious
of not forwarding a message, a must satisfy2 a > 0.

Table 2
Notation of deliverable proofs. Proofs are formed by the pieces of evidence created during the receipt exchange protocol when sending, forwarding, or
delivering a message. We use typeðvAÞ to denote the value of the field type of the voucher vA inside the receipt rA .

Notation Description Definition

A!B C Proof of forwarding. Proves that B has forwarded message m between A and C rA þ rC þ HðmjjIDmÞ
ðtypeðvAÞ ¼ relay,
typeðvCÞ ¼ relayÞ

fA!B C Proof of forwarding from the origin. Proves that B has forwarded message m between its origin A and C rA þ rC þ HðmjjIDmÞ
ðtypeðvAÞ ¼ origin,
typeðvCÞ ¼ relayÞ

A!B Cg Proof of forwarding to the destination. Proves that B has forwarded message m between
A and its final destination C

rA þ rC þ HðmjjIDmÞ
ðtypeðvAÞ ¼ relay,
typeðvCÞ ¼ deliveryÞ

A! Bg Proof of delivery. Proves that B, the destination of a message m, has received it from A rA þ HðmjjIDmÞ
ðtypeðvAÞ ¼ deliveryÞ

1 Suppose there is a valley surrounded by two hills. General A1 is on one.
General A2 is on the second hill. The enemy, B, is in the valley. If either A1’s
or A2’s army attacks B independently they would lose, but together they
would win. The problem for A1 is to communicate a coordinated attack
time to A2 and be sure that A2 received the message. A2 also needs to know
the acknowledgement got through to avoid attacking alone and lose the
battle.

2 Restrictions for the values of a; b and e have been chosen in order to
satisfy the Nash equilibrium. See Section 5 for more details.
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� b: The reward given to nodes when it is proven that
they have forwarded a message. The value of b must
satisfy b > 0.
� �: The reward given to a node for each proof delivered

to the manager. The value of �must satisfy � > 13
20 aþ 4

5 b.

It is important to note that, when it is proved that a
node had forwarded a message, it is not considered suspi-
cious anymore, so it is rewarded with aþ b CP (remove the
punishment and add the reward).

Fig. 2 illustrates the basic idea of the incentive scheme,
and how the suspicious nodes are punished while other
nodes are rewarded if it is proven that they have forwarded
a message.

4.4. Reward and punishment

The chain of custody of every message is indexed by its
message identifier IDm, and it is updated automatically
using the proofs of forwarding or the proofs of delivery
by applying the following rules:

� Punish with �a CP those nodes that have become sus-
pected of not complying as a result of the last update.
Suspicious nodes are the last nodes and the second-
to-last nodes of each chain of custody.
� Reward with þa CP those nodes that were suspicious

before the update but not after it.
� Reward with þb CP those nodes that have become a

confirmed relay with the last update. A confirmed relay
is a node that is, at least, the third last node of a chain of
custody, or any node in the chain of custody of a mes-
sage that has been delivered. There are two exceptions
that do not obtain this reward:
– The sender, the node that has created the message.
– Any node that has appeared at least once before in

the chain of custody. This way we avoid that nodes
can obtain high amounts of CP by colluding with
other nodes to forward a message between them
an arbitrary amount of times.

� Finally, reward the node that has delivered the proof
with þ� CP if the chain of custody has changed thanks
to it.

Note that uncooperative nodes that do not accept mes-
sages to forward them, do not obtain CP, and that nodes
that drop messages are punished with �b for every lost
message. This punishment is proportional to the damage
done to the overall performance of the network by each
one of these two behaviours. Fig. 3 shows an example of
updating a chain of custody and rewarding nodes when a
new proof is used. We provide lots of examples in
Section 5.

4.5. Incentive manager and the enforcing mechanism

IBC-based DTNs are based on the assumption that
nodes will, eventually, connect with the Private Key
Generator to obtain a set of private IBC keys. Besides, as
seen in [33], some DTN routing protocols base their opera-
tion on some infrastructure assistance, either via mobile
data mules or through the deployment of stationary nodes.

Our proposal benefits from this assumption and uses an
offline third-party called Incentive Manager (IM), which
must be located on the same node that acts as the PKG.3

The IM receives the proofs of all transactions, tracks the
chain of custody of every message and rewards or punishes
nodes due to their behaviour. This way, nodes use the trip to
upload proofs and to obtain new IBC keys.

IBC systems usually use keys with a small duration.
Depending on the needs of the nodes, the PKG may deliver
them sets of a high number of their next keys instead of
delivering them only the next one. This way nodes do
not need to contact the PKG during a while and can con-
tinue routing their messages without running out of keys.
Therefore, nodes prefer to obtain more keys when they
contact the PKG because this way they obtain more
independence and they can operate for more time without
asking the PKG again for more keys.

As an enforcing mechanism for our incentive system,
we relate the amount of IBC keys given to a node to its
Level of Cooperation, as briefly depicted in Fig. 4. We calcu-
late K, defined as the number of keys of a fixed duration
given by the IM to a node in the basis of the LC of the
demanding node related to the LC of all other nodes.

We define maxLC as the higher LC of the network and
minLC as the lower LC of the network. Then, we normalise
the Level of Cooperation of the demanding node inside the
interval ½minLC ;maxLC � and map that value to its correspond-
ing value inside the interval ½minK ;maxK �, defined by the
minimum and maximum possible values of K. This way
nodes will not be excluded of the network because they will
obtain, at least, minK and the possibility of increase their LC
using these keys. This procedure is formalised in Eq. (1).

K ¼ minK þ
LC �minLC

maxLC �minLC
ðmaxK �minKÞ ð1Þ

Note that every node will approximately have the same
opportunities to forward messages as their neighbours. A
node that does not forward because it has no chance will
not obtain any CP, but their neighbours neither, so it will
not be punished when keys are delivered based on their

Fig. 2. Illustration of the reward and punishment scheme. The arrows depict the relays of the message. The first node, the sender of the message, is not
rewarded nor punished. The second node is rewarded with þb CP because it is a confirmed relay. The third and the fourth nodes are the two last nodes of
the chain of custody, so they are suspected of having lost the message; therefore, they are punished with �a CP.

3 In networks where an alternative communication channel exists, two
or more Incentive Managers and/or PKGs can coexist, using this channel to
connect between them in order to share the state of the chain of custody of
all messages.
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relative LC. But a node that decides not to forward mes-
sages will remain with the same LC, but will obtain a lesser
amount of keys on the basis of their relative LC because
their neighbours will probably be forwarding messages
and obtaining CP.

Besides, we use an exponential decay function to gradu-
ally decrease Nodes’ Levels of Cooperation over time. This
way we avoid selfish bursts, defined as the behaviour of a
node accumulating CP and then using it to behave in a very
uncooperative way without being punished. Decreasing
the LC of all nodes periodically, we allow nodes with a very
small (or negative) LC to quickly recover from their past
uncooperative behaviour if they start being cooperative,
because past actions will weigh less than present actions.
With that purpose, we update the LC of every node every
t seconds using Eq. (2), using the previous value LC�1 of
their Level of cooperation to calculate the new value LCt ,
where T is the time constant.

LCt ¼ e�t=T LC�1 ð2Þ

Finally, our system includes a mechanism designed to
ward off nodes that conform with receiving K ’ minK .
When the IM calculates K and it is lesser than a threshold
thrK , then the IM gives no key to the demanding node and
waits an amount of time defined by toutK . When the node
demands keys again after toutK seconds, the IM gives him
thrK keys.

4.6. Asynchronous incentive scheme

To the best of our knowledge, this is the only proposal
where the incentive manager works asynchronously and

does not need to build the whole chain of custody before
rewarding nodes. Every time a node delivers a proof to the
IM, it updates the state of the chain of custody, and it dis-
tributes rewards and punishments as if the new state will
be the last.

This signifies that, despite heavy punishment is applied
to a node when other nodes deliver proofs - because it has
become suspicious for not forwarding lots of messages - it
does not matter. This is so because own node’s balance is
re-calculated when it contacts the IM and uploads its
proofs, and all punishment will be removed if it proves that
it has forwarded all the messages.

5. Nash equilibrium

In this section, we start by making some assumptions
about the rationality of the network’s participants their
knowledge about other’s behaviours. Afterwards, we dis-
cuss the different strategies than can be played by nodes.
Finally, we demonstrate that all nodes behaving honestly,
forwarding messages, and delivering proofs of forwarding
and proofs of delivery, form a unique Nash Equilibrium.

5.1. Previous assumptions

We start assuming that nodes cannot make guesses
about other’s Levels of Cooperation. Besides, we assume
all participants of the network to be rational [34]. As
rational nodes never behave in a way that could turn
against their interests, they always want to maximise its
utility function. During this section, we define the utility
function of nodes as their Level of Cooperation.4

Moreover, when a node delivers a proof to the IM, it is
rewarded or punished depending on the previous state of
the chain of custody. The chain of custody tracked by the
IM is updated every time a node delivers a proof.
Therefore, it depends on the proofs previously delivered
by other nodes. This means that a node cannot know a
priori the state of the chain of custody. During all the cur-
rent section, we will assume that nodes cannot make any
guesses about the state of the chain of custody. As a result,
we will consider all possible states as equally likely.

Fig. 3. Example of updating a chain of custody. On the upper chain of custody, nodes B and C are suspected of having lost the message, so they are punished
with �a CP. Then, node D delivers C!D E, D gains the reward þ� CP for delivering a valuable proof, and B and C are now confirmed relays (they are previous
steps of the confirmed relay D). Therefore, B and C are rewarded with þaþ b CP to remove the punishment and reward their behaviour. Note that a proof
delivered by D that involves C and E has affected too the Level of Cooperation of node B.

Fig. 4. The enforcing mechanism. Nodes need IBC keys to route their
messages, and they obtain the keys by forwarding other’s messages.

4 In Section 7 we consider a slightly different utility function where
nodes try not to maximise Level of Cooperation, but to obtain at least a set
number of keys each time they contact the PKG.
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Summarising, nodes are interested in obtaining a higher
Level of Cooperation and act according to their interest,
and no guesses can be made about the state of the chains
of custody.

5.2. Simplified notation

In all tables of this section we used a simplified notation
X. . .YZ to summarise a chain of custody in which X is the
first known custodian node, and Y and Z are the second-
to-last and the last nodes. We use ‘. . .’ to represent a chain
of custody where no node matches the nodes involved in
the received proof.

5.3. Game theory analysis

In order to analyse the game generated by the presented
incentive scheme, we have split the whole game into a set
of subgames. Every subgame takes into consideration one
of the decisions that a participant of the network has to
take: to participate on the network; to accept other’s mes-
sages to forward them; to cheat or be honest when
exchanging receipts; to deliver proofs of forwarding to
the IM; and to deliver proofs of delivery to the IM.
Therefore, a strategy profile of one player for the whole
game contains his strategy profile for every subgame.

Definition 1. The game generated by the presented incen-
tive scheme is

G ¼ hN; fsig; fpig; fpigi:

� N ¼ fN0;N1; . . . ;Nng is the set of the nodes of the
network.
� si ¼ fsi0; si1; si2; si3; si4g is the strategy set of the player Ni,

where every sij corresponds to the strategy player i has
chosen for subgame j, every strategy set contains two
actions, one cooperative and one selfish, that will be
explained in next subsections.
� pi is the payoff of the ith player Ni, and it is measured in

CP.
� pi ¼ fpi0; pi1; . . . ; pi4g is a mixed strategy for player i,

where pij ¼ pi
cj;1� pi

cj

n o
is a mixed strategy for player

i for subgame j, and pi
cj denotes the probability of player

i of acting cooperatively in subgame j.

5.3.1. Subgame 0. The dilemma of participating
A node that chooses to not participate (NP) never

accepts messages not addressed to him. Therefore, it will
never obtain CP for forwarding or for delivering proofs of
forwarding because it does not generate any. A node that

behaves this way will not increase its Level of
Cooperation, so, its benefit will be 0 CP. On the other hand,
a node that decides to participate (P) will obtain a payoff
piðPÞ that depends on the outcomes of subgames 1–4.
Table 3 provides the payoff matrix for this subgame.

Theorem 1. All nodes choosing to participate (P) with
probability pi

c0 ¼ 1 form a unique Nash equilibrium for
subgame 0 if and only if they behave in a way that allow
them to obtain more than 0 CP.

Proof. Node i obtains piðPÞ � q j
c0 þ piðPÞ � ð1� q j

c0Þ ¼ piðPÞ
when chooses to participate (P), and 0 � qj

c0þ
0 � 1� q j

c0

� �
¼ 0 when chooses not to participate (NP).

piðPÞ > piðNPÞ;
piðPÞ > 0

Therefore, if piðPÞ > 0, then i will always obtain a higher
payoff by playing P. As subgame 0 is symmetric, the same
applies to any other node. h

Throughout the current section, we will demonstrate
that there are profiles that grant nodes pi > 0 CP no matter
what other nodes do.

5.3.2. Subgame 1. The dilemma of forwarding
A node that accepts a message to forward but does not

forward (NF) it will be punished with�a CP when any proof
of forwarding that marks i as a suspicious node is delivered
to the IM. On the other hand, a node that decides to forward
(F) a message will be eventually rewarded with þb if the
next node forwards the message too. But it will be punished
with�a if the next node decides to not forward the message
because it will be considered by the IM as a suspicious node.

This subgame is sequential and asymmetric because the
decision of the second node does not matter unless the first
one chooses to forward (F) the message. Then, if the second
node plays NF, both nodes are punished with �a. But if it
plays F, his payoff is determined by playing the same sub-
game once again, with the second node playing first and a
third node (the next hop) playing second. Table 4 provides
the payoff matrix for this subgame.

Theorem 2. All nodes choosing to forward messages (F) with
pi

c1 ¼ 1 form a unique Nash equilibrium for subgame 1.

Proof. Node i obtains b � q j
c1 � a � ð1� q j

c1Þwhen chooses to

forward (F), and �a � qj
c1 � a � ð1� q j

c1Þ ¼ �a when chooses
NF. Therefore, his payoff is higher when it plays F than

Table 3
The payoff matrix of subgame 0.

Any other node j

P q j
c0

� �
NP 1� q j

c0

� �

Node i P pi
c0

� � piðPÞ;pjðPÞ piðPÞ, 0

NP 1� pi
c0

� �
0, pjðPÞ 0, 0

Table 4
The payoff matrix of subgame 1.

Other node j, playing second

F q j
c1

� �
NF 1� q j

c1

� �

Node i F pi
c1

� �
b, play again as first player �a;�a

Plays first NF 1� pi
c1

� � �a, 0 �a, 0
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when it plays NF because both a; b and q j
c1 are defined to be

positive.

piðFÞ > piðNFÞ;
b � q j

c1 � a � ð1� q j
c1Þ > �a;

q j
c1 � ðbþ aÞ > 0

Therefore, for the first player, playing F is a dominant
strategy.

By backward induction, the second player will play F,
because it is the only way to obtain a positive payoff,
because playing NF will grant him pi

c1 � �aþ 0 � ð1� pi
c1Þ ¼

�a � pi
c1, which is negative in any case. h

5.3.3. Subgame 2. The dilemma of cheating
When forwarding a message, an honest node (H) fin-

ishes the receipt exchange protocol by sending the mes-
sage. On the other hand, a node can try to cheat (NH) by
starting the exchange receipt protocol to obtain a proof
of forwarding but does not sending the last message. This
way the transaction remains unfinished because the recei-
ver has not received the message. A node that behaves this
way could deliver the gathered proofs to obtain � CP for
each one. An honest (H) node could deliver the gathered
proofs to obtain not only � CP, but also a CP for no longer
being suspicious and b CP for becoming a confirmed relay.
This subgame is a one-player game because only the part
that starts the transmission con cheat the other part.

Table 5 shows all possible states of the chain of custody,
how it is updated, and the reward or punishment given by
the IM to each participant when node B delivers a proof of

forwarding A!B C. Last two columns correspond to q, the
probability of the situation if B is a node that plays NH,
and /, the probability of the situation if B is a node that
plays H. Notice that there are situations with q ¼ 0, these
are situations that can only exist if B forwards messages
in an honest way (H). Taking this into account, Table 6
provides the payoff matrix for this subgame.

Theorem 3. Any node that is honest (H) with pi
c2 ¼ 1 form a

unique Nash equilibrium for subgame 2.

Proof. Node i obtains �þ 1
5 b� 2

5 a when chooses to be hon-
est (H), and �� 2

3 a when chooses NH. Therefore, his payoff
is higher when it plays H than when it plays NH because
both a and b are defined to be positive.

piðHÞ > piðNHÞ;

�þ 1
5

b� 2
5
a > �� 2

3
a;

b > �4
3
a

Therefore, playing H is a dominant strategy. h

5.3.4. Subgame 3. The dilemma of delivering proofs of
forwarding

A node can choose to deliver proofs of forwarding (PF)
in order to be rewarded by the IM. Besides, a node can
choose to not deliver them (NPF) and wait until the next
node delivers a proof of forwarding that provides him a
reward.

This way, a node that plays NPF avoids punishment �a
CP and will eventually be rewarded with b CP for forward-
ing the message, but it never obtains þ� CP for delivering
proofs. On the other hand, a node that plays PF will be con-
sidered suspicious and be punished with�a CP sometimes,
but it will obtain þ� CP every time that delivers a proof.

Table 7 has the same structure as Table 5. The last col-
umns correspond to l, the probability of the situation if A
is a node that never delivers proofs of forwarding and k, the
probability of the situation if B is an honest node that
always delivers the proofs. Notice that there is only one sit-
uation with l ¼ 0, this is a situation that can only exist if A
has delivered a proof previously. Taking this into account,
Table 8 provides the payoff matrix for this subgame.

Table 5
Possible situations when delivering A!B C. A cheater node B would not
obtain the reward þb CP for forwarding the message, and will always be
punished with �a CP for being suspected of having lost the message.

Last
state

New
state

A’s
reward

B’s
reward

C’s
reward

Y’s
reward

q /

. . . A. . .BC þb þ�� a �a 1=3 1=5
C. . .XY A. . .XY þb þ�þ b 0 1=5
X. . .YA X. . .BC þaþ b þ�� a �a þa 1=3 1=5
B. . .XY A. . .XY þb þ� 0 1=5
X. . .AB X. . .BC þbþ a þ� �a 1=3 1=5

Table 6
The payoff matrix of subgame 2.

Other node receiving the message

Node i H pi
c2

� �
�þ 1

5 b� 2
5 a

� �
;�a

NH 1� pi
c2

� �
�� 2

3 a
� �

, play as first player

Table 7
Possible situations when node B delivers a proof of forwarding A!B C to the
IM. Node B will obtain a higher gain than a node A that does not deliver any
proofs and trusts that others will deliver proofs that increase A’s Level of
Cooperation.

Last state New state A’s gain B’s gain C’s gain Y’s gain l k

. . . A. . .BC þb þ�� a �a 1=4 1=5
C. . .XY A. . .XY þb þ�þ b 1=4 1=5
X. . .YA X. . .BC þaþ b þ�� a �a þa 1=4 1=5
B. . .XY A. . .XY þb þ� 1=4 1=5
X. . .AB X. . .BC þbþ a þ� �a 0 1=5

Table 8
The payoff matrix of subgame 3.

Next node j, playing second

PF(q j
c3) NPF(1� q j

c3)

Node i PF(pi
c3) ð�þ b

5� 2
5 aÞ; ð�þ b

5� 2
5 aÞ ð�þ b

5� 2
5 aÞ; ðbþ a

4Þ
Plays first NPF(1-pi

c3) ðbþ a
4Þ; ð�þ

b
5� 2

5 aÞ 0, ðbþ a
4Þ
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Theorem 4. All nodes choosing to deliver proofs of forward-
ing (PF) to the IM with pi

c3 ¼ 1 form a unique Nash

equilibrium for subgame 3 if � > 4
5 bþ 13

20 a.

Proof. The first player obtains �þ b
5� 2

5 a
� �

� qj
c3þ

�þ b
5� 2

5 a
� �

� 1� q j
c3

� �
¼ �þ b

5� 2
5 a

� �
when plays PF, and

bþ a
4

� �
� q j

c3 when chooses NPF. Therefore, his payoff is higher
when it plays PF than when it plays NPF if and only if

piðPFÞ > piðNPFÞ;

�þ b
5
� 2

5
a > bþ a

4

� �
� q j

c3;

�þ b
5� 2

5 a
bþ a

4

> q j
c3

Being 0 6 q j
c3 6 1, if the numerator �þ b

5� 2
5 a

� �
is higher

than the denominator bþ a
4

� �
, then this equation holds.

�þ b
5
� 2

5
a > bþ a

4
;

� >
4
5

bþ 13
20

a

This subgame is asymmetric, so, the second player obtains

�þ b
5� 2

5 a
� �

� p j
c3 þ �þ b

5� 2
5 a

� �
� 1� p j

c3

� �
¼ �þ b

5� 2
5 a

� �

when plays PF, and bþ a
4

� �
� pi

c3 þ bþ a
4

� �
� 1� pi

c3

� �
¼ bþ a

4

� �
when chooses NPF.

As we have demonstrated �þ b
5� 2

5 a > bþ a
4 above, then

we can state than playing PF is a dominant strategy for
both players. h

Corollary 4.1. The incentive scheme also grants that an hon-
est (H) node will obtain a positive payoff while delivering a
proof of forwarding (PF).

Proof. The payoff obtained by a node that plays H and PF
is positive if the next equation holds.

piðH;PFÞ > 0;

�þ 1
5

b� 2
5
a > 0;

�þ 1
5

b >
2
5
a

Given that � is defined to be higher than 13
20 a, then

� > 2
5 a also holds because 13

20 a > 2
5 a, so, this equation holds

for any value of a and b even when b � 0. h

5.3.5. Subgame 4. The dilemma of delivering proofs of delivery
To obtain proofs of forwarding from the origin or proofs

of delivery is important for the IM. When a chain of cus-
tody is completed, the IM can delete it and free resources.
To a node, there are no differences between forwarding a
message from its origin than forwarding it from any other
node. The same way, there are no differences between the
reward obtained by delivering any proof of forwarding.
Therefore, decisions involving proofs of forwarding from
the origin are covered by subgames 1 and 3.

A node that has received a message can deliver (PD) the
proof of delivery in order to be rewarded by the IM. On the

other hand, a node that has received a message can chose
not to deliver (NPD) this proof. This way it will never
recover from the punishment �a for being considered sus-
picious, and the same happens to its previous node on the
chain of custody. This subgame is a one-player game
because only the destination node has the proofs of deliv-
ery and can choose to deliver them or not.

Table 9 shows all possible situations that can occur
when node B delivers a proof of delivery A! Bg
unknown2015. Let u be the probability of every possible
state of the chain of custody at the moment of delivery.
Taking this into account, Table 10 provides the payoff
matrix for this subgame.

Theorem 5. Any node that delivers proofs of delivery (PD)
with pi

c4 ¼ 1 form a unique Nash equilibrium for subgame 4.

Proof. Node i obtains �þ 1
3 a when plays PD, and � 1

3 a
when chooses NPD. Therefore, his payoff is higher when
it plays PD than when it plays NPD because both a and �
are defined to be positive.

piðPDÞ > piðNPDÞ;

�þ 1
3
a > �1

3
a

Therefore, playing PD is a dominant strategy. h

Corollary 5.1. The incentive scheme also grants that a node
that delivers a proof of delivery (PD) will obtain a positive
payoff, and that this will cause another node which has for-
warded (F) the message to obtain a positive payoff.

Proof. The payoff obtained by a node that plays PD is posi-
tive because both a and � are positive.

piðPDÞ > 0;

�þ 1
3
a > 0

The payoff obtained by the previous node, which has
played F, when node i plays PD, is positive because both
a and b are also positive.

pi�1ðFÞ > 0;

2
3
aþ b > 0: �

Table 9
Possible situations when delivering A! Bg. The message has arrived at its
destination and all implied nodes are rewarded.

Last
state

New
state

A’s
gain

Previous B’s
reward

B’s
gain

Y’s
gain

u

. . . A. . .ABg þb þ� 1=3
X. . .YA X. . .ABg þaþ b þ� þaþ b 1=3
X. . .AB X. . .ABg þaþ b �a þ�þ a 1=3

Table 10
The payoff matrix of subgame 4.

Previous node (i� 1) on the chain of custody

Node i PD pi
c4

� �
�þ 1

3 a
� �

; 2
3 aþ b
� �

NPD 1� pi
c4

� �
� 1

3 a
� �

;�a
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5.4. Nash equilibrium

From a game theory perspective, every node of the net-
work has to choose a global strategy, which consists of
picking a strategy for each of the subgames.

As we have proven in this section, for any node,
choosing a strategy that consists of accepting messages
addressed to others (P), forwarding these messages (F),
being honest during the receipt exchange protocol (H)
and delivering to the IM all kind of proofs (PF and PD) is
a strictly dominant strategy. This behaviour grants the
node higher benefits than any other possible strategy,
and it does not matter what the other nodes of the
network do.

Consequently, a profile of strategies where all nodes
choose to behave this way form a unique Nash equilibrium
because it is impossible for any node to increase its profits
by deviating from this strategy.

6. Performance evaluation

In this section we present some details about the
proof-of-concept we have implemented. Then, we provide
measurements of the computational overhead introduced
by the receipt exchange protocol. Finally, we study if the
computational overhead introduced by this protocol is
affordable for the network.

6.1. Overhead calculation

As a proof-of-concept and in order to obtain a measure
of the overhead that the receipt exchange protocol adds to
every transaction, we have deployed an implementation of

the receipt exchange protocol on two Raspberry Pi
devices.5 We have used this implementation to send 250
messages of sizes between 1 MB and 5 MB and measured
the performance of the protocol and the time needed to
compute and exchange the receipts.

The obtained results are shown in Table 11, where the
introduced overhead is shown, and Table 12, where the
detail of the overhead introduced by each operation is
shown. This results have been incorporated to the sim-
ulations via a parameter called overhead time.

6.2. Impact of the overhead

We have used simulations6 to measure the impact of the
overhead caused by the receipt exchange protocol. For this,
we have compared a scenario where the fully cooperative
nodes does not need to use the protocol (modelled by an
overhead time of 0 s) with a scenario where the selfish beha-
viours of the nodes urges us to use the receipt exchange pro-
tocol to enable the incentive system.

The experiments show that, as can be seen in Table 13,
without the overhead introduced by our protocol, the ratio
of aborted transactions is 2.4%, corresponding to the trans-
actions of messages that cannot be finished before the
involved nodes move out of reach one from another.
When we take into account the overhead introduced by
the receipt exchange protocol, the ratio of aborted transac-
tions is 4.5 times higher, because there are more transac-
tions than cannot be successfully finished before the end
of an opportunistic contact.

Despite the abort rate, the overall performance of the
network is not injured. The design of the receipt exchange
protocol, where the transmission of the message is the last
step of the protocol, causes that when an exchange finishes
abruptly the transaction is considered as not done, and the
message is not removed from the source. Even with this
increased rate of aborted messages, the impact on the net-
work in terms of delivery ratio is negligible, and the impact
in terms of latency is, as will be seen in Section 7, very
positive.

Table 11
Average values and standard deviation (r) of the time needed to complete a transaction with and without the receipt exchange protocol. The absolute overhead
is almost constant.

Message size (MB) Transmission time
without the receipt
exchange protocol (s)

Transmission time
with the receipt
exchange protocol (s)

Absolute overhead (s) Relative overhead (%)

Average r Average r Average r

1 1.07 0.14 4.23 0.26 3.16 0.19 294
2 2.11 0.21 5.40 0.21 3.29 0.16 155
3 4.46 0.26 7.78 0.38 3.31 0.36 74
4 7.24 0.22 10.62 0.25 3.37 0.17 46
5 10.95 0.57 14.31 0.61 3.35 0.26 30

Table 12
Detail of the different parts of the receipt exchange protocol and the time
consumed by each one. To sign the receipts is the most costly operation.

Operation Executions
per transaction

Time consumed
per execution

Time consumed
per transaction

Average r (s) Average r (s)

FSign 2 0.90 0.10 1.81 0.21
SVerify 2 0.71 0.07 1.42 0.14
Send receipt 2 0.03 0.002 0.06 0.004

Total 3.30 0.25

5 Raspberry Pi Broadcom BCM2835 SoC full HD, 700 MHz Low Power
ARM1176JZ-F, 512 MB SDRAM, 4 GB SD with Raspbian, equipped with a
Wireless Edimax EW-7811Un (802.11b/g/n up to 150 Mbps), a GPS receiver
NL-302U (baud rate: 4,800 bauds) and a dual output 5,000 mA h battery.

6 In order to avoid redundancy, all details about the methodology, the
parameters used, the simulated scenario and the simulator will be found on
Section 7.
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7. Simulations and results

In this section, we define how we expect rational nodes
to behave when they obtain keys depending on their Level
of Cooperation. Afterwards, we present a scenario where
our proposal can be applied, and we explain and justify
the simulation parameters we have used. Finally, we show
and explain the results obtained through simulations.

7.1. Re-defining rational behaviour and the utility function

As we proved in the previous section, for all nodes in
the network, to behave in a fully cooperative way is a
strictly dominant strategy. This apply if they try to max-
imise their Level of Cooperation, thus, if the utility function
of a node is its LC. However, in practical scenarios, nodes
would probably be more interested in the benefit they
obtain from their LC than in the LC itself.

In order to model this kind of behaviour, we have
defined the concept of selfishness and the selfish utility
function, formalised in Algorithm 5. The selfishness of a
node measures the percentage of times (selfishness
2 ½0;100�) that a node behaves in a non-cooperative way.

The selfish utility function operates with two variables:
the received amount of keys (rK), and an indicator of the
desired amount of keys that the node would like to receive
when it contacts with the IM (dK 2 ½0;1�). When a node
receives an amount of keys lower than the amount estab-
lished by dK, the utility it obtains is 0, and when it receives
an amount of keys higher or equal than the desired
amount, the utility it obtains is its selfishness. This func-
tion models the interest of a node that wants to be as self-
ish as possible, to save resources, but also wants to keep its
LC high enough to obtain a certain amount of keys.

Algorithm 5. Selfish utility function

Input: rK: Amount of received IBC keys.
dK: Desired amount of IBC keys.

Output: 0 or 1
1: if rK > minK þ dKðmaxK �minKÞ then
2: return selfishness
3: else
4: return 0
5: end if

We have also defined an algorithm that models the
strategy used by nodes to maximise their utility; it is
shown in Algorithm 6. This algorithm updates nodes’

selfishness with the goal of obtaining the maximum utility
possible. The update is performed every time they get new
IBC keys from the IM. Essentially, nodes quickly reduce
their selfishness when receive fewer keys than the desired
amount, and they slowly increase their selfishness while
the amount of obtained keys satisfies them.

Algorithm 6. Node strategy

Input: rK: Amount of received IBC keys.
dK: Desired amount of IBC keys.

1: if K > minK þ dKðmaxK �minKÞ then
2: selfishness = max (100, selfishness þ1);
3: else
4: selfishness = min (0, selfishness �2);
5: end if

7.2. Scenario

The scenario we have used in all the simulations is
based on the scenario presented by Borrego and Robles
in [35]. This scenario consists of a mobile robot sensor net-
work where messages use the time they are being carried
by nodes to execute some tasks. These tasks are called
sensing jobs and are injected into the network by the het-
erogeneous applications that coexist in the network. The
multi-purpose approach of the network allows applica-
tions to deploy their own nodes. These nodes serve the
sensing jobs of some applications without restrictions, for-
warding their messages, prioritising their jobs, etc. These
nodes could cooperate with all other applications in order
to improve the performance of the whole network, but
they have no incentive to do that.

We have chosen this scenario because it has particular
characteristics that fit well with our incentive schema:
(1) nodes have to return periodically to a base station to
recharge their batteries or to deliver some data to the sink
node, (2) it is a multi-purpose sensor network that works
with different kinds of applications, and (3) nodes are as
heterogeneous as the applications and can be deployed
by different operators with different goals, so the idea of
rational nodes that do not always act in a fully cooperative
way makes sense.

According to this scenario, we have modelled the opera-
tion of the sensing jobs that travel among the network of
the original publication using messages. A message that
travels from one concrete node to another represents a
job that has been executed in a node and wants to travel

Table 13
Average values and standard deviation (r) of the results. Although the aborted ratio grows when using the receipt exchange protocol, delivery ratio remains
almost unaffected, and latency depends on other parameters.

Scenario Overhead (s) Aborted ratio (%) Delivery ratio (%) Latency

Average r Average r

Cooperative 0 2.43 0.65 94.85 0.03 �21,600 s
Selfish 3.3 11.02 0.57 93.74 0.05 N/Aa

a The latency of the network for the selfish case is heavily dependent on the behaviour of the nodes and the parameters of the incentive system. For this
reason, the results obtained cannot be condensed in a single latency value. See Section 7 for more details.
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to another one to continue its work, or a new job recently
injected into the network which travels to its first destina-
tion. These messages are created with a frequency of one
message every 40–80 s and their sizes are between
500 KB and 3 MB.

7.3. Simulation parameters

All simulations have been performed using The
Opportunistic Network Simulator (The ONE) [36] (Fig. 5).
We have developed or customised a set of classes that
model the behaviour and the movement models of all
participants.

We ran all simulations in a field of 1500� 1500 meters
with 100 nodes implementing a custom random walk
movement with random speeds between 0.5 m/s and
1.5 m/s that returns to the base station, located at ð0;0Þ,
when their IBC keys expire. The Incentive Manager is
placed at the base station, without any movement model.
Proofs are sent to the IM using direct delivery routing. As
in [35], the communication range has been adjusted to
15 meters to all nodes.

Nodes may cooperate and forward messages, may not
forward messages and save their own resources, or may
drop messages. Dropping messages is a way to reduce
the load of the network and assure that messages of their
application will be slightly better treated (because there
would be more space in the buffers, less congestion in
nodes, etc.). Nodes decide how to behave with each mes-
sage depending on their selfishness and the application
that owns the message. Nodes model this behaviour using
Algorithm 6 to update their selfishness. Then, when a node
is requested to receive a message, it uses its selfishness
value to decide probabilistically to behave selfishly or
cooperatively. When acting selfishly, nodes randomly

choose either not accepting the message (50%) or dropping
it (50%). When a node decides to be cooperative with one
message, it uses Spray-and-Wait [37] to route it, using
L ¼ 3, where L is the maximum number of message copies
present in the network. The initial selfishness of each node
is randomly chosen at the beginning of the simulation.

Table 14 shows the chosen values of all parameters
needed to run the simulations. Note that the amount of
desired IBC keys of the nodes, dK, and the time constant
T are not fixed, we have defined their values at every sim-
ulation in order to study their impact on the system. For
the sake of simplicity and to avoid interferences with the
simulations that make use of different values of dK, we dis-
abled the waiting time of the nodes when rK < minK .

In order to obtain conclusive results, every simulation
has been run five times with the same parameters but dif-
ferent random seeds, and all results have been calculated

Fig. 5. A snapshot of a simulation. On the upper side, a node carries two messages and waits for an opportunity to forward them. On the left side, one node
tries to forward the only message it carries, but the other acts selfishly and rejects the transmission. On the right side, two cooperative nodes just forwarded
messages between them, generating some proofs of forwarding.

Table 14
Parameters used in the simulations.

Parameter Value

Punishment a 49 CP
Reward b 1 CP
Reward � 30 CP
Duration of keys 5 min
minK 3
maxK 30
Interval of selfishness ½0%;100%�a
Simulation time 1,000,000 s
Update interval t 500 s
Overhead time 3.3 s
Desired amount of keys dK Defined for each simulation
Time constant T Defined for each simulation

a The interval of selfishness, [Min selfishness, Max selfishness], has
been fixed to [0%, 100%] for each simulation except those necessary to
obtain results for the best case ([0%, 0%]) and for the worst case ([100%,
100%]).
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as the average of the five runs. In total, we have executed
150 runs.

7.4. Results. Study of the time constant

This set of tests has been designed to identify how risky
and likely selfish bursts are in relation to the time constant
T and to study the impact of T regarding the fairness of the
incentive schema. We ran simulations with different T val-
ues between 5000 and 35000 s and we disabled the update
behaviour of all nodes. This models a scenario where nodes
ignore the incentives and do not care about their Level of
Cooperation. Nodes randomly chose their selfishness at
the beginning of the simulation and held it until the end.

To know if this incentive schema allows nodes to save
high amounts of CP and then behave selfishly without
being punished, we have developed the metric messages
to loose (mtl), that is calculated using the following
equation.

mtl ¼ maxbalance �minbalance

a
ð3Þ

What mtl defines is the amount of messages that the
node with the highest Level of Cooperation of the system
can lose before its LC becomes the lowest, assuming all
other nodes’ LC will stay frozen. We have studied this met-
ric for a set of different T values.

As can be seen in Fig. 6, after the transient period, the
number of messages that can be lost becomes stable at a
higher or smaller value with small peaks, depending on
the T used. There is an exception when T ¼ 1, which
means that there is no decay function applied, and nodes
can infinitely save CP from their past actions, increasing
the risk of selfish bursts and the damage they can do.

Note that highly increasing T lead to very small
increases of mtl. Besides, it is important to note that the
average number of messages flowing through the network
is 1945.56. Therefore, mtl, that oscillates between 14.2 and
36.5, suppose a percentage between the 0.73% and the
1.89% of the total messages of the network.

Fig. 7 shows the average Level of Cooperation of all
nodes inside every selfishness interval. We only show the
results of three of the T simulated values, 25,000, 20,000
and 15,000 s because they are enough to understand what
we address here. All graphics, the three included here, and
all others, show the same pattern: after a transient state,
all nodes stabilize their LC and hold it without major
changes until the end of the simulation. As the time con-
stant T becomes higher, the values where the nodes stabi-
lize their LC are higher too. In all cases, nodes with lesser
selfishness have a higher LC almost all the time, except
during occasional, little time intervals. In these intervals,
it is possible that a category (e.g. 20–30%) has a higher
LC than the immediately less selfish category (e.g. 10–
20%). These intervals become a little more frequent as
the time constant T becomes lower.

On the basis of the previous results, we can conclude
that a higher T is better for the fairness of the system
because it increases the differences between the LC
obtained by a selfish node and a cooperative one. But an
extreme T ¼ 1, meaning no decay is applied, allow nodes
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to perform selfish bursts without prejudice, so the time
constant has to be chosen high enough to assure fairness,
but not too high to avoid this.

7.5. Results. Impact of message expiration

In DTN, messages usually have a time-to-live (ttl) and
they are discarded when their expiration time is reached.
The presented Incentive Scheme punishes the node that
discards a message and the previous one. Taking into
account that the reason why a node has discarded a mes-
sage cannot be known, it is mandatory to study the fairness
of the system when dealing with this. We need to be sure
that nodes will not refuse to accept messages because they
are afraid of being punished if the messages expire.

We have measured the mean absolute error (mae), this
measures how close is the ranking of nodes elaborated
by the IM to an ideal ranking of cooperative nodes elabo-
rated by an omniscient entity that knows all about nodes’
actual and past behaviours. We have calculated mae using
Eq. (4).

mae ¼ 1
jNj

XjN�1j

i¼0

jlcrðiÞ � rbrðiÞj ð4Þ

where

� lcrðiÞ is the level of cooperation rank, the position of node
i on a list of all nodes of the network, ordered by level of
cooperation.
� rbrðiÞ is the real behaviour rank, the position of node i on

a list of all nodes of the network, ordered by their real
behaviour, elaborated by an omniscient entity.
� jNj is the amount of nodes of the network.

On this set of simulations we measured the fairness of
the presented Incentive Scheme to handle message expira-
tion. We have fixed T to 20,000 s. We have ran the experi-
ments without message expiration to obtain the lower
bound of the mae and the average latency. Then, the ttl of
each message was set to 10,000, 20,000 or 30,000 s (one
third, two thirds, and one time the average latency without
message expiration).

Fig. 8 shows the average mae obtained when different
ttl are used. As can be seen, each high decrease of the ttl
leads to a small increase of the mean absolute error. The
reason is that the punishment applied to nodes when the
messages expire is distributed among all nodes. Besides,
cooperative nodes are more exposed to message expira-
tion, but they also have a higher LC, meaning they are more
resistant to the punishment. As a result, when a message
expires, the LC of its custody node is reduced, but its posi-
tion on the overall ranking remains almost unchanged.
This means that the Incentive Scheme is fair with the
nodes regarding message expiration.

7.6. Results. Performance of the network

To perform this set of simulations, we have chosen
T ¼ 20;000 s. Besides which, we have enabled the update

behaviour of all nodes and we have run simulations with
different values of dK.

Fig. 9 shows the average latency (defined as the time
required by messages to travel from their source to their
destination) of a network where nodes share the dK
parameter. The selfish case has been measured with all
nodes behaving with a 100% of selfishness, meaning the
only way a message can arrive at its destination is using
direct delivery, so it can be considered the worst case,
the upper bound. The optimum case has been measured
with all nodes behaving with a 0% of selfishness, so it can
be considered the best case, the ideal network where all
nodes are fully cooperative: the lower bound.

The obtained results are extremely successful because
they show that the incentive system improves the perfor-
mance of the network significantly. Even when dK is as
low as 0.3, the latency of the network is reduced by about
30%. When dK > 0:3 which definitely is not a strong
requirement, the latency of the network is reduced by
more than 50% and approaches a lot the lower bound.

Fig. 10 shows the average latencies obtained with
dK > 0:5. As can be seen, the differences are not significant.
This is a good point because it means that the incentive sys-
tem does not need nodes to care a lot about the amount of
IBC keys they receive to improve the overall performance of
the network. Even in networks where nodes are easily satis-
fied when they obtain half of the keys they could obtain, or
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even little less than half, the incentive scheme provides an
important increase in network performance.

We can conclude that the presented incentive scheme,
that punishes and rewards nodes on the basis of their
behaviour by giving them a higher or lesser amount of
IBC keys, forces nodes to be more cooperative, and
improves the performance of the network by reducing
the latency of the messages by more than 50%.

8. Conclusions and future work

We have presented an asynchronous incentive scheme
for DTNs. This scheme is based on a receipt exchange pro-
tocol designed to overcome the inherent limitations of
DNTs and uses the policy ‘‘guilty until proven innocent’’
to punish suspicious nodes and reward cooperative nodes.

Moreover, we have developed a new way of tracking
the actions of nodes that allow us to treat nodes in a
new, fair way: they will be rewarded for the actions they
perform, without depending on other elements like the
actions performed by others, the delivery ratio of the rout-
ing algorithm used, etc.

The game theory analysis of the incentive scheme has
proven that, for each node, accepting and relaying messages,
delivering receipts to the Incentive Manager and avoiding
cheating is a dominant strategy and the best response to
any other node behaviour. This way, we have proved that
all nodes behaving this way form a Nash equilibrium.

The results of the simulations show that the usage of
the incentive scheme improves the performance of a net-
work, even if nodes try to behave in a selfish way, ignoring
their balance. In the concrete scenario of a wireless robot
sensor grid network with heterogeneous nodes and appli-
cations, latency is reduced by more than 50%. And this
improvement is obtained with the only requirement that
nodes has to want to obtain at least 40% of the keys they
could obtain.

As a future line of research, we plan to modify the sys-
tem by using different types of IBC keys that only allow
nodes to perform a subset of all the possible actions, this
way we plan to improve the enforcing mechanism by
increasing the punishment to uncooperative nodes, but at
the same time giving them more options to redeem and
recover. We also plan to be specially focused on adapting

this scheme to incentive nodes to behave in a certain
way not only in terms of routing and cooperation but also
in terms of movement and location, improving the cover-
age of the network and the quality of the opportunistic
contacts. Finally, we think that re-designing the incentive
scheme, respecting the main principles, to charge nodes
for every message sent will allow the scheme to be useful
to a wider range of networks.
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“These military devices, leading to victory, must not be divulged
beforehand.”

The Art of War, Sun Tzu
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a b s t r a c t 

We present PrivHab, a privacy preserving georouting protocol that improves multiagent decision-making. 

PrivHab learns the mobility habits of the nodes of the network. Then, it uses this information to dynam- 

ically select to route an agent carrying a piece of data to reach its destination. PrivHab makes use of 

cryptographic techniques from secure multi-party computation to make the decisions while preserving 

nodes’ privacy. PrivHab uses a waypoint-based routing that achieves a high performance and low over- 

head in rugged terrain areas that are plenty of physical obstacles. The store-carry-and-forward approach 

used is combined with mobile agents that provide intelligence, and it is designed to operate in areas that 

lack network infrastructure. We have evaluated PrivHab under the scope of a realistic podcast distribution 

application in remote rural areas, where these programs have to be recorded into a physical format and 

distributed to the local radio stations. The usage of PrivHab aims to reduce this spending of resources. 

The PrivHab protocol is compared with a set of well-known delay-tolerant routing algorithms and shown 

to outperform them. 

© 2016 Elsevier B.V. All rights reserved. 

1. Introduction and motivation 

In 2003, the Food and Agriculture Organization of the United 

Nations (FAO 

1 ) implemented a strategic Programme entitled 

“Bridging the Rural Digital Divide”. The programme highlighted in- 

novative approaches to knowledge exchange that were taking ad- 

vantage of new digital technologies, and that were based on syn- 

ergies between information management and communication for 

development. 

Thenceforth, many initiatives have been implemented in fields 

as e-health, e-government, e-education, e-commerce and e- 

agriculture. The common goal of these initiatives is to universal- 

ize the access to knowledge and information in order to improve 

the life conditions of people living in developing countries. These 

applications have to overcome barriers like illiteracy, low cultural 

level of the population, censorship, etc. E-agriculture services, e.g. 

Agriwatch [1] , use all the technologies at their reach: web, email, 

telephone, SMS, videos, printers, mail, etc. but even this way, they 

are constrained by the need of infrastructure and cannot oper- 

ate in regions lacking it. It happens that regions where the com- 

∗ Corresponding author. 

E-mail addresses: adria.sanchez@deic.uab.cat (A. Sánchez-Carmona), 

sergi.robles@deic.uab.cat (S. Robles), carlos.borrego@deic.uab.cat (C. Borrego). 
1 More information can be found on http://www.e-agriculture.org/ 

bridging- rural- digital- divide- programme- overview . 

munication networks are unavailable or spotty, where these ser- 

vices can not be implemented, are usually the ones where these 

e-agriculture services would be more needed and valuable. Unfor- 

tunately, this situation is not likely to change because the low- 

population density and low-income level make economically infea- 

sible or uninteresting to extend the operators’ networks into these 

regions. 

We propose to use PrivHab to reduce the digital divide in de- 

veloping countries by distributing podcast radio programs among 

local radio stations or other places of interest using Mobile Agent 

based Delay Tolerant Networking (MADTN) [2] . MADTN, as DTN 

[3,4] uses the store-carry-and-forward strategy to operate in chal- 

lenged scenarios where there are no simultaneous end-to-end 

paths, but it substitutes DTN’s bundle (just a container of data) by 

a Mobile Agent, a software entity that carries the data and makes 

their own intelligent decisions. 

Our proposal consists in creating a network of handheld de- 

vices carried by persons, and to use mobile agents that will move 

through this network to transport the data. Thanks to PrivHab, 

these agents will be able to make their own routing decisions 

based on the usual whereabouts of the people carrying the devices, 

while preserving their privacy. 

Our main contributions are summarized below: 

• We present an e-agriculture application, based on a real need, 

that improves the podcast distribution in rural areas where we 

http://dx.doi.org/10.1016/j.adhoc.2016.09.019 
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cannot rely on conventional communication networks to dis- 

tribute them. 

• We lay the foundations of a multi-agent intelligent system that 

helps the decision-making of the agents that carry the mes- 

sages, while providing the enough flexibility to let them make 

their own decisions. 

• We define the habitat, the area where a node is more likely 

to be found, we explain how to exploit the existence of life- 

cycles of the network users to define it and we model it in a 

simple way to allow operating it under the scope of an additive 

homomorphic cryptosystem. 

• We define PrivHab, the first geographical routing protocol that 

uses the habitat to route the agents based on long-term pre- 

dictions. To protect this information and to avoid its disclosure, 

PrivHab cryptographically protects it to ensure the habitat be- 

come hidden to the other nodes of the network. 

To our knowledge, PrivHab is the first privacy preserving rout- 

ing protocol that uses a geographical routing based in long-term 

predictions. For this reason, this is also the first work that consid- 

ers the privacy of a routing information other than the historic of 

contacts with the other nodes of the network and that provides 

the tools that make this possible. 

The rest of this article is organized as follows. In Section 2 , we 

present an e-agriculture application of podcast distribution that 

can be enhanced through the usage of PrivHab. Section 3 , sum- 

marizes the related work. In Section 4 , we present the architec- 

ture of the multiagent system. In Section 5 , we present the habi- 

tat, the core concept of PrivHab. In Section 6 , we present PrivHab, 

a protocol that use the habitats of the nodes to route the mes- 

sages towards its destination while preserving the privacy of the 

nodes of the network. In Section 7 , we expose the results of 

the experiments made to measure PrivHab’s performance. Finally, 

Section 8 concludes this paper. 

2. Scenario of application 

In this section, we present a practical example of an e- 

agriculture application podcast distribution on disconnected ar- 

eas. This application could be greatly enhanced by using Mobile 

Agent based Delay Tolerant Networking, the concept of habitat and 

PrivHab. 

2.1. Podcast distribution 

In some places, due to the region’s dialect preference and the 

illiteracy ratios, radio broadcasting is the most important informa- 

tion source for farmers. It plays a key role in the economy develop- 

ment of the region by disseminating important agricultural infor- 

mation. This is the main way these farmers can obtain information 

as valuable as what are the most appropriate crops for each sea- 

son, or the most efficient processing techniques of raw materials, 

among others. 

In the Cajamarca region, in Perú, the Non-Governmental Orga- 

nization (NGO) Practical Action 2 records podcast radio programmes 

targeted to farmers in Compact Discs and physically distributes 

them to the local radio stations. The podcasts contain small how-to 

explanations, newsletters, information about prices, etc. This slow 

distribution method requires the NGO to spend monetary or per- 

sonnel resources to bring a copy to every small local station. We 

aim to replace this physical distribution by a digital and automated 

one. 

2 More information about this programme at http://practicalaction.org/ 

podcasting-3 

Fig. 1. Map of a scenario of application located in a rural area of Cajamarca (Perú). 

White lines are natural obstacles approximate limits. Podcasts sent from the vil- 

lage of Chota to Cutervo have to be routed through waypoints W 1 and W 2 while 

messages sent from Chota to Huambos have to be routed through waypoint W 3. 

We propose to create a Delay Tolerant Network using a set of 

small devices that can be carried by the members of the NGO’s 

staff or by some local villagers that collaborate with them. If it is 

needed, some devices can also be deployed on strategic locations. 

We propose to implement an automatic distribution of podcasts 

using this network. The deployment’s cost of the nodes should be 

low 

3 , and can be considered as an investment, since the NGO will 

not need to spend more resources on the podcast distribution. 

Between the NGO and the local radio stations there could be 

barriers that nodes carrying the data can not cross, like a cliff, one 

river without a bridge or a mine field. Moreover, there could be 

areas that nodes can only cross slowly, like a mountain or forest 

region, or a river with the nearest bridge located a few kilome- 

tres away. Besides, there are some interest locations like markets, 

churches, or the NGO’s offices, that are very likely to have a higher 

density of nodes. Moreover, there are some zones where nodes can 

move quickly, due to the quality of tracks or roads, the existence of 

bridges or the usage of alternative means of transport. Therefore, 

data should try to avoid the problematic areas and follow paths 

that take advantage of these interesting zones or locations. This 

can even imply temporarily moving away the data from its desti- 

nation. Fig. 1 provides an example: when data from Chota is first 

routed to the waypoint W 1 instead of directly towards Cutervo, 

the destination. This is a constraint that make georouting proto- 

cols that assume a plain world without obstacles, like LAROD [5] , 

unusable. For these reasons, PrivHab allows the sender to define a 

list of locations (called waypoints) where the data has to pass by 

in order to reach its destination. 

Finally, there are two requirements that can be of great value 

to the NGO: 1) It has to respect the privacy of its users; and 2) It 

has to be able to achieve a good performance occupying a small 

buffer and using fewer resources. A cooperator that has received 

a device from the NGO in order to distribute the podcasts in an 

area may not be very concerned about the privacy of its habitat 

or the amount of buffer occupied by the podcasts. However, if the 

NGO wants to extend the network cheaply by adding other types of 

nodes, e.g. volunteers that want to help the NGO by becoming part 

of the network, it is desirable to reduce as much as possible the 

impact on the users’ devices and lifes. Note that lack of privacy has 

been identified as one of the main reasons for the unwillingness of 

users to participate in DTN [6] . 

3 Small devices like Raspberry Pi can be acquired by less than 30$/unit. 
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3. Related work 

In this Section, we first explain the reason why we take a re- 

active approach instead of a planning one. Then we provide the 

reader with a review of the related work. We present the state 

of the art of Geographical Routing Protocols. Later, we analyse the 

different proposals of Privacy Preserving Routing Protocols in De- 

lay Tolerant Networks. Then, we review some Social-based Routing 

Protocols that are related, somehow, to our proposal. 

Although we realize that the presented problem, distributing 

podcasts through an opportunistic network, is similar to those 

solved by multi-agent planning, given the characteristics of the 

scenario (a DTN), a reactive approach may fit better than a plan- 

ning approach. As said in [7] , an efficient and fast algorithm for 

selecting candidates on-the-fly is required when the mobility of 

the nodes produces a changing topology. This is exactly what DTN 

routing algorithms do. Besides, due to the absence of simultane- 

ous end-to-end paths and network infrastructure, it may take long 

to obtain the habitats of the nodes in order to plan an itinerary 

“a priori” because there are nodes that will never establish a di- 

rect communication with the sender. Moreover, given the evolving 

nature of the habitats, they may change before the agent’s arrival, 

making useless most of the planning effort. Theref ore, situations 

where an agent meet a node with an unexpected habitat that it 

is useful to bring the message towards its destination, can only be 

exploited if the decisions are made locally, when this information 

is still in force. 

3.1. Geographical routing protocols 

Geographical Routing Protocols have been studied both in Ad- 

hoc Networks and Delay Tolerant Networks. Most protocols only 

take into account the position of the nodes at the moment of 

the transmission, but not their movement pattern. LAROD [5] for- 

wards packets to neighbours inside a certain area located between 

the forwarder and the destination, without taking into account the 

mobility patterns of these nodes. In [8] , a Location Service called 

LoDIS is presented to improve LAROD by using gossip-based tech- 

niques to update the location of the destination at each hop. LoDIS 

improves the performance of the routing at the cost of the privacy 

of all nodes, because it periodically broadcasts their locations and 

speed vectors. GeoDTN+Nav [9] is designed for routing in a net- 

work of streets, and it has three forwarding modes. In the DTN 

mode, it requires the nodes to know where they are heading. This 

requirement can be easily met by certain types of vehicles, like 

buses or taxis, but it is an important restriction in scenarios where 

nodes are carried by people. LSGO [10] is a georouting protocol de- 

signed to work in Vehicular Networks where nodes forward mes- 

sages to a neighbour based on its location and the link’s qual- 

ity. LSGO’s main objective is to avoid retransmissions, but its geo- 

graphic component, that takes into account only the actual location 

of the involved nodes, is poor. GSPI [11] is a geographic routing 

protocol for vehicular networks that uses greedy mode on straight 

roads and to use predictive mode at the intersections, but its pre- 

dictive mode is short-termed, as it uses the current position and 

the speed vector of the nodes. GPRP [12] improves this approach 

by dividing roads into two-dimensional road grids and consider- 

ing every possible node movement while predicting. This restricts 

the position prediction in the road grid sequence and improves the 

performance of the network, but makes this proposal hardly appli- 

cable to other kinds of scenarios and difficult its deployment. 

As it can be seen, almost all proposals use contemporaneous 

information and short-term predictions, so they fail to take into 

account long-term trends of nodes’ mobility. However, in scenarios 

where the distances to travel are big, and the density of nodes is 

low, it is more valuable to know where a node will go in the next 

hours than where it is currently headed. 

3.2. Privacy preserving routing protocols 

Privacy Preserving Routing Protocols are based on the assump- 

tion that nodes are not willing to voluntarily share any information 

for the good of the network, and that nodes’ privacy should be 

preserved in order to stimulate them to become members of the 

network. ALAR [13] allows a source to send a message through a 

DTN without revealing its physical location and proposes an anti- 

localization routing protocol. However, the only information that 

ALAR protects is the location where the source was when the mes- 

sage was sent. An anonymous communication solution for DTN 

has been presented in [14] , but this one is designed to hide the 

identity of the nodes, not to protect the private information that 

these nodes use to make routing decisions. SPRING [15] is a rout- 

ing protocol designed to vehicular DTN that bases its operation on 

the deployment of Roadside Units (RSUs) and on the usage of a 

group signature technique called CPPA [16] . Although its approach 

is similar to the one of our proposal, SPRING routes messages us- 

ing a variation of Epidemic [17] , and what it hides is the identity 

of the source node and its location at the moment when the mes- 

sage was sent. In [18] , the authors present a generic routing pro- 

tocol that preserves the privacy of the routing metric through the 

usage of the cryptographic tools derived from the “Yao’s millionaire 

problem” [19] . This proposal requires both parts of the transaction 

to be able to calculate their routing metric on their own, so it can 

not be used when the parts need to colaborate to calculate it. A 

prediction-based privacy preserving routing algorithm is presented 

in [20] . Hasan et al. provide a way to calculate the maximum prob- 

ability of delivery within a community without disclosing node’s 

private information, then, messages that have been disseminated 

through the community in an epidemic way are routed to other 

communities if their maximum probabilities of delivery are better. 

This protocol is designed to work in scenarios where the connec- 

tivity, at least inside the communities, is relatively high. SimBet-BF 

[21] protect the nodes’ contacts information by blurring them us- 

ing Bloom Filters at the beginning of every contact. Then, it uses 

two metrics, the ego betweenness centrality and the similarity to 

make the routing decisions. In [22] the privacy is also preserved by 

obfuscating the social network graph announced to the neighbours 

to make routing decisions. Finally, PRISM [23] routes messages to- 

wards a location while preserving the privacy of the nodes, but 

does not allow the source to decide the identity of the message’s 

destination. 

Unfortunately, most Privacy Preserving Routing Protocols aim to 

protect the nodes’ contacts information, and their routing usually 

uses the past contacts of a node to try to predict probability of a 

new contact in the future. Other informations, as the identity or 

the locations of the nodes may be protected as well, but to our 

knowledge, there are no other proposals that preserve more com- 

plex informations used to make georouting decisions. 

3.3. Social-based routing protocols 

There are some Social-based routing protocols that are related, 

somehow, to the present work. Social-based routing protocols are 

based on the idea of using the recent past to model the behaviour 

of a node to predict how it will behave in the near future. BUBBLE 

RAP [24] classifies nodes using their popularity inside their com- 

munity. Then, messages are forwarded to more popular nodes until 

they reach the community of the destination. Its design does not 

consider hop-distant destinations nor geographic restrictions. So, 

during the first hops messages can be moved into the opposite di- 

rection of their destination while they are forwarded to more pop- 



A. Sánchez-Carmona et al. / Ad Hoc Networks 53 (2016) 110–122 113 

ular nodes. MobySpace [25] leverages the life-cycles of the nodes 

to track the most visited by every node points of interest. These 

life-cycles are modelled this using a multi-dimensional probability 

vector, and messages are forwarded to nodes with a vector that 

it is closer to the one of the destination. This is a very interest- 

ing approach to our concept of habitat, but lacks adaptability. In 

MobySpace, the points of interest have to be defined a priori , and 

some infrastructure is needed to allow nodes to detect if they are 

close to these points. Besides, MobySpace may lead to situations 

where a node that spends most of the time at point A , very close to 

B , is considered a bad choice because the destination is expected to 

be on B , without taking into account that A is geographically close 

to B . SANE [26] uses the same principles but defines the points 

of interest in a very broad sense, allowing the usage of more ab- 

stract concepts, and compares nodes using a metric called “cosine 

similarity”. HiBOp [27] extends this approach using any contex- 

tual information about nodes to make routing decisions. One of its 

drawbacks is the big amount of memory needed to store informa- 

tion about every other node. Besides, the authors do not explain 

how this contextual information can be updated as the behaviours 

of the nodes evolve and change, but they recognize that privacy 

is an important issue to consider and that more work is needed 

to solve it. CSI [28] is a social-based routing protocol that models 

the spatio-temporal behaviours of the nodes using behavioral pro- 

files , and forwards one-to-many messages through the nodes that 

are more similar to the destinations. Besides, the authors realize 

the importance of the privacy of the nodes and present a privacy- 

preserving mode of operation. This way the protocol can operate 

in scenarios where nodes are not willing to send its behavioural 

profiles to other nodes when needed. 

To our knowledge, CSI is the only one proposal that takes into 

account the privacy of the nodes. Unfortunately, in all other cases, 

social-based routing protocols expect nodes to broadcast their in- 

formation about the locations they visit or the details about their 

interests to the neighbours. 

4. A multiagent system 

In this section, we first justify the decision of using Mobile 

agents to solve a network problem. Then, we describe the multia- 

gent system needed to execute PrivHab. Finally, we list and define 

the different agents and entities involved. 

4.1. Usage of Mobile agents’ technology 

Due to the challenging characteristics of the scenario, to deploy 

a DTN it is not enough to achieve a fast and reliable podcast dis- 

tribution. There are long distances between the senders and the 

receivers of the messages, so each one has to be carried by sev- 

eral nodes to reach its destination. Besides, most of the nodes near 

the source are likely to never meet with the nodes near the des- 

tination, making very difficult to obtain information about how to 

reach them. MADTN, using Mobile agents, brings us a set of char- 

acteristics that PrivHab could benefit in order to deal with these 

challenges. 

A Mobile agent is a software entity that it is autonomous, intel- 

ligent, mobile, proactive, and represents a third part. To our consid- 

eration, all of these characteristics are beneficial to PrivHab. Agents 

need autonomy because they have to find their way to its destina- 

tion in a changing and partially unknown environment; agents also 

need to be intelligent enough to make decisions that lead them to- 

wards their goal; mobility is capital because agents cannot control 

nodes’ movement, so they need to migrate when finding a more 

useful one; proactivity allows agents to not only react to changes, 

but also to initiate context-aware actions (e.g. to start the delivery 

phase when the agent is near the destination); and representativity 

Fig. 2. Schema of the multiagent system. Dotted lines depict the main interactions 

between entities, while slashed lines depict the movement of the agents. The Habi- 

tat agent updates the habitat using information from the GPS receiver. The Inter- 

actor agent exchanges PrivHab’s messages with the other nodes and informs the 

Carrier agent of the result of the execution. The Carrier agent carries the message 

and makes the decision of migrating, staying or being cloned. 

is the characteristic that allows applications with different needs to 

use the same network in a different way, with the agents making 

decisions on their behalf. 

4.2. Entities involved 

PrivHab’s goal is to improve the routing of the MADTN agents 

that carry the messages. The agents involved in this multiagent 

system are listed and explained below. 

• Habitat agent : This agent calculates and periodically updates 

the habitat of the node (more details in Section 5 ). This agent 

also informs the Carrier agent of the current location, this way 

the Carrier agent can track if the node had approached enough 

the current waypoint and has to start considering the next one. 

• Interactor agent : Every time a node meets a neighbour, this 

agent performs the PrivHab’s exchange of messages to compare 

the habitats of the two nodes and decide who is the best choice 

to carry the message (more details in Section 6 ). When the ex- 

change of messages has finished, this agent informs the Carrier 

agent of the result obtained, whether the neighbour is consid- 

ered a worse or a better choice to carry the data. 

• Carrier agent : This agent carries the message, and his goal is to 

deliver it to its destination. In order to achieve this, the Carrier 

agent moves through the network and makes decisions con- 

cerning the best way to reach a location. It uses the result of 

PrivHab’s execution, along with other contextual information, 

to make a routing decision. The three decisions that the Carrier 

agent can made are: a) staying at the current node and wait- 

ing for other neighbours; b) migrating to the neighbour; and c) 

being cloned, so one agent remains at the node and the other 

one migrates to the neighbour. 

Fig. 2 depicts the agents and entities that form the system. 

Apart from the three agents, there are two more concepts that 

need to be defined here: 1) the message contains the data (e.g. 

the podcast) that a node has sent to a receiver, it also contains 

the identifier of both the sender and the receiver, and a list of lo- 

cations (waypoints) that the message has to pass by in order to 

reach its destination; and 2) the node is a location-aware mobile 

device (e.g. a Raspberry Pi or a smartphone), usually carried by a 

person or placed in a vehicle or in a certain strategic location. 

5. A habitat-based routing 

In this section, we present the cornerstone of our novel 

georouting protocol: the habitat of a node. We define the concept 

and show how we model it using a circle, how it is automatically 
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Fig. 3. Heatmap of a node that spends much time in the south of the state of Cal- 

ifornia. The dark red area corresponds to the area that is usually visited, and the 

intense yellow spot corresponds to the region where the node spends most of his 

time. (For interpretation of the references to colour in this figure legend, the reader 

is referred to the web version of this article.) 

calculated and the parameters involved in the calculations. Then, 

we explain the characteristics of the circular model. Finally, we 

provide some examples of automatically calculated habitats. 

5.1. An approach towards the heatmap 

In the described scenario, each node is a small device that 

may be carried by a person, placed in any vehicle or located in 

a static known place. Therefore, the movements of every node will 

be strongly related to their carrier. A static node will obviously re- 

main immobile. A node carried by a person will probably spend 

much time in the vicinity of the carrier’s home or workplace. A 

node placed in a vehicle will often pass by the same points if it is 

a regular-itinerary vehicle like a bus, or it will be inside a partic- 

ular area if it is a taxi or similar. In any case, to know the places 

where a node has been in the past is useful to infer if a node will 

visit these places again in the future 4 . 

To have a heatmap of a node and its neighbours to route an 

agent would be ideal. For example, a Carrier agent would want to 

migrate to a node with a heatmap like the one shown in Fig. 3 

if it is carrying a message destined to the south of California, 

but would not if the message is destined to Utah or Wyoming. 

The heatmap is an extremely accurate, perhaps the most accurate, 

habitat (the area where someone is more likely to be found) rep- 

resentation. However, creating and maintaining this data is a re- 

source consuming task that does not fit well with the small devices 

of the presented network. 

Therefore, we propose to model each nodes’ habitat using the 

simplest geometric shape: the circle. This way, nodes can automat- 

ically calculate and store their habitat consuming the minimum 

computational resources by using a mobile average, and they can 

use it to make routing decisions quickly. 

5.2. Definition of the habitat 

We model each habitat using a circle. Each habitat H is charac- 

terized by two elements: a centre point and a radius. From now on, 

we will refer as C = (x, y ) to the centre point of the current habi- 

tat, and we will use R to denote their radius. A habitat is defined 

by the tuple H = (C, R ) . 

5.3. Calculation of the habitat 

The Habitat agent updates the node’s habitat in order to capture 

the trend of the node’s mobility pattern. The update process of a 

habitat consists in obtaining the location of a node and adding it to 

4 The similarity of the movements patterns of a node to its future movements is 

above 0.8 for two days, and 0.75 for a week, and remains 0.6 for five weeks [28] . 

Fig. 4. The new centre point C is calculated averaging the old centre C old and the 

new location L . Note that the centre point C has moved towards L using an α factor. 

Fig. 5. The old radius R old is used together with the distance d ( L , C ) that separates 

the new location L and the centre point C to calculate the radius R of the habitat. 

his habitat’s model. Nodes use the Exponentially Weighted Moving 

Average (EWMA) to update their previous version of the habitat, 

named H old , with a frequency of ω updates/hour. The Global Po- 

sitioning System (GPS) can be used to obtain their location, from 

now on, we will refer as L = (x s , y s ) to the location of a node at 

the moment of the update. We assume that every geographic co- 

ordinate (a pair latitude - longitude) can be mapped 

5 to cartesian 

coordinates and that this mapping is known by all the nodes of the 

network. 

Step zero. Initialization of the habitat 

At the initialization step, H 0 is initialized with the centre point 

at the same coordinates of the location L 0 (node’s location when 

the calculation starts) and R = 0 . 

First step. Update of the centre 

The first step to update a habitat is to update the centre. The 

centre point of the current habitat H is calculated by averaging us- 

ing EWMA the centre point C old and the current location L . The 

only parameter involved is α (more details about α can be found 

in Section 5.4 ). This first step is depicted in Fig. 4 , where C is cal- 

culated averaging C old and L using EWMA. 

C = L ∗ α + C old ∗ (1 − α) (1) 

Second step. Update of the radius 

After C has been calculated, the radius R is updated by averag- 

ing using EWMA the radius R old of the previous habitat and d ( L , C ), 

the distance between L and the centre point C . This second step is 

depicted in Fig. 5 . 

R = d(L, C) ∗ α + R old ∗ (1 − α) (2) 

As d ( L , C ) is the radius of a hypothetical circle with centre point 

C that contains L . Then, it will be greater than R old if L is outside 

the circle with centre point C and radius R old and it will be smaller 

than R old if L is contained inside this circle. Therefore, the radius 

R of the current habitat, which is calculated using R old and D , will 

increase if L is out of H and will decrease if L is contained by H . 

5 Any cartographic projection can be used. 
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Fig. 6. Two examples of habitats (dotted circles) calculated with T ω = 12 ( α = 

0 . 1538 ), black bubbles depict the last 12 locations, sized according to their relative 

EWMA weights. 

5.4. Characteristics and examples of habitats 

A habitat calculated using α = 

2 
T ω+1 models the mobility habits 

of a node during the last T hours. The amount of hours T a habi- 

tat models is called the habitat’s time span, it is the span of time 

modelled by the habitat, and it has to be known and shared by all 

nodes of the network. In a mobile average, each time a location 

is used to update the habitat, previous locations lose weight. Con- 

cretely, in EWMA, the last T ω locations weight the 86% of the total, 

while previous locations weight the remaining 14%. 

Fig. 6 shows two examples 6 of habitats and the locations used 

to update them. The bubbles representing locations are sized ac- 

cording to their relative weights, so the bigger they are, the more 

recent they are. Note that the circular habitat model is not de- 

signed to contain all the sampled locations. Its purpose is to 

achieve a compromise between containing all, giving more impor- 

tance to the last ones, and considering the trend (the more re- 

cently sampled locations are more important than the older ones) 

of the node’s movements. 

6. The PrivHab protocol 

In this section, we first describe the PrivHab routing algorithm 

and its previous assumptions. Then, we introduce some important 

background concepts that are crucial for PrivHab to protect nodes’ 

privacy. We explain how to use homomorphic encryption to solve 

two geometric problems: point inclusion and distance between a 

circle and a point. Following, the details about every message that 

has to be exchanged by the Interactor agents during the execu- 

tion of PrivHab are presented. Finally, we provide some discussion 

about the secure nature of the protocol and the privacy of the par- 

ticipants. 

6.1. Previous assumptions 

PrivHab is designed to operate in scenarios where the approx- 

imate locations the message has to pass to reach the destination 

can be known or guessed by the sender. They may be known be- 

forehand, may be inferred from the knowledge about the terrain, 

may be discovered via the usage of a distributed secure position 

service like [29] , or via the usage of an alternate communication 

channel. 

This assumption is hard to accomplish in scenarios where the 

distances and latencies are small, because the nodes can move 

through all the scenario and it is hard to predict where a node 

6 The examples have been obtained directly from simulations, and the snapshots 

have been post-processed for the sake of the readability and the clarity of the fig- 

ures. 

Fig. 7. Three possible situations when comparing two habitats to select the best 

choice: (a) The next waypoint is located outside the two habitats; (b) Only one of 

the habitats encloses the location of the next waypoint; (c) The two habitats enclose 

the location of the next waypoint. 

will be in the next few moments. However, it is reasonable in 

big scale scenarios like the one presented in Section 2 ( 105 Km 

2 ), 

where the distances to travel and the latencies are big, because 

the movement of the nodes will usually be confined in one con- 

crete part of the scenario, with only few and short occasional trips 

out of their usual surroundings. If the scenario has these features, 

it should be easy for the users to know some things like where 

are the bridges to cross a certain river, what mountainous terrain 

has to be avoided or what valley leads to the desired location. This 

is the knowledge needed to set the waypoints. These waypoints 

travel together with the message 7 . 

The reader should note that, even if it is impossible for the 

sender to set the waypoints, the message can be sent using an ap- 

proximate destination’s location as the only waypoint, and PrivHab 

will try to route the message directly towards it. 

6.2. The routing algorithm 

Given the definition of habitat, we assume that nodes spent 

most of the time inside the area defined by their habitats. For this 

reason, when two nodes’ habitats do not enclose the next way- 

point W , the node with the closest habitat is expected to bring the 

message nearer the waypoint than the other one. On the same line, 

when both habitats enclose W , the node with the smallest habitat 

is expected to remain closer, and to be more likely to pass by the 

waypoint. 

The routing algorithm uses this reasoning to compare two 

nodes and to decide who is the best choice to carry the message 

towards its destination. The algorithm chooses the nodes whose 

habitat’s enclose the destination, prioritizing those nodes whose 

habitat is the smallest. If a waypoint is contained outside two habi- 

tats, then the algorithm chooses the node whose border is the 

closest to the next waypoint. Fig. 7 show the different situations 

that can be faced. In (a) and (b) node A is chosen as the best op- 

tion, because the waypoint W is closer to H A or inside it. In (c) the 

best choice is B , because both habitats contain W , but H B is smaller 

than H A . 

6.3. Nodes’ privacy 

At [27,28] , the authors recognize that privacy is an important 

issue in a routing protocol. In PrivHab, the habitat is used by the 

Carrier agent to select the next node of its itinerary, the best node 

to carry the message towards its destination. However, it can not 

be made public, since this will hurt the privacy of nodes. For this 

reason, nodes need PrivHab to be secure and do not reveal in- 

formation about their habitats. On the other hand, waypoints are 

routing information that has to be known by the nodes that take 

7 Note that it is much easier to know the approximate physical path that the 

message has to travel to reach its destination, than to know what nodes have to 

carry it through this path. 
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custody of the message. Moreover, although they are not a private 

information, they must remain hidden to the nodes that do not 

need this information. Besides, the presented protocol is fully com- 

patible 8 with pseudonym generator mechanisms as [30] that gen- 

erate pseudonyms of the nodes using its public key, or [31] that 

uses a secret shared between the nodes and hashing functions. 

These mechanisms can be used in scenarios where the destination 

does not want the forwarders of the messages to associate its iden- 

tity with a set of waypoints. 

PrivHab uses techniques of secure multi-party computations to 

protect nodes’ privacy. This way, the habitats and the waypoints 

are operated and compared while cryptographically protected in 

order to avoid revealing this private information to the other parts. 

6.4. Background: homomorphic encryption 

PrivHab requires the cryptosystem used to have a concrete 

property: to be additive homomorphic. An additive homomorphic 

cryptosystem is one in which, given two encrypted operands E ( a ) 

and E ( b ), E(a + b) can be computed without separately decrypting 

each one. 

The cryptosystem used by PrivHab is the Paillier [32] . In a 

communication between Alice and Bob, Alice selects two ran- 

dom primes p and q and computes n = pq ; plaintext mes- 

sages are elements of Z n ; however, ciphertext messages are 

elements of Z n 2 . Then Alice picks a random g ∈ Z 

∗
n 2 

such 

that gcd ((L (g λ mod n 2 )) , n ) = 1 , where λ = lcm (p − 1 , q − 1) and 

L (x ) = (x − 1) /n . Alice’s public key 9 is Pk A : ( n , g ) and her private 

key is pk A : ( λ, p , q ). 

To encrypt a message m , Bob picks a random r ∈ Z 

∗
n and 

computes c = E(m ) = g m · r n mod n 2 , the ciphertext of m . Then, 

Bob can easily compute E(a + b) = E(a ) · E(b) mod n 2 = g a + b · (r 1 ·
r 2 ) 

n mod n 2 ) and E(a · s ) = E(a ) s mod n 2 = g a ·s · (r s 
1 
) n mod n 2 ) . 

Finally, to decrypt a ciphertext c , Alice computes D (c) = 

L (c λ mod n 2 ) = m . 

6.5. Background: point inclusion 

A point P : ( x P , y P ) is contained inside a circular habitat with 

centre C : ( x C , y C ) and radius R if and only if the distance √ 

(x C − x P ) 2 + (y C − y P ) 2 between C and P is lesser than R . Equiva- 

lently, we can check the sign of d = R 2 − ((x C − x P ) 
2 + (y C − y P ) 

2 ) , 

P is contained inside the circle if d > 0. This way PrivHab can know 

if a waypoint is contained inside the habitat using only operations 

allowed by the Paillier cryptosystem. 

6.6. Background: distance between a circle and a point 

The distance between a point P : ( x P , y P ) and a habi- 

tat H with centre C : ( x C , y C ) and radius R is d(H, P ) = √ 

(x C − x P ) 2 + (y C − y P ) 2 − R . Equivalently, we can compute X : ( a , 

b ), the nearest point of H to P , with a = x C − R · cos β and b = y C −
R · sin β being β = tan 

−1 ( 
y C −y P 
x C −x P 

) the angle between the x axle and 

the segment joining P and C . Then, we calculate d(H, P ) = d(X, P ) = √ 

(a − x P ) 2 + (b − y P ) 2 . This way PrivHab can compare one node’s 

distance with another’s using only operations allowed by the 

8 A tuple with three values greater or equal than 0, sent in the third step of the 

protocol, does not reveals if the data has to be sent to B because it is a better carrier 

than A or because B is the destination. 
9 If Bob does not trust Alice when she generates her Paillier modulus, he can ask 

she to prove it is the product of exactly two nearly equal primes [33] . 

Fig. 8. Positive integers are mapped to Z n using the identity function. Negative in- 

tegers are mapped to the higher part of Z n using its representation modulo n . Pos- 

itives and negatives are separated in Z n by n /2. 

Paillier cryptosystem 

10 : by checking the sign of d = d 1 (X 1 , P 1 ) 
2 −

d 2 (X 2 , P 2 ) 
2 . 

6.7. Background: mapping negatives 

In order to calculate both the point inclusion and the distance 

between a circle and a point, PrivHab requires subtraction between 

encrypted values. To allow us to work with Paillier operations over 

encrypted data, we substitute the subtraction by the addition of 

a negative value. However, as there are no negative values in Z n , 

we map them in a way that they could still be added to other 

cyphered operands or multiplied by a plain operand. 

We map positive integers lower than n /2 using the identity 

function and negative integers greater than −n/ 2 with its repre- 

sentation modulo n , as shown in Eq. (3 ). 

Map (x ) = 

{
x x ∈ [0 , n/ 2) 

x + n x ∈ (−n/ 2 , 0) 
(3) 

This way, we use Paillier addition between a positive integer 

a and a negative integer −b (mapped as −b + n ) to obtain (a −
b) + n mod n . Note that if a > b then (a − b) + n mod n = (a − b) , 

and that if a < b then (a − b) + n mod n = (a − b) + n . The same 

way, we can use the Paillier multiplication between a negative 

integer −b (mapped as −b + n ) and a plain operand s to obtain 

(−b + n ) · s mod n = −b · s + n · s mod n = −b · s + n . Then, the re- 

sult of the operation can be recovered using the inverse mapping 

function shown in Eq. (4 ). 

Inverse Map (x ) = 

{
x x ∈ [0 , n/ 2) 

x − n x ∈ (n/ 2 , n − 1] 
(4) 

In order to use this mapping, we have have to ensure that the 

operations used in our system never exceed the boundary of n /2, 

which means that encrypted computation results should never be 

a positive integer higher than n /2 nor a negative number lower 

than −n/ 2 . For this reason, since PrivHab works with 32 bit GPS 

precision coordinates 11 , the minimum key length ( n value) allowed 

in PrivHab is 128 bits, since 32 bits are for positive integers, other 

32 bits are for the results of multiplications between positive inte- 

gers, 32 bits more allow the results of multiplications of a negative 

and a positive integer, and 32 bits more are accounted for negative 

integers. Finally, Fig. 8 provides a scheme of this mapping. 

6.8. Exchanged messages 

We assume that every location can be mapped to two- 

dimensional coordinates with a mapping known to both A , the 

node that carries the data, and B , a candidate neighbour. Let A ’s 

habitat be H A : ( C A , R A ). Let W [ i ]: ( x W [ i ] , y W [ i ] ) be the next waypoint 

10 Note that d(H, P) 2 = ( 
√ 

(x C − x P ) 2 + (y C − y P ) 2 − R ) 2 cannot be computed with- 

out computing first the square root. While d(X, P) 2 = (a − x P ) 
2 + (b − y P ) 

2 can be 

computed without computing any square root. 
11 Note that latitude-longitude pairs have first to be converted into ( x , y ) coor- 

dinates using any cartographic projection, then these coordinates have to be con- 

verted into integers to operate with them. Finally, if needed, the resulting distances 

or radius must be mapped into negatives to allow subtractions. 
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where the data has to be carried to. Let B ’s habitat be H B : ( C B , R B ). 

We denote E Y ( m ) as the Paillier additive homomorphic encryption 

of m using Y ’s public key. We denote a message sent by A to B with 

A → B : message . 

The PrivHab protocol, described below, requires the Interactor 

agents of the two nodes to exchange three messages. 

1. Node A calculates d A = d(H A , W [ i ]) 2 , the square of the distance 

between its habitat and W [ i ]; d A = 0 if W [ i ] ∈ H A and d A ≥ 1 

otherwise. A knows both H A and W [ i ], so the calculation of d A 
is very easy and can be performed quickly, without using ho- 

momorphic encryption. 

2. Node B announces 12 to A the centre C B : (x C B , y C B ) of its habitat. 

B → A : E B (x C B ) , E B (y C B ) 

3. Node A , using Eqs. (5) and ( 6 ), subtracts the coordinates of W [ i ] 

to the coordinates of C . Then, A multiplies both results by the 

same nonce (a random one-use value). 

E B ((x C B + (−x W [ i ] )) · nonce ) = (E B (x C B ) · E B (−x W [ i ] )) 
nonce (5) 

E B ((y C B + (−y W [ i ] )) · nonce ) = (E B (y C B ) · E B (−y W [ i ] )) 
nonce (6) 

Following, A sends to B the results and the coordinates of W [ i ], 

the distance d A and the radius R A . 

E B ((x C B + (−x W [ i ] )) · nonce ) , E A (−x 2 
W [ i ] 

) , 

A → B : E B ((y C B + (−y W [ i ] )) · nonce ) , E A (−y 2 
W [ i ] 

) , 

E A (−R A ) , E A (−d A ) , E A (−2 x W [ i ] ) , E A (−2 y W [ i ] ) , 

E A (−x W [ i ] ) , E A (−y W [ i ] ) 

4. B decrypts the received subtractions and uses the decrypted 

values to compute β using Eq. (7 ). 

β = tan 

−1 

(
(y C B + (−y W [ i ] )) · nonce 

(x C B + (−x W [ i ] )) · nonce 

)
(7) 

Node B uses β to calculate X , the nearest point of H B to W [ i ], 

X : (a = x C B − R B · cos β, b = y C B − R B · sin β) . Then, B calculates 

the square of the distance d(H B , W [ i ]) 2 = d(X, W [ i ]) 2 = d B us- 

ing Eq. (8) . 

E A (d B ) = E A ((a − x W [ i ] ) 
2 + (b − y W [ i ] ) 

2 ) = 

E A (a 2 − 2 ax W [ i ] − x 2 W [ i ] + b 2 − 2 by W [ i ] − y 2 W [ i ] ) = 

E A (a 2 ) · E A (−2 x W [ i ] ) 
a · E A (−x 2 W [ i ] ) · E A (b 2 ) 

·E A (−2 y W [ i ] ) 
b · E A (−y 2 W [ i ] ) = (8) 

Following, B calculates the point inclusion of W [ i ] in H B us- 

ing Eq. (9) , the comparison of distances using Eq. (10) , and the 

comparison of radius using Eq. (11 ). This time, three different 

nonce values are used to randomize the results. The d A factor is 

used to blur 13 the point inclusion test and the comparison of 

radius. 

E A ((R 

2 
B + d B + (−d A )) · nonce ) = (E A (R 

2 
B ) · E A (d B ) · E A (−d A )) 

nonce 

(9) 

E A ((d B + (−d A )) · nonce ) = ( E A (d B ) · E A (−d A ) ) 
nonce 

(10) 

12 This announcement can be made by adding this information to the messages 

exchanged during the neighbour discovery process. 
13 If d A > d B , then the best choice is B , and the result of the point inclusion test 

and the comparison of radius are not needed. 

Fig. 9. Sequence of the messages exchanged by the Interactor agents during the 

execution of PrivHab. 

E A ((R B + (−d A · R B ) + (−R A )) · nonce ) = 

(E A (R B ) · E A (−d A ) 
R B · E A (−R A )) 

nonce (11) 

Finally, B orders the results of the two comparisons and the 

point inclusion test in a random way and sends it to A . 

E A ((R B + (−d A · R B ) − R A ) · nonce ) , 

B → A : E A ((R 2 
B 

+ d B + (−d A )) · nonce ) , 

E A ((d B + (−d A )) · nonce ) randomly ordered . 

5. Node A decrypts the three received values. B is considered a 

better choice if and only if the three decrypted values are neg- 

ative or 0. 

Fig. 9 depicts the exchange of messages. 

6.9. Security evaluation 

In secure multi-party computations [34] , a protocol is consid- 

ered secure if it reveals only the result of the function and the 

inferences that can be deduced from this output with one or more 

input values. The presented protocol has been designed following 

these principles. On one hand, node A only knows if H B is better or 

worse than H A . Then, A can use this knowledge to infer about the 

relation between d A and d B , the relation between R A and R B , or to 

deduce if W [ i ] ∈ H B . On the other hand, node B cannot even know 

the result of the execution, so it cannot learn anything about H A . 

Maintaining W [ i ] hidden to B (only β is revealed) when the data is 

not forwarded is crucial to avoid that B can calculate d B and use it 

to infer information about H A . 

Anything learned by A about H B is also learnable from the result 

alone. Moreover, when the Carrier agent migrates to B the way- 

points are revealed to it, because waypoints will be needed in next 

steps of the routing. Otherwise, the only thing B learns about W [ i ] 

is the angle 14 β where it is located in relation with H B . 

On the other hand, an active attacker can try to learn things 

about the other part’s habitat by producing chosen-destination ar- 

bitrary messages and repeatedly executing PrivHab. In any case, 

14 The angle β is a less accurate information than the coordinates of W [ i ] or the 

distance between W [ i ] and H B . Moreover, B does not even know who is the desti- 

nation, and the protocol will not be executed again between the same participants. 

Therefore, B can not relate W [ i ] with any node neither triangulate its location. 
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the information obtained by the attacker is the same information 

that he can infer from a truthful execution of the protocol. As A is 

the node that starts the transaction and the only one that knows 

the number of messages he carries, he can determine how many 

times to execute PrivHab+. If A executes PrivHab enough times, he 

can try to uncover the area covered by H B . Given that nodes al- 

ways operate with encrypted data, there is no way for one part to 

tell apart a truthful execution of PrivHab from an untruthful one. 

However, B can decrease the effectiveness of these attacks by lim- 

iting the amount of interactions per unit of time with every other 

node and forcing A to send him at once the information needed to 

perform all the executions before sending any response. Besides, 

the information protected by PrivHab, the habitat, changes period- 

ically. For this reason, slowing enough an attack is equivalent to 

avoiding it, because when time passes the habitats change and the 

first things learned by the attacker become obsolete. 

7. Experiments and results 

In this section, we study the computational and communication 

overhead introduced by PrivHab. Then, we explain the scenario we 

have chosen to evaluate PrivHab’s and other well known DTN rout- 

ing protocols, and how we have modelled and simulated it. Finally, 

we provide the obtained results, and we compare PrivHab with a 

set of popular DTN routing algorithms. 

7.1. Physical implementation 

As a proof-of-concept we have deployed an implementation of 

the presented protocol on three Raspberry Pi boards 15 . These are 

very cheap low-end devices that fit very well with the character- 

istics of the proposed application, and they are ideals to deploy a 

prototype network that will allow us to run field experiments in 

the near future. We have used them to measure the overhead that 

PrivHab adds to every transaction. 

We have used our proof-of-concept implementation, using Pail- 

lier’s length keys of 512, 1024 and 2048 bits, to forward 600 pod- 

casts of sizes between 10MB and 20MB 

16 . We have repeated the 

tests twenty times. We have measured the average time needed 

by the Interactor agent to make the calculations and to exchange 

all the messages. The obtained results are shown in Table 1 and 

have been incorporated to the simulations. 

As can be seen in Table 1 , PrivHab execution time depends 

heavily on the key length used. When using keys of 512 bits, 

PrivHab can be executed by a low-end device in less than half a 

second. Meaning an overhead of less than 3% when sending mes- 

sages larger than 10MB. The execution time increases to 2.5 s when 

using keys of 1024 bits. Given the average length of connectivity 

windows in remote village scenarios presented in [35] , this over- 

head is acceptable. When using keys of 2048 bits, the execution 

time is high. The key length should be chosen keeping in mind 

the duration of the connectivity windows and the security require- 

ments of the scenario. In the presented application, the overhead 

of 2 . 5 s using a 1024 bits key is efficient and secure enough 

17 . 

15 Raspberry Pi Broadcom BCM2835 SoC full HD, 700MHz Low Power ARM1176JZ- 

F, 512MB SDRAM, 256MB SD with Raspbian, Wi-Pi Wireless Adapter (802.11n up 

to 150Mbps), GPS receiver NL-302U (baud rate: 4800 bauds) and a dual output 

50 0 0mAh battery. 
16 This is the size of an audio file with ID3 version 2.4.0, extended header, contain- 

ing: MPEG ADTS, layer III, v1, 128 kbps, 44.1 kHz, stereo, with a duration between 

10 and 20 minutes. 
17 The effort needed to break the provided security is equivalent to the effort 

needed to factor a 1024 bits RSA key. 

Table 1 

Average execution time of PrivHab using different key 

lengths. The overhead is the extra amount of time needed to 

send a message of 10MB or 20MB. 

Key Time Overhead Overhead 

length (ms) 10MB (%) 20MB (%) 

512 bits 401 .94 ± 0.5 2 .44 1 .22 

1024 bits 2, 585 .05 ± 23.1 15 .69 7 .84 

2048 bits 15, 018 .9 ± 38.8 91 .13 45 .57 

Table 2 

Parameters used at the simulations. 

Parameter Value 

Total nodes 95 

Source nodes 1 static 

Destination nodes 2 static 

Other nodes 92 mobile 

Message size 10 − 20 MB 

Buffer size 200 MB 

Scenario size 15 × 7 Km 

Simulated time 2.5 weeks 

PrivHab’s overhead 2 .5 s 

Habitat update frequency ( ω) 2 updates / h 

Message generation ratio High: 0 . 5 − 1 

(messages / hour) Medium: 0 . 25 − 0 . 5 

Low: 0 . 125 − 0 . 25 

7.2. Modelling and simulations 

The scenario we have used in all the simulations is the one 

presented in Section 2 . Nodes implement a mobility pattern that 

takes into account their hotspots [36] (home’s and work’s location). 

Agents carrying podcasts are injected in the network by the NGO 

office, who knows the exact location and the necessary waypoints 

to reach every destination. Nodes use PrivHab to make routing de- 

cisions. Carrier agents always chose to migrate to nodes that are 

considered better choices by the PrivHab algorithm. Table 2 pro- 

vides the simulation parameters that have been used. 

We have compared the performance of PrivHab with a bench- 

mark of well-known DTN routing protocols used in [37] : Prophet 

[38] , Binary Spray & Wait (L = 40) [39] , Epidemic [17] and Ran- 

dom [40] . We have added two routing protocols to this set: Max- 

Prop [41] and First Contact 18 . Random and First Contact are tra- 

ditionally considered to achieve the lower bound of single-copy 

routing performance. Prophet and MaxProp are representatives in 

contacts-based prediction routing algorithms, the most common 

type of routing in privacy preserving protocols. Finally, BS&W and 

Epidemic are representatives of flooding-based algorithms. All sim- 

ulations have been performed using The Opportunistic Network Sim- 

ulator (The ONE) [42] , and have been repeated twenty times using 

different random seeds. 

The performance of all the compared protocols in terms of de- 

livery ratio and latency while using different message generation 

ratios is depicted in Fig. 10 . Flooding-based protocols, as Epidemic 

and Prophet, fill the buffers early and perform badly with a high 

or medium message generation ratio. Therefore, they obtain high 

latencies and low delivery ratios because nodes are forced to drop 

podcasts. When the message generation ratio is low, their laten- 

cies improve, but as most of the opportunistic contacts end before 

nodes had been able to forward all the carried messages, their de- 

livery ratio continues to be low because podcasts lose opportuni- 

ties to advance through their destination. MaxProp performs bet- 

ter because of his dropping policy based on probabilities of deliv- 

18 When a neighbour is met, each podcast that has not been carried previously by 

the new neighbour is forwarded to him. 
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Fig. 10. Performance’s comparative using different message generation ratio. MaxProp equals PrivHab’s performance with a medium ratio, and outperforms it with a low 

one. PrivHab also benefits from a lower ratio to increase the amount of messages it delivers. 

ery, and improves vastly as the message generation ratio decreases. 

This way, MaxProp performs badly in terms of latency with a high 

message generation ratio, but achieves a good performance with 

a medium one, and outperforms the other protocols with the low 

one. Binary Spray & Wait performs well both in terms of latency 

and delivery ratio in all cases, but does not improves much its per- 

fomance when the message generation ratio changes because of 

his depth-style spread. Therefore, it is a good choice (it obtains the 

lowest latency) with a high message generation ratio, but a bad 

one with a medium or low ratio. Besides, even in its best case 

scenario, its delivery ratio is not as good as PrivHab’s because in 

BS&W the spread is not directed towards the destination. Finally, 

First Contact, Random and specially PrivHab obtain a high delivery 

ratio in all cases because they do not face the problems related 

to the size of the buffers and the connectivity windows. However, 

the performance of these protocols in terms of latency depends on 

the quality of their decision-making protocol. Random is the worst 

because it is equally likely to make a bad or a good choice. First 

Contact performs better because it forces podcasts to move away 

from their origin. These two protocols become worse by compar- 

ison as the message generation ratio decreases and the flooding 

protocols improve their results. Finally, PrivHab, that takes the best 

decisions because it takes into account both the pathway to the 

destination and the mobility patterns of the neighbours, obtains 

the best performance with a high message generation ratio, and 

perfroms slightly better, or worse, than MaxProp with a medium 

and low one. 

Table 3 shows the average number of dropped messages and 

the network overhead, calculated as the relation between the num- 

ber of the relays done and the number of delivered podcasts. Both 

low and high message generation ratio cases have been consid- 

ered. Low network overhead is desirable because reducing relays 

saves battery and increases the amount of time nodes are opera- 

tional. Epidemic, Prophet, MaxProp and Random generate an enor- 

mous overhead of several thousand percent when the message 

generation ratio is high. This means that almost all nodes effort 
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Table 3 

Obtained results in terms of network overhead and number of dropped mes- 

sages. PrivHab and First Contact waste fewer network resources. 

Protocol Dropped messages Network overhead (%) 

Message generation High Low High Low 

Epidemic 1,041,105.3 742,610.4 86,636.4 6,157.2 

Prophet 628,897.4 329,756.3 89,705.5 35,357.7 

Maxprop 206,372.7 8,145.9 7,682.2 162.1 

BS&W 2,105.1 4,645.0 86.8 64.6 

Random 86.9 7,3 40,582.5 2,557.6 

First Contact 75.8 5.2 137.9 85.5 

PrivHab 75.5 19.1 20.3 12.7 

Table 4 

Feature comparison of the protocols. Contacts-based routing algo- 

rithm tend to violate nodes privacy and to have at least a linear 

complexity. 

Protocol Type of Nodes’ privacy Protocol’s 

routing Complexity 

PrivHab Geographic Preserved Constant 

MaxProp Contacts-based Violated Linear 

Prophet Contacts-based Violated Linear 

BS&W Flooding Not considered Constant 

Epidemic Flooding Not considered Constant 

First One-copy Not considered Constant 

Contact 

Random One-copy Not considered Constant 

while forwarding podcasts is wasted, either because the podcasts 

are dropped or because the majority of the relays are bad choices. 

However, MaxProp improves its results and obtains a lower net- 

work overhead when the message generation ratio is low. This 

means that MaxProp generates copies that fill the buffers and con- 

sume energy because multiplies the number of relays done, but 

it makes use of this effort to deliver the podcasts to their desti- 

nation. BS&W has a small amount of dropped podcasts, in com- 

parison with the other multi-copy protocols, and a low network 

overhead. BS&W tries to limit the amount of resources used and 

obtains the second lowest network overhead with a low message 

generation ratio, but its perfomance in terms of latency and de- 

livery ratio is not as good as others’. First Contact and PrivHab 

have generated a small amount of dropped messages, but the low- 

est network overhead of PrivHab means that his routing decisions 

are much better. The small network overhead produced by PrivHab 

could even allow users to use the same devices to run other appli- 

cations because the main application does not congests either the 

device or the network. 

Following, Table 4 finishes the comparison, regarding the Caja- 

marca scenario. In addition to those metrics that had been studied 

in previous paragraphs, delivery ratio, latency and network over- 

head; we also take into consideration the type of routing used, the 

nodes’ privacy and the protocol’s complexity. 

Nodes’ privacy is preserved by PrivHab, which is the only one 

that uses private information in a secure manner. Privacy is ob- 

viously not considered by the protocols that do not use node- 

related information to make choices, but it is heavily violated by 

Prophet and MaxProp while nodes exchange their likelihood to 

contact others. However, their privacy preserving counterparts do 

not have this limitation, but they route the messages similarly, 

using a contacts-based prediction, so they perform similarly in 

this scenario. PrivHab, BS&W, Epidemic, First Contact and Random 

need a constant number of operations to make a routing decision. 

Contacts-based algorithms need to update and compare an amount 

of probabilities that grow linear with the number of nodes of the 

network. When operating in networks with lots of nodes, proba- 

bilistic protocols have to limit the amount of encounter probabili- 

ties they store. This limitation decreases their performance because 

this reduces the value of their heuristics. 

PrivHab delivers more messages to its destination. Besides, it 

does it faster than all other protocols except MaxProp with a low 

message generatio ratio, and it consumes fewer network resources 

to do so. Moreover, it preserves nodes’ privacy and performs well 

in scenarios where the number of nodes is high and the destina- 

tions of the messages are hop-distant. Taking into account all these 

aspects, we can state that PrivHab is the protocol that suits better 

to any scenario with characteristics like the presented one. 

8. Conclusions 

The habitat models node’s whereabouts during the habitat’s 

time span. It is useful to compare nodes to decide who is a bet- 

ter choice to carry the data towards its destination. In this paper, 

we present PrivHab, a privacy preserving multiagent geographical 

routing protocol based on MADTN that uses the habitats to make 

decisions. PrivHab also makes use of homomorphic cryptography 

techniques to preserve nodes’ privacy. We have presented a pod- 

casts distribution application in rural areas lacking communication 

networks that could benefit from the characteristics and the per- 

formance of PrivHab. 

PrivHab’s characteristics make him ideal to operate not only in 

this concrete scenario of application, but also in any other DTN 

scenario with similar characteristics: scenarios where nodes mo- 

bility patterns are complex, but routinary, where lots of hops are 

needed to reach the destination of the messages from their source, 

and where nodes are so related, directly or indirectly, to a person 

that their privacy needs to be protected. 

As future lines of research, we plan to study different be- 

haviours for the Carrier agent, to improve the circular model of 

habitat using a more complex representation, and to develop an 

enhanced version of PrivHab that compares simultaneously three 

or more habitats. We also plan to study the performance of 

PrivHab in different scenarios based on real applications that could 

benefit from a geographic routing approach. 
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“Thus, though we have heard of stupid haste in war, cleverness has never
been seen associated with long delays.”

The Art of War, Sun Tzu
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a b s t r a c t 

We present PrivHab + , a secure geographic routing protocol that learns about the mobility habits of the nodes 

of the network and uses this information in a secure manner. PrivHab + is designed to operate in areas that 

lack of network, using the store-carry-and-forward approach. PrivHab + compares nodes and chooses the 

best choice to carry messages towards a known geographical location. To achieve a high performance and 

low overhead, PrivHab + uses information about the usual whereabouts of the nodes to make optimal routing 

decisions. PrivHab + makes use of cryptographic techniques from secure multi-party computation to preserve 

nodes’ privacy while taking routing decisions. The overhead introduced by PrivHab + is evaluated using a 

proof-of-concept implementation, and its performance is studied under the scope of a realistic application 

of podcast distribution. PrivHab + is compared, through simulation, with a set of well-known delay-tolerant 

routing algorithms in two different scenarios of remote rural areas. 

© 2015 Elsevier B.V. All rights reserved. 

1. Introduction and motivation 

Many initiatives have been implemented to improve the life con- 

ditions of people living in developing countries by universalising the 

access to knowledge and information. These applications usually tar- 

get rural areas and are very likely to deal with challenges like a sparse 

population, and a lack of data communication networks. 

The need of infrastructure constrains the reach of these appli- 

cations, because they cannot operate in regions lacking it. It hap- 

pens that regions where the communication networks are unavail- 

able or spotty, are usually the ones where these services would be 

more needed and valuable. Delay Tolerant Networking (DTN), based 

on the store-carry-and-forward strategy, is designed to operate in 

these challenged scenarios. DTN deals with the absence of simulta- 

neous end-to-end paths [3] through the usage of mobile devices that 

opportunistically establish contact and exchange messages between 

them. 

Routing protocols designed to operate in DTN scenarios usually 

generate and use information about node behaviours, as the his- 

toric of contacts established with each other node [27] . Then, they 

share this information with neighbours in order to improve the de- 

cision making [26] . Moreover, in some cases, a node is linked to 

a person, e. g. because it is carried in a pocket or backpack [31] , 

or because they travel in the same vehicle. Therefore, the informa- 

tion that routing protocols use and share can be seen as private in- 

∗ Corresponding author. Tel.: +34935813577. 
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sergi.robles@deic.uab.cat (S. Robles), carlos.borrego@deic.uab.cat (C. Borrego). 

formation about people’s whereabouts or frequent behaviours. The 

more accurate and sensitive this information is, the more useful it 

is for the routing protocol, the more important is to protect its pri- 

vacy [2] . Accordingly, a protocol that protects the privacy of this in- 

formation expands the amount of scenarios where it can be used 

[13] . 

Our main contributions are summarised below: 

• We introduce the concept of node’s habitat, the area where a node 

is more likely to be found. The habitat is built by exploiting the 

life-cycles of the network users. It is a very useful tool for making 

routing decisions by comparing two nodes’ habitats and selecting 

the best choice to deliver a message to its destination. We use an 

elliptic model of habitat to allow devices of small capabilities to 

work and to operate with it. 
• We define PrivHab + , a novel DTN secure geographical routing 

protocol designed to operate in areas without network infras- 

tructure. PrivHab + uses the learnt information about the usual 

whereabouts of the nodes to find the best neighbour to carry the 

messages. PrivHab + protects node’s privacy by cryptographically 

protecting this information to avoid its disclosure. 

The rest of this article is organised as follows. In Section 2 , reviews 

the state of the art and provides a description about some related 

work of Geographical Routing Protocols, Secure Routing Protocols and 

Social-based Routing Protocols. In Section 3 , we present the habi- 

tat, a useful information to compare nodes while routing messages. 

We explain how it is modelled and updated. Later, we introduce the 

concepts of homomorphic cryptography and Taxicab geometry, both 

needed to preserve nodes’ privacy while routing using the habitat. 

http://dx.doi.org/10.1016/j.comcom.2015.10.002 

0140-3664/© 2015 Elsevier B.V. All rights reserved. 
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In Section 4.5 , we present PrivHab + , a routing protocol that uses the 

habitats of the nodes to route messages while preserving the privacy 

of the nodes of the network. In Section 5 , we analyse the knowledge 

obtained by each participant of the protocol and we reason about the 

privacy that PrivHab + provides. In Section 6 , we present the proof-of- 

concept we have implemented, and we use it to measure the perfor- 

mance of PrivHab + . In Section 7 , we expose the results of the simu- 

lations that compare PrivHab + with a set of well-known DTN routing 

protocols. Finally, Section 8 concludes this paper. 

2. Related work 

In this section, we provide the reader with a review of the related 

work. First, we present the state of the art of Geographical Routing 

Protocols. Later, we analyse the different proposals of Secure Routing 

Protocols in Delay Tolerant Networks. Then, we review some Social- 

based Routing Protocols that are related, somehow, to our proposal. 

Finally, we provide some conclusions about the study of the state of 

the art. 

2.1. Geographical Routing Protocols 

Geographical Routing Protocols have been studied both in Ad-hoc 

Networks and Delay Tolerant Networks. Most protocols, like GPSR 

[19] a protocol with support to Wireless Sensor Networks (WSN), al- 

ways forward packets to the next hop that is geographically closest 

to the destination at the moment of the transmission. This approach 

becomes non useful when nodes cannot form a simultaneous path 

towards the destination and have to carry the packet until the next 

encounter. Besides, GPSR only takes into account the position of the 

nodes at the moment of the transmission, but not their movement. 

In [1] , GPSR is modified to adapt it to DTN by being energy-efficient. 

However, messages are routed in the basis of a neighbourhood table 

that does not adapt well to a scenario where the topology of the net- 

work changes quickly. Using LAROD [23] , nodes forward packets to 

neighbours inside a certain area located between the forwarder and 

the destination, without taking into account the mobility patterns of 

these nodes. In [24] , a Location Service called LoDIS is presented to 

improve LAROD by using gossip-based techniques to update the lo- 

cation of the destination at each hop. Using LoDIS, the performance 

of the routing is greatly improved, but the privacy of all nodes results 

heavily damaged because their locations and speed vectors are pe- 

riodically broadcasted. Moreover, LoDIS uses the speed vector of the 

nodes to predict their short-term future locations. This model loses 

precision in networks where the latencies are big due to a low level 

of connectivity, or because the packets travel big distances before 

reaching their destination. MoVe [25] is a routing protocol designed 

to work in Vehicular Networks where nodes forward messages to a 

neighbour if the neighbour is expected to come closer to the desti- 

nation. In MoVe, nodes exchange information to determine whether 

the message shall be forwarded. Nodes use the speed vectors to make 

routing decisions. This information is not protected and does not take 

into account the recent past to infer routines or typical movement 

patterns. GeoDTN+Nav [6] is designed for routing in a network of 

streets, and it has three forwarding modes. In the DTN mode, it re- 

quires the nodes to know where they are heading. This requirement 

can be easily met by certain types of vehicles, like buses or taxis, but 

it is not reasonable with other types of nodes (e.g. nodes carried by 

walking people). 

2.2. Secure Routing Protocols 

Most Secure Routing Protocols aim to protect the routing algo- 

rithm’s performance against malicious behaviours [18] . By design, it 

supposes that nodes voluntarily share any intimate information (bat- 

tery level, state of the buffer, current location, speed vector, most 

visited places, past encounters with neighbours, etc.) for the good 

of the network. These protocols usually consider that the only thing 

that has to be protected is the performance of the network. Besides, 

some Secure Routing Protocols, as SEAD [15] , provide end-to-end se- 

curity services to the contents of the messages, such as integrity, au- 

thentication, non-repudiation or confidentiality. Unfortunately, there 

are little proposals of routing algorithms that respect and protect 

the privacy of all the nodes that form the network. A system called 

ALAR, presented in [29] , allows a source to send a message through 

a DTN without revealing its physical location and proposes an anti- 

localisation routing protocol. However, the only information that 

ALAR protects is the location where the source was when the mes- 

sage was sent. This proposal is incomplete because it only protects 

one concrete information. However, it proves that, in certain scenar- 

ios, nodes are unwilling to share all their information for the good of 

the network. For this reason, nodes privacy has to be protected. In Ad- 

hoc Networks, there is a mechanism designed to protect the privacy 

of the nodes. Pseudonym generators such as [17,4] provide anonymity 

to the nodes of the network by breaking the relation between nodes 

and identifiers. This way, an observer cannot gather enough informa- 

tion to learn the behaviour of a node. Pseudonyms change over time, 

and it is difficult to relate the new ones with the past ones. How- 

ever, these mechanisms are not compatible with routing protocols 

where nodes need to share information with their neighbourhood. 

Hence, the usage of one of these mechanisms indirectly decreases 

the performance of the network, because they restrict the routing 

protocols that can be used. Some mechanisms, as the one presented 

in [43] , only protect, by design, the identities of the sender and the 

receiver of the message. Other Secure Routing Protocols for Ad-hoc 

Networks, as the one presented in [7] and [33] , are based on sym- 

metric key cryptography or hash functions, and on source routing 

or distance vector protocols. This approach is unsuitable for DTN. An 

anonymous communication solution for DTN has been presented in 

[20] , but it is designed to hide the identity of the nodes, not to pro- 

tect the private information that these nodes use to make routing 

decisions. 

2.3. Social-based Routing Protocols 

There are some Social-based Routing Protocols that are related, 

somehow, to the present work. Social-based routing protocols are 

based on the idea of using the recent past to model the behaviour 

of a node and predict how it will behave in the near future. BUB- 

BLE RAP [16] classifies nodes using their popularity inside their com- 

munity. Then, messages are forwarded to more popular nodes until 

they reach the community of the destination. Its design is not good 

to send messages to hop-distant destinations because locations are 

not considered. So, during the first hops messages can be carried into 

the opposite direction of their destination while they are forwarded 

to more popular nodes. MobySpace [26] leverages the life-cycles of 

the nodes to track what points of interest are more visited by every 

node. These life-cycles are modelled this using a multi-dimensional 

probability vector, and messages are forwarded to nodes with a vec- 

tor closer to the one of the destination. The classic Euclidean distance 

is used to measure the distance between vectors. This is a very inter- 

esting approach to our concept of habitat, but lacks adaptability. In 

MobySpace, the points of interest have to be defined a priori by an ex- 

ternal agent, and some infrastructure is needed to allow nodes to de- 

tect if they are close or not to one of these points. Besides, MobySpace 

may lead to situations where a node that spends most of the time at 

point A , very close to B , is considered a bad choice because the des- 

tination is expected to be on B , without taking into account that A is 

near B . SANE [31] uses these same principles but defines the points 

of interest in a very broad sense, allowing the usage of more ab- 

stract concepts, and substitutes the Euclidean distance by a metric 

called “cosine similarity”. HiBOp [2] extends this approach using any 
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contextual information about nodes to make routing decisions. One 

of its drawbacks is the big amount of memory needed to store in- 

formation about every contact. Besides, the authors do not explain 

how this contextual information can be updated as the behaviours 

of the nodes change. In [32] , a general framework called CAR is pre- 

sented. CAR goes one step further and not only uses the recent past to 

model the behaviour of a node, but it also tries to predict the future 

values of the attributes that define the context. However, all predic- 

tions are finally condensed in a single value, the probability of deliv- 

ery. This probability is used to decide the node where every message 

is forwarded. This system is only useful to calculate the probability 

of delivery to known nodes. But it has limitations in scenarios with 

hop-distant destinations, where the first forwarders do not know 

almost anything about the destination because they never met be- 

fore. CSI [14] models the spatio-temporal behaviours of the nodes us- 

ing behavioural profiles , and forwards one-to-many messages through 

the nodes that are more similar to the destinations. Besides, the au- 

thors realise the importance of the privacy of the nodes and present a 

privacy-preserving mode of operation. This way the protocol can op- 

erate in scenarios where nodes are not willing to send its behavioural 

profiles to other nodes when needed. 

Unfortunately, although at [2] the authors recognise that privacy is 

an important issue to consider and that more work is needed to solve 

it, [14] is the only one proposal that takes into account the privacy 

of the nodes. In all other cases, nodes are expected to broadcast their 

information about the locations they visit or the details about their 

interests to the neighbours. 

2.4. Summary 

Geographical Routing Protocols are a common routing solution to 

Delay Tolerant Networks, but almost all proposals use contemporane- 

ous information and short-term predictions, so they fail to take into 

account long-term trends of nodes’ mobility. However, in scenarios 

where the distances to travel are big, and the density of nodes is low, 

it is more valuable to know where a node will go in the next hours 

than where it is currently headed [34,35] . 

The existence of several Secure Routing Protocols that protect the 

privacy of the nodes, even if they are limited, proves that in DTN we 

cannot assume that nodes are willing to share any information for 

the good of the network. Given the impact of routing protocols on the 

performance of the network, and taking into account the sensitivity 

of the information they use, the fact that there are no routing proto- 

cols that protect this information is a surprise. 

To our knowledge, this work is the very first proposal that com- 

bines these two fields in a Secure Geographical Routing Protocol for 

DTN that uses and at the same time protects participants’ private in- 

formation. 

Finally, our contributions, both the habitat as a model of nodes’ 

behaviours and the protocol used to compare it, could fit, after some 

adaptation, in a variety of frameworks. For example, in some of the 

Social-based protocols reviewed, or in Haggle [40] , a more general 

one. Note that this only refers to a lower level, to the way nodes store 

and exchange information. For the sake of simplicity, we will consider 

a Bundle-based DTN [36] during the rest of this article. 

3. A habitat-based routing protocol 

In this section, we explain how routing protocols need to com- 

pare nodes to make decisions, and we present the tools that PrivHab + 

will use. We introduce the habitat concept. Then, we show how we 

model it using an ellipse, how we automatically calculate it and the 

parameters involved in the calculations. We explain the meaning of 

the different parameters and how to use them. Then we analyse how 

we can use additive homomorphic cryptography to compare habi- 

tats while preserving the privacy of their owners, and the drawbacks 

Fig. 1. Example of habitat represented with a heatmap. The darker the colour used to 

depict an area, the more frequently visited it is. 

of this approach. Finally, we explain how to solve these drawbacks 

by simply changing the usual Euclidean geometry by the Taxicab 

geometry. 

3.1. Comparing nodes to route messages 

DTN operation is based on opportunistic, usually unpredictable, 

contacts between pairs. Each time two or more nodes come close 

enough to be within communication range, an opportunity arises: 

messages can be forwarded between them in order to improve their 

probabilities of reaching their destination. At this moment, the rout- 

ing protocol has to decide what messages must be relayed to what 

nodes. In fact, the quality of routing protocols depends on the deci- 

sion they make 1 . The core of this decision-making process is an el- 

emental operation, a comparison: given a node carrying a message 

and one neighbour, compare the two nodes to decide who is a bet- 

ter choice to carry the message towards its destination. Each time a 

routing protocol performs a comparison whose result is mistaken, a 

message will be relayed to a node that is less likely to deliver it to 

its destination than the previous one. This leads to a decrease of the 

performance of the network. 

Our proposal solves the routing problem by comparing nodes us- 

ing their habitat, a novel concept that takes advantage of the routine 

and the life-cycles of the nodes, to make routing decisions. 

3.2. A model of habitat 

In a DTN, nodes may be carried by people, placed on any form of 

vehicle, located in a static known place, etc. Regardless of the type of 

the carrier, it is very likely that their mobility pattern becomes rou- 

tine. For example, a static node will obviously remain immobile; a 

node carried by a person will probably spend a lot of time in the 

vicinity of the carrier’s home or workplace; a node placed on a bus 

will pass over and over by the same points of their route; and a node 

placed on a taxi will usually be inside a certain area. We can benefit 

on this to predict the areas they will visit on the future based on the 

areas they visited on the past. 

This implies that every node has an habitat , the area where the 

node is more likely to be found. Fig. 1 shows a heatmap, the most 

usual representation of a habitat. The heatmap contains the informa- 

tion of the areas where a node spends more time. It is obvious that a 

being with a habitat like the one presented in the figure can be found, 

eventually, in a location where he has not been never before. How- 

ever, it will be far more likely to found him in the darker areas, where 

he has been repeatedly in the recent past. PrivHab + makes use of this 

1 The quality of a routing protocol also depends on the forwarding policy. This policy 

is used to decide if multiple copies of a single message are created, and if the nodes 

keep a message after they forwarded it. We provide more discussion about this topic 

at the end of Section 4.5 . 
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logic. This proposal is the very first approach that makes use of this 

concept to design a Geographical Routing Algorithm. 

Therefore, we propose a system for location-aware nodes 

equipped with a navigation system to periodically obtain and use 

their location to update their habitat. For example, Global Positioning 

System (GPS) receivers are relatively inexpensive and lightweight, so 

it is reasonable to assume that all devices in the network could be 

equipped with one. We propose to use a relatively simple model of 

habitat to allow nodes to calculate it consuming the minimum en- 

ergy and computational resources, and to operate quickly with it to 

make routing decisions. We model each habitat using an ellipse be- 

cause it is simple enough to achieve an efficient protocol. Moreover, 

the ellipse can represent with precision far more shapes than other 

considered models, as the circle, the square or the rectangle 2 . Addi- 

tionally, the usage of a simple geometric shape allows nodes to calcu- 

late their habitat using a mobile average, this way we avoid the need 

for maintaining a historic of past locations. 

3.3. Definition and update of the elliptic habitat 

We model each habitat H using an ellipse 3 . Therefore, each habi- 

tat is defined by three characteristics: two focal points and a radius. 

From now on, we will refer as F 1 = (x 1 , y 1 ) and F 2 = (x 2 , y 2 ) to the 

two focal points of the habitat and we will use r to denote their 

radius. 

We assume that every geographic coordinate (a pair latitude–

longitude) can be mapped 

4 to Cartesian coordinates ( x , y ) and that 

this mapping is known by all the nodes of the network. With a fre- 

quency of ω updates/hour, all nodes obtain their location L = (x, y), 
and use an exponentially weighted moving average (EWMA) to up- 

date their habitat. The habitat H = (F 1 , F 2 , r) is updated using the 

previous version of the habitat H old = (F 1 old , F 2 old , r old ) and the cur- 

rent location L . The same process is used to build the habitat for the 

first time at system start-up and to adapt it to any changes in nodes’ 

behaviours. 

3.3.1. Initialisation of the elliptic habitat 

To initialise the system, the first known location L 0 is used to ini- 

tialise the habitat with the two focal points at the same coordinates 

of L 0 and r = 0 . 

H 0 = (L 0 , L 0 , 0 ) (1) 

3.3.2. Updating the focal points 

Let F 1 old be the nearest focal point to L and F 2 old be the farthest 

to L focal point. The focal points of the habitat H are calculated by 

using EWMA to average the focal points of the previous version of 

the habitat H old and the current location L . This first step is depicted 

in Fig. 2 . 

F 1 = L ∗ α + F 1 old ∗ (1 − α) (2) 

F 2 = L ∗ α

β
+ F 2 old ∗

(
1 − α

β

)
(3) 

By using β > 1, the current location L weights more when calculat- 

ing the new position of the nearest focal point than when calculating 

the new position of the farthest focal point. This means that L attracts 

2 Besides, in Taxicab geometry (it will be explained below), both the circle, the 

square and the rectangle are specific types of ellipses. So using the generalisation, the 

ellipse, we provide the tools needed to use any of these models. 
3 Definition: the set of points such that the distance from any point in that set to a 

given point called focus plus the distance from that point to the other focus is equal to 

the ellipse’s radius 
4 Any cartographic projection can be used. 

Fig. 2. Evolution of the focal points F 1 old and F 2 old when the new location L is used 

to update the habitat. Function d ( L , F ) denotes distance between L and a focal point F . 

Note that F 1 has been attracted by L using an α factor while F 2 has been attracted using 

a lesser α
β

factor. 

Fig. 3. Evolution of the radius. Distances and radius are depicted with dotted lines. The 

old radius r old is used together with the distances d ( L , F 1) and d ( L , F 2) that separate the 

updated focal points F 1, F 2 and the new location L to update the radius r . The radius of 

the habitat will increase if L is out of H old and will decrease if L is contained by H old . 

more the nearest focal point, modifying the habitat’s eccentricity de- 

pending on the relative position of L and H old . The higher the β used, 

the more will change the form factor of the habitat when new distant 

samples are taken 

5 . 

3.3.3. Updating the radius 

Let d ( L , F ) be the distance between L and a focal point F . Once F 1 

and F 2 have been updated. The radius r of the habitat is updated by 

averaging using EWMA the old radius r old and the added distances 

d ( L , F 1) and d ( L , F 2) between each focal point of H and L . This second 

step is depicted in Fig. 3 . 

r = (d(L, F 1 ) + d(L, F 2 )) ∗ α + r old ∗ (1 − α) (4) 

3.3.4. The habitat’s time span 

The time span that a habitat considers is a very important parame- 

ter. For example, a reader’s habitat that considers only the last 2 hours 

is very likely to be a small circle around its current location. But if the 

5 Experiments using β < 50 have shown that the form factor of the habitats hardly 

changes and the elliptic habitats usually tend to be quasi-circular habitats. Therefore, 

we recommend to use β > 50. 
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habitat considers the last 24 hours, it will probably be a bigger ellipse 

containing both the reader’s home and the reader’s place of work. If 

the considered time span is one week, the reader’s habitat will also 

take into account the places where he or she spends the weekends, 

and so on. 

When the time span of a habitat matches the life-cycle 6 of the 

nodes of the network, then it will become very useful to predict the 

areas that the nodes will visit again in the near future. 

In order to perform meaningful comparisons between habitats 

that consider the same time span, PrivHab + requires the nodes of the 

network to know it and to calculate the parameter α using Eq. (5) . Let 

ω be the frequency of update of the habitat in updates/hour, and let T 

be the time span that a habitat has to consider in hours. 

α = 

2 

T ω + 1 

(5) 

Using a parameter α calculated this way, due to the characteristics 

of EWMA, the last T ω locations added to the average tend to weight 

the 86, 47% of the total. During the rest of the article, we will assume 

that a habitat considers a time span of T hours if its parameter α has 

been calculated this way. 

3.4. Homomorphic encryption: Paillier 

When two nodes come close enough to establish a communica- 

tion, their habitats have to be compared in order to choose the best 

choice for every message. But the habitat is a sensitive information 

about the recent movements of a node, when a node is carried by an 

animal or a vehicle, or placed somewhere, this is not a problem. How- 

ever, When the node is linked to a person, its habitat is a private infor- 

mation of this person. In fact, we cannot expect nodes to harm their 

own privacy by sharing sensitive information with their neighbours. 

For this reason, nodes’ privacy has to be preserved during the routing 

process. Our protocol has to allow a node to compare its habitat with 

the one of its neighbour at the same time that avoids the disclosure 

of information about any habitat to the other part. 

Our protocol uses techniques of public-key cryptography, but we 

require the cryptosystem used to have a concrete property: to be ho- 

momorphic. An homomorphic cryptosystem is one in which, given 

two encrypted operands E ( a ) and E ( b ), one can operate them and 

compute E(a + b) or E ( a · b ) without separately decrypting each one. 

This way, a node can cypher and send information about its habitat to 

a neighbour, and the neighbour can operate it without violating the 

privacy of the first node 7 . A fully homomorphic cryptosystem, like 

[10] , capable of performing both the addition and the multiplication, 

would be ideal, but this system is not viable nowadays because of the 

computational power it requires. 

The presented protocol uses the additive homomorphic Paillier 

cryptosystem [42] , capable of performing the addition and the sub- 

traction of two cyphered operands and the multiplication by a unen- 

crypted scalar. This cryptosystem is briefly described next. 

In a communication between Alice and Bob, Alice starts by se- 

lecting two random primes p and q and computes n = pq ; plain- 

text messages are elements of Z n ; however, ciphertext messages 

are elements of Z n 2 . Then Alice picks a random g ∈ Z 

∗
n 2 

such that 

gcd((L(g λ mod n 2 )), n) = 1 , where λ = lcm (p − 1 , q − 1 ) and L(x) = 

(x − 1 )/n . Alice’s public key 8 is Pk A : ( n , g ) and her private key is pk A : 

( λ, p , q ). 

6 Usual life-cycles of people are a day or a week. People usually move very similarly 

to how they moved in the previous cycle. 
7 Sections 4.5 and 5 will provide more details about this process. 
8 Note that if Bob does not trust Alice when she generates her Paillier modulus, 

he can insist she proves its validity, that it is the product of exactly two nearly equal 

primes [28] . 

Fig. 4. Taxicab geometry distances. All three pictured lines have the same length for 

the route between P 1 and P 2 . 

Fig. 5. Examples of ellipses in Taxicab geometry. The circle (down, at the left), the 

square (the third figure at the down row) and the rectangle (above the square) are 

specific types of ellipses. 

To encrypt a message m , Bob picks a random r ∈ Z 

∗
n and 

computes c = E(m) = g m · r n mod n 2 , the cyphertext of m . Fi- 

nally, Bob can easily compute E(a + b) = E(a) · E(b) mod n 2 = 

g a + b · (r 1 · r 2 )
n mod n 2 ), E(a − b) = E(a)/E(b) mod n 2 = g a −b ·

(r 1 /r 2 )
n mod n 2 ), and E(a · s) = E(a)s mod n 2 = g a ·s · (r s 

1 
)n mod n 2 )

without decrypting the operands. 

Finally, to decrypt a ciphertext c , Alice computes D(c) = 

L(c λ mod n 2 ) = m . 

3.5. Taxicab geometry 

The usage of Paillier’s cryptosystem restricts the operations we 

can use to compare habitats. Concretely, distances cannot be calcu- 

lated because there is no way to calculate a square root. For this rea- 

son, we move from the usual Euclidean geometry to Taxicab geome- 

try [22] . 

Taxicab is a geometry in which the distance between two points 

is the sum of the absolute differences of their Cartesian coordinates, 

instead of being the usual Euclidean distance. This distance function 

is usually called Manhattan distance 9 and is depicted in Fig. 4 . Man- 

hattan distances can be calculated without computing any square 

root 10 , an operation that is not supported by any homomorphic 

cryptosystem. 

Throughout the entire article, all geometric calculations will be 

operated in Taxicab geometry, and all references to distances will re- 

fer to Manhattan distances. Fig. 5 provides some examples of the as- 

pect of different ellipses in Taxicab geometry. Note that in Taxicab 

geometry, the ellipse is a generalisation of the circle (an ellipse with 

the two focal points located at the same place, this also applies in 

Euclidean geometry); the rectangle (an ellipse with a radius equal to 

the distance between the two focal points); and the square (an ellipse 

with a radius equal to the distance between the two focal points, and 

9 This name alludes to the grid layout of most streets on the island of Manhattan. The 

shortest path a car could take between two intersections in the borough have length 

equal to the intersections’ distance in taxicab geometry. 
10 In order to calculate a Manhattan distance, the absolute value of a subtraction has 

to be computed. This operation is also not supported by any homomorphic cryptosys- 

tem, but, in Section 4.5 , we explain how to calculate it benefiting from Taxicab geome- 

try properties. 
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Fig. 6. The real habitat is modelled using a simple shape as the ellipse due to efficiency 

reasons. Then, the Euclidean geometry is substituted by the Taxicab geometry in order 

to protect nodes’ privacy. 

the two focal points placed diagonally between them). In this arti- 

cle we provide the tools to operate with the general case, the ellipse, 

optimisations and simplifications to operate with specific types of el- 

lipses can be easily inferred. 

Finally, Fig. 6 concludes this section with a visual summary of how 

we adapt the habitat concept to use it as the basis of a Secure Geo- 

graphical Routing Protocol. First, the real habitat (represented by the 

heatmap) is modelled using an ellipse due to efficiency reasons, then, 

the ellipse is considered under Taxicab geometry in order to protect 

nodes’ privacy. 

4. PrivHab + 

In this section, we present PrivHab + , the very first habitat-based 

geographical routing protocol that protects the privacy of the partic- 

ipants. Firstly, we introduce the notation needed during the rest of 

the section and explain the routing algorithm from a high-level point 

of view. Then, we take some considerations about the privacy of all 

participants and how the operands coming from others have to be 

treated. Later, we explain the method to solve the three geometric 

problems our routing algorithm needs to solve. Following, we provide 

a method to solve the three geometric problems without hurting the 

privacy of any participant. Then, we present the messages that has 

to be exchanged during the execution of the protocol and we explain 

how PrivHab + can be implemented using any forwarding policy, and 

we provide some examples. Finally, we reason about the two-party 

design of PrivHab + . 

4.1. Notation 

For the sake of clarity, we provide Table 1 , which contains the no- 

tation used to refer to each one of the different elements that will 

appear in this section and a brief description of its meaning. From 

now on, we will use this notation. 

Table 1 

Notation of all elements used in this section. 

Notation Meaning 

A The node that carries the message and performs the routing. 

B The other node involved in the transaction, it is a candidate 

to carry the message. 

P : ( P x , P y ) The point where the message has to be carried to. 

H : ( F 1, F 2, r ) A habitat. 

H i The habitat of node i . 

r i Radius of the habitat of node i . 

F 1: ( f 1 x , f 1 y ) One of the focal points of a habitat or ellipse. 

F 2: ( f 2 x , f 2 y ) The other focal point of a habitat or ellipse. 

E An ellipse. 

d ( Z , W ) Taxicab distance function between two elements. Let Z be a 

point and let W be another point, a habitat or an ellipse. 

X : ( a , b ) The nearest point to P that belongs to a habitat. 

nonce A positive random value used only once. 

SE, . . . , NW Regions of the space relative to a habitat. 

E Y ( ·) Paillier additive homomorphic encryption function using Y ’s 

public key. 

D Y ( ·) Paillier additive homomorphic decryption function using Y ’s 

private key. 

a b c

Fig. 7. The three possible situations in habitat-based routing: (a) the next waypoint is 

located outside the two habitats; (b) only one of the two habitats encloses the location 

of the next waypoint; (c) the two habitats enclose the location of the next waypoint. 

4.2. A two-phase routing protocol 

We propose a routing protocol that operates in two different 

phases: 1) approximation phase, when messages are routed towards 

a geographic area using PrivHab + ; 2) delivery phase, when messages 

are delivered to their destination using the classical DTN techniques 

of routing and delivery (e.g. direct delivery or Spray-and-Wait [38] ). 

In this paper, we focus on the first phase. 

During approximation, we use the habitats H A and H B of nodes A 

and B to decide who is the best choice to carry a message whose des- 

tination is located near P . We assume that an approximate location 

of the destination can always be known or guessed by the sender 

of the message, e.g. via the usage of a distributed secure position 

service like [41] and [37] , or via the usage of an alternate commu- 

nication channel. There are three different situations as depicted in 

Fig. 7 , where our routing algorithm has to decide who is the best 

option: 

(a) If P is located outside both habitats, then the best choice will 

be the node whose habitat is nearest to P ( H B in Fig. 7 ) because 

it will likely bring the message nearer to its destination. 

(b) If P is located inside one habitat and outside the other, then the 

best choice will obviously be the node with the habitat that 

contains P ( H A in Fig. 7 ). 

(c) If P is located inside both habitats, then the best choice will be 

the node whose habitat is smaller ( H B in Fig. 7 ). We consider 

that it is more likely that this node will pass near P sooner. 

We will use this algorithm during the rest of the article to de- 

cide the node that is the best choice to deliver every message to its 

destination. 

4.3. Privacy 

On one hand, the location P is used during routing’s first phase 

to approach the destination of a message. Therefore, this is a rout- 

ing information, carried by the message, which have to be known by 

the routers that take custody of the message because they will need 

it in the next executions of PrivHab + . When the destination does 

not want the forwarders to associate P to its identity, a pseudonym 

mechanism can be used. The presented protocol is fully compatible 11 

with pseudonym generator mechanisms as [17] or [4] that generate 

pseudonyms of the destination or the forwarders using its public key, 

or [30] that uses a secret shared between the nodes and hashing func- 

tions. These mechanisms can also be used by nodes that are very jeal- 

ous of their privacy to avoid other nodes keeping track of the locations 

where they have encountered. 

11 When a node B sends a tuple E A ( Z ), E A ( W ) with Z , W ≥ 0, it is indistinguishable to 

A if B is a better carrier than A or if B is the destination of the message. See Section 4.5 

for more details. 
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Moreover, although P could not be linked to a node thanks to the 

usage of pseudonyms, it must remain hidden to the nodes that do not 

need this information to perform the routing. This measure is crucial 

to reduce the amount of information that B can infer about H A (see 

Section 5 for more details). 

On the other hand, the habitat is a private information that every 

node maintains and updates. It has to be used during the approxima- 

tion phase to decide who are the best node to carry messages near 

their destination, but it cannot be made public because this will hurt 

the privacy of nodes. For this reason, both A and B need the protocol 

to be secure and do not reveal information about their habitats to the 

other part. 

4.4. Geometric problems of PrivHab + ’s routing 

As we seen in the previous sections, to perform our routing algo- 

rithm and compare the two habitats H A and H B , we need to answer 

three different questions: 

1. How far is P from habitat H ? 

2. Is P contained inside habitat H ? 

3. Is H A smaller than H B ? 

However, in order to protect the privacy of the participants, 

PrivHab + uses homomorphic cryptography. For this reason, the set 

of operations we can use to do the calculations becomes heavily re- 

stricted when using operands coming from different nodes. In par- 

ticular, we can only use addition, subtraction and multiplication by a 

non-cyphered operand. 

For the sake of clarity, we will use the next paragraphs to briefly 

explain two different ways to solve these three problems: 1) from a 

geometric point of view; and 2) using the homomorphic cryptogra- 

phy’s constrained tools. Note that, geometrically, a habitat is equiva- 

lent to an ellipse. 

4.4.1. Distance from a point to an ellipse: geometrically 

The distance from a point P to an ellipse E with two focal points F 1 

and F 2 and a radius r in Taxicab geometry is solved this way: 

First, we calculate distances d ( F 1, P ), between F 1 and P , and d ( F 2, 

P ), between F 2 and P , using Eq. (6) . 

d(F , P ) = | F x − P x | + | F y − P y | (6) 

Then, we define E ′ , the closest point of the border of E to P . We 

split these two distances into two parts: the part that is contained 

within ellipse; and the part that is outside the ellipse 12 . 

d(F 1 , P ) = d(F 1 , E ′ ) + d(E ′ , P )

d(F 2 , P ) = d(F 2 , E ′ ) + d(E ′ , P ) (7) 

Then, we add these two distances and we subtract the radius r = 

d(F 1 , E ′ ) + d(F 2 , E ′ ). As a result, we obtain the double of the distance 

between the ellipse and P without knowing the exact location of E ′ . 

d(F 1 , P ) + d(F 2 , P ) − r = 2 · d(E ′ , P ) = 

d(F 1 , E ′ ) + d(F 2 , E ′ ) + 2 · d(E ′ , P ) − d(F 1 , E ′ ) − d(F 2 , E ′ ) (8) 

4.4.2. Distance from a point to a habitat: constrained tools 

The absolute value of a cyphered operand cannot be calculated 

with the constrained tools of homomorphic cryptography. However, 

12 Note that, in the Euclidean geometry, the distance between a point and an ellipse 

cannot be calculated this way because Eq. (7) only holds in the Taxicab geometry. 

Fig. 8. The regions of the space ( NW , N , NE , W , C , E , SW , S and SE ) are defined in the 

basis of the coordinates of the focal points F 1 and F 2. In the example shown, P is located 

in region E, and when we know this we can calculate the distances d ( F 1, P ) and d ( F 2, 

P ). 

we can take advantage of Eq. (9) to walk around this issue and cal- 

culate the absolute value of a subtraction if we know beforehand the 

relation between the two operands. 

| Z − W | = 

{
Z − W : Z > W 

W − Z : Z < W 

(9) 

In order to use Eq. (9) to obtain the absolute value needed to cal- 

culate the distance from a point to the habitat (see Eq. (6) ), we need 

to know the relation between the coordinates of P : ( P x , P y ) and the 

coordinates of the two focus points F 1: ( F 1 x , F 1 y ) and F 2: ( F 2 x , F 2 y ). 

So we first divide the space into 9 regions, depending on their re- 

lation to the two focus of the habitat, as depicted in Fig. 8 . To know 

the region where P is located, we calculate the maximum and mini- 

mum values of the coordinates of the two focus using Eq. (10) . Then 

we compare them with the coordinates of P . 

F x min = Min(F 1 x , F 2 x )

F x max = Max(F 1 x , F 2 x )

F y min = Min(F 1 y , F 2 y )

F y max = Max(F 1 y , F 2 y ) (10) 

Once we know the region where P is located, we can use Eqs. (6) 

and ( 9 ) to calculate the distances between F 1, F 2 and P . Table 2 shows 

how to calculate the added distance between the two focus points 

and P depending on the region where P is located. 

Table 2 

Distance between P : ( P x , P y ) and the two focus point F 1: ( F 1 x , F 1 y ) and F 2: ( F 2 x , 

F 2 y ), depending on where P is located. 

d(F 1 , P)+ d ( F 2, P ) P x ≤ Fx min Fx min < P x P x ≤ Fx max P x > Fx max 

P y > Fy max (F x max − P x )+ (F x max − P x )+ (P x − F x max )+ 

(F x min − P x )+ (P x − F x min )+ (P x − F x min )+ 

(P y − F y max )+ (P y − F y max )+ (P y − F y max )+ 

(P y − F y min ) (P y − F y min ) (P y − F y min )+ 

y ≤ Fy max (F x max − P x )+ (P x − F x max )+ 

(F x max − P x )+ (P x − F x min )+ 

Fy min < P y (F y max − P y )+ 0 (F y max − P y )+ 

(P y − F y min ) (P y − F y min )

P y ≤ Fy min (F x max − P x )+ (F x max − P x )+ (P x − F x max )+ 

(F x max − P x )+ (P x − F x min )+ (P x − F x min )+ 

(F y max − P y )+ (F y max − P y )+ (F y max − P y )+ 

(F y min − P y ) (F y min − P y ) (F y min − P y )

After d(F 1 , P ) + d(F 2 , P ) is obtained from Table 2 , the last thing to 

do is to subtract the radius r , using Eq. (8) to obtain 2 · d ( H , P ), the 

double of the distance between P and the habitat H . 
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Finally, Eq. (11) shows how to use the double of the distance to 

compare two habitats and decide which one is closer to a certain 

point P . 

2 · d(H A , P ) − 2 · d(H B , P ) < 0 ⇐⇒ d(H A , P ) < d(H B , P ) (11) 

Note that a distance between P and H calculated this way will be 

negative if P is contained inside H . On the next paragraphs we will 

explain how benefit from this fact to know if P is inside or outside 

the habitat. Note also that the usage of other models of habitat as the 

square, the circle or the rectangle, that are specific types of ellipses, 

would simplify the calculations because some regions would disap- 

pear and would not need to be considered. 

4.4.3. A point contained inside an ellipse: geometrically 

Given an ellipse E characterised by two focal points F 1: ( F 1 x , F 1 y ) 

and F 2: ( F 2 x , F 2 y ) and a radius r , a point P : ( P x , P y ) is contained inside 

E if and only if Eq. (12) holds. 

| P x − F 1 x | + | P y − F 1 y | + | P x − F 2 x | + | P y − F 2 y | ≤ r (12) 

4.4.4. A point contained inside a habitat: constrained tools 

As we have seen, to calculate the distance from a point P to a habi- 

tat H , what we really calculate is the double of the distance from a 

point P located outside the habitat H to the nearest point of H . If P 

is located inside the habitat, due to the usage of Eq. (9) , the absolute 

value of the distance will be a negative value 13 . Far from being a draw- 

back, we benefit from this property to use the calculated distance to 

the habitat to know if P is contained inside it, as shown in Eq. (13) . 

d(H, P ) ≤ 0 ⇐⇒ P ∈ H (13) 

4.4.5. Comparative of size between ellipses: geometrically 

Given two ellipses, E 1 and E 2 , and their respective radius r 1 and r 2 , 

the smaller ellipse is the one that have the lesser radius. Therefore, 

E 1 is the smaller ellipse if Eq. (14) holds, otherwise, E 2 is the smaller 

one. 

r 1 < r 2 (14) 

4.4.6. Comparative of size between habitats: constrained tools 

To compare the size of habitats H A and H B , we subtract their radius 

r A and r B one from another. Then, we check the sign of the result to 

decide which habitat is the smallest. 

(r A − r B ) ∗ nonce ≥ 0 ⇐⇒ H A > H B 

(r A − r B ) ∗ nonce < 0 ⇐⇒ H A < H B (15) 

Note on Eq. (15) that we use a positive nonce . This value is un- 

known for the other part of the transaction. It is used to hide the real 

relation between the radius of the habitats and provide a randomised 

response. Later, the other part will binarise the result by taking into 

account only its sign. 

4.5. Messages exchanged 

Let A be the node that carries a set of messages m i , with a habitat 

H A : ( F 1 A , F 2 A , r A ). Let P i : ( P xi , P yi ) be the point where each message m i 

wants to be carried to, and B be a neighbour with a habitat H B : ( F 1 B , 

F 2 B , r B ). We denote a message sent by A to B with A → B : message . 

By the previous definitions, A want to know if B is a better choice to 

carry each message m i towards P i . 

PrivHab + consists in five steps, the first of them is totally asyn- 

chronous, and requires nodes to exchange three messages. Depend- 

ing on the result of the execution of the algorithm, an additional last 

one (the forwarded message) is sent. 

13 Note that our protocol checks several times if an operand ρ is positive or negative. 

In the Paillier cryptosystem, ρ will be an element of Z n . To check this condition, if we 

ensure that n is sufficiently large and that all values ρ we will use are ρ ≤ n /2, then we 

can consider that ρ > n /2 ⇔ ρ < 0. 

0. Node A calculates d Ai = d(H A , P i ), the distance between its habitat 

and every P i ; A uses d Ai = 0 if P ∈ H A and d Ai ≥ 1 otherwise. As 

A knows both H A and P i , and the operations do not need to be 

performed using homomorphic encryption. 

Besides, node B calculates the characteristics of its habitat: Fx max , 

Fx min , Fy max and Fy min using Eq. (10) . This calculations can be done 

asynchronously (e. g. when the habitat is updated). 

1. From that moment on, each time B establishes a contact with and 

any other node, B starts by announcing the characteristics of its 

habitat to its neighbours 14 . 

B → A : 
E B (F x max ), E B (F x min ), 
E B (F y max ), E B (F y min )

2. Node A compares each received value with the corresponding co- 

ordinates of each point P i . The comparisons are done by subtract- 

ing the corresponding coordinate of P i from the characteristics of 

the habitat and then multiplying the result, to randomise it, with 

a random one-use value denoted nonce . A compares Fx max with 

P xi using Eq. (16) , and calculates the other comparisons the same 

way. The first two received values are compared with P xi and the 

last two with P yi . (
E B (F x max )

E B (P xi )

)nonce 

= E B ((F x max − P xi ) · nonce) (16) 

Then A sends the comparisons 15 to B together with the coordi- 

nates of each P i , the distance d Ai and the radius r A of H A . 

A → B : 

E A (r A ), 
{

E B ((F x max − P xi ) · nonce), 
E A (P xi ), E B ((F x min − P xi ) · nonce), 
E A (P yi ), E B ((F y max − P yi ) · nonce), 

E A (2 d Ai ), E B ((F y min − P yi ) · nonce)
}i 

3. For each P i , B decrypts all the received comparisons. Node B knows 

that each decrypted value greater than zero means that the char- 

acteristic of the habitat is greater than the corresponding coordi- 

nate of P i . This way B decides the region where P i is placed. Then, 

B calculates distance 2 d Bi . Afterwards, B computes the compari- 

son between 2 d Ai and 2 d Bi , using Eq. (17) , and the comparison of 

radius 16 r A and r B using Eq. (18 ). (
E B (2 d Ai )

E B (2 d Bi )

)nonce 

= E B ((2 d Ai − 2 d Bi ) · nonce) (17) 

(
E A (r A ) · E A (2 d Ai )

r B 

E A (r B )

)nonce 

= E A ((r A + 2 d Ai · r B − r B ) · nonce) (18) 

The last step for B is to send the results, but before that, B orders 

each pair of comparisons in a random way unknown to A . 

B → A : 

{
E A ((2 d Ai − 2 d Bi ) · nonce), 

E A ((r A + 2 d A i · r B − r B ) · nonce)
or 

E A ((r A + 2 d A i · r B − r B ) · nonce), 

E A ((2 d Ai − 2 d Bi ) · nonce)
}i 

14 This announcement can be made during the neighbour discovery process, by 

adding this information to the beacons. 
15 We have used “{” and “} i ” to enclose the part of the information that is repeated 

one time for each message m i . 
16 The added element d Ai · r B blurs the comparison. This way A can only infer infor- 

mation about H B ’s radius when P i is contained both by H A and H B . See Section 5 for 

more details. 
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A B

Fig. 9. Schema of the messages exchanged during the execution of PrivHab + . At Step 

0) the two nodes asynchronously perform calculations that will be used during the 

protocol. At Step 1) node B uses the neighbour discovery process to send to A the char- 

acteristics of the habitat H B . At Step 2) node A sends to B the distance 2 d ( H A , P i ) and the 

information B needs to calculate 2 d ( H B , P i ). At Step 3) node B compares both distances, 

and the radius of the two habitats, randomises the results and sends them to A . Finally, 

at Step 4) A decrypts the comparisons to know if B is a better choice than A . Finally, A 

sends, or not, the message m i to B according to its forwarding policy. 

4. Finally, node A decrypts each pair of comparisons. For every mes- 

sage m i for whom the two decrypted values are equal or greater 

than 0, A learns that B is a better choice. Knowing that, A applies 

its forwarding policy (more details are provided below) to decide 

if any message has to be sent to B . 

A → B : { m i } i 

Fig. 9 provides a schema of the messages exchanged during each 

phase of the protocol. 

4.6. Forwarding policy 

After the execution of PrivHab + , node A carrying message m i 

knows if the execution was successful and if B is a better choice to 

carry the message towards its destination. Then, A decides if the mes- 

sage has to be forwarded to B , and if a copy of m i has to be kept in A . 

The number of copies of every message flowing through the network 

will be directly determined by the forwarding policy used. Therefore, 

this decision, determined by the forwarding policy of A , can have an 

impact on the performance of PrivHab + . 

PrivHab + is compatible with any forwarding policy. As this paper 

is essentially focused on the decision making, meaning the compari- 

son of two nodes to decide who is the best choice, the study of the for- 

warding policy is out of the scope of this paper. However, we provide 

next a set of examples of different forwarding policies that could be 

applied. Note that we do not pretend this set to be complete. Further 

research is planned by the authors to study and analyse all possible 

options to find the best policy for each scenario. 

• Direct single-copy policy : nodes always forward the message to the 

node that is a better choice, no copies of the messages are created. 
• Direct multi-copy policy : nodes always forward the message to the 

node that is a better choice, but each node that has forwarded a 

message keeps one copy of it. 
• Limited multi-copy policy : nodes forward the message to the node 

that is a better choice and keep a copy a limited amount of times. 

When a node reaches the threshold for a message, no more copies 

of this message are created, and it is not forwarded more by this 

node. Many different strategies can be used to define the thresh- 

old of every node and every message. 
• Probabilistic policy : messages are forwarded to the node that is a 

better choice a X % of times. They are also forwarded to nodes that 

are a worse choice a or do not have a habitat to compare a Y % of 

times. Besides, nodes keep a copy of the forwarded message the 

Z % of times, where X , Y and Z are parameters of the network. 
• Multi-criteria policy : nodes execute other routing algorithms and 

combine their output with PrivHab + ’s one to decide if the mes- 

sage has to be forwarded and if a copy has to be kept at the node. 

For the sake of simplicity, during the rest of this paper we will as- 

sume that PrivHab + uses, by default, the direct single-copy forward- 

ing policy. 

4.7. A two-party protocol 

At [9] , the authors have studied the enormous complexity of real- 

ising a multi-party secure comparison between an indefinite number 

of nodes. Besides, encounters between two nodes are the most com- 

mon [12] , encounters between three, four or more nodes are so rare 

that they cannot have a huge impact on the performance of the net- 

work. For the sake of simplicity and to maintain the computational 

overhead as low as possible, we have designed PrivHab + to operate 

between two nodes. 

PrivHab + solves the encounters where three or more nodes meet, 

iterating its execution. PrivHab + low overhead allow nodes to exe- 

cute it more than once, and the “winner” of each comparison can 

be compared again with another neighbour. This process can be re- 

peated until all nodes have been compared and the best has been 

found, or until the connectivity window ends. Fig. 10 illustrates this 

process. This way, if the communication ends suddenly before all 

comparisons are finished, PrivHab + will find at least a partial “win- 

ner”. In the figure, if the communication ends before forwarding the 

message to the best node ( N 3), this partial “winner” would be N 2, 

who is better than N 0 and N 1. 

t=

t=t=

t=

t=

Fig. 10. Node N 0 carrying a message meets N 1, N 2 and N 3. Numbers denote the order 

of the operations. N 0 compares itself with N 1 using PrivHab + and finds that N 1 is a 

worse choice, so it does not forward the message. Then N 0 compares itself with N 2, 

who results to be a better choice, so the message is forwarded to N 2. Finally, N 2 com- 

pares itself with N 3 using PrivHab + and forwards the message to N 3 because it is a 

better choice. 
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5. Security analysis 

In this section, we analyse the knowledge obtained by each par- 

ticipant of PrivHab + under the scope of secure multi-party computa- 

tions. We first consider the passive adversary mode, where one par- 

ticipant executes the protocol and then makes inferences to obtain 

knowledge about the other participant’s inputs. Then, we consider 

the active adversary mode, where one participant tampers its mes- 

sages to try to obtain an advantage. Then, we reason about the secu- 

rity obtained in the two models. 

5.1. Passive adversay mode 

A secure multi-party computation [11] consists in computing a 

function on any input, on a network where different participants hold 

each input, and ensuring that no more information is revealed to a 

participant than what can be inferred from that participant’s input 

and the computed output. 

Following, we treat routing as a secure multi-party computation 

problem where the result of a routing algorithm has to be computed 

using private data held by the candidate nodes to carry the message. 

In order to consider PrivHab + as a secure protocol, we need to prove 

that it reveals only the result of the function and the inferences that 

can be deduced from this output with one or more input values [8] . 

We consider a passive adversary mode where the participants ex- 

change truthful messages and then analyse them trying to obtain in- 

formation about the other part’s habitat. 

5.1.1. Knowledge obtained by A 

Table 3 summarises all knowledge that can be learned by A , the 

node that carries the message, about H B , the habitat of the candidate 

node B . In all cases, the obtained knowledge is inferred using the out- 

put of the protocol and the inputs provided by A . None information 

can be learned from the messages exchanged with B , because they 

are encrypted with B ’s key, and the ones that A can decrypt are ran- 

domised through the usage of random nonce values. 

Table 3 

Knowledge obtained by A at the end of the protocol. If B is 

found to be a better choice, then A infers that B is a better can- 

didate and that H B is closer to location P than H A . Node A also 

infers that H B is smaller than H A in the case that P is contained 

inside H A . If B is found to be a worse choice, then A infers that 

H B is farther to P than H A , but cannot know if H B is bigger or 

smaller than H A . 

A knows A infers 

Input Output d A ↔ d B P ↔ H B r A ↔ r B 

P ∈ H A B d A = d B = 0 P ∈ H B r A ≥ r B 
A d A ≤ d B P �∈ H B or r A < r B 

P �∈ H A B d A ≥ d B Nothing Nothing 

A d A < d B P �∈ H B Nothing 

5.1.2. Knowledge obtained by B 

The knowledge obtained by B depends on the forwarding policy of 

A . The only thing B knows is not the output of PrivHab + , but the fact 

that the message has finally been forwarded or not. If the forwarding 

policy used makes possible to not send the message when B is a bet- 

ter choice, or to send the message even if B is a worse choice, then 

B cannot infer PrivHab + ’s output. Therefore, in this situation B can- 

not learn anything about H A . Assuming that B knows A ’s forwarding 

policy, we will analyse the worst-case scenario: a direct (single-copy 

or multi-copy) forwarding policy that allows B to know the output of 

PrivHab + from the forwarding of the message. 

Table 4 summarises all knowledge that can be learned by B , the 

candidate node to take custody of the message. Only one informa- 

tion, P ’s region, can be learned from the message received from A . H A 

Table 4 

Knowledge obtained by B at the end of the protocol. If the message is sent B in- 

fers that it is a better candidate than A and receives the coordinates of P with the 

message. If the message is not sent, B learns the region where P is located, but not 

d B . This only applies in the worst-case scenario: when the forwarding policy of A 

makes the output of PrivHab + easy to establish for B . 

B knows B learns B infers 

Output About P About d B d A ↔ d B 

Message received P : ( P x , P y ) d B d A ≥ d B 
Message do not received Region where P is located Nothing d A ≤ d B 

characteristics are encrypted with A ’s key, and the comparisons that B 

can decrypt are randomised through the usage of random nonce val- 

ues. Only the region where P is located is revealed. This knowledge 

about P ’s region is necessary for B to calculate d B . Node B can also in- 

fer the relation between d A and d B , even without knowing 17 d B , from 

the forwarding of the message. Note that maintaining P hidden to B 

(only P ’s region is revealed) if the message is not forwarded is crucial 

to avoid that B can calculate d B and use it to infer more information 

about H A . 

5.1.3. Conclusions 

Anything learned by A about H B , or by B about H A , from the pro- 

tocol is also learnable from the output alone. The computation made 

is a routing protocol, so, if m is forwarded to B , coordinates of P are 

revealed to B because they will be needed in the next executions. Oth- 

erwise, the only thing B learns about P is the region 

18 where it is lo- 

cated in relation with H B , because this knowledge is necessary for B 

to compute d B . 

Therefore, PrivHab + is secure to A and B because it reveals only 

the result of the algorithm and inferences derived from this result. Be- 

sides, PrivHab + provides best-effort privacy to P because it hides its 

location and reveals only the region where P is located. As we have ex- 

plained in the previous section, this can be easily enhanced by break- 

ing the relation between the destination and P using a pseudonym 

generator mechanism. 

5.2. Active adversary mode 

In the active adversary mode, we consider an attacker that may 

use untruthful information about their own habitat, the messages 

they carry, or the location P where a message is intended, in order 

to disclose private information about the other part’s habitat. 

5.2.1. Knowledge obtained by A 

A node carrying a message can lie about P , d A and r A in order to 

uncover information about H B . There are two strategies that an active 

attacker A can follow: 1) Produce chosen-destination arbitrary mes- 

sages using a set of false P ′ and d ′ 
A 

to try to discover the area covered 

by H B ; and 2) tamper r ′ 
A 

to learn about r B . 

1. Discover the area covered by H B : every time PrivHab + is executed, 

A learns that H B is located completely outside a circle with centre 

at P and radius d A if node A is chosen as the best choice. The same 

way, A learns that at least one part of H B is located inside a circle 

with centre at P and radius d A if the best choice is B . Therefore, 

node A can exploit this by producing arbitrary messages destined 

to a set of locations P ′ and using set of false distances d ′ 
A 
, and then 

repeatedly execute PrivHab + to try to learn the area covered by 

17 Node B does not even know d B until receiving P with the message and computing 

the distance again. The reason is that d B is calculated via homomorphic cryptography 

and only A can decrypt it. 
18 The region where P is located is far less accurate that the coordinates of P or the 

distance between P and H B . Moreover, B does not even know who is the destination, 

and therefore, B cannot relate this P ’s region with any node. 
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H B . The knowledge that A can obtain from this is summarised by 

Table 5 . 

Table 5 

Knowledge obtained by A at the end of the protocol 

when A uses d ′ A and P ′ instead of d A and P . If A is cho- 

sen, A learns where H B is not located. If B is chosen, A 

learns that a part of H B is inside an area. The third col- 

umn establishes the situations where it is useful for A 

to lie about d A . 

A knows A learns Useful 

Output About d B iff

A d B ≥ d ′ A d ′ A > d A 
B d B ≤ d ′ A d ′ A < d A 

2. Discover r B : the result of an execution of PrivHab + consists of a 

tuple containing two results randomly ordered. Each result can be 

greater or equal than zero ( ≥ 0), or negative ( < 0). One of them, 

the radius comparison, only makes sense if and only if d A = 0 . In 

order to know the result of the radius comparison, A needs to re- 

peatedly execute PrivHab + using the same values d ′ 
A 

= 0 and r ′ 
A 
, 

and a different P , until obtaining a different result in one of the 

two comparisons. When this happens, node A learns which re- 

sult corresponds to each comparison, and learns if r B is higher or 

lesser than r ′ 
A 

. Note that the only way to obtain a different result 

in one comparison using this method is by using two false P ′ 1 and 

P ′ 2 that are located one inside H B and the other outside it. Table 6 

summarises this process. 

Table 6 

Knowledge obtained by A . Depending on how the result of 

the comparison of distances change when using a different 

P ′ , node A learns the relation between r ′ A and r B . If A has se- 

lected P 1 ′ and P 2 ′ randomly, then he also learns which of 

them is located inside H B and which is located outside it. The 

third column establishes the situations where it is useful for 

A to lie about r A . 

A knows A learns Useful 

Result 1 Result 2 P i ∈ H B r ′ A ↔ r B iff

( < 0, < 0) ( < 0, ≥0) P 2 r ′ A < r B r ′ A > r A 
( < 0, ≥0) ( ≥ 0, ≥0) P 2 r ′ A ≥ r B r ′ A < r A 
( < 0, ≥0) ( < 0, < 0) P 1 r ′ A < r B r ′ A > r A 
( ≥ 0, ≥0) ( < 0, ≥0) P 1 r ′ A ≥ r B r ′ A < r A 

5.2.2. Knowledge obtained by B 

Node B does not initiate the execution of PrivHab + , nor controls 

the amount of messages m i that will be routed. Then, its only chance 

to lie is manipulating the results of the comparisons sent in Step 3. 

The candidate node B can lie about its habitat, using H 

′ 
B 

instead of 

H B , or about the distance from its habitat to P , using d ′ 
B 

instead of d B . 

Given that using a tampered habitat H 

′ 
B will lead to the calculation of 

an untruthful distance d ′ 
B 
, both cases can be treated likewise. Table 7 

summarises all knowledge learned by B in these two cases. 

Node B will obtain more information about H A lying than being 

truthful only if B finally receives the message and d ′ B > d B , or if B does 

not receive the message and d ′ 
B 

< d B . In both cases, P , and, therefore 

d B , are unknown to B prior of the exchange. Therefore, B wants d ′ 
B 

to 

be high to obtain more information if B will win the comparison, but 

a higher d ′ 
b 

makes B less likely to win it. Equivalently, B wants d ′ 
B 

to 

be small if B will lose the comparison, but a lesser d ′ 
b 

makes B more 

likely to be selected as the best candidate. Besides, B will not obtain 

P if does not receive the message, and knowing the distance between 

H A and P is not useful if P is unknown. For these reasons, there is no a 

straightforward strategy to select H 

′ 
B or d B and guarantee that B will 

take an advantage from this. 

Table 7 

Knowledge obtained by B at the end of the protocol when 

B uses d ′ B instead of d B . If the message is sent B infers that 

it is a better candidate than A . The third column estab- 

lishes the situations where it is useful for B to lie about 

d B . This only applies in the worst-case scenario: when the 

forwarding policy of A makes the output of PrivHab + easy 

to establish for B . 

B knows B learns Useful 

Output About d A iff

Message d A ≥ d ′ B d ′ B > d B 
received 

Message do d A ≤ d ′ B d ′ B < d B 
not received B knows P 

5.2.3. Conclusions 

An active attacker can try to learn things about the other part’s 

habitat by using untruthful information during the execution of 

PrivHab + . A can try to learn the area covered by H B and its radius 

r B , while B can try to learn the distance from H A to P . In both cases, 

the information obtained by the attacker is the same information (the 

result of one or more comparisons) that he can infer from a truthful 

execution of the protocol. The only thing an attacker can change is 

the value to compare with the other part’s radius or distance. How- 

ever, the attacker can only benefit from these changes if the change 

made and the result of PrivHab + are aligned. And in all cases hap- 

pens that changing the value to improve its usefulness decreases the 

probability of obtaining the desired result. 

As A is the node that starts the transaction and the only one that 

knows the number of messages he carries, he can determine how 

many times to execute PrivHab + . If A executes PrivHab + enough 

times, using untruthful information and the attacks described in 

Section 5.2.1 , he can completely uncover the area covered by H B and 

its radius. Given that nodes always operate with encrypted data, there 

is no way for one part to tell apart a truthful execution of PrivHab + 

from an untruthful one. However, B can decrease the effectiveness of 

these attacks by limiting the amount of interactions per unit of time 

with every other node. 

When A is performing a series of untruthful executions to discover 

B ’s habitat, A wants to know the result of the previous execution to 

improve the amount of obtained information in the next one. For ex- 

ample, A can start by selecting an evenly spread set of positions to 

try to discover the area covered by H B . However, when A has found 

that there is a part of H B inside the circle defined by one of these po- 

sitions, it is much more useful to A to investigate this circle and its 

surroundings than continue with the remaining positions. Therefore, 

B can reduce the effectiveness of the attacker by taking the counter- 

measure of forcing A to send him at once the information needed to 

perform all the executions before sending any response. 

Finally, when combining the two proposed measures, limiting the 

amount of executions per unit of time, and requiring all the informa- 

tion at once before sending any results to A , the effectivity of an active 

attack becomes greatly reduced, and the attacker ends learning al- 

most the same things that he would learn by being truthful. Besides, 

the information protected by PrivHab + , the habitat, changes period- 

ically. For this reason, slowing enough an attack can be considered 

equivalently as avoiding it, because when time passes the habitats 

change and the first things learned by the attacker become obsolete. 

6. Experimental results 

In this section we present some details about the proof-of-concept 

we have implemented. Then, we provide measurements of the com- 

putational and communication overhead introduced by the pre- 

sented protocol. 
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Table 8 

Percentage of the execution time spent in every operation. The communicational overhead is negligible and almost 

all the overhead introduced is computational. Note that rows add more than 100% because the computation of 

steps 0 and 1 is done asynchronously and it is not taken into account to calculate the execution time of PrivHab + . 

Device Key length Steps 0 and 1 Step 2 Step 3 Step 4 Sending 

(bits) computation computation computation computation messages 

Raspberry Pi 512 13 .54% 27 .15% 61 .01% 11 .33% 0 .51% 

1024 13 .79% 26 .13% 62 .07% 11 .48% 0 .32% 

2048 16 .87% 30 .56% 56 .12% 13 .08% 0 .24% 

i5 Laptop 512 11 .06% 35 .03% 54 .58% 9 .18% 1 .21% 

1024 12 .58% 31 .11% 58 .89% 9 .69% 0 .31% 

2048 13 .29% 26 .71% 61 .18% 12 .05% 0 .06% 

6.1. Implementation details 

We have deployed an implementation of the presented protocol 

on two different sets of devices: three Raspberry Pi boards 19 , and two 

i5 laptops 20 . The Raspberry Pi boards are very cheap low-end devices, 

ideals to deploy a cheap prototype network that will allow us to run 

field experiments in a near future. The laptops have been chosen as 

representatives of short-term high-end mobile devices, indeed the i5 

processor slightly outperforms the iPhone 6’ A8, the most powerful 

mobile phone processor prior to the writing of this article. The objec- 

tive of this proof-of-concept implementation is to demonstrate the 

viability of the proposal, and to obtain a measure of the overhead that 

PrivHab + adds to every transaction. 

6.2. Results obtained 

We have established a DTN network using the chosen devices and 

we have used this implementation to send 500 messages of sizes be- 

tween 10MB and 20MB. We have repeated the tests five times, using 

Paillier’s length keys of 512, 1024 and 2048 bits. We have measured 

the average time needed to make the calculations and to exchange 

all messages of Fig. 9 . The obtained results are shown in Table 9 , and 

have been incorporated to the simulations. 

Table 9 

Execution time of PrivHab + to route one message in both devices, the 

Raspberry Pi and the i5 Laptop, using different key lengths. The over- 

head is calculated as the extra amount of time needed to send a mes- 

sage of 10 MB or 20 MB. 

Device Key Time Overhead Overhead 

length (ms) 10 MB 20 MB 

(bits) (%) (%) 

Raspberry Pi 512 783 .95 4 .74 2 .42 

1024 5, 487 .94 33 .21 16 .94 

2048 34, 244 .12 207 .26 105 .72 

i5 Laptop 512 20 .58 0 .12 0 .06 

1024 118 .91 0 .71 0 .36 

2048 755 .54 4 .57 2 .33 

As can be seen in Table 9 , PrivHab + execution time depends heav- 

ily on the key length used. When using keys of 512 bits, PrivHab + 

can be executed by a low-end device in less than a second, mean- 

ing an overhead of less than a 5% when sending messages larger than 

10MB. The execution time increases to almost 5.5 s when using keys 

of 1024 bits. Given the average length of connectivity windows in re- 

mote village scenarios presented in [12] , this overhead is acceptable. 

19 Raspberry Pi Broadcom BCM2835 SoC full HD, 700 MHz Low Power ARM1176JZ-F, 

512 MB SDRAM, 512 MB SD with Raspbian, equipped with a Wi-Pi Wireless Adapter 

(802.11n up to 150 Mbps), a GPS receiver NL-302U (baud rate: 4800 bauds) and a dual 

output 50 0 0 mAh battery. 
20 Intel Core-i5 (third generation): dual core 3.3 GHz, 4 GB RAM, WiFi 802.11 b/g/n 

Dual Antenna, with Ubuntu 14.04 LTS, equipped with a GPS receiver NL-302U (baud 

rate: 4800 bauds). 

The usage of keys of 2048 bits or more in low-end devices is discour- 

aged because of the high overhead times they produce. In a high-end 

processor, PrivHab + can be executed in less than a second even when 

using extra-large keys of 2048 bits. Due to this, the key length should 

be chosen keeping in mind the devices used and the time that can be 

spent by executing the protocol. 

PrivHab + can be executed once to simultaneously route all mes- 

sages. This is called a multi-destination execution. This execution is 

faster but its result is all-or-nothing, meaning that no message can 

be routed if the connectivity window suddenly ends before finish- 

ing the execution of PrivHab + . In contrast, PrivHab + can be executed 

to route one message at a time. This is called the iterated execu- 

tion. This execution is slower, lasts 20% more time than the multi- 

destination execution, but when the communication suddenly ends, 

all previously processed messages have been routed. Fig. 11 depicts 

the time needed by PrivHab + to execute the protocol when routing 

messages using both types of execution. The authors suggest to use 

a mixed strategy: using one multi-destination execution to route the 

first messages and then iterate each message one by one. 

Finally, Table 8 shows the percentage of time consumed by each 

operation. The time needed to compute and send the first message, 

during steps 0 and 1, is not counted as a part of PrivHab + ’s overhead 

because this message can be computed and sent asynchronously dur- 

ing the neighbour discovery phase, as explained in Section 4.5 . As can 

be seen, the communicational overhead is quasi negligible, and most 

of the time is spent to compute the third message, at step 3. In fact, 

the computation of the third message is the most time-consuming 

operation because it includes decrypting the second message, 
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Fig. 11. Execution time between the two different strategies to execute PrivHab + with 

multiple messages to send, in a Raspberry Pi using keys of 512 bits. Executing the whole 

protocol one time for each destination lasts around 20% more than performing one 

multi-destination execution. 
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Fig. 12. Map of a scenario of application located in a rural area of Cajamarca (Perú). 

White lines are natural obstacles approximate limits. Dotted white lines represent the 

pathways where messages sent from the village of Chota to Cutervo or to Huambos 

have to be routed through. The size of the area under consideration is 30 × 30 km. 

calculating the distance between the habitat and the destination, and 

calculating the results operating with cyphered operands. 

7. Simulations 

In this section we explain the two scenarios we have chosen to 

evaluate PrivHab + ’s performance, and how we have modelled and 

simulated it. Afterwards, we provide the obtained results of both sce- 

narios, comparing PrivHab + performance and characteristics with 

other popular DTN routing algorithms. Finally, we provide a quali- 

tative comparison with all other evaluated routing protocols. 

7.1. First scenario: podcasts distribution in Cajamarca 

To carry out the first set of simulations, we have chosen a pod- 

casts distribution scenario located in the Cajamarca region, in Perú, 

where the NGO Practical Action 21 records podcast radio programmes 

targeted to farmers in Compact Discs and physically distributes them 

to the local radio stations. The scenario consists of an NGO office lo- 

cated in the village of Chota that distributes radio podcast programs 

to two NGO’s local radio stations located in the villages of Huambos 

and Cutervo. We substituted the physical distribution method by a 

digital and automated one using DTN networking. The podcasts are 

distributed through an opportunistic network. This application has 

to deal with challenges like a sparse population, with the receivers of 

the information far away from each other, a rugged terrain and a lack 

of data communication networks. 

This scenario has been chosen because its characteristics make it 

ideal to evaluate the performance of a geographic routing protocol. 

Firstly, the area, shown in Fig. 12 , is full of mountains that restrict the 

movement of the nodes, so short-term movement information as the 

speed vector of a node is not useful to route messages. Secondly, due 

to the movement patterns of nodes there are pairs of nodes whose 

probability of encounter is almost zero. These nodes are forced to use 

intermediate nodes to carry their messages towards its destination. 

Besides, it is based on a real application of DTN networking placed in 

an environment that lacks network infrastructure, where a solution 

based in the usage of small and cheap devices would be viable. 

7.2. Second scenario: podcasts distribution in Gwanda 

To carry out the second set of simulations, we have chosen another 

podcasts distribution scenario located in Gwanda, in Zimbabwe. Due 

21 More information about this programme at http://practicalaction.org/ 

podcasting-3 

Fig. 13. Map of a scenario of application located in Gwanda (Zimbabwe). White lines 

are natural obstacles approximate limits. Dotted white lines represent the pathways 

where messages sent from the InfoCenter of Gwanda to Sablevale and the two farm’s 

zones have to be routed through. 

to the success of their initiative in other rural areas, the NGO Practical 

Action 22 use a manpower of 60 cooperators to bring the podcasts to 

the villagers. The poor radio signal of the area makes unusable the ap- 

proach of recording CDs and distributing it to the local radio stations. 

Therefore, the cooperators, equipped with portable MP3 players and 

speakers, have to physically travel to the NGO office to obtain new 

podcasts. The scenario consists of an NGO office located in the village 

of Gwanda that distributes radio podcast programs to five coopera- 

tors that roam around Gwanda, the village of Sablevale and the two 

main farm’s zones near Gwanda. We implemented a digital and auto- 

mated distribution method that distributes the podcasts through an 

opportunistic network. This application has to deal with challenges 

like a sparse population, mobile receivers of the information, and a 

lack of data communication networks. 

This scenario has been chosen to evaluate the performance of 

PrivHab + because it has some characteristics different than the pre- 

vious one. The area is smaller than the Cajamarca’s one (15 × 7km) 

and, as shown in Fig. 13 , the main physical obstacle that restricts the 

movement of the nodes is the Mtshabezi River. Besides, the density 

of nodes is higher, and there are five different mobile destinations, 

although the NGO knows the approximated zone where they are as- 

signed. As there are more destinations than in the Cajamarca sce- 

nario, and nodes are very unlikely to be useful to deliver messages 

to more than one destination. Therefore, there are more nodes whose 

usefulness to deliver messages to certain destinations is almost zero, 

and a good decision making is critical to obtain a good performance. 

7.3. Characteristics of the application 

The application we consider in these two scenarios is a podcast 

distribution application based on the needs of the NGO Practical Ac- 

tion . This NGO already has a manpower of cooperators devoted to 

distributing the podcasts physically in the two explained scenarios. 

Therefore, we assume that it could be easy to assign one cheap de- 

vice to every cooperator. This way, Practical Action could transform 

its manpower of cooperators into a Delay Tolerant Network of mobile 

nodes. 

One can think that a cooperator that has been assigned by the NGO 

to a certain area, and that has received a device from the NGO in or- 

der to distribute the podcasts in that area, may not be very concerned 

about the privacy of its habitat or the amount of buffer occupied 

by the podcasts. However, if the NGO wants to extend the network 

cheaply by adding other types of nodes, e.g. volunteers that want 

to help the NGO, there are two characteristics of PrivHab + that can 

make it more useful than other DTN routing solutions: 1) PrivHab + 

22 More information about this programme at http://practicalaction.org/ 

podcasting-gwanda 
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Fig. 14. Obtained results in terms of latency and delivery ratio in the Cajamarca scenario. PrivHab + and MaxProp perform far better than the rest, obtaining a low latency and a 

high delivery ratio. 

protects the privacy of its users; and 2) PrivHab + can achieve a good 

performance occupying a small buffer. 

A volunteer could just install an app on his PDA to become part 

of the network. This way, he could help the podcast distribution by 

simply carrying his mobile device in the pocket when he performs 

his daily routine. Given that hurting people’s privacy do not seem a 

good way to incentivise them to install an app, it is important that 

PrivHab + guarantees their privacy. The same way, we cannot expect 

users to renounce to a big part of their storage capacity to carry pod- 

casts because they probably want to continue using their devices nor- 

mally. As a high usage of resources will give the users reasons for 

leaving the network, it is desirable to reduce as much as possible the 

impact on the users’ devices. Therefore, it is useful that PrivHab + is 

capable of achieving a good performance even using small storage 

buffers. 

7.4. Simulation details 

In our interpretation of these scenarios, nodes implement a mo- 

bility pattern that takes into account home and work locations. Nodes 

have a 200 MB buffer and a wireless interface featuring a communica- 

tion range of 30 m and speed up to 500 kbps. Messages of 10–20 MB 

23 

are injected periodically in the network by the NGO office, who knows 

the location, exact on the first scenario, approximated on the second 

one, of the waypoints and the destinations. The type and the amount 

of nodes simulated in each scenario are shown in Table 10 . 

Table 10 

Number and type of the nodes involved in the 

simulations of each scenario. 

Number and Scenario 

type of nodes Cajamarca Gwanda 

Total 95 66 

Source 1 static 1 static 

Destination 2 static 5 mobile 

Other 92 mobile 60 mobile 

During the approximation phase nodes calculate their habitat as 

explained in Section 3 , and the protocol detailed in Section 4.5 is used 

to make the routing decisions. For the sake of simplicity, nodes imple- 

menting PrivHab + use a direct single-copy forwarding policy. During 

the delivery phase, nodes use direct delivery to give the messages 

23 This is the size of an audio file with ID3 version 2.4.0, extended header, contains: 

MPEG ADTS, layer III, v1, 128 kbps, 44.1 kHz, stereo, with a duration between 10 and 

20 min. 

to their destination. We have modelled the computational and com- 

munication overhead introduced by PrivHab + considering that nodes 

need 5.5 additional seconds to perform each transaction. This over- 

head time is based on real experimentation, it is the average time 

consumed by a Raspberry Pi board using a 1024 bits key. 

In both scenarios, we have compared the performance obtained by 

PrivHab + (using T = 48 h on the first scenario, T = 24 on the second 

one, and β = 60 on both) with a bench-mark of well-known routing 

protocols used in [32] : Prophet [27] , Binary Spray & Wait ( L = 40) 

[38] , Epidemic and Random [39] . We have added two routing proto- 

cols to this set: MaxProp [5] and First Contact. All simulations have 

been performed using The Opportunistic Network Simulator (The ONE) 

[21] , and have been repeated twenty times using different random 

seeds, then, the average results of the twenty repetitions have been 

calculated. 

7.5. Simulation results: Cajamarca 

Results obtained on the first scenario are shown in Fig. 14 , where 

the performance of all the compared protocols in terms of delivery ra- 

tio and latency is depicted. Single-copy protocols, as First Contact and 

Random obtain a medium-to-high delivery ratio because they do not 

face most of the problems related to the size of the buffers and nodes’ 

congestion. In contrast, their latency is high. Random’s decision mak- 

ing is equally likely to make a bad or a good choice at every relay, but 

the latter ones are far more rare and valuable. First Contact performs 

slightly better because it avoids loops and forces messages to move 

away from their origin after they have visited all the near neighbours. 

Flooding-based protocols, as Epidemic and Prophet, obtain low laten- 

cies but also low delivery ratios. These protocols fill the buffers early 

and force nodes to drop messages. Most messages are dropped be- 

fore reaching to its destination, but the ones that are not dropped 

arrive fast. MaxProp, also a flooding-based protocol, obtains a low la- 

tency and a good delivery ratio because of its better dropping pol- 

icy based on probabilities of delivery. BS&W has a replication-based 

approach that limits flooding and performs a sort of depth-spread. 

BS&W performs similar to MaxProp in terms of latency, but obtain a 

medium delivery ratio because of its lack of a dropping policy that 

avoids dropping messages near their destination. Finally, PrivHab + 

obtains the highest delivery ratio thanks to the quality of its decision 

making. PrivHab + takes the best decisions because it is the only one 

that takes into account both the location of the destination and the 

mobility patterns of the neighbours. Even with the drawback of us- 

ing a single-copy forwarding policy, PrivHab + ’s obtains a very low la- 

tency that is only slightly improved by flooding-based protocols that 

obtain lower delivery ratios. 
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Table 11 

Obtained results in terms of network overhead, amount of dropped 

messages, aborted relays and hops performed by the delivered mes- 

sages. Single-copy protocols like PrivHab + and First Contact are the 

ones that waste fewer network resources. 

Protocol Dropped Overhead Aborted Hops 

messages relays 

Epidemic 197, 030 964 .66% 114, 380 26 .67 

Prophet 130, 647 855 .96% 382, 557 13 .95 

Maxprop 9929 65 .91% 252, 023 11 .21 

BS&W 33, 373 36 .66% 114, 380 9 .50 

Random 396 112 .40% 375, 200 180 .13 

First Contact 75 46 .73% 217, 280 59 .54 

PrivHab + 128 9 .68% 51, 343 8 .46 

Table 11 shows the average number of aborted relays, dropped 

messages, hops performed by the delivered messages, and the net- 

work overhead (calculated as the relation between the number of 

the relays done and the number of delivered messages). A low net- 

work overhead is desirable in scenarios where the resources are con- 

strained. Reducing the number of relays saves battery and increases 

the amount of time nodes are operational, improving this way the 

performance of the whole network. 

Epidemic and Prophet generate an enormous overhead of around 

one thousand percent that means that almost all nodes effort while 

forwarding messages is wasted, because the forwarded messages will 

probably be dropped before being delivered to their destination. Be- 

sides, Epidemic force messages to pass through a high number of 

intermediate hops after arriving its destination, causing a higher la- 

tency. MaxProp and Binary Spray & Wait (BS&W) generate a smaller 

amount of dropped messages and a lesser network overhead. These 

two protocols try to compensate their poor decision making by gen- 

erating copies. Creating copies fills the buffers and consumes a lot of 

energy, but these two protocols create copies in a clever way than 

Epidemic and Prophet, consume fewer resources and need a lesser 

number of hops to obtain better results. Between them, MaxProp bet- 

ter delivery ratio can be explained because it spreads messages in a 

more equitable way through the network than BS&W. Note that Max- 

Prop manages to drop less than a half of messages than BS&W and 

needs almost two average hops less to reach each message’s desti- 

nation. Random and First Contact reduce highly the amount of mes- 

sages dropped because do not flood the network with copies. How- 

ever, their network overhead is also high because the majority of their 

relays are bad choices. Note that their number of hops and aborted 

relays is really high because messages spend a lot of time being re- 

layed to nodes that will not approach them to its destination. Finally, 

PrivHab + generates the smallest amount of dropped messages and 

the lowest network overhead because PrivHab + ’s routing decisions 

are much better than the decisions taken by all other protocols. 

7.6. Simulations: Gwanda 

Results obtained on the second scenario are shown in Fig. 15 , 

where the performance of all the compared protocols in terms of de- 

livery ratio and latency is depicted. In comparison with the results 

of Fig. 14 of the previous scenario, we can identify three main differ- 

ences. 

The first difference is that latencies obtained by all protocols are 

around a 50% lower. The reason is that physical distances in the 

Gwanda scenario are smaller. As a consequence, messages have to 

spend less time being carried by a node from one village to another. 

The second difference is that two flooding-based protocols as Epi- 

demic and Prophet, that ranked 3rd and 4th in the Cajamarca scenario 

in terms of latency, perform a little worse in this scenario. Both proto- 

cols are unable to tell the not useful relays apart from the useful ones. 

For this reason, they are harmed by the higher amount of nodes that 

are not useful to deliver messages to certain destinations. PrivHab + ’s 

ability to identify useful relays through the comparison of habitats 

has benefited from this circumstance to obtain a lower latency (rank- 

ing 3rd). 

Finally, the third difference is the lower delivery ratio of First Con- 

tact, Random and BS&W. The density of nodes is higher, so First Con- 

tact and Random have to make more routing decisions, and they usu- 

ally make the wrong one. BS&W decreased delivery ratio is a conse- 

quence of the big share of created copies that are forwarded to the 

higher amount of not useful nodes. The rest of the results obtained 

are similar between the two scenarios. PrivHab + low latency is only 

slightly improved by replication-based protocols like BS&W and Max- 

Prop. However, in terms of delivery ratio, PrivHab + greatly outper- 

forms all other compared protocols, specially Epidemic, BS&W and 

Prophet. 

Table 13 shows the average number of aborted relays, dropped 

messages, hops performed by the delivered messages, and the net- 

work overhead introduced by each protocol. As in the Cajamarca sce- 

nario, Epidemic and Prophet generate an enormous overhead. This 

means that almost all nodes effort while forwarding messages is 

wasted, because most of the forwarded messages are dropped be- 

fore being delivered to their destination. The decreased efficiency 

of BS&W in this scenario is reflected in the introduced network 

overhead and in the number of hops. In this scenario, both values 

are higher than MaxProp’s. Note that MaxProp’s number of hops is 

the smallest one, but its delivery ratio it’s not the best. The rea- 

son is that sometimes MaxProp does not forward messages to nodes 

with low probabilities of encounter (because they never met the 

Fig. 15. Obtained results in terms of latency and delivery ratio in the Gwanda scenario. PrivHab + and MaxProp perform far better than the rest, obtaining a low latency and a high 

delivery ratio. 
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Table 12 

Feature comparison of all the routing protocols. MaxProp and PrivHab + have the best performance marks, but PrivHab + , with less overhead, privacy respectful and a 

constant complexity instead of a linear one, has a set of characteristics that make it better in scenarios like the two we have studied. 

Protocol PrivHab + MaxProp BS&W Prophet Epidemic First Contact Random 

Delivery ratio Very high High Low Very low Very low Medium Low 

Latency Low Very low Very low Low Medium High Very high 

Network overhead Very low Medium Medium Very high Very high Low Medium 

Nodes’ privacy Protected Violated Not considered Violated Not considered Not considered Not considered 

Protocol’s complexity Constant Linear Constant Linear Constant Constant Constant 

Suitability to reach hop-distant destinations High High Low Very low Very low Medium Very low 

Table 13 

Obtained results in terms of network overhead, amount of dropped messages, 

aborted relays and hops performed by the delivered messages. Single-copy protocols 

like PrivHab + and First Contact are the ones that waste fewer network resources. 

Protocol Dropped messages Overhead Aborted relays Hops 

Epidemic 249, 740 1089 .53% 486, 253 18 .57 

Prophet 156, 716 957 .98% 453, 219 9 .85 

Maxprop 15, 910 86 .69% 322, 832 6 .35 

BS&W 37, 927 101 .50% 122, 217 13 .46 

Random 939 191 .910% 324, 955 149 .21 

First Contact 692 62 .06% 168, 085 41 .45 

PrivHab + 82 8 .51% 43, 839 7 .41 

destination before) that are good choices because of their habitats. 

PrivHab + recognise this nodes and use them to carry the messages, 

and this way it achieves a higher delivery ratio. Random and First 

Contact drop a small amount of messages because they do not flood 

the network with copies, but their overhead and number of hops are 

also high because the majority of their relays are bad choices. Finally, 

PrivHab + generates the smallest amount of dropped messages and 

the lowest network overhead because PrivHab + ’s routing decisions 

are much better than the decisions taken by all other protocols. 

The small network overhead produced by PrivHab + could al- 

low users to use the same devices to run other applications like 

e-mail, voice messaging, blog-style publications, etc. Note that, be- 

ing PrivHab + the protocol with the higher computational overhead 

(5.5 s), it is also the one with the lowest amount of aborted relays. In 

fact, PrivHab + takes better routing decisions. This reduces the total 

number of relays needed to deliver a message to its destination and 

the time that messages last in the network. As a consequence, nodes 

carry less messages and can forward all of them before the oppor- 

tunistic contacts end. Therefore, we can state that the computational 

and communication overhead introduced by PrivHab + is perfectly 

assumable because it is compensated by its better decision making, 

improving the performance of the network. 

7.7. Qualitative comparison 

Table 12 summarises the whole comparison between all protocols. 

In addition to those already mentioned, delivery ratio, latency and 

network overhead; we also take into consideration nodes’ privacy, the 

protocol’s complexity, and the suitability to reach hop-distant desti- 

nations. Delivery ratio, latency and network overhead are the main 

performance indicators of a routing protocol. The importance of pri- 

vacy has been discussed before. The protocol’s complexity could be 

important while using small devices and the number of nodes in the 

network grows. The suitability to reach hop-distant destinations is 

a capital aspect in scenarios where messages have to be forwarded 

many times due to the long distances between the source and the 

destination. 

Nodes’ privacy is protected by PrivHab + , which is the only one 

that uses private information in a secure manner. Privacy is obviously 

not considered by the protocols that do not use node-related infor- 

mation to make choices. Besides, it is heavily violated by Prophet 

and MaxProp while nodes exchange their likelihood to contact others 

without protecting it. Furthermore, security of these two protocols 

cannot be easily enhanced, because they need to flood the network 

with a private information that is the basis of their operation. 

The complexity of PrivHab + , BS&W, Epidemic, First Contact and 

Random is constant. These protocols need to perform always the 

same amount of operations to make a routing decision. MaxProp and 

Prophet need to update and compare an amount of probabilities that 

grow linear with the number of nodes of the network. When operat- 

ing in networks with lots of nodes, both probabilistic protocols have 

to limit the amount of encounter probabilities they store, decreasing 

this way their performance. 

Finally, in big scenarios where destinations are distant and mes- 

sages have to be carried by many nodes, flooding-based protocols be- 

come poor routing protocols because they tend to congest the nodes 

that are nearest to the origin. This is what happens with Prophet and 

Epidemic. BS&W is slightly better because it avoids creating all the 

copies near the source node. First Contact is better than Random be- 

cause, eventually, the message moves away from the origin, but both 

does it slowly anyway. The transitiveness of probabilities makes Max- 

Prop perform well in this circumstance. However, as nodes that are 

far away in terms of hops are very likely to be far away too in terms of 

geographic distance, PrivHab + is the most suitable routing protocol 

for delivering messages to hop-distant destinations because it is de- 

signed to make messages travel distances towards their destination. 

PrivHab + decision making is based on the comparison of habi- 

tats. For this reason, it requires the scenario to be big enough to ben- 

efit from a geographic routing approach, and it is only useful when 

the movement patterns of the nodes constitute some kind of rou- 

tine. When this happens, this decision making allows PrivHab + to 

deliver more messages to their destination, even when using a single- 

copy forwarding policy. Besides, in these scenarios PrivHab + per- 

forms faster than all other protocols except BS&W and MaxProp and 

consumes far less network resources. Moreover, it preserves nodes’ 

privacy and performs really well when the number of nodes is high 

and the destinations of the messages are distant. Finally, PrivHab + is 

efficient enough to be executed in small and cheap devices and the 

overhead that introduces is compensated by the quality of the rout- 

ing decisions it makes, improving the performance of the network. 

8. Conclusions 

We have defined an elliptic model of habitat. The habitat models 

node’s whereabouts based on the idea of exploiting life-cycles. The 

habitat is useful to compare the intermediate nodes to decide who 

is a better choice to carry each message towards its destination. We 

have presented PrivHab + , a secure geographical DTN routing proto- 

col that uses the habitat to make routing decisions. PrivHab + takes 

advantage of Taxicab geometry and makes use of homomorphic cryp- 

tography techniques to preserve the privacy of the participants while 

comparing the habitats of the candidate nodes. 

PrivHab + has been analysed as a secure multi-party computation 

to proof that the protocol is secure. The only knowledge that can be 

learned by each participant about others intimacy is the same that 

could be inferred from the output of the protocol. This is an impor- 

tant point that makes PrivHab + recommendable to use in scenarios 
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where nodes are so related, directly or indirectly, to a person that 

their privacy needs to be protected. 

We have developed a proof-of-concept implementation that 

demonstrates that the presented protocol is viable and that it can be 

executed on small devices with a good performance. Both the com- 

putation and the communication overhead introduced by PrivHab + 

is proven to be affordable and to not degrade the performance of the 

network. Besides, simulations based on two podcast distribution sce- 

narios have shown that PrivHab + performs better than a set of well 

known DTN routing protocols and minimises the network overhead. 

The qualitative comparison between PrivHab + and the other rout- 

ing protocols shows that PrivHab + is a good choice not only for this 

two scenarios. In fact, PrivHab + is a good choice in any DTN scenario 

where nodes are linked to people, where mobility patterns are routi- 

nary, and where the considered distances are high, forcing the need 

of lots of hops to reach each destination. 

As future lines of research, we plan to study the impact of different 

forwarding policies on the performance of PrivHab + , to improve the 

elliptic model of habitat using a more complex representation, that 

does not have to be necessarily a geometric figure, and to develop an 

enhanced version of PrivHab + that compares simultaneously three 

or more habitats. We also plan to study the performance of PrivHab + 

in different scenarios and to present more real applications that could 

benefit from this secure geographic routing protocol. 
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Part III

Discussion

“The kind of tools that could have saved César’s job. . . ”





“If you know the enemy and know yourself you need not fear the results
of a hundred battles.”

The Art of War, Sun Tzu

7
Results

I
N this chapter, we provide a summary of the main systems and proposals

presented in every article of the compendium. In order to avoid mere

repetition from the publications, the systems are not explained with all

detail here. Instead, we present and discuss every publications’ contribution,

focusing on their relation with the main objective of this thesis.

7.1 Identity-based access control for pro-active

messages DTN

Pro-active messages change the traditional approach to Opportunistic Network

(OppNet) routing. Instead of using routing algorithms deployed in every node

of the network, a pro-active message carries its own routing code. Nodes have

to provide the necessary infrastructure to let the messages decide their way

89
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towards their destination. This infrastructure consists of three different features:

a) executing the mobile routing code carried by the messages; b) collecting

contextual information that could be used by the routing code to make a decision;

c) allowing the pro-active messages to use this information during routing.

In order to implement this features, it is needed to define a format for the

messages to allow them to carry their routing code. Besides, it is necessary an

access control mechanism for telling apart the messages that are authorised to

access an information from the ones that are not. This access control system

requires a way to identify every message and has to operate using only the

cryptographic tools that are usable in an OppNet1.

7.1.1 A network of pro-active messages

In order to allow messages to carry their own routing code, the structure of a

pro-active message must contain a minimum of four fields, as depicted in Figure

7.1:

1. Source address: the address of the node that sent the message.

2. Destination address: the address of the node where the message is in-

tended.

3. Content: the data from the application.

4. Routing Code: mobile code that has to be executed in every node.

Source address Destination address

Content

Routing Code

Figure 7.1: Fields of a pro-active message.

Every node should execute the routing code of a pro-active message. Routing

code operates above the list of the current node’s neighbours and the contextual

information stored on the node, and it returns the subset of neighbours where the

message has to be forwarded to.

1 Due to the low connectivity ratios that are typical in an OppNet, the tools based on the
Public Key Infrastructure (PKI) become unusable [Bhu16].
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7.1.2 Pro-active messages’ identity

When a message tries to access a contextual information, it is necessary to identify

and authenticate that message to decide if it is authorised to access it. To do

this, the first thing needed is to establish what defines the identity of a pro-active

message.

We consider that the routing code of a pro-active messages defines its identity.

As the content of a message is meaningless during routing, and the source and

destination addresses are arbitrary, this is the only reasonable option. Besides,

this is something that cannot be stolen and used for malicious purposes, because

authorised routing codes, by definition, do not perform malicious actions over the

information.

Using a simile with common identity-based access control system, the pro-

active message’s behaviour is used to identify and authenticate it. This way, the

message do not need to know or have or do anything; it is authenticated for what

it is.

In order to decide about access control, it is desirable to manage fixed-size

elements, but routing code length is arbitrary. For this reason, two hash functions

are applied to the routing code to obtain the binary sequence that identifies

the pro-active message and, at the same time, differentiates it from any other.

Note that, from this point on, two messages that behave the same way can be

considered equivalents from an access control perspective.

7.1.3 Identity-based access control

The Identity-based access control system defines two sets of data and how to

operate them to grant (or deny) the access to a piece of information.

The Authorized Hashes Set and the Entries Set

The two data sets are the Authorized Hashes Set (AHS ) and the Entries Set (ES ).

The first one defines the identities of the messages that are authorised to access

every piece of information, and the second one contains the information itself.
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The Authorized Hashes Set contains a collection of triplets according to the

structure of Equation 7.1.

(j, h′(ci), Eh(ci)(kj)) (7.1)

Where:

• j identifies the information.

• h′(ci) identifies the routing code ci of a message that can access the infor-

mation.

• Eh(ci)(kj) is the symmetric key needed to decrypt the information. It is

cyphered with a symmetric key encryption algorithm E using the result of

a hash function h over the routing code as key.

The Entries Set is a collection of pairs as according to the structure of Equation

7.2.

(j, Ekj (Ij)) (7.2)

Where:

• j identifies the information.

• Ekj (Ij) is the information itself, cyphered with E using the key kj that is

stored in the AHS.

Operation of the Identity-based access control system

The Identity-based access control aims to provide an access control system that

fits in a pro-active messages OppNet. It is based on a discretionary policy, and it

is designed loosely following the guidelines of an access control list. This approach

consists of associating each system’s object with all the authorised subjects that

can access it and the actions they can perform on the object. Concretely, instead

of relating the name of every subject with its permissions, the system associates

the identifier of each subject to the key needed to decrypt the information.
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The operation’s schema of the Identity-based access control is depicted in

Figure 7.2. In the first place (1), a hash (h′) of the routing code of the message (ci)

and the identifier of the information (j) it wants to access are used to locate the

appropriate entry at the AHS. Then (2), another hash function (h) is applied to

the routing code to decrypt the key (k) used to cypher the information. Next (3),

the identifier of the information is used to locate the appropriate entry at the ES.

Finally (4), the key k is used to decrypt the information (I). If the information is

successfully decrypted, the routing code can access it and modify it.

Figure 7.2: Inside the boxes, the message whose routing code tries to access a piece

of information, and the corresponding entries at the AHS and the ES.

The numbers between parenthesis indicate the order of the operations, the

arrows indicate which fields are related, and the text explains how the

process to access the requested information is conducted.

Using the Identity-based access control system not only provides security

against a hypothetical attacker that alters a pro-active message’s routing code to

access or modify some information, but it also allows nodes to spread updates of

routing information securely because the information can be transmitted while

cyphered.

7.1.4 Main contributions

Next, we summarise the contributions of Identity-based access control for pro-

active messages DTN to the research of access control system under the scope of

Opportunistic Networking.

• The Identity-based access control system: a secure access control
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system for messages with routing code designed to protect a particular

resource: structured and organised information used by messages during

routing.

• The foundations of a pro-active messages’ network: we point out

the need of tools to build a network where different applications with

different characteristics may require different treatments for their messages,

because their routing needs may be different. This idea has been one of the

motivations that led Borrego et. al. to develop the active DTN (aDTN)

paradigm in [Bor13, BRF15].

• Routing code-based identity: the usage of the routing code as the own

identity of the message to make an access control decision is a solution to a

problem with no evidence of having being faced before.

• A methodic security analysis of the system: the security of the ac-

cess control system has been methodically analysed against three different

scenarios: 1) an attacker that creates a malicious routing code to access an

information for which it is unauthorised; 2) an attacker that intercepts an

exchange of contextual information and tries to access these entries; 3) an

attacker that compromises a node and wants to access to all entries.

• A proof-of-concept implementation of the system: based on the

real-time mobile agent’s platform MobileC [mob12], we implemented a

proof-of-concept version of the whole system that allowed us to measure

its performance and proof that it can be useful under the scope of an

OppNet application. This process forced us to define and create the Routing

Information Database (RIDB) and implement it using a set of files with

Resource Description Framework (RDF) statements.

7.2 Endeavouring to be in the good books.

Awarding DTN network use for acknowledg-

ing the reception of bundles

In an OppNet where not all nodes are deployed or managed by a central authority,

the users may not be interested in routing and may prefer to save their resources

for their own messages. However, if this behaviour is adopted by the majority of

the network, the performance collapses, and the network itself becomes unuseful.
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Therefore, it is necessary to encourage the users2 to behave in a cooperative way

for the sake of the common good, even if they are only interested in their own

good.

To deal with this, the actions that can be performed by every user need to

be defined and tracked. Then, it is necessary a fair reward and punishment

system that takes into account how these actions are tracked. It is also needed

a mechanism to force the users to care about these rewards and punishments.

And, last but not least, all these tools must be able to operate without being

simultaneously accessing a third party, as they must operate on a disconnected

OppNet environment.

7.2.1 Receipt exchange protocol

An incentive scheme needs to track the actions performed by every user of the

network. This is the only way the rewards can be distributed with fairness. The

receipt exchange protocol takes care of it by generating transaction’s receipts

every time a message is forwarded. The protocol is based on the principles of Fair

Exchange Signature Scheme (FESS) [LSM+08] and Identity Based Cryptography

(IBC) [Sha85], but modifies the nature of the FESS’ keystone, and therefore, its

whole purpose. With the receipt exchange protocol, we obtain a system that keeps

track of the actions done by the nodes by exchanging a low number of messages;

that does not require the involvement of a third party during the transactions; and

that avoids key management issues in OppNet scenarios thanks to the properties

of IBC.

Definitions

The receipt exchange protocol defines two key elements: the voucher and the

receipt.

voucher describes a transaction. Four fields form it: the sender, the receiver, the

name of the voucher’s issuer, and a flag that indicates if the transaction is a

relay between intermediary nodes or if one of the nodes involved is either

2 Nodes are not autonomous; they are operated by users. For this reason, along Section 7.2,
we will use the terms “node” and “user” indistinctly.
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the message’s sender or destination. A voucher is correct if it describes the

transaction properly.

receipt contains a voucher and a signature that binds the voucher to its issuer

and to the message transmitted. A receipt is generated by cryptographically

signing the voucher, and it is verified by cryptographically verifying the

signature. However, a receipt is only valid if is verified and presented

together with the keystone.

Exchange of messages

Next, we present the exchange of messages generated by the receipt exchange

protocol every time that a couple of nodes establish contact and one of them

wants to send a message to the other one.

1. The node who initiates the transaction (from now on, the initiator) creates a

voucher describing it, and then signs it to produce the receipt that contains

this voucher. This receipt is sent to the other node (from now on, the

receiver).

2. The receiver checks the voucher and verifies the receipt. If the verification

holds, the receiver creates its own voucher and signs it to produce a receipt.

Then, it sends this receipt to the initiator.

3. The initiator checks the voucher and verifies the receipt. If the verification

holds, the initiator sends the message to the receiver and concludes the

transaction. The message itself is the keystone that provides validity to the

two receipts.

Created evidences

At the end of the receipt exchange, there are three possible scenarios, depending

on how many parts of the protocol have been completed before the transaction’s

end:

1. Only one receipt sent: The receiver has the initiator’s receipt, but it

does not have validity because it lacks the keystone. Therefore, none of the



7.2. An asyncronous incentive scheme for DTN 97

parts can proof that they have been in contact because of the transfer of

the message.

2. Two receipts sent: The receiver has the initiator’s receipt, but it does not

have validity because it lacks the keystone. The initiator has the receiver’s

receipt and the keystone, that has not been released. Therefore, the initiator

can proof that the receiver has been involved with this message’s transfer.

However, by doing this, the initiator compromises itself with the transfer by

releasing the keystone.

3. Protocol completed: Both parts have the other’s receipt and the message

that acts as the keystone, so they both have unequivocal evidence that they

have been in contact because of the transfer of the message.

From an incentive scheme’s point of view, the first scenario lacks any interest:

the message has not been forwarded. Therefore, there is no need to punish or

reward anyone. However, the two other scenarios are more important: if it has

been a message transmission, it means that some node should be rewarded (for

forwarding the message, as the initiator on the third scenario) or punished (for

dropping, losing or not forwarding it to another node, as the initiator on the second

scenario or the receiver on the third one). Unfortunately, using the evidences

generated during the receipt exchange protocol, there is no way to tell between

the second and the third scenario, meaning that there is no way to decide which

node should be rewarded and which node should be punished. This is something

that must be taken into account by the incentive scheme to provide fairness to

the reward system.

7.2.2 Incentive scheme

An incentive scheme is, essentially, a set of rules that increase or decrease the users’

balances according to their actions. Obviously, these rules must be closely related

to the mechanism used to keep track of the users’ actions, to the characteristics

of the network, and to the behaviours that we want to encourage. Therefore, the

incentive scheme design has to take into account the particularities of the receipt

exchange protocol, and the need of operating asynchronously, using only partial

knowledge of the actions performed by the nodes.



98 Chapter 7. Results

Guilty until proven innocent

As explained before, when one of the users involved in a transaction acts dishonestly

by not forwarding the message, neither of the two pieces of evidence is sufficient

to prove, unequivocally, which node is guilty and which one is innocent. However,

we can identify the two nodes that are suspicious of having lost the message. To

deal with this, our incentive scheme uses the policy “guilty until proven innocent”,

meaning that the two nodes involved with the loss of a message will be marked

as suspicious nodes and punished until it is demonstrated that they behaved

honestly.

Acting this way, one small act of unfairness is performed by the incentive

scheme every time a message is lost. However, when we look at the big picture,

we can fairly tell apart the innocent nodes (they have been punished a few times,

and so, probably wrongly) from the guilty ones (they have been punished a lot

of times). Later, when the innocence of a node is proven, the punishments are

removed, and they are properly rewarded for their behaviour.

Rewards and punishments

As the Incentive Manager (IM) collects the receipts and the keystones that proof

which nodes have been in contact due to the transfer of every message, it builds

the chain of custody of every message and punishes or rewards the nodes with

Cooperation Points (CP) on every update of the chain of custody. The application

of the “guilty until proven innocent” policy is done this way: the two last nodes of

the chain of custody are considered suspicious, so they are punished; the third

last node and all previous ones except the first are confirmed relays, so they are

rewarded. When a node changes from being suspicious to being a confirmed relay,

first its punishment is removed, and then it is rewarded. Figure 7.3 illustrates the

meaning of these rewards and punishments.

The amount of CP that it is added to or subtracted to every node is defined

by the parameters α, β and ε.

• α: The punishment applied to nodes that are suspicious of not forwarding a

message.

• β: The reward given to nodes when it is proven that they have forwarded a

message.
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Sender Forwarder Forwarder DestinationForwarder

Figure 7.3: Illustration of the reward and punishment scheme. The arrows depict

the relays of the message. The first node is not rewarded nor punished.

The second node is rewarded with +β CP because it is a confirmed relay.

The third and the fourth nodes are suspected of having lost the message;

therefore, they are punished with −α CP.

• ε: The reward given to a node for each proof delivered to the manager.

The enforcing mechanism

IBC-based OppNets are based on the assumption that nodes will, eventually,

connect with the Private Key Generator (PKG) to obtain a set of private IBC

keys. The IM has to receive the proofs of all transactions, track the chain of

custody of every message and reward or punish nodes due to their behaviour. By

placing the IM and the PKG together, nodes can use the trip to upload proofs

and to obtain new IBC keys.

In general, nodes prefer to obtain more keys when they contact the PKG,

because this way they gain more independence and they can operate for more

time without asking the PKG again for more keys. For this reason, we relate the

amount of CP obtained by the nodes with the amount of IBC keys they obtain

from the PKG, Figure 7.4 illustrates this.

Figure 7.4: Nodes need IBC keys to send their messages, and they obtain the keys by

forwarding other’s messages.

When a node asks for keys, we normalise the demanding node CP inside the

interval [minCP ,maxCP ] and map that value inside the interval [minK ,maxK ],
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defined by the minimum and maximum possible amount of keys to deliver. This

way, nodes are not excluded from the network because they obtain, at least, minK ,

and all nodes are treated with fairness because they are compared with their

neighbours, who are supposed to have similar forwarding opportunities. This

procedure is formalized in Equation 7.3.

Amount of keys = minK +
CP −minCP

maxCP −minCP
(maxK −minK) (7.3)

CPt = e−t/TCP−1 (7.4)

Using the exponential decay function of Equation 7.4 and a time constant T

to gradually decrease Nodes’ CP over time, selfish bursts3 are prevented. Besides,

this way, the nodes with a very low (or negative) CP can recover from their past

uncooperative behaviour if they start being cooperative because past actions will

weigh less than present actions.

Game theory analysis

Every participant of the network has to make a decision about the next behaviours:

to participate in the network; to accept other’s messages to forward them; to

cheat or be honest when exchanging receipts; to deliver proofs of forwarding to

the IM; and to deliver proofs of delivery to the IM. A strategy of one node consists

in his decision do or not every one of this things. Figure 7.5 shows all possible

strategies and the expected outcome related to each one.

Considering that the participants are rational, i.e. they will never behave in

a way that could turn against their interests, the game theory analysis defined

the possible values4 of the parameters α, β and ε to grant that every node of

the network will be interested in choosing a concrete strategy, which consists of

accepting messages addressed to others, forwarding these messages, being honest

during the receipt exchange protocol and delivering to the IM all kind of proofs is

a strictly dominant strategy.

3 The behaviour of a node accumulating CP and then using it to behave in a very uncooperative
way without being punished.

4The constraints are: α > 0, β > 0 and ε > 13
20
α+ 4

5
β. Chapter4 provides the details about

how these constraints have been calculated.
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Figure 7.5: Flow chart of the strategy that every user has to chose. The only way to

reach the higher benefits is to participate on the network and to cooperate

with the other nodes, to be honest, and to deliver the receipts to the IM.

This behaviour grants the node higher benefits than any other possible strategy,

and it does not matter what the other nodes of the network do. Consequently,

a profile of strategies where all nodes choose to behave this way forms a unique

Nash equilibrium [Nas50] because it is impossible for any node to increase its

profits by deviating from this strategy.

7.2.3 Main contributions

Next, we summarise the contributions of Endeavouring to be in the good books.

Awarding DTN network use for acknowledging the reception of bundles to the

research of incentive systems under the scope of Opportunistic Networking.

• A receipt exchange protocol: designed on the basis of FESS and IBC.
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It is the result of transforming a protocol where two nodes sign a document

they know beforehand into a protocol where two nodes forward a message

and generate pieces of evidence about the transaction done. The last step of

the protocol was modified to send the message, instead of a random keystone.

Besides, we have modified the structure of the receipts, adding the needed

fields to make it store unequivocal information about the transaction they

are related and denying the reuse of past receipts on future transactions

of the same message. Additionally, we have benefited from hash functions

properties to optimise the protocol and reduce the amount of space needed

by nodes to store the receipts.

• An asynchronous incentive scheme for OppNet: the system rewards

nodes without waiting to build the whole chain of custody. Every time a

node delivers a proof to the IM, it updates the state of the chain of custody,

and it distributes rewards and punishments as if the new state will be the

last. This is a feature that makes this system way more adapted to the

characteristics of OppNets than other state-of-the-art proposals.

• A detailed game theory analysis: used to find the restrictions on the

parameters’ values. We have split the system into a set of subgames, and

we have solved each one of them. Besides, we have proof that a profile of

strategies where all nodes choose to behave in a fully cooperative way forms

a unique Nash equilibrium because it is impossible for any node to increase

its profits by deviating from this strategy.

• A proof-of-concept implementation of the system: built to obtain a

measure of the overhead introduced by the system. We used the obtained

measurements to study the ratio of aborted transactions and the impact on

the latency and delivery ratio.

• A simulation-based study: using The Opportunistic Network Simulator

(The ONE) [KOK09], we have examined the incentive scheme under the

scope of a wireless robot sensor grid network with heterogeneous nodes

and applications. We have reasoned about the fairness of the system and

about how to chose the T (time constant) parameter and about the impact

of message expiration. Finally, we have studied the increase of network’s

performance due to the usage of the incentive scheme in presence of not

cooperative nodes.
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7.3 PrivHab: A privacy preserving georouting

protocol based on a multiagent system for

podcast distribution on disconnected areas

Facing the challenges of an e-agriculture podcast distribution application on

disconnected areas, we proposed to create a network by distributing small devices

among the members of a Non-governmental Organization (NGO) and some local

villagers. The proposed network should use OppNet networking to work without

any infrastructure, allowing a low deployment cost for the NGO.

The network’s cost should be as low as possible, for this reason, we want to

not only use the NGO’s own nodes but also to allow any volunteers to help the

NGO by becoming part of the network using their own devices. Obviously, the

impact on the volunteers’ device and life should be reduced to the minimum. This

imposes two requirements over the system used: a) the privacy of the nodes has

to be preserved; b) the system has to achieve a good performance by occupying a

small buffer and using few resources.

In order to implement a system that matches the needs of this application, we

need to design a routing algorithm adapted to the characteristics of the scenario

and the nodes, and we also need to be sure that the nodes’ privacy is preserved.

Finally, as on the previous contributions, the whole system has to be able to

operate using only tools that are available in Delay Tolerant Network (DTN).

7.3.1 The Habitat

The movements of every node of the network are strongly related to the person

carrying it. Therefore, to know the places where a node has been in the past is

useful to infer if a node will visit these places again in the future. In order to

model the node’s usual whereabouts, we have defined the habitat: the area where

someone is more likely to be found. We propose to model the habitat using the

simplest geometric shape: the circle, this way nodes can automatically calculate

and store it consuming the minimum computational resources, and they can make

quick routing decisions.
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The habitat’s circular model

The habitat is regularly calculated and updated by obtaining the location of a node

and adding it to his habitat using an Exponentially Weighted Moving Average

(EWMA) [Rob00]. The centre point of the habitat is calculated by averaging5 the

centre point (Cold) and the current location (L). This first step is depicted in

Figure 7.6 and formalized by Equation 7.5.

(a) (b)

Figure 7.6: (a) The centre point is updated by averaging the centre Cold and the new

location L. Note that the centre point C has moved towards L according

to an α factor; (b) The radius Rold is used together with the distance

d(L,C), that separates the new location and the centre point C, to update

the radius R of the habitat.

C = L ∗ α+ Cold ∗ (1− α) (7.5)

Then, the habitat’s radius (R) is updated by averaging the radius (Rold) the

distance between the actual location and the centre point. This second step is

depicted in Figure 7.6 and formalized by Equation 7.6.

R = d(L,C) ∗ α+Rold ∗ (1− α) (7.6)

5The α parameter determines the habitat’s time span (T ). When chosen according to
α = 2

Tω+1
, being ω the update frequency, the moving average weights the last Tω locations a

86% of the total. Then, we say that the habitat models the last T hours.
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7.3.2 A Habitat-based routing algorithm

Given the definition of habitat, we assume that nodes spend most of the time inside

the area defined by their habitats. Therefore, the PrivHab algorithm uses this

reasoning to decide which node is better to carry a message towards its destination.

The algorithm chooses the nodes whose habitat enclose the destination, prioritising

those nodes whose habitat is the smallest. If a waypoint is contained outside two

habitats, then the algorithm chooses the node whose border is the closest to the

next waypoint. Figure 7.7 show the different situations that can be faced. In

(a) and (b) node A is chosen as the best option, because the target waypoint W

is closer to HA or inside it. In (c) the best choice is B, because both habitats

contain W , but HB is smaller than HA.

(a) (b) (c)

Figure 7.7: There are three possible situations when comparing two habitats: (a) The

next waypoint (W ) is located outside the two habitats; (b) Only one of the

habitats encloses the location of the next waypoint; (c) The two habitats

enclose the location of the next waypoint.

7.3.3 Mapping negatives to perform homomorphic subtrac-
tions

PrivHab uses techniques of secure multi-party computations to protect nodes’

privacy. The goal is to operate and compare the habitats and waypoints or

location destinations while cryptographically protected to avoid revealing this

private information to the other parts. This operation can be done using an

additive homomorphic cryptosystem6.

6 An additive homomorphic cryptosystem is one in which, given two encrypted operands
E(a) and E(b), E(a+ b) can be computed without separately decrypting each one.
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In order to execute the routing algorithm, PrivHab needs to know if a point is

contained inside a circle, and to calculate the distance between a circle and a point,

the only way to do this is by performing additions, subtractions and multiplication

using encrypted operands. The chosen cryptosystem, Paillier [Pai99], as any other

additive homomorphic cryptosystem [Gen09], provides the addition of cyphered

values and the multiplication by a plain operand. We managed to perform the

subtraction by performing the addition of a negative value. However, as there

are no negative values in Zn, we mapped them in a way that they could still be

added to other cyphered operands or multiplied by a plain operand.

We map positive integers lower than n/2 using the identity function and

negative integers greater than −n/2 with its representation modulo n, as shown

in Equation 7.7. Figure 7.8 provides a scheme of this mapping.

Map(x) =

{
x x ∈ [0, n/2)

x+ n x ∈ (−n/2, 0)
(7.7)

Figure 7.8: Positive integers are mapped to Zn using the identity function. Negative

integers are mapped to the higher part of Zn using its representation

modulo n.

This way, we use Paillier addition between a positive integer a and a negative

integer −b mapped as −b + n to obtain (a − b) + n mod n. If a > b then

(a− b) + n mod n = (a− b), and if a < b then (a− b) + n mod n = a− b.

Besides, multiplication between a negative integer −b (mapped as −b+n) and

s to obtain (−b+ n) · s mod n is calculated doing −b · s+ n · s mod n = −b · s.

Then, the result of both operations can be recovered by reversing the previous

mapping, using Equation 7.8.

Inverse Map(x) =

{
x x ∈ [0, n/2)

x− n x ∈ (n/2, n− 1]
(7.8)
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Example of subtraction of cyphered values

Next, we provide one example in order to better illustrate how to perform a

subtraction:

1. Let Alice have Public key (n, g) = (15, 2) and Private key (λ, p, q) = (4, 3, 5).

2. Then, Bob picks a random r = 2 and cyphers mB = 3 by doing cB =

gmrn mod n2 = 19 = EA(mB)

3. Later, Charlie wants to subtract 5 from EA(mB), so he first maps −5 as

(−5 + 15 = 10) (remember that the boundary is that separates positives

from negatives is set to 15/2) and cyphers mC = 10 by picking a random

r = 4 and doing cC = gmrn mod n2 = 151 = EA(mC).

4. Charlie adds EA(mB) with EA(mC) by doing EA(mB) · EA(mC) = 151 ·
19 mod 225 = 169 = EA(mB +mC).

5. Then, Alice decrypts EA(mB +mC) by calculating m = L(cλ mod n2) =

L(1694 mod 225) = L(196) = 13.

6. Finally, as 13 is greater than n/2, Alice undoes the mapping doing 13−15 =

−2, which is the result of subtracting (or adding a negative) 5 from 3.

Example of multiplication by a plain operand

Besides, using the same keys of the previous example, if Charlie wants to multiply

the −2 by a plain operand s = 3:

1. Charlie calculates EA((mB +mC) · s) = EA(mB +mC)s = 1693 mod 225 =

109.

2. Alice decrypts EA((mB + mC) · s) by calculating m = L(cλ mod n2) =

L(1094 mod 225) = L(136) = 9.

3. Finally, as 9 is greater than n/2, Alice undoes the mapping doing 9−15 = −6,

which is the result of multiplying a cyphered −2 by a plain 3.
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7.3.4 The PrivHab’s exchange of messages

The PrivHab’s exchange of messages goal is to execute the PrivHab routing

algorithm to compare two nodes based on their habitats, but without disclosing

any private information to the other part. PrivHab achieves this by operating

with homomorphically encrypted operands and benefiting from the previously

presented negative’s mapping to make comparisons.

Let A be the node that carries the data, and B a candidate neighbour. Let

W , known only by A, be the next waypoint where the data has to be carried to.

The PrivHab protocol, described below, requires the two nodes to perform the

following operations:

1. Node B adds the coordinates of its habitat’s centre point (C), cyphered, to

the beacons sent during the neighbour discovery process.

2. Node A compares the coordinates of the waypoint W with C, by subtracting

them and then multiplying both results by the same nonce (a random

one-use value). Following, A sends to B the results, the coordinates of W ,

the distance between W and A’s habitat and its radius. These three last

values are cyphered using A’s public key, so B can operate but can not

decrypt them.

3. Node B decrypts the comparison between W and C, and uses it to calculate

the square of the distance between W and B’s habitat. Following, B

calculates if W is inside B’s habitat, and compares the distances and radius.

This time, three different nonce values are used to randomise the results. At

this point, B has all the information needed to execute the routing algorithm,

but everything is cyphered with A’s key, so, node B sends all the results,

randomly ordered, to A.

4. Node A decrypts the three received values. B’s habitat wins the comparison

if and only if the three decrypted values are negative or 0. Finally, if A,

according to its forwarding policy decides so, the message is forwarded to B.

7.3.5 A multiagent-based system

PrivHab is designed to operate in a Mobile Agent based DTN (MADTN) [MCR+13].

In this kind of networks, the messages are carried by mobile agents. Therefore,
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PrivHab’s goal is to help these agents by providing them with routing information

to improve their itinerary selection. In MADTN, Mobile agents provide autonomy

to find their way to their destination in a partially unknown and changing environ-

ment. Agents also have the intelligence to make decisions that lead them towards

their goal. The agents cannot control nodes’ movement, so they are mobile to be

able to migrate when they find a more useful one. Besides, agents are proactive,

so they can initiate context-aware actions as starting the delivery phase when the

agent is near the destination; and they represent applications with different needs,

allowing them to use the same network in their own way, with the agents making

decisions on their behalf. All the agents involved in the multiagent system that

enables the operation of PrivHab are listed and explained below and depicted in

Figure 7.9.

Figure 7.9: Dotted lines depict the main interactions between entities, while slashed

lines depict the movement of the agents. The Habitat Agent updates the

habitat using information from the GPS receiver. The Interactor Agent

exchanges PrivHab’s messages with the other nodes and informs the Carrier

agent of the result of the execution. The Carrier Agent carries the message

and makes the decision of migrating, staying or being cloned.

• Habitat Agent: This agent calculates and periodically updates the habitat

of the node.

• Interactor Agent: This agent performs the PrivHab’s exchange of mes-

sages to compare the habitats of the two nodes. Then, this agent informs

the Carrier agent of the result of the comparison.

• Carrier Agent: This agent carries the message, and his goal is to deliver

it to its destination. It uses the result of PrivHab’s execution, along with

other contextual information, to decide its itinerary.
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7.3.6 Main contributions

Next, we summarise the contributions of PrivHab: A privacy preserving georouting

protocol based on a multiagent system for podcast distribution on disconnected

areas to the research of privacy preserving georouting protocols under the scope

of Opportunistic Networking.

• A scenario of application: based on a real need, we analysed the work

done by the NGO Practical Action on a rural and disconnected area in

Gwanda and concluded that there is a need of automating the podcast

distribution. We proposed a solution based on a low-cost network and

designed the appropriate tools to make it work.

• The habitat: a tool to model the nodes’ whereabouts. As most of the

OppNet solutions do not apply well to high-distances scenarios where mes-

sages should be routed in a long-term basis, we have developed a simple

habitat model that enables the usage of a georouting protocol that benefits

from the life-cycles of the people to make predictions.

• The foundations of a multiagent system: that benefits from PrivHab

to improve the decision-making of the MADTN agents.

• A mechanism to perform subtractions using homomorphic encryp-

tion: a major feature that increases the utility of additive homomorphic

cryptosystems. Concretely, PrivHab benefits from it to execute a routing

algorithm that compares two nodes’ habitats without disclosing any private

information to the other part.

• A proof-of-concept implementation: built to obtain a measure of the

overhead introduced by the system depending on the key length of the

cryptosystem used.

7.4 PrivHab+: A secure geographic routing pro-

tocol for DTN

PrivHab+ is the result of the work done to overcome PrivHab’s limitations and to

equip it with new features. On the one hand, changing the type of geometry used

has enabled the usage of different geometric shapes (represented by the ellipse)
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to model the habitats, but also has forced us to find a new way to calculate

distances and to re-design the whole exchange of messages. On the other hand,

we optimised the execution time by adding a multi-destination execution mode,

and we broadened the applicability of the system by decoupling it from MADTN.

7.4.1 Usage of Taxicab Geometry

The usage of an additive homomorphic cryptosystem restricts the operations

we can use to compare habitats. For example, Euclidean distances cannot be

calculated because there is no way to calculate the square root of an encrypted

operand, this imposes a constraint on how we model the habitats. For this reason,

PrivHab+ moves from the Euclidean geometry used in PrivHab to Taxicab

geometry, in which the distance between two points is the addition of the absolute

differences of their Cartesian coordinates. This distance function is usually called

Manhattan distance, and it can be calculated without computing any square root.

Figure 7.10 shows an example of Manhattan distances.

Figure 7.10: In Taxicab geometry, all three pictured lines have the same length for the

route between P1 and P2.

7.4.2 The elliptic habitat

The usage of Taxicab geometry allows PrivHab+ to operate with other models of

habitat. Following, we provide the definition of the elliptic habitat, and we define

how to update and calculate it.

The first step of the habitat’s update is to update the focal points of the

habitat are calculated by using EWMA to average the focal points of the habitat

and the current location (L). Let F1old be the nearest focal point to the node’s
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(a) (b)

Figure 7.11: (a) Evolution of the focal points F1old and F2old when the new location

L is used to update the habitat. d(L,F ) denotes distance between L and

F . Note that F1 has been attracted by L according to an α factor while

F2 has been attracted using a lesser α
β

factor; (b) The radius rold is used

together with the distances d(L,F1) and d(L,F2) that separate the focal

points F1, F2 and the location L to update the radius r.

location and F2old be the farthest one. This process is depicted in Figure 7.11

and formalised in Equations7 7.9 and 7.10.

F1 = L ∗ α+ F1old ∗ (1− α) (7.9)

F2 = L ∗ α
β

+ F2old ∗ (1− α

β
) (7.10)

The second step is to update the habitats radius (r), by averaging using EWMA

the radius rold and the added distances d(L,F1) and d(L,F2) between each focal

point of and L. This second step is depicted in Figure 7.11 and formalized by

Equation 7.11.

r = (d(L,F1) + d(L,F2)) ∗ α+ rold ∗ (1− α) (7.11)

7By using β > 1, the current location L weights more when calculating the new position
of the nearest focal point than when calculating the new position of the farthest focal point.
This means that L attracts more the nearest focal point, modifying the habitat’s eccentricity
depending on the relative position of L.
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7.4.3 PrivHab+

As an evolved version of PrivHab, PrivHab+ benefits from some of the previous

contributions, as the idea of habitat or the need of preserving the privacy of

the users. However, PrivHab+ uses Taxicab geometry instead of the Euclidean

geometry, so distances need to be calculated differently, and it supports some

features that provide an increase of applicability. Next, we summarise the main

differences between this system and his previous version.

Taxicab geometry calculations

The PrivHab routing algorithm, that remained unchanged, requires to calculate

how far is a location from a habitat, if a location is inside a habitat, and which

habitat has the smaller radius. Moving to Taxicab geometry changes the way this

three values have to be calculated.

Essentialy, almost all calculations need to compute the absolute value of the

result of a subtraction, which cannot be calculated with homomorphic cryptogra-

phy. However, we can take advantage of Equation 7.12 to walk around this issue

and calculate the absolute value if we know beforehand the relation between the

two operands.

|Z −W | =
{
Z −W : Z > W

W − Z : Z < W
(7.12)

Using this, PrivHab+ calculates the Manhattan distances needed to execute

the routing algorithm to compare habitats.

Decoupled from MADTN

Given the good performance results obtained by PrivHab when compared with

other DTN routing protocols, we decided to decouple PrivHab+ from MADTN.

This way, PrivHab+ becomes a standalone routing protocol that does not requires

of a particular architecture to operate. This modification was done in order to

allow its deployment into a a bundle-based DTN [SB07]. However, PrivHab+
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can also be adapted to fit into a variety of OppNet frameworks, such as Haggle

[SSH+07] or HiBOp [BCJP07].

Multi-destination execution mode

We added to PrivHab+ a multi-destination execution mode. This type of execution

processes simultaneously all messages at once. It is around a 20% faster, but it

takes an all-or-nothing approach, meaning that no message could be routed if the

connectivity window ends before finishing the execution.

Therefore, we propose to use a mixed strategy: use a multi-destination exe-

cution to route faster the first messages and then iterate the remainding of the

messages one by one. The amount of messages to execute at the same time should

be decided depending on concrete characteristics of the network, as the average

connectivity window.

The PrivHab+’ exchange of messages

The PrivHab+’s exchange of messages executes the PrivHab routing algorithm to

compare two nodes based on their elliptic habitats, but without disclosing any

private information to the other part. PrivHab+ benefits from Equation 7.12 to

calculate the absolute values needed to make the comparison.

Let A be the node that carries a set of messages, and B a candidate neighbour.

By the previous definitions, A wants to know if B is a better choice to carry each

message towards its destination. The PrivHab protocol, described below, requires

the two nodes to perform the following operations:

1. Node B calculates a summary of the characteristics of its habitat and adds

it to the beacons that announce its presence to the neighbours.

2. Node A compares8 the received values with the destination of every message.

Then A sends the comparisons to B together with the coordinates of every

destination, the double of the distance from A’s habitat to this destination

and the radius of its habitat.
8The comparisons are done by subtracting the corresponding coordinates of the destination

from the characteristics of the habitat and then multiplying the result with a random one-use
value.
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3. For every message, B decrypts all the received comparisons. Node B knows

that each decrypted value greater than zero means that the characteristic of

the habitat is greater than the corresponding coordinate of the destination.

Node B uses this information and Equation 7.12 to calculate the double of

distance between its habitat and the destination. Afterwards, node B sends

to A the comparison between distances, and the comparison between the

radius radius, ordered in a random way.

4. Finally, node A decrypts every pair of comparisons. For every message for

whom the two decrypted values are equal or greater than 0, A learns that

B is a better choice, and forwards the message.

7.4.4 Main contributions

Next, we summarize the contributions of PrivHab+: A secure geographic routing

protocol for DTN to the research of secure geographic routing protocols under

the scope of Opportunistic Networking.

• The usage of Taxicab Geometry: allows PrivHab+ to operate with

different habitat models, because the manhattan distances can be calculated

using an additive homomorphic cryptosystem, while the usual Euclidean

distances don’t.

• The elliptic habitat: provides flexibility to how PrivHab+ models the

nodes’ usual whereabouts. It demonstrates that the system can operate

using a model more complex than the circle.

• The PrivHab+ protocol: a privacy preserving georouting protocol for

OppNet that evolves PrivHab by adding new features and increasing its

performance.

• A formal security analysis: the privacy of the routing protocol has been

methodically analysed against two different scenarios: 1) a passive adversary

that exchanges truthful messages and analyses them to obtain information

about the other part; 2) an active adversary that forges messages using

untruthful information in order to disclose private information about the

other part.

• A new scenario: based on the same podcast distribution application, we

located another potential scenario at the region of Cajamarca, in Perú.
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• A qualitative comparison: the main characteristics of PrivHab+ have

been studied and compared against a set of well-known protocols that

have been chosen as representatives of contact-based prediction routing

algorithms, and epidemic-based routing algorithms, the most commonly

used routing protocols in DTN.

• A proof-of-concept implementation: built to obtain a measure of the

overhead introduced by the system depending on the key length of the

cryptosystem used.
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“So in war, the way is to avoid what is strong and to strike at what is
weak.”

The Art of War, Sun Tzu

8
Conclusions

T
HE main objective of this thesis is to develop new Opportunistic

Networking tools to deal with heterogeneous environments, and to

extend, this way, Opportunistic Network (OppNet)’s applicability.

In the first place, we have considered an environment of heterogeneous applica-

tions that share a network, but have different needs and require their messages to

be treated in different ways. To deal with this situation, we have defined pro-active

messages, the messages that carry their own routing code, and have spotted the

most important requirement of this network’s architecture: every application

defines the contextual information it needs to perform its own routing. Using the

cryptographic tools that are at hand in an OppNet, we have developed an access

control system that protected and granted the privacy and the integrity of this

application-related contextual information. This way, we have made feasible the

whole pro-active message system.

In the second place, we have considered an environment of nodes owned by

119
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heterogeneous users that want to use the network to send their messages, but

do not have any interest in using their resources to contribute to the network’s

operation. In this situation, we first have implemented the receipt exchange

protocol, a mechanism to keep track of the users’ actions, based on a two-party

signature scheme where both signatures become valid at the same moment. Then,

we have defined a reward and punishment scheme that takes into account the

particularities of OppNet networks and the receipts exchanged by the nodes.

Finally, we have designed an enforcing mechanism that forces users to care about

the rewards and punishments they obtain when forwarding others’ messages. This

last piece is the one that ties together the Identity-based asynchronous incentive

scheme for OppNet.

In third place, we have considered a network of participants that want to

collaborate with the network by making their heterogeneous nodes available,

but do not want to renounce to their privacy by sharing routing information

with the other participants. In this case, we have elaborated a habitat-based

georouting protocol that fits with the characteristics of a scenario of application

based on a real podcast distribution application, and we have used homomorphic

cryptography, and our mapping-based subtractions, to protect the users’ privacy.

Following, we have improved the previous habitat-based georouting protocol

by increasing its performance. This way, we have aimed to extend its applicability

by reducing its impact on the users’ devices. This performance optimisation

has relied upon two different aspects. On the one hand, we have moved from

Euclidean geometry to Taxicab geometry. This change has allowed improving

the habitat’s modelling by using more complex geometric shapes, as the ellipse,

because it simplified the distances’ calculations. On the other hand, we have added

a new multi-destination mode of operation that benefits from the first moments

of every connectivity window to process and forward a bunch of messages, instead

of processing them one by one. Besides, we have decoupled the protocol from

Mobile Agent based DTN (MADTN) and have allowed its operation both as a

standalone georouting protocol or as an integrated part of an OppNet framework.

The three presented tools, the access control system; the incentive scheme and

the georouting protocol; and some of their main principles, as the identification

of messages using their identity; the habitat model; the usage of homomorphic

cryptography and the mapping; can be combined among them to solve a situation

that requires it. They can also be combined with any other tool meant to deal

with other types of heterogeneity or be coupled with other existing systems that

do not consider it.



121

Therefore, as a result of this thesis, OppNet applicability has been extended,

because we have provided tools to allow applications to use the same network in

different ways, to deal with the users’ selfishness and to provide privacy to the

users that make their devices a node available to the network.

Other contributions

Due to the format of this thesis, a compendium of publications, we focused on the

four main published works. However, the research done during its development

has generated, directly or indirectly, a set of other publications that we will briefly

present next.

Identity-based access control for pro-active messages DTN

Previously to the writing the journal article, the authors sketched their ideas

on a Spanish national conference, held in San Sebastián. The full bibliographic

reference is provided below.

“A. Sanchez-Carmona, C. Borrego, J. Andújar, S. Robles. Control de Acceso

para Mensajes Pro-activos en Redes DTN. Proceedings for the XII Reunión

Española sobre Criptoloǵıa y Seguridad de la Información (RECSI). Mondragón

Unibertsitatea.(September 2012)”

Besides, the concept of pro-active messages evolved into a Bundle Protocol

extension to allow messages to carry their own routing code. This work was

published in the international journal of the second quartile Computer Networks.

The full bibliographic reference is provided below.

“C. Borrego, S. Robles, A. Fabregues, A. Sanchez-Carmona. A mobile code

bundle extension for application-defined routing in delay and disruption tolerant

networking. International Journal on Computer Networks (July 2015) vol. 87,

pp: 59-77. ISSN:13891286. DOI:10.1016/j.comnet.2015.05.017.”
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A privacy preserving georouting protocol for DTN

The first findings of the model of habitat and the architecture of the multiagent

system were presented in a short paper at a CORE-A* ranked international

conference, held in Istambul. At the same conference, a demonstration of the

evolution of the circular habitat was also presented. The two full bibliographic

references are provided below.

“A. Sanchez-Carmona, S. Robles, C. Borrego. PrivHab: A Multiagent Secure

Georouting Protocol for Podcast Distribution on Disconnected Areas. In 14th In-

ternational Conference on Autonomous Agents and Multiagents Systems (AAMAS

15). Istanbul. ACM Press, pp: 1697-1698. (May 2015) ISBN: 978-1-4503-3413-6.”

“A. Sanchez-Carmona, S. Robles, G. Garcia, C. Borrego. PrivHab: A Multia-

gent Secure Georouting Protocol for Distributing Podcasts in Disconnected Areas

(Demonstration). In 14th International Conference on Autonomous Agents and

Multiagents Systems (AAMAS 15). Istanbul. ACM Press, pp: 1943-1944. (May

2015) ISBN: 978-1-4503-3413-6.”

Later, the authors applied their previous findings to a concrete scenario of

application located in Gwanda, Zimbabwe, and we presented our proposal at an

international conference, held in Salamanca. The full bibliographic reference is

provided below.

“A. Sanchez-Carmona, C. Borrego, S. Robles. Podcast Distribution on Gwanda

using PrivHab: a Multiagent Secure Georouting Protocol. In 13th Conference on

Practical Applications of Agents and Multi-Agent Systems (PAAMS 15). Sala-

manca. Springer Verlag vol. 372, pp: 29-37.(June 2015) DOI: 10.1007/978-3-

319-19629-4 4.”

The previous article obtained an “Award of Scientific Excellence” by the

scientific comitee of the international conference. As a consequence, they invited

the authors to expand their work and publish it on a non-indexed journal, and

they did it. The full bibliographic reference is provided below.

“A. Sanchez-Carmona, S. Robles, C. Borrego. Improving Podcast Distribution

on Gwanda using PrivHaba Multiagent Secure Georouting Protocol. Advances in

Distributed Computing and Artificial Intelligence Journal (November 2015) vol. 4.

no. 1. ISSN: 2255-2863.”
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Other related works

At the beginning of this thesis, the author spent some time looking for OppNet

scenarios of application. One of the firsts scenarios considered led to a collaboration

in an article presented at an international conference, held in Salamanca. The

full bibliographic reference is provided below.

“S. Castillo, R. Mart́ınez, S. Robles, A. Sanchez-Carmona, J. Borrell, M.

Cordero, A. Viguria, N. Giuditta. Mobile-Agent Based Delay-Tolerant Network

Architecture for Non-Critical Aeronautical Data Communications. Proceedings

for the 10th International Symposium on Distributed Computing and Artificial

Intelligence. Salamanca. Springer vol. 217, pp: 513-520. (May 2013) DOI:

10.1007/978-3-319-00551-5 61.”

Finally, one of the most promising future lines of research has lead to the

writing of an article. In this work, we use the model of habitat as a tool to

define the characteristics of the nodes that may be interested in receiving a

certain message. This way, we build a profile-cast [HDH08] habitat-based routing

paradigm. This work is entitled Killing two birds with one stone: using mobility

behavioral profiles both as destinations and as a tool to hand the messages, and, at

the moment of writing this thesis, it is currently under review at the first quartile

international journal Computer Communications.

Future Research

At this late stage of the thesis, many future lines of research arise. Next, we

briefly describe some of them, starting with the general topics that have to do

with the whole thesis, and following, the lines that are more specifically related to

the main works done.

On the one hand, how to best evaluate systems meant to heterogeneous

environments, and to compare them with other proposals is usually an issue.

Therefore, finding new ways of modelling, simulating or reproducing heterogeneous

environments, could be very useful. Another approach to solve this problem could

be to define a corpus of OppNet scenarios that allow researchers to compare

their proposals with others’ ones with fairness. Apart, we consider that the new

trending of collaborative economy applications, which operate in a decentralised

way, may provide new interesting scenarios to evaluate our proposals.
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On the other hand, there are other heterogeneous environments that have not

been treated on this thesis, but that could become interesting lines of research.

For example, a network of nodes with very different capabilities, or a network

of volunteer users that only carry and forward the messages of the subset of

applications in which they participate. Besides, all the environments considered

in this thesis have been faced following the approach of “making tools to help

César on his job”. However, it could also be very interesting to follow a slightly

different approach: “making César’s job unnecessary”.

Regarding the identity-based access control line of research, the system could

be improved to allow a posteriori modifications to the sets of access rules, so

the applications could revoke or add access permissions to previously defined

information. Besides, the proposal could be improved by refining the format,

structure, semantics and organisation of the contextual information used to make

the routing decisions. Aside, the idea of a message carrying its routing code could

be furtherly expanded. For example, by defining messages that carry not only

their routing code, but a mobile code that decides is the message has expired, if

it has to be delivered to a node, how many times should it be replicated, if an

acknowledgment message should be created, etc.

About the incentive scheme line of research, the enforcing mechanism could

be enhanced by using keys that only allow nodes to perform a subset of all the

possible actions. This way, the uncooperative nodes would be more punished,

but they would have more options to redeem and recover. Besides, the reward

and punishment system could be re-designed to charge nodes for every message

they send. Another interesting research line revolves around incentivizing other

nodes’ actions that could benefit the network, as travelling to a certain location

or contacting a usually isolated node, instead of the forwarding of messages.

With regard to the privacy preserving georouting line of research, the habitat

model could be vastly improved by using a more complex shape, that perhaps do

not need to be a geometric shape. The way it is updated and calculated could

be changed and even a new routing algorithm that takes into account different

habitats’ time spans could be designed. Besides, the habitat could be used not

only to route the messages, but also to define a profile of target nodes that

should receive a particular message, enabling a habitat-based profile-cast message

sending. Aside, the mapping that allows to perform homomorphic subtractions

has enabled a whole new line of research, because there are lots of contacts-based

or history-based routing protocols that could be improved and re-designed by

using it to preserve the privacy of the users.
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