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ABSTRACT

Intelligent Transport Systems (ITS) are aiming to provide innovative services related to
different modes of transport and traffic management, and enable various users to be bet-
ter informed and make safer, more coordinated and smarter use of transport networks.
Cooperative-ITS (C-ITS) support connectivity between vehicles, vehicles and roadside
infrastructure, traffic signals as well as with other road users. In order to enable vehicu-
lar communications European Telecommunication Standards Institute (ETSI) delivered
ITS-G5 — a of set of C-ITS standards. Considering the goals of C-ITS, inter-vehicle
communications should be reliable and efficient.

The subject of this thesis is evaluation of the performance, efficiency, and depend-
ability of ITS-G5 communications for cooperative driving applications support. This
thesis includes eight scientific papers and extends the research area in three directions:
evaluation of the performance of I'TS-G5 beaconing protocols; studying the performance
of ITS-G5 congestion control mechanisms; and studying the radio jamming Denial-of-
Service (DoS) attacks and their detection methods.

First, an overview of currently available and ongoing standardization targeting com-
munications in C-ACC/platooning cooperative driving application is provided. Then, as
part of the first research direction, we demonstrate via number of studies, that adaptive
beaconing approach where message generation is coupled to the speed variation of the
originating I'TS-s may lead to a similar message synchronization effect in the time domain
when vehicles follow mobility scenarios that involve cooperative speed variation. We ex-
plain in detail the cause of this phenomenon and test it for a wide range of parameters.
In relation to the second problem, we, first, study the influence of different available
ITS-G5 legitimate setups on the C-ACC/platooning fuel efficiency and demonstrate that
proper communication setup may enhance fuel savings. Then we thoroughly study the
standardization of the congestion control mechanism for I'TS-G5, which will affect the
operation of all cooperative driving C-ITS applications as a mandatory component. We
study the influence of congestion control on application performance and give recom-
mendations for improvement to make the congestion control to target at optimizing the
applications performance metrics. In the scope of the last research direction, we propose
two real-time jamming DoS detection methods. The main advantage of our detection
techniques is their short learning phase that not exceed a few seconds and low detection
delay of a few hundreds of milliseconds. Under some assumptions, the proposed algo-
rithms demonstrates the ability to detect certain types of attacks with high detection
probability.
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CHAPTER 1

Thesis Introduction

1.1 Motivation

Cooperative Intelligent Transportation Systems (C-ITS) use the connectivity between
vehicles, roadside infrastructure, and other road users to enhance driving safety and
comfort, and improve traffic management. Regular exchange of information between
road users (beaconing) keeps them informed about each other’s position, driving kine-
matics, and other attributes. This is one of the cornerstone of road safety and traffic
efficiency applications on the way towards autonomous driving. FEuropean Commission in
its strategic document "Deployment and Operation of European Cooperative Intelligent
Transport Systems' (June 2017) highlights, that "Depending on the nature of the ap-
plications (e.g. information supply, awareness, assistance, warning to avoid an accident,
traffic management), C-ITS can contribute to improving road safety by avoiding acci-
dents and reducing their severity, to decreasing congestion, by optimising performance
and available capacity of existing road transport infrastructure, to enhancing vehicle
fleet management, by increasing travel time reliability and to reducing energy use and
negative environmental impact. Further C-ITS are considered a first milestone towards
higher levels of automation in road transport."

Cooperative adaptive cruise control (C-ACC) and platooning are two emerging au-
tomotive C-ITS applications. In this thesis, we will refer to that class of automotive
systems as C-ACC/platooning. In C-ACC/platooning the leading vehicle is driven by a
human, while the following vehicles automatically maintain the velocity of the leading
one, but their directions are still controlled by the drivers. Platooning is aiming to reduce
the air-drag in the caravan of heavy-duty vehicles, which could significantly benefit from
the fuel consumption point of view, while C-ACC is mostly oriented towards increasing
the driving experience enabling comfort semi-autonomous driving [1]. The cooperation
between the vehicles in the C-ACC/platooning is achieved by the frequent exchange of
periodic broadcast messages, which we refer to as beacons. Beacons may contain various
related information like vehicle’s ID, kinematic information of a vehicle, such as its cur-
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4 THESIS INTRODUCTION

rent speed, position, direction, etc. European Commission in its strategy document "A
European strategy on Cooperative Intelligent Transport Systems, a milestone towards
cooperative, connected and automated mobility" (November 2016) highlight, that "Com-
munication between vehicles, infrastructure and with other road users is crucial also
to increase the safety of automated vehicles and their full integration into the overall
transport system. Truck platooning (trucks communicating to automatically and safely
follow each other at very short distance) is a good example: connectivity, cooperation
and automation must all come together to make it work."

To enable inter-vehicle communications in the Dedicated Short Range Communica-
tions (DSRC) 5.9 GHz band, IEEE 802.11p, which is currently integrated into the recent
IEEE 802.11-2012 standard, has been introduced by the Institute of Electrical and Elec-
tronics Engineers (IEEE). IEEE 802.11p provides the medium access control (MAC)
and physical (PHY) layers for wireless communications in a vehicular environment. The
IEEE 1609 working group has defined the protocol stack IEEE 1609.x, also known as
WAVE (Wireless Access in Vehicular Environment). The scope of these standards is the
extension of the IEEE 802.11p MAC layer functions for multi-channel operation as well
as the specification of the upper layers, functionality in security and management planes.

At the same time, European Telecommunication Standard Institute (ETSI) delivered
the first release of the C-ITS standards under European Commission Mandate M/453.
ETSI specified the first set of I'TS-G5 communication protocols and architecture regu-
lating operation in the 5 GHz spectrum for C-ITS. ITS-G5 reuses the PHY and MAC
layers of the IEEE 802.11p framework.

At present, pre-standardization activities are still ongoing at ETSI TR 103 301 and
TR 103 299, which are studying the applicability of currently available standards for
CACC /platooning applications [1]. Therefore, a way to enable inter-vehicular coopera-
tion and collaboration within the platoon based on the current standardization framework
is considered in this thesis.

Considering the goals of C-ITS, inter-vehicle communications should be reliable and
efficient. Obviously, C-ITS communications became a field of intensive research activities.
However, there are still a lot of open issues and white spots in the field of assessing the
performance of C-ITS protocols and approaches. The goal of this PhD thesis is to study
the performance of ITS-G5 vehicular communications for CACC/platooning,.
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1.2 Problem statement

Beaconing, i.e. broadcasting of status updates by all the vehicles on a dedicated channel,
is a key enabler for C-ITS. Reliable real-time beacons delivery is crucial for the opera-
tion of C-ACC/platooning applications. The beacon delivery might be poor due to the
several reasons: improper design of communication protocol stack, congested vehicular
communication channel or even malicious jamming interferencd'], Figure [1.1]

Thus, we identify three main research areas targeting the aforementioned: studying
the performance of ITS-G5 beaconing protocols; studying the performance of ITS-G5
congestion control mechanisms; and studying the sources of radio Denial-of-Service (DoS)
attacks and their detection methods and countermeasures. In the I'TS-G5 framework
ETSI defines the Cooperative Awareness Message (CAM) to support beaconing. It is
worth noting, that Cooperative Awareness basic service is mandatory for all kind of
ITS-stations (ITS-S) operating in ITS-G5 [2]. In order to support C-ACC/platooning
CAM should demonstrate performance that is sufficient to enable coordination among
its member vehicles. Thus, the assessment of CAM performance in C-ACC/platooning
is of high importance.

Decentralized Congestion Control (DCC) is also a mandatory component of ITS-G5
stations operating in the ITS-G5 band [3, 4] and will accordingly affect the communication
exchange of messages in C-ACC/platooning. Despite the main objective of DCC to
control channel occupancy and support fair access for all the I'TS-S, improper DCC
configuration and not justified choice of metrics to be controlled may have a negative
influence on the efficiency and stability of safety and time-critical C-ITS applications
(e.g., C-ACC/platooning).

Vehicular networks will become a basis for a number of safety and time-critical C-ITS
applications. It is obvious, that even a short period of communication disruption in a
C-ACC/platooning beaconing exchange may be crucial for its stability and safety. DoS
attacks on radio channels could be rather intelligent and not easy to detect, but may
disrupt the communication significantly. Thus, there is a demand in methods to detect
DoS attacks in cooperative driving applications and in appropriate countermeasures.

The main objective of my research is to facilitate reliable and secure Vehicle-to-vehicle
(V2V) delivery of beacons. This can be further broken into three following problems:

1. What is the performance of the currently issued I'TS-G5 beaconing approach and
its applicability to support C-ACC/platooning vehicular applications?

2. What is the performance of the I'TS-G5 decentralized congestion control mecha-
nisms when applied to C-ACC/platooning scenarios?

3. What methods could be applied to detect radio jamming DoS attacks in C-ACC/platooning
vehicular applications?

IThis thesis does not consider PHY layer issues and abstracts from channel impairments (e.g. signal
propagation attenuation, signal reflection, shadowing, signal multipath, etc.).



6 THESIS INTRODUCTION

Communication range

—_—

— - \al T~
e
EENr BN BN g
~— —

ETSI ITS-G5 V2X

Facility layer
(CAM and DENM)

uonesauab

Networking & Transport
(BTP+GeoNetworking)

$9ss0| 1oy oed
2onpay/|onuo)

Decentralised Congestion Control
(DCC)

|[opu0) uonsabuon
pazijuuaosag

suoljediunwuwo?d

NCA\ Pdseq ¢H-S1|

Access ITS-G5 MAC and PHY
(IEEE 802.11p)

25
=
e =
> <
0 <
5 8
S
n O
D >
n o

uoIo9l1ep
Buiwwel oipey

Figure 1.1: Structure of the research activities



1.3. METHODOLOGY 7

1.3 Methodology

In scope of VANETS and, especially, C-CACC/platooning systems the real-world mea-
surements and testbeds become highly expensive and are possible only after a thorough
simulation study. To study the IEEE 802.11p wireless communications standard there
are several well-known established network simulators can be utilized. Two examples are:
Network Simulator 3 [5], OMNeT++ [6]. Also, depending on the research goal, self-
written simulators can be utilized. Simulation studies of wireless communications allow
to asses the performance of various communication technologies, standards and protocols
in a controlled environment/setup. Based on the simulation result conclusions on the ef-
fectiveness, reliability and how various parameters affect the communication performance
can be done. However, due to the specific properties of VANETS, its complex behavior
and extremely high mobility, simulation platforms that combine mobility and communi-
cations are necessary. Moreover, in case of the C-ACC/platooning systems, the simulator
should be able to support cooperation between vehicles in real-time, relying on the data
exchange via wireless communications. Veins [7] and VSimRTT [8] are two widely-used
platforms that allow to model V2V and V2X communications and to some extent pro-
vide the implementation of WAVE and the C-ITS protocol stack. However, necessary for
C-ACC/platooning simulation, real-time interaction with the vehicles’ control system is
not implemented in these frameworks.

In C-ACC/platooning the design of most communication mechanisms and protocols
is based on the information on dynamics of the originating I'TS-S, which make it un-
realistically to model communication and mobility parts separately. In order to model
C-ACC/platooning systems realistically there are several systems that should be cou-
pled: communication simulator, mobility simulator and control system simulator. To the
best of our knowledge, there is only one simulation framework that provides all of the
aforementioned functionalities, Plexe. Plexe is an C-ACC/platooning extension for the
Veins simulator [9]. Plexe allows to model and measure the communication performance
of automotive driving systems enabled by inter-vehicle communications closely coupled
with the control system of the vehicle. The simulator itself is a combination of the two
well-known widely used simulators Omnet++ [10] and SUMO [11]. Omnet++ is a C++
based simulation framework that models the network part. SUMO is an microscopic
multi-modal traffic simulation, that handles the mobility of the nodes (vehicles) in plexe.
For each communication node in OMNET++ plexe can associate a corresponded node
in SUMO. The interaction between OMNET++ and SUMO is supported through TraCI
(Traffic Control Interface) interface that uses a TCP based client/server architecture to
provide access to SUMO and designed by SUMO developers. The TraClI interface in bidi-
rectional, i.e. OMNET++ may request data from SUMO as well as pass data/commands
to SUMO part. Plexe specifies the interaction interface between Omnet++ and SUMO
allowing the support of platooning protocols and applications. As part of the plexe on
the SUMO side, a platooning control part is implemented. The current version of Plexe
supports modeling of platooning application with any longitudinal control algorithm,
due to very limited functionality of lateral movements simulation in SUMO. It should be
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noted, here, that SUMO is a time step-based simulator, i.e. the simulation of vehicles
behavior of vehicles is discrete with pre-defined time step (0.01 s by default).

The Plexe simulator provides a detailed implementation of the two bottom ITS-G5
MAC and PHY layers. To better comply with I'TS-G5 we also implement ETSI DCC
and CAM. Thus, in our framework we closely follow the ITS-G5 framework coupled
with the vehicle dynamics. However, so far Plexe uses a simple path-loss channel model
to simulate signal propagation, which could be seen as a potential source of channel
condition overestimation. In scope of this thesis we used extensive realistic simulations
using both a self-written detailed simulator and Plexe, and through deriving analytical
models.

1.4 Contributions

Contributions of this thesis are directly related to the three problems we are focusing
on, Figure [1.2] Papers 1, 1a, 1b are mostly focusing on the communication problems at
the Facilities layer. Papers 2, 2a, 3 are related to decentralized congestion control and
its implications. Papers 4, 5, 6 discuss the importance of malicious interference in safety
and time-critical C-ITS applications and present a techniques to detect jamming DoS
attacks in ITS-G5 V2X communications.

ITS-G5 based V2V
communications

Control/Reduce Identify reasons

packet losses of packet losses

Message Decentrilized Radio jamming
generation Congestion Control detection
[1, 1a, 1b] [2, 23] 3, 4, 3]

Figure 1.2: Overview of papers
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Papers 1, 1a, 1b are related to the first research problem (see Figure of message
generation in I'TS-G5 V2v.

In paper Paper 1 [12] the communication performance of the ETSI EN 302 637-2
CAM [2] (Cooperative Awareness Message) beaconing in two scenarios is studied. The
paper gives an explanation of the specifics in the CAM triggering mechanism design that
leads to a grouping of CAMs that, as a consequence, causes degradation in the communi-
cation performance. First, we demonstrate that the implementation of ETSI EN 302 637-
2 CAM kinematic rules to support C-ACC/platooning in its current form may lead to the
degradation of the communication performance, when speed of the C-ACC/platooning is
varied. We also demonstrated that ETSI EN 302 637-2 CAM kinematic-based generation
may negatively affect the basic C-ITS scenarios, like sequence of vehicles equipped with
ITS-G5 V2X communications under stop-and-go mobility patterns, e.g., approaching the
intersection under red light.

Paper 1a [1] is a tutorial article explaining the principles of C-ACC and platooning,
describing related ongoing I'TS-G5 standardization activities, and presenting performance
evaluation of the underlying communication technology.

Paper 1b [13] In this short study we have first discovered that the improper choice
of the sampling rate value may increase the number of collisions between CAMs at the
ITS-G5 IEEE 802.11p MAC layer and, therefore, diminish the efficiency of beaconing in
a platoon.

Papers 2 and 2a are related to the second research problem (see Figure of
decentralized congestion control in I'TS-G5 V2V.

Paper 2 [14] is a tutorial paper, where we discussed ETSI standardization process
regarding decentralized congestion control (DCC) mechanism for ETSI ITS-G5 V2X
communications, covered the main approaches to studying DCC in the literature. We
also presented a study, in which we tested various legacy DCC configurations to support
C-ITS application. Finally, based on the literature review and the study presented, we
draw a conclusions regarding ability of current DCC version to support safety-critical
C-ITS applications and suggest a directions in which DCC can be improved.

In Paper 2a we take an attempt to evaluate the performance of platoons enabled
by ITS-G5 vehicular communications through a number of simulation experiments. We
assess the influence of different I'TS-G5 communication setups on C-ACC/platoon fuel
efficiency. ETSI Decentrilized Congestion Control is an essential part of the ITS-G5
protocol stack. In our study we show that the choice of ETSI DCC setup may directly
influence the platooning efficiency. This study is related to both problem one and two,
Figure (1.1

Papers 3, 4, 5 are related to the third research problem (see Figure of jamming
DoS attacks detection in safety-critical ITS-G5 V2V C-ITS applications.

In Paper 3 [15] we study jamming attacks in VANETs with focus on the platoon-
ing scenario. The paper treats the third research problem. Paper 4 proposes a simple
algorithm for real-time detection of jamming attacks against beaconing in IEEE 802.11p
vehicular networks. The proposed algorithm is able to detect unlikely loss of beacons in
the platooning communication exchange in real time after a short training period.
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In Paper 4 [16] we discuss the problem of malicious interference in safety-critical
C-ITS applications. We highlight, that the current development process (both, stan-
dardization and research community) do not pay enough attention to the problems of
detection and mitigation of malicious interference in V2X communications. We also dis-
cuss, that considering the operation and mobility of the safety-critical C-ITS applications,
one should consider detection and mitigation of malicious intrusion withing fraction of
second. We conclude, that there no methods or techniques for real-time detection of ma-
licious interference available today and, moreover, the countermeasures to such intrusion
are almost completely missing. As part of the study presented in the paper we compare
few available in the literature jamming DoS detection techniques (both, conventional and
data-driven). We conclude, that the development of the data-driven detection techniques
may help to improve the detection performance, however, data-driven methods’ develop-
ment should be closely tightened with the knowledge of the V2X communication system
operation.

Paper 5 [17] suggests a methods that improves the jamming detection technique
proposed in [15]. The original method was derived under the assumption , that CAMs
are arriving to the MAC layer with a fixed period. Although, in theory this assumption on
a perfect CAM periodicity pattern makes sense, there are sources of jitter in real systems.
In the Paper 6 we propose a technique, that combines knowledge of the ITS=G5 V2X
communication system operation and a data-driven approach. As a result we come up
with the jamming detection method, that can operate under jitter in CAM generation.
The proposed real-time detector has a detection delay of order of couple hundreds of
milliseconds and a training time below 5 seconds.

1.5 Organization of Thesis

The rest of the thesis is organized as follows. Background material and literature review
are presented in Chapter 2. Chapter 3 overviews the Papers included into this thesis.
Chapter 4 discusses future studies and concludes the thesis.



CHAPTER 2

Background and related works

The section is organized in accordance with the three main research problems, divided
into corresponding subsections.

2.1 State-of-the-art beaconing approaches

To support cooperative awareness withing I'TS-G5, ETSI delivered EN 302 637-2, the
standard defining Cooperative Awareness Messages (CAMs) [2]. Note, that Cooperative
Awareness basic service is mandatory for all kinds of ITS-stations (ITS-S) operating in
ITS-G5. Each ITS-S puts kinematic and other related data into periodically sent CAMs.
The content of the message may vary depending on type of the I'TS-S. In this thesis
we focus on the cooperative awareness on the road and a vehicles as an I'TS-S. The
standard defines a kinematically-driven mechanism to trigger CAMs. This means, that
each vehicle generates a new CAM depending on its current position, speed and direction.
The vehicle compares its current kinematic measurements with the ones it put into the
last generated message and, if the difference between one of them is above some specified
threshold, the vehicle has to trigger next CAM. The reasoning behind that is to allow the
vehicle to trigger more messages when its behaviour is highly dynamic and vice versa.
In other words, the vehicle will transmit less messages when its behaviour is predictable
and more messages, when accelerating/decelerating, turning or driving at high speed.
However, as a consequence, the ETSI CAM protocol has a behaviour that is much more
difficult to analyse in comparison to a traditional beaconing approaches that have a fixed
frequency for the message generation process.

In [18] Liu showed that even small information delays in a platoon may lead to its
string instability. Information delay in this context is a time between two subsequent
inputs into the controller, which is directly related to the time between two subsequent
received beacons from the same vehicle. Traditionally, the operation of a C-ACC /platoon
control algorithms is considered either under assumption of a TDMA-like slotted bea-
coning [19] or CSMA/CA having a fixed beaconing rate [20, 21]. However, ETSI CAMs

have much more complex and unpredictable behaviour, which make it difficult to analyse
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and predict actual informational delay to design an appropriate controller. Moreover,
the standard contains a number of parameters with non-specified values, that also need
to be tested.

Many studies applying CAMs are either not considering kinematic rules [21, 22, 23] at
all or implement CAM according to the standard, but are testing their content structure
applicability and not the performance of the mechanism itself. There are very few studies
focusing on assessing the effectiveness of the rules proposed by ETSI for CAM generation.
The performance evaluation of CAM beaconing under various parameters set has been
studied in [24, 25, 26, 27]. In [28], the authors evaluate the CAM rules to understand
the actual beaconing rate and corresponding channel load in a highway scenario. In [29],
the authors present more the detailed study of the CAM kinematic rules. This paper
attempts to find optimal parameters’ thresholds to enhance the network performance in
terms of packet delivery ratio (PDR), channel load and message age.

Here we overview the most relevant (in terms of of our study) state-of-the-art research
into adaptive beaconing in C-ITS.

The authors of [30] present results of an extensive measurement study estimating the
performance of CAM cooperative awareness in terms of neighborhood awareness ratio
and packet delivery rate. The paper provides substantial results on CAM ability to sup-
port awareness at certain level depending on different factors (environment, transmission
power level, beaconing generation frequency, etc.). However, the study discuss the results
in terms of averaged performance metrics and does not focus on the CAM generation
mechanism’s functioning itself.

In [31] the authors provide an extensive survey of adaptive beaconing for C-ITS. They
provide a taxonomy of adaptive beaconing approaches, summarize performance metrics
used for their design, and present their qualitative comparison.

In [32] the authors propose an ATB (Adaptive Traffic Beacon) adaptive beaconing
protocol for C-ITS that adapts its beacon generation rate based on two metrics - channel
quality and message utility. To estimate channel quality, the authors propose the use of
collision statistics collected by the ITS-S, the Signal to Noise Ratio (SNR) levels mea-
surements, and the number of neighboring I'TS-S. Message utility is expressed through
message age and beacon target dissemination range. Adaptive beaconing for enhancing
the cooperative awareness by minimizing the tracking error of ITS-s is presented in [33].
The simulation results presented in the paper demonstrate that the proposed protocol
outperforms ETSI CAM beaconing, supporting the lower figures of ITS-S tracking er-
ror. In [34], a Dynamic Beaconing Scheduling (DBS) adaptive beaconing approach based
on the current kinematics of the I'TS-S is presented. The beacon generation interval is
proportional to the speed of the originating I'TS-S: the higher the speed, the lower the
beacon generation interval. The main idea of the proposed protocol is very similar to
ETSI CAM kinematic rules, however, the authors do not provide any comparison of the
performance of DBS and CAM. The adaptive beaconing protocol AND (Adaptive Neigh-
bor Discovery) is presented in [35] and controls the beacon generation interval in order to
maximize the discovery rate of the neighboring I'TS-S in the specified road area. The sim-
ulation experiment performed by the authors shows that AND outperforms ETSI CAM
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in terms of ITS-S discovery accuracy at higher channel noise levels, while demonstrating
similar performance when packet loss rates are low. In [36] the authors propose FABRIC
(Fair Adaptive Beaconing Rate for Intervehicular Communications) - an algorithm that
enables fair beaconing rate assignment for ITS-S. In FABRIC the transmission rate of
each ITS-S in the one-hop neighborhood is recursively optimized. To enable this, it is
assumed that all I'TS-S share its beacon generation rate. The set of simulation experi-
ments presented in the paper demonstrates that FABRIC has a fast convergence to fair
beacon generation rate even in a highly dynamic environment.

ETSI CAM beaconing is an example of adaptive beaconing design for C-ITS to enable
cooperative awareness in the vehicular environment. To adapt the CAM generation rate
it adjusts the beaconing rate based on the current kinematics of the originating I'TS-S.

Very few studies focus on assessing the effectiveness of the rules proposed by ETSI
for CAM generation. In [37] the applicability of ETSI EN 302 637-2 to support pla-
tooning was studied. The main conclusion was that CAM may support cooperative
autonomous driving, while having gaps in application functionality: support of platoon-
ing merging/disaggregation, and, importantly, the lack of an appropriate authentication
mechanism that can be used for secure platooning aggregation. The study concludes that
improvements of the CAM data structure are necessary.

The authors of [30] present results of an extensive measurement study estimating the
performance of CAM cooperative awareness in terms of neighborhood awareness ratio and
packet delivery rate. The paper provides substantial results on CAM ability to support
awareness at a certain level depending on various factors (environment, transmission
power level, beaconing generation frequency, etc.). However, they discuss the results in
terms of averaged performance metrics and do not focus on the functioning of the CAM
generation mechanisms itself.

2.2 Decentralized congestion control mechanisms

Considering the number of stations in a VANET and limited frequency resources, con-
gestion control (CC) mechanisms are necessary. Since a VANET is an ad-hoc network and
does not have a centralised infrastructure, the operation of the CC mechanism should be
performed by each vehicle independently from each I'TS-S. To cope with these require-
ments ETSI issued technical specifications defining a decentralized congestion control
(DCC) mechanism [38, 39, 3]. Each ITS-S will perform the DCC algorithm indepen-
dently from the other stations (which makes it fully distributed and decentralized), but
since its operation relies on the measured channel load, neighboring vehicles are supposed
to have a fair access to the channel resources. Note that in EU, DCC will be a manda-
tory component of all stations operating in I'TS-G5 5.9 GHz frequency band to maintain
network stability, throughput efficiency and fair resource allocation, which makes this
mechanism a component of key importance.

ETSI TC ITS WG4 first introduced DCC in ETSI TS 102 687 [3] and this standard

is the focus of our work. It introduced a state machine approach at access layer to
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adapt several transmission parameters to the measured channel load. Each state is
associated with a certain channel load range and a set of transmission parameters. Our
study presented in this article inspired the revision of [3]. In this revision [40] the DCC
algorithms are adapted to the channel load limit approach specified by ETSI TC ITS
WG2 in ETSI TS 103 175 [38]. Specification [40] also allows for different algorithms to
be implement ed. DCC can operate as gatekeeper on the medium access layer, but higher
layer DCC functionalities are possible, as specified in [38]. DCC as specified in [3] is based
on a state machine that has three states: Relax, Active and Restrictive. In each DCC
state the restrictions on the transmission parameters are defined. ETSI DCC in general
considers the five following mechanisms to control the vehicle’s channel access: "Transmit
Power Control" (TPC), "Transmit Rate Control" (TRC), "Transmit Datarate Control'
(TDC), "DCC Sensitivity Control" (DSC), "Transmit Access Control" (TAC). The choice
of the DCC state is performed based on the evaluation of a so-called Channel Busy Ratio
(CBR). ETSI suggests the following reference method to estimate the value of C BR. The
ITS-S makes periodic channel probes and calculates the proportion of time the channel
was busy during a measuring interval 7' =1 s [3]. To calculate the time the channel was
occupied, the I'TS-S should take m measurements of the received signal level uniformly
distributed within the measuring interval. The time between two channel probes should
be set to detect the transmission of the smallest possible packet at the highest available
datarate. For all channel probes of length 10 us the average signal level P is determined.
Then the C BR measure for the received signal level threshold P_ threshold (-85 dBm
by default) is given as: CBR = Y_I" | (probes with P > P_threshold)/m.

Each transition in the state machine has a corresponding C'BR value as threshold,
the transition is performed under one of the two following conditions: a) Transition to a
more restrictive state: If the C'BR value was above the threshold during the last observed
measuring interval. b) Transition to a less restrictive state: If the C BR was below the
threshold during the last five consecutive observed measuring intervals.

In each state of the state machine, TRC specifies the minimum time interval between
two subsequent transmissions, i.e. TRC specifies the maximum possible transmission
rate (messages per second) for each appropriate state.

ETSI DCC also allows state-machine configurations containing a set of sub-states in
the "Active' state. This approach enables finer granularity of the DCC state transitions
possible. The state machine is fully meshed to allow for transitions between any two
states, depending solely on the C'BR measurements history, i.e. in defining the current
state DCC relies only on the recent CBR measurements and may switch from one state
to another in a single step. Thus, DCC-configurations with a reasonable number of sub-
states may help prevent rapid changes in the C-ITS transmission behavior, maintaining
the targeted level of congestion.

In [41] the performance of ETSI DCC in dense environment, where the number of
vehicles in the same communication range is relatively high, was studied. The simulations
show that since DCC is decentralized (each vehicle performs algorithm independently
without any coordination) an ITS-S may experience unfairness in terms of channel access.
The reason for that is a situation when two neighboring vehicles (that are in the same
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communication range) are placed in different states of the DCC state-machine.

According to [3], ETSI DCC will be the mechanism that each ITS-S should follow.
Despite the importance of the DCC, there has been done quite few studies on its perfor-
mance. The authors of [42] present the performance evaluation of the DCC under various
levels of channel load. The authors also determine the impact of different parameters
that are affected by DCC operation on overall VANET performance. Based on the sim-
ulation results, the paper provides discussion on the effectiveness of ETSI DCC from the
communication and application point of view.

The performance of ETSI DCC has been discussed in several studies. The authors
of [42] present an extensive performance evaluation of the 3-states ETSI DCC for various
CBR values. Based on simulation results, the paper considers the effectiveness of various
ETSI DCC CBR control mechanisms (TPC, DSC, TRC, DCC) from the communication
and application point of view. Other studies of ETSI DCC demonstrated that the basic
3-state DCC configuration may show low performance. In [43] it is demonstrated that
the basic 3-state configuration of DCC [3] tends to oscillate, i.e. to repeatedly switch
between relaxed to active and restrictive states. The "unfairness" of the 3-state ETSI
DCC configuration [3] was also explained in [41]. The authors show that in a high
vehicle density scenario I'TS-S may experience unfairness in terms of channel access. The
reason for this is a condition when two neighboring ITS-S (i.e. that are in the same
communication range) choose different states of the DCC state-machine. Based on the
simulation study presented in [44], the authors conclude that a DCC state machine with
3 states has poor performance in terms of its ability to adjust its state to varying CBR
values.

Thus, alternative ETSI DCC configurations and parameter sets have been proposed
in the literature to overcome aforementioned drawbacks. For example, in [45] the focus
is on to the tuning of the TDC configuration. Following the outcome of their previous
study, in [46], the authors propose using only TDC (transmit datarate control) for a 3-
state DCC configuration, keeping the transmit power level and the sensitivity level for all
states at a constant value equal to the Active state of the ETSI DCC 3-state configuration
of [3]. In [45] the authors also focus on adjusting the TDC. The novelty of their DCC
design is that the switch between different DCC states is performed using a hysteresis
curve for the CBR instead of conventional thresholds. The hysteresis mechanism allows
a better control of the CBR trend based on the last measurement interval. It also allows
different CBR values for the same state, depending on whether the local CBR increases
or decreases in comparison to the previous measurement interval. To determine suitable
data rates for each state of the DCC state machine, the authors estimate the expected
CBR for all data rates available in I'TS-Gb5, considering a fixed beacon size and a fixed
generation rate of 10 Hz, and by quantifying the number of ITS-S in the network based
on the vehicle density per square kilometer.

Another way to enhance DCC performance suggested in the literature is to increase
the number of sub-states in the active state. Thus, the authors in [44] propose a 6-
state DCC configuration based on TPC in combination with different CBR thresholds
for each state to introduce a negative feedback to the control loop. To obtain the CBR
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thresholds, the authors identify the channel load that they considered to be an optimum
balance between improving channel utilization and packet collisions and select the state
transition parameters so that the state machine operates close to this optimal channel
load. The target CBR value was identified through simulations of various vehicular
densities. The simulation results presented in the paper show that a CBR value of 0.65
is a reasonable value for the channel load, regardless of the vehicle density or the CBR
threshold.

Following a similar approach, the authors in [47] propose the use of DCC with sev-
eral sub-states in Active state together with TPC. The CBR thresholds for the state
transitions are selected according to CCA (clear channel assessment) value. The authors
introduce a TRC implementation that gradually decreases the beaconing rate from 10 Hz
to 1 Hz following the increase of CBR. Finally, it was shown that a DCC configuration
with more Active sub-states has a better performance due to its improved adaptivity to
varying CBR values.

Other attempts are taken in the direction of avoiding the ETSI DCC re-active state-
machine involve controlling the CBR pro-actively. In [48] the authors perform a simu-
lation study to compare the performance of the ETSI DCC state machine with several
sub-states in Active state with a linear adaptive DCC packet rate control mechanism
called LIMERIC. For both configurations, only TRC is considered. In the presented
setup LIMERIC outperforms the state-machine approach in terms of IPG (inter packet

gap).

2.3 Denial-of-service attacks detection approaches

Since the IEEE 802.11p medium access control (MAC) protocol specifies random access,
during its normal operation the beacons can be lost either due to the wireless channel
impairments or due to collisions (overlapping transmissions of beacons from several ve-
hicles). The probability of collisions can be reduced by the proper choice of the MAC
protocol parameters [49]. However, the beacons can also be intentionally corrupted by
malicious node in case of a jamming Denial of Service (DoS) attack [50]. To support
safety applications in a vehicular environment with extremely high mobility of the wire-
less nodes, inter-vehicular communications should provide a relatively high level of re-
liability. Various types of DoS attacks could significantly compromise the reliability of
the communications. Obviously, DoS attacks may have different types/sources of intru-
sion. The most relevant types of DoS attacks for vehicular environments are summarized
in [51] (a short summary is given later in this section). In scope of this study we focus on
radio jamming attacks. A jamming DoS attack it is usually defined as the situation when
a malicious node (hereafter, jammer) emits according to some jamming strategy aiming
to disrupt the exchange of messages over the communication channel. The jammer can
damage certain messages/parts of the messages or jam the communication channel com-
pletely depending on its own goals and strategy [50]. It was experimentally shown in [52],
that jamming may have significant influence on the stability of the communications in
vehicular environments.
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According to T'S 101 559 — 1 (RHS) [53], the end to end latency of CAM should be
less than 300 ms for a road hazard signalling application. In the presence of a jamming
node, the loss of a few subsequent beacons will lead to the failure of the requirements. For
platooning and C-ACC applications, this end to end latency requirement may be further
reduced. Thus, to reduce the air-drag in the platoon of heavy-duty vehicles (which would
significantly reduce the fuel consumption), the inter-vehicle gap in the platoon should be
in the order of several meters [54]. This means that the reaction time of the vehicles in the
platoon will be very tight and interruption in the beacons’ exchange might compromise
security of the automotive systems and endanger the safety of road traffic.

Packet losses in VANETSs may be caused not only by legitimate IEEE 802.11p CSMA /CA
collisions or ITS-G5/DSRC channel impairments, but also by malicious interference orig-
inated from a radio transmitter located in the vicinity of communicating vehicles.

Experiments in [55] demonstrated that Denial-of-Service (DoS) attacks via jamming
of CAMs are easy to implement and may have a crucial impact on the platooning per-
formance. Specifically, jammer with the reaction time in order of tens microseconds can
be created with an open access wireless research platform. When located along the road,
such a reactive jammer can substantially increase the packet loss ratio at V2V links of
platooning vehicles up to the level of a complete blackout for few seconds.

The simulation study in [56] demonstrated that the platoon system is highly sensitive
to jamming attacks and its performance can be compromised by a reactive jammer, in
particular it was shown that the presence of reactive jammer may lead to string insta-
bility phenomena. In [57] authors perform a simulation experiment for radio jamming
countermeasures effectiveness, i.e. beamforming. Results demonstrate that in static con-
figuration of nodes like platooning beamforming may reduce the harmful influence of
radio jamming on platooning performance. However, no jamming detection technique
was proposed in study to identify the presence of jammer, also the power of the jammer
was limited, which make efficiency of beamforming questionable under stronger jamming
signal.

Thus, reliable methods to detect radio jamming DoS intrusion into platooning C-ITS
are required. Moreover, taking into account that platooning vehicles are moving with
only a few meters inter-vehicle gap, the jamming DoS detection methods should be able
to detect an attack in real-time within a fraction of second.

In [51] the authors consider various types of potential scenarios when communica-
tions between autonomous vehicles participating in C-ACC/platooning are compromised.
Throughout the paper they classify possible security attacks on a C-ACC/platooning ve-
hicle stream by the influence on different levels of the communication stack:

o Application layer attacks are oriented to disrupt the functionality of applications,
like C-ACC/platoon beaconing exchange or the management protocol. The ad-
versary can use message falsification (modification), spoofing (masquerading), or
replay attacks to maliciously affect the vehicle stream. In the case of a mes-
sage falsification attack the adversary starts listening to the wireless medium and,
upon receiving each beacon, manipulates the content meaningfully and rebroad-
casts it. Spoofing assumes that the adversary impersonates another vehicle in the
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C-ACC/platoon stream in order to inject fraudulent information into a specific ve-
hicle. During replay attacks the adversary receives and stores a beacon sent by a
member of the C-ACC/platoon stream and tries to replay it at a later time with
malicious intent — the replayed beacon contains old information, which can lead to
hazardous effects.

e Network layer attacks have a focus to affect not a particular application, but mul-
tiple applications by violating the TCP/IP stack operation. Examples of network
layer attacks could be various denial-of-service (DoS) or distributed DoS (DDoS),
like radio jamming on the control channel (CCH) [15]. Another possible example is
enormous number of messages emitted on the CCH by the adversary, which cause
an enormous number of CPU-intensive operations (due to the complexity of cryp-
tographic operations). That kind of attacks may make CACC/platoon members
unable to support proper communications in a vehicle stream.

e System level attacks are characterized as a tempering with vehicle hardware or
software, which can be performed by a malicious insider at the manufacturing level
or by a malicious outsider. In that case even if V2V communication is stable and
secure, tampered hardware/software can provide wrong/incorrect information to
the vehicle itself or to another CACC/platoon member via communication facilities.

e Privacy leakage attacks. Due to the periodic beaconing exchange in the C-ACC /platoon
systems there is a possibility for an intruder for eavesdropping. Each message may
contain various information about the originating vehicle and the C-ACC /platoon
system in general (vehicle ID, speed, position, acceleration and others), which could
be further potentially used by the malicious node for its own benefits.

The authors also present simulation results showing the stability of the C-ACC /platooning
system under message falsification and network layer DoS attacks through the set of
simulations. In both cases C-ACC/platooning experiences significant downgrade in the
performance from the longitudinal stability (inter-vehicle gap), which shows the actuality
of the attacks on security in that type of systems.

In [58] a jamming-detection method based on machine learning algorithms is pre-
sented. The authors propose to use the following metrics:

e channel busy ratio;

e channel noise;

e inactive time;

e packet delivery ratio.

The proposed method is splitted into 2 phases: training and detection. During the
training phase, a number of training sequences are obtained under controlled experiments
that should be performed both with and without the presence of the jamming node.
This result could then be used to construct a Random Forest [59] classifier that later
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can be used as a classifier in the detection phase. The authors tested the performance
of the detector in the presence of constant and reactive jammers. Experiments showed a
detector accuracy of over 90%. The main drawback of the proposed method is its high
dependency on the training sequences. All the metrics that have been used for decision
tree construction are highly dependent on the current VANET conditions, which are
constantly influenced by high dynamics. That fact makes offline training of the proposed
system almost an impossible task. Although, the authors do not posses their method
as an real-time solution. If the considered VANET has a relatively static behaviour like
platoon/C-ACC, the detector can be trained offline, and the proposed method may have
potential application in the scope of such type of systems.
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CHAPTER 3

Summary of Appended Papers

The section presents a summary of the appended papers. In Paper I we provide
an overview of the current ETSI I'TS-G5 standardization activities aiming to support
CACC /platooning, while Paper II-IV are related to the research problems 1-3 accordingly,
as illustrated in Figure

3.1 Paper 1

Title: Cooperative awareness in VANETs: On ETSI EN 302 637-2 performance
Authors: Nikita Lyamin, Alexey Vinel, Magnus Jonsson and Boris Bellalta
Published in: IEEE Transactions on Vehicular Technology

Summary: In this paper we carefully study the CAM synchronization effect, discovered
in Paper 1a. The synchronization effect occur due to the design of CAM kinematic rules.
In short, CAM kinematic rules assume that the generation of a new CAM is coupled
with the current kinematic parameters of the I'TS-s, i.e. speed, position, heading. The
general CAM generation mechanism is the following: ITS-s stores the speed, position,
heading that was put in the last generated CAM and periodically compares them with
the current according values received from CAN bus. For all three parameters there are
a thresholds (0.5 m/s, 4m, 4° respectively), when the absolute difference between current
value of the corresponded parameter and the value put in the last message exceeds the
threshold, a new CAM is triggered. The original idea behind this approach could be
described as follows: ITS-s generates more messages, when it experience more rapid
kinematic changes (e.g. moves at high speed, accelerate/decelerate, make a turn, etc.)
and triggers less CAM when it’s less mobile. However, when one start to apply this rules
in the scenario when number of ITS-s more relatively synchronously, implementation
of CAM rules may cause the negative effect when CAM from different I'TS-s become
synchronized in the time domain (several ITS-s trigger their CAM roughly at the same
time). In Paper 1 we explain this mechanism of "CAM synchronization" in details. To
quantify the CAM synchronization we study how it affects two following scenarios:

21
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e Scenario 1: platooning. In this scenario we consider a platoon of CACC-enabled
(Cooperative Adaptive Cruise Control) vehicles moving on a highway.

e Scenario 2: traffic jam. In this scenario, we consider a set of I'T'S-s moving on the
road with no coordination between them, while still exchanging CAM messages.
The mobility scenario emulated here was the following: a string of vehicles ap-
proaching traffic lights. In the situation where the lights switch to red, the vehicles
closest to the intersection at the road lanes start to decelerate roughly at the same
time. Vehicles decelerate until they completely stop at the intersection, wait until
the lights turn green and accelerate again to cross the intersection.

Based on the results of the simulation experiments, we concluded, that a) the better
vehicles in the string are synchronized (the more simultaneous the mobility changes ITS-
s experience) and b) the more precise ITS-s follows kinematic rules, the stronger the
negative effect of CAM synchronization (higher the CAM collision rate).

Another important conclusion was that the nature of the CAM synchronization phe-
nomenon presented in this manuscript is not dependent on any particular form of the
speed curve as long as its mobility follows a deceleration/acceleration pattern. In other
words the studied effect will be observed when the string of vehicles decelerates due to
any disturbance in front of it (e.g., slower vehicle, speed limit, etc.), which will obviously
occur during road operation. The CAM synchronization phenomenon itself is a result of
triggering rules design — in particular the nature of v, related condition — that leads to
CAM synchronization.

Moreover, ETSI EN 302 637-2 CAM is only chosen for representative purposes as an
existing available standard of the adaptive beaconing based on the originating vehicle’s
dynamic in order to demonstrate the phenomenon of the beacon synchronization effect in
a string of vehicles performing cooperative maneuvers. Generally, any adaptive beaconing
approach that relies on the track of the speed variation of the originating I'TS-S may lead
to a similar message synchronization effect in the time domain when vehicles follow
mobility scenarios that involve cooperative speed variation.

3.2 Paper 1la

Title: Vehicle-to-Vehicle Communication in C-ACC/Platooning Scenarios

Authors: Alexey Vinel, Lin Lan, Nikita Lyamin

Published in: IEEE Communications Magazine

Summary: ITS-G5 defines the overall vehicular communication protocol stack. So far
there has been no dedicated message type or DCC configuration standardized for pla-
tooning. However, there is currently pre-standardization activity (ETSI TR 103 301, TR
103 299) studying how to apply currently available standards for a platooning applica-
tion. In Paper I we give a brief description of C-ACC and platooning, also depicting
major differences between these applications. In compliance with the idea of using cur-
rent standards in order to enable CACC/platooning operation, Paper I provides results
of a simulation study. In this study communication exchange in platooning is enabled by
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currently available ETSI EN 302 637-2 CAM. In scope of the simulation setup we tested
both CAM kinematically driven message triggering and a fixed beaconing rate of 10 Hz.
To estimate the information delay, data-age metrics has been used as a performance
metrics. Based on the results, the paper concludes that fixed beaconing with a proper
message generation frequency outperforms CAMs in terms of data-age. Our conclusion
is that the current CAM rates could be insufficient to support platooning requirements.
Moreover, due to the dynamic-dependent nature of CAM generation, the data-age may
vary significantly depending on the mobility pattern of the platoon. It is worth to be
noted here, that DCC operation was disabled in scope of this study, so the results could
be generalized and extended to a system supporting both CAM and DCC.

3.3 Paper 1b

Title: Does ETSI beaconing frequency control provide cooperative awareness?
Authors: Nikita Lyamin, Alexey Vinel, Magnus Jonsson

Published in: 1st IEEE ICC 2015 Workshop on Dependable Vehicular Communica-
tions.

Summary: In this paper we evaluate the performance of ETSI EN 302 637-2 CAM in
the platooning scenario. CAM triggering conditions [2] are based on the dynamics of an
originating vehicle. These conditions are checked repeatedly with a certain sampling rate.
An ITS-S generates CAM whenever the kinematic event occurs, with an upper bound of
10 messages/second (10 Hz). If no kinematic event is observed for 1 second after the last
CAM generation, the I'TS-S should also generate a message, which corresponds to a lower
bound of 1 message/second (1 Hz). By kinematic event it is meant here that the ITS-S
tracks its current speed, position and direction and compares them to the values sent
in the last triggered CAM. If the differences exceeded any of the pre-defined thresholds,
a kinematic event is detected and a CAM is generated. In the scope of the study we
consider a platoon, following disturbance mobility pattern, where information exchange
is enabled by CAM. Disturbance mobility pattern is when a vehicle (platoon) performs
acceleration/deceleration maneuvers, which is aiming to emulate a slower vehicle in front.
The slower vehicle may appear due to a lane changing process (e.g. the vehicle is trying
to take off-ramp) or it could be considered as a vehicle coming from metering ramp, etc.
Our simulation setup shows, that due to the design of kinematic rules, CAM trigger-
ing times of different platoon members may become synchronized in time domain after
subsequent maneuvers. We show that the CAM synchronization effect may further lead
to increased CAM collision rate on the wireless channel and subsequent communication
performance degradation. The paper describes the mechanism leading to the occurrence
of the negative CAM synchronization effect, and proposes a framework allowing to an-
alyze the strength of the effect. Also we study the influence of various CAM sampling
rates on the communication performance and make appropriate conclusions.
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3.4 Paper 2

Title: ETSI DCC: Decentralized Congestion Control in C-ITS

Authors: Nikita Lyamin, Alexey Vinel, Dieter Smely and Boris Bellalta

Accepted to: IEEE Communications Magazine

Summary: C-ITS communications must also be operational in dense road traffic. As-
suming that all vehicles participate in the C-ITS information exchange by broadcasting
periodic messages, wireless channel congestion is likely to occur. Thus, to avoid degra-
dation of the system performance caused by too high a channel load and provide a fair
access to the channel resources among neighboring ITS-G5 stations (ITS-S), channel con-
gestion control mechanisms are required. To this end ETSI published TS 102 687 [3, 4]
— a specification of a decentralized congestion control (DCC) mechanism — as a part of
the ITS-G5 protocol stack. Decentralized Congestion Control (DCC) is a mandatory
component of 5.9 GHz Intelligent Transportation Systems (ITS-G5) vehicular commu-
nication protocol stack that reduces radio channel overload, range degradation, and self
interference. In this tutorial article we explain its principle, describe related ongoing
standardization activities, evaluate its performance for emerging cooperative driving ap-
plications, and identify ways for improvement. We show that failure to use a proper DCC
parameterization can impact negatively on the performance of cooperative vehicular ap-
plications. Based on the simulation experiment, where we tested all state-machine DCC
configurations available ETSI documents, we came to the conclusion, that restricting the
communication exchange in safety-critical applications, which are very delay-sensitive
could potentially lead to undesirable performance degradation. The most important
conclusion of ours, was that the currently specified ETSI DCC configurations are de-
signed to control the Channel Busy Ratio C'BR (the percentage of time communication
channel is observed as busy) level as such, but not the system level C-ITS application
metrics. Standards for several safety-critical C-ITS applications (e.g. platooning) are
currently under development. Appropriate control criteria for channel congestion level
could be selected to make the DCC to target at optimizing the applications performance
metrics. For this purpose, mechanisms are needed to estimate the influence of the CBR
limits on the performance of C-ITS applications. In our opinion, mathematical models
of the DCC are clearly needed to better characterize and understand the complex dy-
namics of C-ITS systems further. This demand is especially emerging, since the studies
of the ETSI DCC which are currently available in the literature rely on the simulation
experiments of specific scenarios and the theoretical foundations to develop the DCC
configurations are required.

3.5 Paper 2a

Title: Study of the Platooning Fuel Efficiency under ETSI ITS-G5 Communications
Authors: Nikita Lyamin, Qichen Deng, Alexey Vinel

Accepted to: IEEE 19th International Conference on Intelligent Transportation Sys-
tems (I'TSC)
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Summary: In this paper we make an attempt to estimate the potential influence of the
communication system on the efficiency of the platooning. V2V communications, stabil-
ity and fuel efficiency in a platoon are closely coupled. Proper communication setup can
make a platoon follower maintain a desired distance to its predecessor while reducing
acceleration and braking frequencies. We evaluated the performance of C-ACC/platoon
enabled by ITS-G5 communication standards through a number of simulation exper-
iments. As it was noted in Paper I there are no dedicated communication standard
for platooning available, however current ETSI standardization activities are focused
around applicability of the existing I'TS-G5 set to enable platooning. In conformity with
aforementioned, in Paper III we implement and apply ETSI EN 302 637-2 Cooperative
Awareness Messages [2] together with DCC to confirm to the ITS-G5 stack. Note, that
according to [3]: "Decentralized congestion control (DCC) is a mandatory component
of ITS-G5 stations operating in ITS-G5A and ITS-G5B frequency bands to maintain
network stability, throughput efficiency and fair resource allocation to I'TS-G5 stations".
In Chapter it was described that there are several DCC state-machine configurations
currently available in the documents. Thus, we compared the potential fuel consumption
reduction, when platooning is enabled by two different DCC setups available in I'TS-G5.
To be able to test influence of I'TS-G5 on potential fuel savings, the simulation frame-
work that incorporates a communication simulator with a mobility simulator and uses
communication as an input to a platooning control part. To cope with this requirements
we use a Plexe simulator that is a special C-ACC/platooning extension of Veins, that
combines Omnet++ and SUMO, extending it with CAM and DCC functionality to com-
ply with I'TS-G5. Our study shows that the communication setup that exploits DCC
with more sub-states in Active state (thus, allowing finer granularity in CBR control and
allowing slightly higher CBR levels) enhances fuel economy in average with 0.4 L/100
km in a disturbance scenario, indicating that platoon communication setup also plays an
important role in fuel consumption. The enhanced fuel efficiency is a result of the pla-
toon’s ability to maintain the required inter-vehicle gap with higher precision under this
DCC setup. This comes from the fact that DCC setup with a larger number of "Active"
sub-states allows better granularity in controlling CBR, while still keeping congestion
level at a required low level. We also suggest an approach of how our results on pla-
toon fuel efficiency can be transformed into potential cost reduction gain. However fuel
savings and corresponding cost reduction are highly dependent on the frequency of accel-
eration/deceleration maneuvers performed by platoon, which requires further extensive
study of potential traffic flow parameters for platooning.

3.6 Paper 3

Title: Real-time detection of Denial-of-Service attacks in IEEE 802.11p vehicular net-
works

Authors: Nikita Lyamin, Alexey Vinel, Magnus Jonsson and Jonathan Loo

Accepted to: IEEE Communications Letters.

Summary: In this paper we propose a simple method that is able to detect certain types
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of jamming DoS attacks in platooning. We consider platooning with cooperation between
the vehicles, which is achieved by the frequent exchange of periodic broadcast messages.
To derive our method few assumptions on the operation of the system are taken: first,
we assume that the number of vehicles in the platoon is always known to the platoon
leader; second, platoon members have a static beaconing generation rate. The proposed
algorithm is based on the knowledge of IEEE 802.11p MAC operation. The algorithm is
divided into two phases. During the first phase, installation, the detector eavesdrop (via
legitimate sniffer installed on the leading vehicle) the sequence of transmitted packets.
As soon as it detects a sequence of N successful transmissions (where N is the size of
the platoon), it performs classification of the areas in time domain, where collisions are
possible and where they can not be observed at any circumstances by the the property
of the IEEE 802.11p design. During the second phase, operational, the detector tracks
the information of successful and non-successful transmissions and classify the cause of
collision using the classifier obtained in the installation phase to distinguish between
normal (legitimate) collisions and packet losses caused by malicious jammer. To verify
the performance of the detection algorithm we assumed two types of jamming strategies:
random jamming, when the malicious node jams packets randomly with some probabil-
ity; and ON-OFF jamming, when the jammer corrupts a number of packets in a row
with some probability. For the reference platooning scenario under the aforementioned
assumptions our algorithm provides in average the probability of detection not lower than
0.9 and no false alarm for any jamming probability. Moreover, the installation delay of
the proposed algorithm does not exceed 1 second for the tested setups.

3.7 Paper 4

Title: Al-based malicious network traffic detection in VANETSs

Authors: Nikita Lyamin, Denis Kleyko, Quentin Delooz, Alexey Vinel

Accepted to: IEEE Networks.

Summary: Inherent unreliability of wireless communications may have crucial con-
sequences when safety-critical Cooperative Intelligent Transportation Systems (C-ITS)
applications enabled by Vehicular Ad-Hoc Network (VANETS) are concerned. In this pa-
per we discuss the problem of malicious interference in safety-critical C-ITS applications.
Although, natural sources of packet losses in VANETS such as network traffic congestion
are handled by a Decentralized Congestion Control (DCC), losses caused by malicious
interference need to be controlled too. In our opinion, current development process (both,
standardization and research community) do not pay enough attention to the problems
of detection and mitigation of malicious interference in V2X communications.

V2X communication links are inherently vulnerable to different forms of losses that
may endanger vehicular safety of the C-ITS. It is important to identify the sources of
packet losses in critical vehicular networked control loop since a source could require
a design of specific countermeasure. For example, to control the natural sources of
losses (e.g., network traffic congestion) in VANETs the Decentralized Congestion Con-
trol (DCC) mechanism, which is a mandatory V2X component, was standardized for
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VANETsS in both ETSI and IEEE frameworks. The European DCC approach is based
on state machines, where in each state the controller limits parameter values that in-
fluence the channel load. At the same time, protocol parameters like CAM generation
rate or MAC parameters could be adjusted to avoid performance degradation caused by
CAM collisions. CAM losses caused by channel impairments may be partially mitigated
by adjusting PHY parameters (e.g. decrease channel datarate, increase transmission
power) or, again, adjust CAM parameters (e.g. like CAM generation rate if allowed by
congestion control mechanism). However, malicious interference needs to be controlled
too. Experiments in [55] demonstrated that a reactive jammer can be created with an
open access wireless research platform, when located along the road it can substantially
increase the packet loss ratio at V2V links of platooning vehicles up to the level of a
complete blackout for few seconds. Thus, a jamming Denial-of-Service (DoS) attack on
CAMs may endanger vehicular safety and first and foremost is to be detected in real-
time. Moreover, none of the above mechanisms is designed for handling losses caused by
malicious interference. Besides, trying aforementioned adaptations, a valuable time in
safety critical application could be lost. Instead, one could design specific measures for
such situation by immediately adjusting the physical part of the system (e.g. increase
headway time between vehicles) to presume safety of the C-ITS application. However,
no network control mechanism for malicious interference in VANETs was presumed so
far. We believe, that certain steps should be undertaken in this direction.

It was demonstrated in [55] that jamming attacks may have a crucial impact on pla-
tooning communication performance and are easy to implement. Thus, reliable methods
to detect jamming intrusion into safety-critical C-ITS are required. In vehicular scenarios
acceptable detection latencies which are imposed by a physical proximity of high-speed
road users running C-ITS safety applications, are in the same order. We conclude, that
there no methods or techniques for real-time detection of malicious interference avail-
able today and, moreover, the countermeasures to such intrusion are almost completely
missing.

As part of the study presented in the paper we compare few available in the litera-
ture jamming DoS detection techniques (both, conventional and data-driven). First, we
compare two reference detection methods: a) a model-based; b) a data-driven.

The model-based method presented in [60] is purposefully designed for the considered
problem taking into account the knowledge about the ITS-G5 MAC (IEEE 802.11p)
communication protocol as well as the platooning C-ITS application and making certain
simplifying assumptions, hence, it is model-based.

A data-driven approach in its extreme is completely opposite to a model-based ap-
proach. It may work without any knowledge of a system but it requires data produced
by that system. Additionally, the data-driven approach requires to use a data mining
method for processing the available data. For the data-driven detection approach, we
use a concrete method suggested in [61] for the case of detecting anomalies in discrete
sequences. It is called the window-based method.

Based on the results of the simulation experiment we implemented, we concluded
that the baseline data-driven window-based method for anomaly detection in a discrete
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sequence suggested in the literature [61] did not achieve satisfactory results. Therefore,
we conclude that it is not trivial to simply apply data mining methods to this problem
without using the prior knowledge about the nature of the system. To resolve this issue
we suggest to move develop in the direction of combining the knowledge of the system
(model-based) and data mining approach (data-driven) — hybrid methods. In contrast
to the reference detection methods, the nature of the hybrid detection method is that
it should take into account the knowledge about the platoon from the communication
protocol point of view (as the model-based method [60]) but it also uses a communication
exchange trace produced by a C-ITS application (as the window-based method). Thus,
the hybrid detection method tries to avoid the drawbacks of each reference approaches.
We demonstrated, that hybrid approached presented in Paper 6 works in the presence on
jitter (in contrast to the model-based [60]) and shows much higher detection performance
in the presence of jitter in contrast to the data-driven window-based method [61].

3.8 Paper 5

Title: Real-time jamming DoS detection in safety-critical V2V C-ITS using data mining
Authors: Nikita Lyamin, Denis Kleyko, Quentin Delooz, Alexey Vinel

Submitted to: IEEE Communications Letters.

Summary: Experiments in [55] demonstrated that Denial-of-Service (DoS) attacks via
jamming of CAMs are easy to implement and may have a crucial impact on the platooning
performance. Specifically, jammer with the reaction time in order of tens microseconds
can be created with an open access wireless research platform. When located along the
road, such a reactive jammer can substantially increase the packet loss ratio at V2V links
of platooning vehicles up to the level of a complete blackout for few seconds. The simu-
lation study in [56] demonstrated that the platoon system is highly sensitive to jamming
attacks and its performance can be compromised by a reactive jammer, in particular
it was shown that the presence of reactive jammer may lead to string instability phe-
nomena. Thus, reliable methods to detect radio jamming DoS intrusion into platooning
C-ITS are required. Moreover, taking into account that platooning vehicles are moving
with only a few meters inter-vehicle gap, the jamming DoS detection methods should be
able to detect an attack in real-time within a fraction of second.

In paper 6 we propose a methods that improves the jamming detection technique
proposed in [15]. The original method was derived under the assumption , that CAMs
are arriving to the MAC layer with a fixed period. Although, in theory this assumption on
a perfect CAM periodicity pattern makes sense, there are sources of jitter in real systems.
For instance, there will be non-negligible random processing delays between the message
generation moment and the time when actual packet is placed in the MAC-queue for
the transmission [62]. In the Paper 6 we propose a technique, that combines knowledge
of the I'TS-G5 V2X communication system operation and a data-driven approach. As
a result we come up with the jamming detection method, that can operate under jitter
in CAM generation. The proposed method has a hybrid nature. Following data mining
approach, it uses historical data of platoon communications. At the same time, the a
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priori knowledge about a platoon is used in the method.

In terms of data mining, the jamming DoS scenario in this letter can be treated
as a problem of anomaly detection in a discrete sequence [61]. There are two types of
events in the considered system: natural collisions (legitimate CSMA /CA collisions) and
anomalous collisions (jammed CAMs).

On a very high conceptual level, the operation of the detector can be described as
follows. There are two phases: a) training; b) detection. During the training phase,
the detector observes the transmissions of CAMs from different vehicles as well as the
collisions. Based on the collected data, detector first forms detection periods ¢, then for
each detection period composes detection sets R; and, finally, approximates the time of
the most probable transmissions 7 for each V' ITS-s (platoon member) on the detection
intervals.

During the detection phase, the detector keeps operating on the detection periods
of length T' (where T is CAM generation interval) and uses intervals of most probable
transmissions 7y for all the vehicles from 1 to N obtained at the learning phase. For
each detection period we construct dependent collision set C' = {CY, ..., Cy} and involved
vehicles set M = {My, ..., My}, in which we try to estimate in which CAM loss (recall,
we can’t distinguish between legitimate CSMA /CA collision, jammed CAM or CAM lost
due to the channel noise) which ITS-s V' could be involved. The jamming detection is
built on the basic knowledge about the system: in order to create a legitimate CSMA/CA
collision at least two vehicles have to transmit their CAMs simultaneously, what enables
the decision on raising the alarm jamming if inequality |A/;| > 2|C;| does not hold for at
least one pair of subsets M; and Cj.

The two important properties of the hybrid detector are following. First, The pro-
posed real-time detector has a detection delay of order of couple hundreds of milliseconds:
the decision delay does not exceed 1.5T. Second, a training time for hybrid detector is
below 5 seconds.

Regarding the detection performance, in our simulation setup probability of attack de-
tection of the hybrid detector against the number of vehicles in a platoon in the presence
of jitter and packet looses was never lower than 0.7 (for N=25, PER=0.1). The proba-
bility of false alarm, i.e. the probability that the alarm is triggered although no beacons
have been jammed in the detection period, did not exceed 1% in our experiments.
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CHAPTER 4

Conclusion and Future Work

4.1 Conclusions

In this thesis the activities in three main research directions are summarized.

We perform an overview of standardization activity with a focus on enabling C-
ACC/platooning communications. Following the approach taken in current standardiza-
tion process, we study the performance of time-critical C-ITS applications enabled by
the I'TS-G5 V2X communications. We identify and provide a detailed explanation of the
specifics in the CAM triggering mechanism design that leads to a grouping of CAMs that,
as a consequence, causes degradation in the communication performance. We demon-
strate that the implementation of ETSI EN 302 637-2 CAM kinematic rules to support
C-ACC/platooning in its current form may lead to the degradation of the communica-
tion performance, when speed of the C-ACC/platooning is varied. We also come top the
conclusion, that any adaptive beaconing approach that relies on the track of the speed
variation of the originating I'TS-S may lead to a similar message synchronization effect in
the time domain when vehicles follow mobility scenarios that involve cooperative speed
variation.

Our other focus if a Decentralized Congestion Control — a mandatory component of
5.9 GHz Intelligent Transportation Systems (I'T'S-G5) vehicular communication protocol
stack that reduces radio channel overload, range degradation, and self interference. In
scope of our studies, we, first, show that the configuration of DCC may have a result-
ing effect on the efficiency of the underlying C-ITS applications (e.g. fuel efficiency in
platooning). Then we also demonstrate that the current design DCC approach requires
adjustments: for now DCC tries to control the wireless channel occupancy level as such
without consideration of how this can affect the performance of the C-ITS application
ITS-G5 V2X communications are aiming to enable/support. We suggest that the DCC
approach is revised in order to optimize C-ITS application performance via application-
level metrics, e.g. data-age. In progress: Then we propose an analytic framework that
is aiming to control the application level data-age metric: the idea is to maximize the
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C-1TS application performance by minimizing the data-age.

Third, we propose a simple algorithm to detect jamming DoS attacks in a real-time
CSMA /CA-based VANET environment. The algorithm is able to detect certain types of
jamming DoS attacks with a delay of just hundreds of milliseconds. For the platooning
scenario our method achieves average probability of detection above 0.9 keeping learning
phase in scope of a second.

We also study the problems of malicious interference in safety-critical C-ITS appli-
cations enabled by ITS-G5 V2X. We conclude, that there no methods or techniques for
real-time detection of malicious interference available today and, moreover, the counter-
measures to such intrusion are almost completely missing. First, we propose a simple
algorithm to detect jamming DoS attacks in a real-time CSMA /CA-based VANET envi-
ronment. The algorithm is able to detect certain types of jamming DoS attacks with a
delay of just hundreds of milliseconds. For the platooning scenario our method achieves
average probability of detection above 0.9 keeping learning phase in scope of a second.
Then, to relax the assumptions taken to derive the first algorithm, we propose a new
method. We first try to apply a purely data-driven approach that may work without
any knowledge of a system. However, based on our experiments, we conclude that it
is not trivial to simply apply data mining methods to this problem without using the
prior knowledge about the nature of the system. Thus, we suggest to combine the knowl-
edge of the system (model-based) and data mining approach (data-driven) to come with
a hybrid solution. To this end we propose a technique, that combines knowledge of
the ITS-G5 V2X communication system operation and a data-driven approach. The
proposed real-time detector has a detection delay of order of couple hundreds of mil-
liseconds and requires training time below 5 seconds. Probability of attack detection of
the hybrid detector in the presence of CAM generation disturbances and packet looses
always exceeds 0.7.
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4.2 Future Work

The future work in the direction of the message generation and decentralized congestion
control should be brought to the more systemic level, i.e. the entire protocol stack should
be tuned/redesigned for time-critical C-ITS applications. For instance, the currently de-
signed standard ETSI TR 103 298 for platooning should be adjusted to avoid negative
effect of CAM generation mechanism, the DCC should also be tuned to operate in the in-
terest of C-ITS application. This process requires careful additional studies, performance
evaluation and fine tuning.

The problem of potential malicious interference detection in safety and time critical C-
ITS applications should be further studied, measures to detect intrusion into the system
and mitigate its consequences should also be developed. As a future work, we, first, plan
to validate the proposed method with measurement data from platooning test trials,
second, fine-tune the detecting capabilities based on the results observed. The next step
should be development of appropriate countermeasures.
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Cooperative awareness in VANETSs:
On ETSI EN 302 637-2 performance

Nikita Lyamin, Alexey Vinel, Magnus Jonsson and Boris Bellalta

Abstract

Cooperative awareness on the road is intended to support the road users by provid-
ing knowledge about the surroundings and relies on the information exchange enabled
by vehicular communications. To achieve this goal the European Telecommunication
Standard Institute (ETSI) delivered the standard EN 302 637-2 for Cooperative Aware-
ness Messages (CAM). The CAM triggering conditions are based on the kinematics of
the originating vehicle, which is checked periodically. In this paper, we show that the
standardized ETSI protocol may suffer a decrease in communication performance under
several realistic mobility patterns. The potential influence of the discovered phenomena
on the IEEE 802.11p Medium Access Control (MAC) operation is studied.

1 Introduction

Intelligent Transport Systems (ITS) are aiming to provide innovative services related to
different modes of transport and traffic management, and enable various users to be bet-
ter informed and make safer, more coordinated and smarter use of transport networks [1].
This is supposed to be achieved by integrating telecommunications, electronics and infor-
mation technologies with transport engineering in order to plan, design, operate, maintain
and manage transport systems. Cooperative-ITS (C-ITS) supports connectivity between
road users. Road users in this context are all kind of road vehicles like cars, trucks, mo-
torcycles, bicycles or even pedestrians, and roadside infrastructure equipment [2]. Thus,
C-ITS is an important component of Intelligent Transportation Systems and aim at in-
creased road safety, efficiency and driving comfort.

To enable inter-vehicle communications in the Dedicated Short Range Communica-
tions (DSRC) 5.9 GHz band, IEEE 802.11p, which is currently integrated into the recent
IEEE 802.11-2012 standard, has been introduced by the Institute of Electrical and Elec-
tronics Engineers (IEEE). IEEE 802.11p provides the medium access control (MAC)
and physical (PHY) layers for wireless communications in a vehicular environment. The
IEEE 1609 working group has defined the protocol stack IEEE 1609.x, also known as
WAVE (Wireless Access in Vehicular Environment). The scope of these standards is the
extension of the IEEE 802.11p MAC layer functions for multi-channel operation as well
as the specification of the upper layers, functionality in security and management planes.

At the same time, European Telecommunication Standard Institute (ETSI) deliv-
ered the first release of the C-ITS standards under the European Commission Mandate
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Figure 1: ITS-G5 reference architecture

M/453. ETSI specified the first set of ITS-G5 communication protocols and architecture
regulating operation in the 5 GHz spectrum for C-ITS, Fig. [I, ITS-G5 reuses the IEEE
802.11p physical and data-link layers of the IEEE 1609 framework. I'TS-G5 also defines
protocols to support cooperative awareness of road users, which is intended as the basis
for a number of road safety and traffic efficiency applications [3]. It is achieved by regu-
lar exchange of information among road users. ETSI defines the cooperative awareness
within road traffic in terms of when road users and roadside infrastructure are informed
about each other’s position, kinematics and attributes. To enable cooperative awareness
within ITS-G5, ETSI delivered the EN 302 637-2 standard defining Cooperative Aware-
ness Messages (CAMs) [2]. Note, that Cooperative Awareness basic service is mandatory
for all kind of ITS-stations (ITS-S) operating in ITS-G5. Each ITS-S puts kinematic
data and other related data into periodically sent CAMs. The content of the message
may vary depending on the type of ITS-S. In this paper we focus on the cooperative
awareness on the road and the vehicles as ITS-S.

EN 302 637-2 defines a kinematically-driven mechanism that controls CAM triggering.
This means, that each vehicle generates new CAMs depending on its current position,
speed and direction. A vehicle compares its current kinematic measurements with the
ones it put into the last generated message and, if the difference between them is above
pre-defined thresholds, the vehicle triggers next CAM transmission. The reason for this
is to allow the vehicle to trigger more messages when its behavior is highly dynamic
and vice versa. In other words, a vehicle transmits fewer messages when its behavior
is predictable, and more messages when accelerating/decelerating, turning or driving at
high speed. However, as a consequence, the ETSI CAM protocol has a behaviour that is
much more difficult to analyze compared to traditional beaconing approaches that have
a fixed frequency of message generation.

In this paper we study the communication performance of the EN 302 637-2 CAM
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mechanism under realistic mobility patterns for both autonomous and human-driven
vehicles. Specifically, we assume two scenarios: Scenario 1. platoon of autonomous
vehicles where coordination is supported by exchanging CAMs, and Scenario 2. string
of human driven vehicles approaching a traffic light while exchanging CAMs to support
cooperative awareness.

The contribution of this paper is threefold:

e The phenomenon of message synchronization in the time domain in adaptive bea-
coning relying on speed variation tracking of originated ITS-s is theoretically ana-
lyzed.

e The performance of the ETSI EN 302 637-2 standard is evaluated by considering
two typical mobility patterns (autonomous vehicles and human-driven vehicles ap-
proaching a pedestrian crossing). The negative impact of the synchronization of
CAM generation moments (initially found in [4, 5]) is further discussed, analyzed
and evaluated.

e The influence of various ETSI EN 302 637-2 parameters in the synchronization of
CAM generation moments is studied, and recommendations on how to mitigate the
negative effect of CAM synchronization are given.

The manuscript is organized as follows. Section [2] overviews the related work. Sec-
tion [3] summarizes the studied current ITS-G5 standardization activity. In Section [4] we
describe the system model, including the principal assumptions about the inter-vehicle
communication and vehicles” mobility. Section [5| explains the discovered phenomena of
CAM synchronization. In Section [6] we propose a theoretical framework to evaluate the
influence of the discovered CAM synchronization effect on communication performance.
In Section [/, we demonstrate the influence of CAM synchronization on typical mobility
patterns for both autonomous and human-driven vehicles under different ETSI EN 302
637-2 parameters setup. Conclusions are presented in Section

2 Related work

Here we overview the most relevant (in terms of our study) state-of-the-art research into
adaptive beaconing in C-ITS.

In [6] the authors provide an extensive survey of adaptive beaconing for C-ITS. They
provide a taxonomy of adaptive beaconing approaches, summarize performance metrics
used for their design, and present their qualitative comparison.

In [7] the authors propose an ATB (Adaptive Traffic Beacon) adaptive beaconing
protocol for C-ITS that adapts its beacon generation rate based on two metrics - channel
quality and message utility. To estimate channel quality, the authors propose the use of
collision statistics collected by the ITS-S, the Signal to Noise Ratio (SNR) levels mea-
surements, and the number of neighboring I'TS-S. Message utility is expressed through
message age and beacon target dissemination range. Adaptive beaconing for enhancing
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the cooperative awareness by minimizing the tracking error of ITS-s is presented in [§].
The simulation results presented in the paper demonstrate that the proposed protocol
outperforms ETSI CAM beaconing, supporting the lower figures of ITS-S tracking er-
ror. In [9], a Dynamic Beaconing Scheduling (DBS) adaptive beaconing approach based
on the current kinematics of the I'TS-S is presented. The beacon generation interval is
proportional to the speed of the originating I'T'S-S: the higher the speed, the lower the
beacon generation interval. The main idea of the proposed protocol is very similar to
ETSI CAM kinematic rules, however, the authors do not provide any comparison of the
performance of DBS and CAM. The adaptive beaconing protocol AND (Adaptive Neigh-
bor Discovery) is presented in [10] and controls the beacon generation interval in order to
maximize the discovery rate of the neighboring I'TS-S in the specified road area. The sim-
ulation experiment performed by the authors shows that AND outperforms ETSI CAM
in terms of I'TS-S discovery accuracy at higher channel noise levels, while demonstrating
similar performance when packet loss rates are low. In [11] the authors propose FABRIC
(Fair Adaptive Beaconing Rate for Intervehicular Communications) - an algorithm that
enables fair beaconing rate assignment for I'TS-S. In FABRIC the transmission rate of
each I'TS-S in the one-hop neighborhood is recursively optimized. To enable this, it is
assumed that all ITS-S share its beacon generation rate. The set of simulation experi-
ments presented in the paper demonstrates that FABRIC has a fast convergence to fair
beacon generation rate even in a highly dynamic environment.

ETSI CAM beaconing is an example of adaptive beaconing design for C-ITS to enable
cooperative awareness in the vehicular environment. To adapt the CAM generation rate
it adjusts the beaconing rate based on the current kinematics of the originating I'TS-S.

Many studies on cooperative awareness either ignore ETSI kinematic rules [12, 13,
14] or implement the CAM protocol according to the standard, but do not focus on
its performance. The evaluation of CAM beaconing under various parameter sets is
performed in [15, 16, 17, 18]. In [19], the authors evaluate the CAM rules to understand
the actual beaconing rate and corresponding channel load in a highway scenario. In [20],
the authors present a more detailed study of the ETSI CAM kinematic rules. They
attempt to find optimal parameters thresholds to enhance the network performance in
terms of packet delivery ratio (PDR), channel load and message age.

Very few studies focus on assessing the effectiveness of the rules proposed by ETSI
for CAM generation. In [21] the applicability of ETSI EN 302 637-2 to support pla-
tooning was studied. The main conclusion was that CAM may support cooperative
autonomous driving, while having gaps in application functionality: support of platoon-
ing merging/disaggregation, and, importantly, the lack of an appropriate authentication
mechanism that can be used for secure platooning aggregation. The study concludes that
improvements of the CAM data structure are necessary.

The authors of [22] present results of an extensive measurement study estimating the
performance of CAM cooperative awareness in terms of neighborhood awareness ratio and
packet delivery rate. The paper provides substantial results on CAM ability to support
awareness at a certain level depending on various factors (environment, transmission
power level, beaconing generation frequency, etc.). However, they discuss the results in
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terms of averaged performance metrics and do not focus on the functioning of the CAM
generation mechanisms itself.

In [4, 5] the negative effect of CAM synchronization in a platooning scenario was iden-
tified. It was shown that in a string of vehicles under synchronous acceleration/deceleration
maneuvers CAM generation times may synchronize and lead to an increase of the CAM
collision rate. The current study examines the side effect under typical mobility patterns
of autonomous and human-driven vehicles within various sets of CAM parameters. We
evaluate the strength of such an effect under various conditions and give recommendations
on how it may be avoided.

3 Standardization

3.1 ETSI EN 302 637-2

The process of triggering CAMs is controlled by the Cooperative Awareness Basic Ser-
vice [2] and can be described as follows{]] The time between two consecutive generated
CAMs is controlled within:

o Thin =T GenCamMin =100 ms (all the notions used throughout the paper are
summarized in Table (1)), which is an upper bound corresponding to the maximum
CAM generation rate of 10 Hz. The time between two consecutive CAMs shall not
be less than T1i,.

o Th.x =T GenCamMax =1000 ms, which is an upper bound corresponding to
the minimum CAM generation rate of 1 Hz.

Within these bounds CAMs shall be generated depending on the vehicle’s kinematics.
A vehicle repeatedly every A = T CheckCamGen checks the deviation of its current
speed, position and direction from the measurements that have been placed in the last
triggered CAM. We refer to 1/A as the CAMs triggering sampling rate. A new CAM
should be triggered if one of the following deviations has been observed:

e "Fvent A": the absolute difference between the current position of the vehicle and
its position included in the previous CAM exceeds d,;,=4 m;

e "Kvent B": the absolute difference between the current speed and the speed included
in the previous CAM exceeds v, =0.5 m/s;

e "Event C"# the absolute difference between the current direction of the vehicle and
the direction included in the previous CAM exceeds 4°.

!Subsequently, CAMs transmission could also be influenced by the ETSI Decentralized Congestion
Control (DCC)[23]. Howewver, throughout of this paper DCC is not considered. We exclude DCC to focus
on the CAM synchronization effect only and make the analysis presented in the paper easier and more
self-explanatory.

2Event C is not considered in the paper, since we assume that the vehicles move along a straight
route or change its direction slowly. Nevertheless, all the presented considerations and conclusions are
valid also in case Event C might occur.
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The CAM shall be triggered if the time elapsed since the last CAM generation is greater
than or equal to Ty.. Finally, we set Ngencam, i-€. the number of subsequently triggered
CAMs with a fixed current period after kinematic event is detected, to be equal to 1.

3.2 IEEE 802.11p MAC

IEEE Std 802.11 offers several PHY layers and one common MAC sub-layer. At the same
time, ETSI delivered the ITS-G5 standard that specifies the two lowest layers to enable

vehicle-to-vehicle communications in an ad-hoc network [24]. As mentioned above, the
ITS-G5 standard is reusing the IEEE 802.11p MAC and PHY layers, Fig. [T}

In IEEE 802.11p, I'TS-S accesses to the media is controlled by the CSMA /CA (Carrier
sense multiple access with collision avoidance) function. Before each transmission, a
station picks up a random BO (backoff) value from the [0, W] range. Provided the channel
remains idle in the current time-slot, the BO value is decremented. The transmission
starts when the BO value turns to zero. If the station identifies the channel as busy, it
"freezes" the current BO value and starts to decrement it again after it detects the end of
the ongoing transmission on the channel. Note that CAM is a broadcast message, which
means that no acknowledgment or retransmissions are considered during its exchange.

communication

range
— \

N vehicles

\ /

Figure 2: Platooning (Scenario 1)
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Table 1: Main Notations

Parameter @ Value  Meaning
A - CAM sampling period
Aiin 4m "Event A" threshold
Ummin 0.5 m/s  "FEvent B" threshold
|44 16 contention window size
AIFS 110 us  arbitration inter-frame spacing
Tooin 100 ms  minimum time allowed between two consecutive CAMs
T inax 1s maximum time allowed between two consecutive CAMs
N 25 number of vehicles in the caravan
o 13 ps IEEE 802.11p aTimeSlot
Vi 25 m/s  stable speed in the disturbance scenario
View — low speed in the disturbance scenario
D - platoon desynchronization factor
v - current speed of the vehicle
t - current time value
t; - time when the most recent CAM was generated by the i-th
vehicle
Vi — speed of the i-th vehicle at time t;
tevent — actual time either "Event A" or "Event B" occurred
T — period with which the vehicle triggers CAMs when moving
at a constant speed
Toam — CAM transmission duration
Q(m) - probability density function (PDF) of the number of groups
containing exactly m vehicles
Q*(m) — empirical Q(m)
R 3 Mbit/s datarate
L 400 bytes length of CAM message

4 System model

In this study we focus on the following two mobility scenarios, representing the cases of
both autonomous and human-driven caravans of vehicles on the road.

To support coordination and awareness between vehicles on the road, each vehicle
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communication
range F

N vehicles

Figure 3: Traffic jam (Scenario 2)

executes the following steps:
e Generate CAMs in accordance with the ETST EN 302 637-2 specification [2].

e Transmit CAMSs on a dedicated channel in accordance with the IEEE 802.11p MAC
specification [25].

4.1 Scenario 1: platooning

In this scenario we consider a platoon of CACC-enabled (Cooperative Adaptive Cruise
Control) vehicles moving on a highway. In platooning/CACC the leading vehicle is driven
by a human driver, while the following vehicles automatically maintain the velocity of
the leading one, but their directions are still controlled by the drivers. Platooning aims
to reduce the air-drag in the caravan of heavy-duty vehicles, which could significantly
improve fuel consumption, while CACC contributes mainly to the driving experience by
enabling comfort through semi-autonomous driving [26]. Since, in terms of the focus
of this study, there is no difference between the discovered phenomena for CACC and
platooning, we refer henceforth to this class of applications as platooning. The coopera-
tion between the vehicles in the platoon is achieved by the frequent exchange of periodic
broadcast messages, which we refer to as beacons. CAMs are European implementation
of the beacons for ITS-G5. CAMs may contain various related information like the ve-
hicle’s ID and kinematic information for a vehicle, such as its current speed, position,
direction, etc.

In the scenario shown in Fig. 2] the leading vehicle decelerates from the desired steady
speed (Vg ~ 90 km/h) to a lower speed (Viey ~ 60 km/h), maintains this speed for
some time, and then accelerates back to the initial speed, see Fig. @] This disturbance
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scenario could be regarded as a pattern to describe the appearance of a slow moving
vehicle in front of the platoon (coming from another lane or a metering ramp) or a road
speed limit.

We consider a platooning system consisting of N vehicles, where the leading vehicle is
driven by a human driver, while the remaining N —1 vehicles are following automatically.
On the basis of our previous works [27, 4, 5], the following assumptions are made in the
present study:

e All the vehicles in the platoon are within each other’s communication range. This
is a valid assumption since for the inter-vehicle distance of 7 m, which for 20-25
vehicles results in a maximum platoon size as of 300 m when the car length is 5 m,
and less than 500 m when the truck size is 13 m. A recent measurement exercise
(see Fig. 4, [28]) shows that in a convoy of vehicles moving on a highway, exploiting
IEEE 802.11p transceivers in the 5.9 GHz band, the communication range, where
ITS-S experiences confident packet reception, is at least 500 m.

e We assume noise-free channel and exclude the complementary influence of the CAM
losses caused by channel impairments, since they would have no impact on the CAM
synchronization effect, which is our focus.

e The kinematic parameters of the leading vehicle are modeled via the intelligent
driver model (IDM) state-of-the-art car-following mobility model [29].

e Since in reality vehicles in the platoon are not perfectly synchronized in their ma-
neuvers, i.e.; to assess the influence of the CAM synchronization in a more realistic
setup, we add disturbance in the coordination between vehicles in the platoon.
Random deviations in the velocities of the following vehicles with respect to the
leading one are modeled by applying the following approach: we add a uniformly
distributed random delay § ~ uniform[0, D - o] to a CAM generation moment in
order to reflect the non-perfect synchronization between their velocities, where D
is the maximum delay expressed in o = aT'imeSlot (aTimeSlot is defined in the
standard [25]). We refer to D as a desynchronization factor.

4.2 Scenario 2: traffic jam

In this scenario, we consider a set of vehicles moving on the road with no coordination
between them, while still exchanging CAM messages, Fig. According to [2] "The
Cooperative Awareness (CA) basic service is a mandatory facility for all kind of ITS-
Stations (ITS-S), which take part in the road traffic’. In other words, all the vehicles
equipped with DSRC must participate in the CAM exchange. By analogy with scenario
1 in this paper, we focus on the disturbance scenario described above. In case of scenario
2, the disturbance scenario emulates a string of vehicles approaching traffic lights. In the
situation where the lights switch to red, the vehicles closest to the intersection at the
road lanes start to decelerate roughly at the same time. Vehicles decelerate until they
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Figure 4: Platoon speed variations due to a temporary obstacle as modeled via the CAH
model with recommended comfort parameters [29] (Example 1)

completely stop at the intersection, wait until the lights turn green and accelerate again
to cross the intersection. Thus, in this scenario vehicles again follow the disturbance
scenario shown in Fig. , with Vo = 0 km/h. Note that, since the vehicles have human
drivers without any additional coordination between them, each vehicle behind starts to
decelerate with some delay caused by the driver’s reaction time, inter-vehicle gap, etc.

In this scenario we consider several vehicles moving on a multi-lane road. All the vehi-
cles are equipped with transceivers and periodically broadcast CAMs. The assumptions
in scenario 2 are as follows:

e All the vehicles are within the same communication range, e.g., we consider 500
m distance prior to the traffic lights, assuming the IEEE 802.11p communication
range is in the order of 400-500 m.

e First vehicles on the road lanes (those that are closest to the traffic lights) react
to the stoplight simultaneously, while the rest of the vehicles in the lane following
them have no C-ITS-enabled coordination.

e The kinematic parameters of all the vehicle are modeled independently via the IDM
mobility model.
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5 Identified phenomena: synchronized generation of
CAMs

5.1 Discovery of the phenomenon in system-level simulations

To illustrate the appearance of the CAM synchronization phenomenon and its negative
impact we first set up a platooning experiment in the Plexe/Veins simulation environ-
ment [30]. Plexe is a detailed state-of-the art system level platooning simulator which
incorporates tightly-coupled mobility, automatic control and communication components.
We simulate a platoon of N = 15 vehicles enabled by CAM exchange enabled by ETSI
EN 302 637-2. The platoon moves along the straight stretch of a highway with a target
speed for the leading vehicle Vg, = 27.7 m/s (~ 100 km/h). Each vehicle in the platoon
adapts its speed based on the kinematic information received from the platoon leader
and the preceding vehicle. We use a longitudinal control algorithm based on the sliding
surface method of the controller design presented in [31]. Two additional slower vehicles
are inserted in front of the platoon at simulation time 200 s and 286 s, Fig. [5] Thus, the
platoon approaches slower vehicles and performs appropriate acceleration or deceleration
maneuvers according to the disturbance scenario.

Results presented in Fig. [5| provide us with an evidence that the CAM collisions
before maneuver are very unlikely to appear. However, after the platoon decelerates
and accelerates the number of collisions observed grows significantly. From this we can
conclude that certain mobility patterns may lead to a degradation in communication
performance of the platoon enabled by CAM. Our hypothesis is that CAM messages of
different vehicles become synchronized due to the operation of ETSI CAM kinematic
triggering rules.

5.2 Explanation of the CAM synchronization phenomenon

To illustrate the phenomenon of CAM synchronization we study the stream of perfectly
synchronized vehicles (all the vehicles in the stream perform acceleration/deceleration
maneuvers simultaneously). This pattern could be considered as a perfect operation of a
stream of CACC/platooning vehicles. Throughout this section we refer to this mobility
pattern as platoon. We also set the value of the CAM sampling period to a very small
value A = o to allow vehicles to track precisely the occurrence of CAM kinematic events.

In the scenario shown in Fig. [d] the leading vehicle decelerates from the desired steady
speed (Vg ~ 90 km/h) to a lower speed (Viey ~ 60 km/h), maintains this speed for
some time, and then accelerates back to the initial speed.

Proposition A. Let the platoon move with a constant speed v and each vehicle
triggers CAMs periodically (with period 7 = dpm/v) due to the occurrence of Event A.
Consider a moment of time ¢t when the kinematic parameters of the platoon change so
that Event B occurs for some vehicles. Let {t1,ts,... ty} denote the moments of time
when the most recent CAMs were generated by each vehicle in the platoon by time ¢.
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Figure 5: Dynamics of CAM collisions during the maneuvering of a platoon modeled in Plexe

Then all the vehicles, for which the condition
t— tz Z Tmin

holds, will generate a new CAM at time ¢.

Proof: Because t — t; is the time elapsed since the most recent CAM generation by
the i-th vehicle, the proposition directly follows from the CAM triggering rules. l

To illustrate the effect of possible CAM generation times synchronization, let us
consider two examples.

Ezxample 1: Let the platoon change its velocity, e.g., it temporarily slows down due
to a reduced speed limit in a road construction segment or due to a slow vehicle ahead,

Fig. [

Tmin

V1 V2 V3 V5 Vg V7VgViV2 V3V4,I,6V7V8 V1iV2 V3
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Figure 6: Synchronization of CAM triggering moments in the CACC/platoon due to the
synchronous speed changes (Example 1)
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Let us denote the CAM generation moments of the i-th vehicle as t1,t,,...txy and
corresponding speeds as Vi, Va, ... Vy, Fig. 2l When the platoon moves at a constant
speed of 90 km/h, each vehicle triggers a CAM every dy,;,/V;=160 ms due to the periodic
occurrence of Fvent A.

Due to the deceleration, in a short time period the change in the platoon speed
exceeds 0.5 m/s (Event B) and the vehicles with teyens — t; > T (i€, 4, 5 and 6)
synchronously trigger their CAMs at time toyen;. Other vehicles (i.e., 1, 2, 3, 7 and 8)
trigger their CAMs as soon as the time elapsed since their most recent CAM generation
turns to T, =100 ms.

When the platoon speed stabilizes, the vehicles trigger CAMs with a constant period
again (due to periodic occurrence of Fvent A).

Vi V2V3 Vg VsVg V7 Vg Vg Vio V11Vi2 Vi3 VigVis

VAN 75 S N 20 2 2 1

Speed starts

time
to change
V1,2,3,4,5,6
V7 Vg Vg Vio ViiVi2 Vi3 VigVis
afterlsti YV oy YV.oovo 4y
Speed starts time
to change
V1,2,3,4,5,6,7,8,9,10
ViiVi2 Vi3 VigVis
after 2nd
t t'
Ime
Speed starts
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¢ V13 Vi4Vis
after 3rd v vy
t time

Figure 7: Increased synchronization of CAM triggering moments after several maneuvers
(Example 2)

Example 2: Let the platoon slow down and accelerate several times, see Fig. [4]

Each platoon maneuver will influence the CAM triggering process according to the
mechanism described in Example 1. More CAMs might become synchronized as long as
more maneuvers are performed due to the concurrent occurrence of Fvent B. For example,
in Fig. [5| CAMs from vehicles 7, 8, 9 and 10 and 11, 12 become synchronized with those
from 1, 2, 3, 4, 5 and 6 after the 2"¢ and the 3" maneuvers, respectively.

Notice, that when vehicles in a caravan are perfectly synchronized and A is small once
the synchronization of CAMs triggering times has occurred, further accelerations/decelerations
will not lead to desynchronization. Event B occurs simultaneously for all the synchro-
nized vehicles, since their recent CAMs contain the same kinematic information.

6 Theoretical analysis

In Section 5] we explained the mechanism of CAM synchronization. Now we quantitatively
characterize the discovered negative effect using:

e the mean number of the synchronized CAMs;
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Figure 8: Platoon speed variations in few subsequent deceleration/acceleration maneuvers
(Example 2)

e the empirical PDF of the number of vehicles with the synchronized CAMs.

The results presented in this Section might be applicable to any adaptive beaconing
approach where the speed variations of the originating I'TS-S are used to trigger CAMs.

6.1 Mean number of synchronized CAMs

Let us present a simple analytical model, that estimates the mean number of synchronized
CAMs in a string of perfectly synchronous vehicles driving according to the disturbance
mobility pattern. Note, that this assumption is adopted to derive the closed-form ex-
pression for the mean number of synchronized CAMs. To model the disturbance in the
platoon coordination we have introduced a desynchronization factor D, which is used to
relax this assumption in Section [7)).

Proposition B. Let a platoon of size N move with at a constant speed v during
time interval [0, teyent). If Event B occurs at tepen: (instantaneous speed variation exceeds
Umin), then the mean number of CAM generation moments synchronized at teyen; is

p= T — Tmin x N,
-
where 7 = dpn /0.
Proof: Let the CAM generation moments of all the vehicles be enumerated and
denoted as t,, n > 1. The CAM generation moments in the interval [0, tpen:) Tepresent
the following stochastic process:
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e Due to the random and independent occurrence of the first CAM generation mo-
ment of each of the N vehicles, the N — 1 intervals between pairs of subsequent
CAMs of any N consecutive generation moments are exponentially distributed, i.e.
Vo tpek — thyk—1 ~exp(t/N), k=1,N — 1.

e Due to the periodic occurrence of Event A, all the vehicles generate CAMs with
period 7, i.e. Vn : t,.ny1 —t, = 7. Therefore, any time interval of duration 7,
contains exactly N CAM generation moments (one per vehicle).

Due to the assumptions adopted in this Section, all N vehicles detect Fvent B simul-
taneously at teyen;. However, due to the restriction on the value of the minimal possible
CAM generation interval Ty, only those vehicles, whose CAM generation moments
belong to [tevent — Ty tevent — Tmin), are triggered at tepent, Fig. . Taking into account
the above properties of the considered stochastic process, the mean number of CAM
generation moments in [tepent — T, tevent — Tmin) 18 % xN. R

tn+1 tn+3 tn+i tn+r+2 tn+N
tn tn+2 tn+4 tn+i+1 tn+N—l
; ( : . >
: . I time
E : 71nh1 :

- >

<
tévent'17

tevent

Figure 9: The fraction of the CAM triggering moments (leftside) become synchronized after
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6.2 Notion of groups

Transmission of CAMs generated as discussed above is governed by the IEEE 802.11p
MAC protocol, which presumes that CAMs from different vehicles may collide due to
their simultaneous generation. Synchronization of the CAM generation times does not
make a collision inevitable in the same way that their desynchronized generations do not
make collisions impossible [32], [25]. This phenomenon can be characterized using the
notions of groups.

Let us consider a platoon moving at a constant speed with all the vehicles periodically
triggering CAMs. Let us select a sequence of t; < t;11 < t;40 < -+ < t;uny_1 CAM
generation moments of each vehicle in the platoon such that CAMs from vehicles ¢ and
i+ N — 1 cannot collide (formal proof is proposed in [27], p. 112).
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Algorithm 1 CAMs Grouping Algorithm

for j < 1, N do
Lj <+ 0;

end for

l+1;, K<+ 1;

while [ <7+ N —1 do
Q«—{l}; m+1;
while T}, — T} < m x [AIFS + (W — 1)o] +
+ (m— 1) X TCAM do

8: Q<+« QU{l+m};

9: m 4 m + 1;

10: end while

11: Py« O

122 Ly« L+ 1 [+ 1+m;

132 K+ K+1;, m<+1;

14: end while

One can execute Algorithm 1, where AIFS is the Arbitrary Inter-Frame Space, o is
a aSlotTime, W is the Contention Window [25] and Ty is the CAM transmission
time. The outcome of the Algorithm operation is that all NV vehicles are split into K
sets denoted as @, k = 1... K and further referred to as groups. L,, is the number of
groups consisting of exactly m vehicles.

Proposition C. The CAMs of vehicles belonging to different groups @, (k=1... K)
cannot collide.

Proof: From the IEEE 802.11p backoff rules it follows that in the empty system two
CAMs can never collide if their generation moments are spread in time for at least AIFS+
(W — 1)o, see line [/} When the CAMs are generated during the ongoing transmissions
of other vehicles, the backoff counters freeze until the channel becomes idle. Respective
maximum possible transmission delays are checked at line[7] H

The PDF of the number of groups with m vehicles is defined as Q(m) = Pr{z =
m}=L,/K.

For analysis purpose, let us consider time intervals where the speed of the vehicle is
constant, i.e., before any maneuvers and after each of the maneuvers (see Fig. [6)).

Since the results presented in the paper were obtained using simulations, we will
operate with Empirical PDF @Q*(m) for the number of groups with m Vehiclesﬂ The
results are obtained via simulations with standard IEEE 802.11p parameters as in [27].

7 Evaluation of the phenomena

In this Section we present the outcomes of our simulation study. First, we investigate a
platoon enabled by inter-vehicular CAM exchange. We then discuss the influence of the

3For the sake of the plots clarity, the values of Q*(1) are not depicted.
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Figure 10: Reference moments (indicated by the arrows) at which the CAM performance is
assessed

CAM synchronization effect on a string of human driven vehicles supporting cooperative
awareness on the road. The parameters of the study are summarized in Table [1}

7.1 Scenario 1: platooning

In this scenario we independently study the influence of CAM sampling period (A) on
the described synchronization effect first, and we assess the joint influence of A and the
desynchronization factor (D) between vehicles in the platoon.

In the first set of simulations reported in Fig. [L1] the value of A is set to be A = o.
When the platoon demonstrates a synchronous behavior and the sampling rate is high,
after each subsequent maneuver the time diversity between CAMs belonging to different
vehicles continuously decreases. Thus, after the 4 maneuver the CAMs belonging to
almost all N platoon members are in the same group. Although the formation of a group
does not necessarily result in a collision of CAMs, the number of groups and the vehicles
in each group could be directly related to the actual CAM collision probability. Fig.
shows the result of CAM collision probability for several setups. After each maneuver
with the decrease of time diversity, collision probability grows accordingly.

Figs. demonstrate results when A is gradually increased. Increasing A decreases
the strength of the effect accordingly. A larger value of A makes the reaction of platoon
members to diverge in time. With the increase of A, a vehicle detects the occurrence of
the events with uniformly distributed delays uniform|0, Ac] ms. Thus, platoon members
register the event at different points in time (depending on their own time they perform
sampling). As a result the time each vehicle triggers CAM transmission lies within
[tovent, tevent + A0], where fewens is the actual time when the message triggering event
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Table 2: Simulation Parameters

Parameter Value
Scenario 1
N 25
Number of road lanes 1
Visto 25 m/s (90 km/h)
View 18-19 m/s (6568 km/h)
A 1.0 — 1500-0
D 500
Scenario 2
N 25 per lane
Number of road lanes 3
Visto 16.7 m/s (60 km/h)
Viow 0 m/s
A 1.0
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c .
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0
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Figure 11: Influence of maneuvers on CAM generation moments when A =1-¢

occurs. The larger A, the larger the time interval during which all platoon members
trigger their corresponding CAM. Ezample: when A = 15000 (which corresponds to
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Figure 12: Influence of maneuvers on CAM generation moments when A = 100 - o

~ 20 ms), each vehicle performs samplings approximately every 20 ms. This results in
CAM transmission from each platoon member being triggered within 20 ms with some
shift from actual teyent, Which is caused by the random shift between the times each
specific vehicle performs its samplings. At the same time, obviously, the increase of A
results in increasing delays between a kinematic event and its registration.

Figs. show the joint influence of sampling period A and the desynchronization
factor of platoon members coordination on the discovered CAM synchronization effect.
Our simulations show that possible disturbances in the coordination between platoon
members can have a positive consequence, as it may significantly mitigate the CAMs
synchronization phenomenon. From Figs. [L6| and [L8 one can conclude that large enough
values of D may help to mitigate the CAMs synchronization effect significantly. Random
disturbance acts in the same way as the random backoff mechanism in the CSMA/CA
protocol, by actually, separating concurrent CAM generation in time, Fig. [I8 In the
case where CAMs were also diversified by larger A, an additional random desynchroniza-
tion component can eliminate the CAM synchronization effect more or less completely,

see figure

Fig. shows CAM collision probabilities for corresponding setups, presented on
Figs. [T} [I4] [L6] and [I7} It can be seen that the effect of synchronization of CAMs in time
can be proportionally related to the actual CAM collision probability.
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Figure 13: Influence of maneuvers on CAM generation moments when A = 200 - o
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Figure 14: Influence of maneuvers on CAM generation moments when A = 500 - o

7.2 Scenario 2: traffic jam

In this scenario we consider independently driven vehicles approaching the traffic lights.
We consider a 3-lane road with N=25 vehicles in each lane (75 vehicles in total), following
a disturbance speed scenario with Vg, = 60 km/h and V), = 0 km/h. Vehicles broadcast
CAMs according to [2]. To study the synchronization of the CAMs generation moments
we plot a histogram, where we place CAM triggering times belonging to the vehicles in
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Figure 16: Influence of maneuvers on CAM generation moments when A =1-¢, D = 500

time bins of 5 ms each for the duration of 0.5 s. Following our approach, we show CAM
synchronization after each subsequent maneuver, Figs. [19] [20] As a benchmark for
comparison, together with a plot for the corresponding maneuver, we also show the figure
of CAM generation times before maneuvers. The simulations show that time diversity
between CAM generation moments decreases after each subsequent maneuver, following
the mechanism described in this paper. It is worth noting that in this scenario the
strength of the CAM synchronization effect is noticeably lower due to the much higher
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independence in the maneuvers of the vehicles. However, the grouping of the CAM
generation moments is still clearly visible.
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We note, that if the traffic lights are equipped with a Road Side Unit (RSU) that
broadcasts the "stoplight" to the vehicles approaching it, this will cause a simultaneous
harmonized deceleration maneuver. In this case, the analysis presented for scenario 1
(CACC/platooning) CAM synchronization can be directly inherited by scenario 2 with
corresponding conclusions regarding communication performance.

1bin = 5ms; Before maneuvers

—_—
S

D

()

0.1 02 . 0.3 0.4 0.5
. time, s
1bin = 5rps; After 131‘5 maneuver

p—
S

Number of generated CAMs/bin
A =

==

0.1 02 0.3 0.4 0.5
time, s

Figure 19: CAMs grouping after 1st maneuver

8 Conclusions

Enabling cooperative awareness requires extensive periodic exchange of kinematic infor-
mation between vehicles. In its turn, this results in an extensive beaconing exchange.
Our study has shown that adaptive beaconing based on the kinematc-driven CAMs has
a potential performance drawback when implemented in cooperative applications that
assume the coordinated behavior of the vehicles. The negative effect of CAM synchro-
nization could be avoided by either:

e Decreasing the sampling rate (increasing A). From our simulation study (Figs.
15)) we conclude that for a value of the sampling period in the order of A = 1500 - o
(which is about 20 ms) the CAM synchronization effect observed is considerably
reduced.
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Figure 20: CAMs grouping after 2nd maneuver

e Decreasing synchronicity between vehicles (increasing the desynchronization fac-
tor). Random disturbance acts in the same way as the random backoff mechanism
in the CSMA /CA protocol, by actually, separating concurrent CAM generation in
time. In the case when CAMs are also diversified by larger A, an additional random
desynchronization component can completely eliminate the CAM synchronization
effect.

The first option should be implemented carefully, based on the message age require-
ments of the CACC /platoon control system [26]. The trade-off between how fast a vehicle
can detect a kinematic event and the magnitude of the CAM synchronization effect has
to be thoroughly evaluated. At the same time, decreasing the level of synchronicity be-
tween platoon members contradicts to the spirit of platooning application requirements,
which aims at the best possible coordination of all the maneuvers.

It is important to understand, that the nature of the CAM synchronization phe-
nomenon presented in this manuscript is not dependent on any particular form of the
platoon’s speed curve as long as its mobility follows a deceleration/acceleration pattern.
In other words the studied effect will be observed when the platoon decelerates due to
any disturbance in front of it (e.g., slower vehicle, speed limit, etc.), which will obviously
occur during its operation on the roads. The CAM synchronization phenomenon itself
is a result of triggering rules design — in particular the nature of v,,;, related condition —
that leads to CAM synchronization, when the platoon’s speed varies.

Moreover, ETSI EN 302 637-2 CAM is only chosen for representative purposes as an
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Figure 21: CAMs grouping after 3rd maneuver

existing available standard of the adaptive beaconing based on the originating vehicle’s
dynamic in order to demonstrate the phenomenon of the beacon synchronization effect in
a string of vehicles performing cooperative maneuvers. Generally, any adaptive beaconing
approach that relies on the track of the speed variation of the originating I'TS-S may lead
to a similar message synchronization effect in the time domain when vehicles follow
mobility scenarios that involve cooperative speed variation.

The discovered negative effect can also influence the functioning of the ETSI conges-
tion control algorithm. This is a subject for our future studies.
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Vehicle-to-Vehicle Communication in
C-ACC/Platooning Scenarios

Alexey Vinel, Lin Lan, Nikita Lyamin

Abstract

Cooperative Adaptive Cruise Control (C-ACC) and platooning are the emerging auto-
motive Intelligent Transportation Systems (ITS) applications. In this tutorial paper, we
explain their principles, describe related ongoing standardization activities, and conduct
performance evaluation of the underlying communication technology.

1 Introduction

Sensor-based Cruise Control (CC) systems are nowadays deployed worldwide as common
drive assistance systems. CC allows a predefined speed to be maintained and thus reduces
a driver’s workload on quiet roads. Conventional Adaptive Cruise Control (ACC), which
is also on the market, is an enhancement of CC. ACC enables a preset distance from
the preceding vehicle to be maintained. The measurements of the distance are handled
by automotive radar mounted on the front of the vehicle (Fig. 1la). A line of vehicles
connected by the ACC system is subject to the adverse effect of shockwaves because
information on the acceleration/breaking of the first vehicle propagates along the cara-
van with significant radar measurement-induced delays [1]. Recent advances in vehicular
networking [2] make it possible to further enhance ACC in order to avoid shockwaves
propagating along a caravan of vehicles. This is achieved by direct vehicle to vehicle
(V2V) wireless connectivity and information exchange with one or more of the preceding
vehicles so as to maintain the predefined inter-vehicle distances (Fig. 1b). Such a system
is referred to as Cooperative Adaptive Cruise Control (C-ACC). The information that
is transmitted over the wireless connection includes the vehicle’s position, velocity, and
acceleration. ACC and also C-ACC with automatic longitudinal control only, assume
that the driver controls the car using the steering wheel. Thanks to inter-vehicle wireless
connectivity, information about the maneuvering of the lead vehicle is available almost
instantly to the caravan members. C-ACC can be further enhanced if automatic lateral
control of the vehicle is also provided (Fig. 1c¢). In such a case, a professional, specially-
trained driver manually controls the first vehicle in the caravan, while the others follow
it automatically. Such a highly automated system means that drivers revert to manual
control in certain situations, though most of the time they are not involved in any driv-
ing tasks. Further intelligence, e.g., protocols for joining/leaving the caravan or assisting
other vehicles during on-ramp highway merging, can be added to such a system into what
results as a platooning application. The differences between the C-ACC and platooning

1)
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are discussed further in Section II. Another motivation for C-ACC/platooning is to fur-
ther reduce the inter-vehicle distances in the caravan, thereby decreasing air drag, which
leads to lower fuel consumption [3]. Typically, an interval of 0.5 seconds (12.5 meters
in 90 km/h) for platoons is considered, whilst in a typical ACC (no wireless communi-
cation involved and based on radar measurements only) the minimum interval is set at
1.6 seconds. The recommended safety interval in Sweden, for example, with no support
is set at 3 seconds. Indeed, under Swedish law "the police impose a fine when the safe
distance is less than 1 second. If the safe distance is less than 0.5 seconds, the driver’s
driving license can be revoked"'. Therefore, a re-evaluation to or an amendment of the
legal framework is key to the future development and deployment of automated driving
systems. Several projects on vehicle C-ACC/platooning have recently been carried out.
These include Connect&Drive [4], Grand Cooperative Driving Challenge (GCDC) [5],
and Safe Road Trains for the Environment (SARTRE). The Connect&Drive and the
GCDC projects have C-ACC employing longitudinal control, while the SARTRE project
has platoons consisting of heavy-duty vehicles and ordinary passenger cars with both
automated longitudinal and lateral control. Demonstration of smart platooning func-
tionalities, like merging of two platoons, is planned for 2016 within the framework of the
GCDC 1II (i-Game) project. The rest of this paper is organized as follows. In Section
I, we provide an overview of the relevant standardization activities. Section III briefly
discusses V2V communication patterns enabling C-ACC /platooning. A system model,
performance metrics and simulation results for the platooning scenario are presented in
Section IV. Section V concludes the paper with some plans for future work.
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2 Standardization activities

V2V and Vehicle to Infrastructure (V2I) are also referred to as Cooperative I'TS (C-ITS).
Key stakeholders in North America and the EU have been driving research and develop-
ment of C-ITS for over a decade. Standardization is one of the key building blocks of the
C-ITS deployment roadmap. In 2014, the European Telecommunication Standard Insti-
tute (ETSI) and the European Committee for Standardization (CEN) jointly delivered
the first release of C-ITS standards, enabling deployment of a set of day-one applications.
The main target applications supported by release one standard can be summarized as
the cooperative awareness application and the road hazard signalling applications. These
applications do not require any intervention to the vehicle electronic systems, but focus
instead on providing information or a warning to the driver of a hazardous road situation
(Decentralized Environmental Notification Message (DENM) [6]) as well as the kine-
matic state of other vehicles (Cooperative Awareness Message (CAM) [7]). Release one
standards also enable transmission of infrastructure information to vehicles via a set of
Infrastructure to Vehicle (I12V) messages, such as Signal Phase and Timing information
(SPAT), Road Topology information (MAP) and road signage information (in-vehicle
information). The communication of V2V and V2I messages requires the establishment
of direct vehicle to vehicle and vehicle to infrastructure wireless ad hoc network and
low latency media access. Release one standards, therefore, also include specifications
on a specific networking communication stack (geoNetworking, networking functional-
ities with addressing scheme based on the geographical position of nodes), and access
technologies (e.g., EU profile of IEEE 802.11p operating in the 5.9Ghz spectrum band
allocated for ITS applications). In addition, special attention has been paid during the
standard specification phase to optimize the network resource usage, given the expected
network density level and the amount of data being exchanged between nodes to sat-
isfy the application requirements. For example, ETSI TC ITS operates a decentralized
congestion control mechanism to dynamically measure the network load in real time and
also to implement functionalities to keep the load below a threshold level. It should
be noted that, even though ITS specific technologies standards are made available, the
C-ITS does not preclude the use of other technologies, particularly when the penetration
rate of the I'TS-equipped nodes is low and when the application requirements may be met
by other applications (e.g., for non-safety applications). In fact, legacy communication
stacks (e.g., TCP/IPv6 stack) and communication technologies (e.g., cellular network)
are also included in the overall ITS communication architecture. Nevertheless, in order
to ensure communication interoperability between vehicles from different vendors from
the beginning of the deployment, a common agreement among stakeholders is required.
The European Car 2 Car Communication Consortium (C2C-CC) is currently developing
recommendations based on release one standards, with the aim of specifying a minimum
set of standardized features and minimum sets of system performance to be implemented
by all major car manufacturers and system providers in the EU and worldwide. Among
the various messages mentioned, CAM is one of the key basic features required for day
one deployment. This is a high-frequency (1-10Hz) periodic heart-beat message, broad-
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cast by every equipped vehicle to its immediate communication neighbours, providing
the vehicle is in the traffic flow and the C-ITS system is in operation. CAM includes the
following content:

e highly dynamic vehicle kinematic data such as position, time, heading, speed, ac-
celeration, status of acceleration control systems;

e vehicle attributes such as vehicle width, length, vehicle type, vehicle role;

e vehicle movement data, including vehicle historical path and path prediction data
e.g. yaw rate, curvature;

e additional information for special vehicle types, e.g. emergency vehicles, buses,
road maintenance vehicles, and so on.

In the published standard [7], the CAM transmission rate is dynamically adjusted
between 1 and 10Hz according to vehicle speed, movement heading, and changes in ac-
celeration. The transmission rate is increased whenever there is an increase in the vehicle
movement dynamics. This is in order to ensure the movement dynamic is correctly re-
flected in the message content update rate. During its development phase, CAM and
the corresponding protocol have been tested, validated in several ETSI conformance and
the interoperability test event ETSI Plugtest, as well as in multiple EU R&D and Field
Operational Test Projects (FOT). It was published as a European Norm in late 2014.
European ITS Standard Organizations are currently preparing for release two of ITS
standards. Among the many potential fields of stakeholder interest is the development
of C-ITS standards for connected automated driving applications and C-ITS-based ad-
vanced driver assistance applications. For example, since April 2014, ETSI TC ITS has
established three new work units: namely C-ACC (TR 103 299), Vulnerable Road User
safety (TR 103 300) and Platooning (TR 103 301). The focus of these projects is to
conduct a pre-standardization study of these three applications. Instead of developing
brand new standards from the very beginning, the pre-standardization study provides
an overview of the applications, including their functional and operational requirements
(e.g., performance requirements, data exchange requirements, communication require-
ments, communication security requirements). The requirements analysis is essential for
estimating the applicability of existing standards for these applications, as well as any new
standard features that may be specified (message sets specifications, communication pro-
tocol specifications, communication security features, congestion control requirements,
etc). The expected outcomes of these projects are the recommended specifications for
future standards required for C-ACC, platooning and Vulnerable Road Users safety ap-
plications. The initial technical work of the C-ACC and platooning applications in ETSI
TC ITS focuses on the development of a high-level definition of C-ACC and platooning
applications. This high-level definition is similar to those assumed by us, and can be
summarized as follows:

1. C-ACC is an embedded in-vehicle system that extends the ACC function so as
to further reduce the time gap between the preceding vehicle or preceding traffic.
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The operation of C-ACC is based on kinematic data directly transmitted from
the preceding and/or following vehicles via a V2V communication link. Multiple
C-ACC-equipped vehicles may be aligned together to form a convoy (or caravan).
Each vehicle is, however, responsible for its own manoeuvring. In summary, C-ACC
is a distributed automated driving or ADAS system.

2. Platooning: a group of vehicles sharing a similar itinerary over a period of time
form a vehicle fleet train, coordinated by a platoon leader. With increased levels
of automation, the platoon leader may coordinate with platoon members for group
manoeuvring (platoon joining/leaving/group speed), or even make decisions for
members in certain situations. The platoon leader is also in charge of monitoring
the driving environment not only for him /herself, but also for the platoon members.
Members of the platoon may be responsible for following the vehicle ahead, so in
this respect, C-ACC may be considered as one technology for platoon operations.

3. Both longitudinal and lateral control functions may be used in two applications, to
further increase operation stability.

4. Different levels of automation should be considered in C-ACC and Platooning ap-
plications.

Several R&D projects have demonstrated that minor extensions to CAM and DENM
may be sufficient to support C-ACC and Platooning applications. For a platooning appli-
cation, new messages/protocols may also be needed to enable platoon group operations
such as negotiation for joining/leaving the platoon or merging different platoons. In
addition, for new features such as cooperative sensing (exchange of vehicle environment
perception with other vehicles), cooperative manoeuvring would be helpful in realizing
automated driving applications. Such projects would bring important technical inputs
for standard development work. For example, in January 2015, a new work unit on coop-
erative sensing (TS 103 324: Cooperative Observation Service) was established by ETSI
TC ITS.

3 Communications for platooning/C-ACC

In a platoon situation, the platoon leader should be aware of the kinematic state of
the platoon members in real time for monitoring purposes. In addition, the platoon
leader may transmit "a platoon control message" to the platoon members for cooperative
manoeuvring, e.g., platoon group target speed, configured time gap between platoon
members, etc. The present study focuses on the leader receiving messages from all
the other vehicles. The "platoon control message" is not, therefore, considered here.
In a C-ACC situation, a C-ACC vehicle follows the preceding vehicle/s and maintains
a target time gap with the preceding vehicle. For this purpose, the C-ACC vehicle
receives kinematic data on the preceding vehicle/s. In the present study, we assume that
kinematic status information is transmitted between vehicles by CAM message. The
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simulation work is done for CAM messages, which represent the most stringent cases.
We assume that the CAM messages are broadcast by all the nodes, but we are mainly
interested in ensuring that the data age deadline (see Section 4) of the leader is met by
all the caravan members. We also assume that the transmitting vehicle should be able
to provide kinematic data at an update rate equal to or higher than the maximum CAM
transmission rate. This is to ensure that the transmitted CAM always contains actual
vehicle’s kinematic data. It is assumed that both transmitting and receiving vehicles are
equipped with HW/SW solutions that meet certain performance requirements for the
processing of CAM messages, including processing at protocol stacks (networking, MAC
etc.) and at security. For example, according to TS 101 559 — 1 (RHS) [8], the end to
end latency of CAM should be 4, =300 ms for a road hazard signalling application.
For platooning and C-ACC applications, this end to end time latency requirement may
be further reduced.

4 Performance Evaluation

4.1 System Model

In the model it is assumed that the platoon has a leading vehicle that is steered by a
human and N — 1 following automated vehicles moving together along a highway. To
enable functioning of the platoon control systems, each vehicle executes the following
steps:

o generates CAMs in accordance with ETSI EN 302 637-2 specification [7] ( the
generation moment is denoted as t);

e generates random transmission delay ~ uniform(0,50ms) (processing delay);

e transmits CAMs on a dedicated channel in accordance with IEEE 802.11p Medium
Access Control (MAC) specification [9)].

On the receiver side, a random message verification delay ~ wuniform(50,100ms) is
introduced (the moment of time that the verification ends is denoted as ¢;). Following
our previous work [10] and [11] the following assumptions are made in the present study:

e All the vehicles in the platoon are within each other’s communication range. This
is a valid assumption for the realistic set-up of a platoon with 20-25 vehicles, when
the IEEE 802.11p communication range is in the order of 400-500 m, inter-vehicle
distance is 7 m and truck length is 13 m.

e The kinematic parameters of the leading vehicle are modelled via the Constant-
Acceleration Heuristic (CAH) state-of-the-art car-following mobility model [12].

e Random deviations in the velocities of the following vehicles in the caravan are mod-
elled by applying the following approach: we add a random delay 6 ~ uniform|0, k-
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oms] to a CAM generation moment in order to reflect the non-perfect synchroni-
sation between their velocities, where k& = 500 is the maximum delay expressed in
o = aTimeSlot (aTimeSlot is defined in the standard [9]).

e We add independent packet losses to our MAC layer for the each pair of nodes (for
this work we only need PER values for each ordinary vehicle transmitting to the
leader). The Nakagami-m (m = 1) propagation model is used.

e The Decentralized Congestion Control (DCC) functionality is disabled.

e Each vehicle is able to update the CAM content for each generated CAM.

4.2 Performance metrics

Data Age: The data age u,, is a random variable defined as the time elapsed since the
last successfully received packet of vehicle 2 < n < N by the leading vehicle. Data age is
the difference between ¢t — ¢, where ¢ is the current moment of time and ¢; is the moment
when the last successfully received packet of vehicle n was received by the leading vehicle.

Note: data age relates to the leader and is computed for an ordinary vehicle. We
assume that the platoon leader determines the inter-distance for all platoon members.
Platoon members use automated driving to maintain the distance specified by the leader.
Cumulative Distribution Function (CDF) of the Data Age: For a particular
vehicle n:

F.(t) = Pr{u, <t}

We denote the respective empirical CDF (ECDF) of the data age for a particular
vehicle n as F(t).
Data Age Deadline: The data age deadline u,,ax is the maximum acceptable data
age of a vehicle from the leader’s perspective.
Probability to meet the deadline: The probability that data age value will not
exceed deadline:
Uy = Pri{u, < Umaz}

4.3 Current Standardization

Let us evaluate whether the current CAM generation rules are sufficient to meet the
platoon/C-ACC needs. We chose the parameters sampling period (A) and disturbance
parameter () so that the CAM generation moments synchronization effect discussed
in [11] is eliminated. We fix the mobility pattern to the disturbance scenario presented
in [7]. In the scenario in Fig. 2, the leading vehicle decelerates from the desired steady
speed (Vi ~90 km/h) to a lower speed (Vj,, ~60 km/h), maintains this speed for
some time and then accelerates back to the initial speed. The disturbance scenario
could be regarded as a pattern to describe the appearance of a slow moving vehicle
in front of the platoon or a road speed limit. This corresponds to a CAM generation
rate change from 1/[4/Vi]=6.25Hz (generation interval of 160ms) to 1/[4/V}u,|=4.25Hz
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(generation interval of 240ms). Additionally we provide results for the scenario widely
used in the literature when CAMs are generated with a fixed frequency of 10 Hz and
compare performance of both approaches.
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Figure 2: Illustration of the disturbance scenario speed pattern for the platooning application.
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Figure 3: Empirical cumulative distribution functions of data age for the platoon of N =5
vehicles

In Fig. 3 an empirical cumulative distribution functions of data age (hereafter, data
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Table 1: Probability u, < t#mq: to meet deadline for vehicle n.

U |n=N|ETSIV,, | ETSI Vi,
N=5]009337 | 08950 | 0.9974
N=10|08530 | 08178 | 0.9869
N=25|06182| 0593 | 0.8995

age ECDF) of each ordinary vehicle in the platoon composed of N=5 vehicles is shown.
Solid lines show data age ECDF when the platoon maintains (V) speed while dashed
lines indicate (Vi) speed. Since the message-triggering process according to ETSI EN
302 637-2 relies on the current values of kinematic parameters, the data age of each
vehicle will proportionally decrease/increase as the respective speed increases/decreases.
Obviously, vehicles located farther from the leader experience higher packet loss due to
fading and so have higher data age. Later in this paper we focus on the data age of the
last vehicle n = N in the platoon. Fig. 4 shows the frequency distribution of data age for
the last vehicle in a platoon of N = 25 vehicles when the platoon maintains V. In our
setup, the data age for the most distant vehicle may exceed 1 second. The reason for such
high values and the from of the distribution is that data age may increase proportionally
to the number of subsequently lost CAMs. Fig. 5 illustrates data age ECDF’s for the last
vehicle in the platoons of length N =5,10,25 vehicles. With an increase in platoon size,
data age could increase significantly, which could make operation of the control system
difficult.

Table I shows the probabilities U, of meeting the deadline u;,,, =300 ms for the last
vehicle in a platoon of length N =5,10,25. Since the CAM generation rate for ETSI EN
302 637-2 is kinematic-dependent, the probability of missing the deadline when the speed
is Vlow, becomes higher. The situation becomes even more acute if the platoon decel-
erates to lower speed values. In contrast, U, for a fixed 10Hz mechanism is predictable
and depends only on the size of the platoon.

Fig. 5 shows a comparative data age distribution between when CAMs are triggered
in accordance with ETSI EN 302 637-2 (solid lines) and when employing a constant
frequency of 10Hz (dashed lines). It should be noted that when the platoon moves at Vi,
the corresponding generation frequency is about 6.25 Hz (1/[4/V,]). Since we propose
a dedicated communication channel for platoon coordination, even for N=25 members,
10Hz will always outperform the ETSI EN 302 637-2 approach (they may perform equally
when the platoon’s speed exceeds 1/[4/Viy] =10, Vi = 40m/s = 144 km/h, which is
an unrealistic speed pattern for a platooning application). The main conclusion to be
drawn is that a 10Hz CAM rate would be preferable to the current triggering condition,
particularly when platoon speed is high. Another conclusion is that although the platoon
leader receives CAMSs from the platoon members, the current standard CAM rates tend
to be insufficient for the leader to maintain the desired 0.5 second distance for safe
operation. The CAM rate should, therefore, be further increased.
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Figure 4: Frequency distribution of data age for last vehicle in platoon of N = 25 vehicles
when platoon maintains V.
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Figure 5: Empirical cumulative distribution functions of data age for a platoon of N = 5, 10
and 25 vehicles with fixed and variable CAM rates.

4.4 Recommendations for Improvement

e Enable constant CAM generation rates exceeding 10 Hz in a platoon, especially at
higher speeds.

e Further reducing the processing delay at the receiving vehicle may be beneficial, in
particular, the security-related processing delay has an important impact on data
age.
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5}

Future Plans

In our future work we will:

6

e Take DCC into account in future simulation study.

e Improve CAM message content so it can distinguish between platoon and non-

platoon members, e.g., group identification.

e Introduce messages and protocols for platoon control in the overall traffic flow, e.g.,

space reservation for platoon lane change.
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Does ETSI beaconing frequency control
provide cooperative awareness?

Nikita Lyamin, Alexey Vinel, Magnus Jonsson

Abstract

Platooning is an emergent vehicular application aiming at increasing road safety,
efficiency and driving comfort. The cooperation between the vehicles in a platoon is
achieved by the frequent exchange of periodic broadcast Cooperative Awareness Messages
(CAMs) also known as beacons. CAM triggering conditions are drafted in the standard
ETSI EN 302 6372 and are based on the dynamics of an originating vehicle. These
conditions are checked repeatedly with a certain sampling rate. We have discovered that
the improper choice of the sampling rate value may increase the number of collisions
between CAMs at the IEEE 802.11p medium access control layer and, therefore, diminish
the efficiency of beaconing in a platoon.

1 Introduction

Design of the inter-vehicle communication protocols to support coordinated maneuver-
ings and automated driving is recognized by the vehicular networking community as
an emergent research topic [1]. Real-time exchange of kinematic information by all the
maneuvering vehicles is crucial for their cooperation [2]. Broadcasting of Cooperative
Awareness Messages (CAMs) by every vehicle to their neighbors is studied for multi-
channel scenario [3], for the hidden-nodes case [4] and for enabled congestion control
approaches [5], to name a few.

Communication support for platooning is currently getting a lot of attention, but the
results so far are limited to, e.g., packet loss measurements [6] and a study on the content
of the information to be exchanged and its role in the control application [7]. Still, several
studies and proposals of how to use IEEE 802.11p in platooning have been reported, e.g.,
a slotted approach [8], retransmission schemes together with a TDMA approach [9],[10],
analysis of the connectivity probability [11], and a study of send rate adaptation, mes-
sage type prioritization and warning dissemination strategies [12]. However, the recently
proposed CAM generation rules are not taken into account in any of the mentioned work.

In comparison to the studies mentioned above, this paper is focused on the ongoing
ETSI standardization efforts for CAMs generation rules [13], which have not received an
adequate publication activity so far. We focus on the cooperative awareness provisioning
for the emergent platooning application [14], where a caravan of semi-autonomous vehicles
perform maneuvering together aiming at increased safety and reduced fuel consumption.

The contribution of this paper is twofold:

89
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e a phenomenon of CAM triggering moments synchronization between platoon mem-
bers is discovered;

e potentials to diminish a negative influence of this phenomenon on the cooperative
awareness are discussed.

The manuscript is organized as follows. The assumptions of the system model are
outlined in Section II. ETSI CAMs generation rules are summarized in Section I1I, while
in Section IV the identified problem is described. Sections V and VI discuss potential
ways to address the identified problem and conclude the paper, respectively.

2 System Model

We consider a platoon comprised of N vehicles: a leading human-controlled vehicle and
a caravan of automated vehicles moving together along the highway, Fig. [II To enable
functioning of the platooning control systems, each vehicle:

e generates CAMs in accordance to ETSI EN 302 637-2 specification [13];

e transmits CAMs on a dedicated channel in accordance to the IEEE 802.11p Medium
Access Control (MAC) specification [15].

The following assumptions are adopted in our study:

e All the vehicles in the platoon are in each others communication range. This is a
valid assumption for the realistic set-up of a platoon with up to 20-25 vehicles, when
the IEEE 802.11p communication range is in the order of 400-500 m, inter-vehicle
distance is 5 m and truck length is 15 m (see [16], p. 111).

e All the vehicles in the platoon increase or decrease their speed synchronously. This
is a reasonable assumption since the speed deviations within a platoon are targeted
to be marginall| (see [17], p. 433).

e The kinematic parameters of the leading vehicle are modeled via the Constant-
Acceleration Heuristic (CAH) [18] state-of-the-art car-following mobility model’}

3 ETSI Cooperative Awareness Basic Service

Cooperative Awareness Basic Service [13] sets up the rules for the CAM generation, which
are summarized in three items belowf]
Firstly, the generation rate limits for CAMs are defined as follows:

In Subsection V.B we discuss the relaxation of this assumption.

2This particular mobility model is chosen for the illustrative purposes only, however, the considera-
tions in the paper are valid for any mobility patterns.

3CAM generations are also influenced by the ETSI Decentralized Congestion Control (DCC)[19)].
However, throughout of this paper DCC is not considered.
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Figure 2: Example 1 — Synchronization of CAM triggering moments in the platoon

e The CAM generation interval shall not be inferior to Ty, = T _GenCamMin =100 ms.
This corresponds to the maximal CAM generation rate of 10 Hz.

e The CAM generation interval shall not be superior to T, = T GenCamM az =1000 ms.
This corresponds to the minimal CAM generation rate of 1 Hz.

Secondly, the above conditions for triggering the CAM generation shall be checked
by a vehicle repeatedly every A = T CheckCamGen. We refer to 1/A as the CAM

triggering condition sampling rate.
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Thirdly, within the specified limits, the CAM generation depends on the dynamics of
the originating vehicle. A CAM shall be triggered in one of two cases:

e The time elapsed since the last CAM generation is equal or larger than T,,.x.

e The time elapsed since the last CAM generation is equal or larger than T,,;, and
any of the following events has occurred:

— "Event A": the absolute difference between the current position of the vehicle
and its position included in the previous CAM exceeds dpj,=4 m;

— "Fvent B": the absolute difference between the current speed and the speed
included in the previous CAM exceeds vy, =0.5 m/s;

— "Event C"H the absolute difference between the current direction of the vehicle
and the direction included in the previous CAM exceeds 4°.

4 Identified Problem

Throughout this Section we assume that A is negligibly small, i.e. the CAM generation
rules are continuously checked by every vehicle.

4.1 CAMs Generation Moments: Synchronization

To illustrate the discovered effect of possible CAM generation times synchronization, let
us consider two examples.

FExample 1: Let the platoon change its velocity, e.g. it temporally slows down due to
reduced speed limits in a road construction segment or due to a slow vehicle ahead.

Let us denote the CAM generation moments of the i-th vehicle as Vi, Va, ... Vy, Fig.[2|
When the platoon moves with a constant speed of 90 km /h, each vehicle triggers a CAM
every T = dyin/v=160 ms due to the periodic occurrence of Fvent A.

Due to the deceleration, in a short time period a change of the platoon speed exceeds
0.5 m/s (Event B) and the vehicles with ¢t —t; > Ty, (i.e. 4, 5 and 6) synchronously
trigger their CAMs at time tg. Other vehicles (i.e. 1, 2, 3, 7 and 8) trigger their CAMs
as soon as the time elapsed since their recent CAM generation turns to 7p,;, =100 ms.
When the platoon speed stabilizes, the vehicles trigger CAMs with a constant period
again (Fvent A).

The following proposition characterizes the phenomenon described above.

Proposition A. Let a platoon move with a constant speed v during time interval
[0,t0). If Event B occurs at ty, then the mean number of CAM generation moments

synchronized at t, is
- Tmin
p=1"1mn N,
-

4Event C is not considered in the paper, since we assume that the platoon moves along the highway
and changes its direction slowly. Nevertheless, all the presented considerations and conclusions are valid
also in case Event C might occur.
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where 7 = dpn /v.

Proof: Let the CAM generation moments of all the vehicles be enumerated and
denoted as T, n > 1. The CAM generation moments in the interval [0, ;) represent the
following stochastic process:

e Due to the random and independent occurrence of the first CAM generation mo-
ment of each of the N vehicles, the N — 1 intervals between pairs of subsequent

CAMs of any N consecutive generation moments are exponentially distributed, i.e.
Vo Toik — Tng—1 ~ exp(t/N), k=1, N — 1.

e Due to the periodic occurrence of Event A, all the vehicles generate CAMs with
period 7, i.e. Vn : T,y — T, = 7. Therefore, any time interval of duration 7,
contains exactly N CAM generation moments (one per vehicle).

All the N vehicles detect Fvent B simultaneously at ty. However, due to the restriction
on the value of the minimal possible CAM generation interval T,;,, only those vehicles,
whose CAM generation moments belong to [ty — 7,9 — Twin), are triggered at tq, Fig. .
Taking into account the above properties of the considered stochastic process, the mean
number of CAM generation moments in [tg — 7, tg — Tinin) iS @ x N. R

Tn+1 Tn+3 Tn+i Tn+i+2
Tn Tn+2 Tn+4 Tn+i+1 Tn+N-1

1 _\_________

Figure 3: Illustration for the proof of Proposition A

Example 2: Let the platoon slow down and accelerate several times, see Fig. [4]

Each platoon maneuver influences the CAM triggering process according to the mech-
anism described in Example 1. More CAMs might become synchronized as long as more
maneuvers are performed due to the concurrent occurrence of Fvent B. For example,
in Fig. [5| CAMs from vehicles 7, 8, 9, 10 and 11, 12 become synchronized with the ones
from 1, 2, 3, 4, 5, 6 after the 2"¢ and the 3" maneuvers, respectively.

Notice, that once the synchronization of the CAM triggering times has occurred,
further accelerations/decelerations will not lead to desynchronization. Ewvent B occurs
simultaneously for all the synchronized vehicles, since their recent CAMs contain the
same kinematic information.
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Figure 5: Example 2 — CAM triggering after several deceleration/acceleration maneuvers

4.2 CAM Transmission Moments: Grouping

Transmission of CAMs generated as discussed above is governed by the IEEE 802.11p
MAC protocol, which presumes that CAMs from different vehicles may collide due to
their simultaneous transmissions. Synchronization of the CAM generation times does
not lead to a guaranteed collision as well as their desynchronized generations do not
impose that collisions are impossible [3], [15]. This phenomenon can be characterized
using the notions of groups.

Let us consider a platoon moving with a constant speed with all the vehicles period-
ically triggering CAMs. Let us select a sequence of T; < Tjy1 < Tjio < -+ < Ty
CAM generation moments of each vehicle in the platoon such that CAMs from vehicles
i and i + N — 1 cannot collide (formal way to do it is proposed in [16], p. 112).

One can execute Algorithm 1, where AIF'S is the Arbitrary Inter-Frame Space, o
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Algorithm 2 CAMs Grouping Algorithm
1: for 5 < 1, N do
2 Lj <+~ 0;

3: end for

4: 1+ 1, K+ 1,

5

6

7

: whilel <7+ N —1do

Q«—{l}; m<+1;
while T}, — T) <m x [AIFS + (W — 1)o]| +
+ (m — 1) X TCAM do

8: Q<+ QU{l+m};

9: m 4 m + 1;

10:  end while

11: Py« O

122 Ly« L+ 1 [+ 1+m;

132 K+ K+1;, m<+1;

14: end while

is a aSlotTime, W is the Contention Window [15] and T aas is the CAM transmission
time. The outcome of the Algorithm operation is that all NV vehicles are split into K
sets denoted as @, k = 1... K and further referred to as groups. L,, is the number of
groups consisting of exactly m vehicles.

Proposition B. The CAMs of vehicles belonging to different groups @, (k=1... K)
cannot collide.

Proof: From the TEEE 802.11p backoff rules it follows that in the empty system
two CAMs can never collide if their generation moments are spread in time for at least
a+ (W —1)o, see line(7, When the CAMs are generated during the ongoing transmissions
of other vehicles, the backoff counters freeze until the channel becomes idle. Respective
maximum possible transmission delays are checked at line[7] W

Let us consider time intervals, where the speed of the platoon is constant, i.e. before
any maneuvers and after each of the four maneuvers (see Fig. [6)).

The probability distribution function (PDF) of the number of groups with m vehicles
is defined as Q(m) = Pr{z = m} = L,,/K. Empirical PDF @Q*(m) for the above
distribution is depicted’|in Fig.[7} The results are obtained via simulations with standard
IEEE 802.11p parameters as in [16]. In the first simulations, the value of A is set to be
very small, namely, A = o.

From Fig. [7| it follows that if the CAM triggering conditions are checked by all the
vehicles in the platoon continuously with a small step, then the IEEE 802.11p MAC layer
CAM collision probability increases after each acceleration/deceleration maneuver due
to reduced time diversity of the generation moments.

SFor the sake of the plots clarity, the values of Q*(1) are not depicted.
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Figure 7: Influence of maneuvers on time diversity of CAM generation moments when A = ¢
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5 Potentials to solve the problem

5.1 Reduced sampling rate

Let us examine how the increase of the sampling interval A influences CAMs grouping.
A reduction of the sampling rate results in the increase of CAM generation moments time
diversity (Fig. . Moreover, in contrast to the case of A — 0, this time diversity may
increase as a result of a maneuver for A = 5000 (see Q*(m) after the 3rd and the 4th
maneuvers). A group might be split when "Fvent B" occurs between its CAM generation
moments.

0.121
* ® before maneuvers
0.1- e ® after 1% maneuver
v ¢ after 2"? maneuver
0.08- " v after 3" maneuver
. . * after 4" maneuver
;5/0.06— *
< v
0.041 e *
¢
x
1 * ¢
0.02r
? v x P 7 : Yo
0 | | | .\ : i * - x M ’
123456?89101112}%141516171819202122232425

Figure 8: Influence of maneuvers on the time diversity of CAM generation moments when
A = 5000

5.2 Practical considerations

Although the movements of platoon members are desired to be perfectly synchronized
during all the maneuvers, a real system will impose certain restrictions to achieve this
goal due to the inter-vehicle communication delays, automated control induced delays,
inertness of the braking system and inaccuracies in kinematic parameters measurements.

Let 0 = uniforml0, ko] be a random delay, which is added to each CAM generation
moment when the maneuver is performed, where k is the maximum delay expressed in
time slots. ¢ aims at modeling the overall inaccuracies between the instance when the
CAM would be triggered in the ideally synchronized platoon studied up to now and in
the platoon with a non-synchronized movement of members. A random component in
CAM triggering moments may diminish the grouping effect (Fig. E[)

To assess the actual impact of the ETSI rules on the CAM successful delivery per-



98 PAPER 1B

0.121
0.1~ @ ® before maneuvers
= after 1% maneuver
¢ after 2" maneuver
0.08- 4 v after 3" maneuver
/é‘ * * after 4" maneuver
+0.061 N
< v
0.04- &
| |
*
0.02f 4 . *
v 3 o 1 $ ¥ 77y
01 2 345

6 7 8 91011 12}%141516171819202122232425

Figure 9: Influence of maneuvers on time diversity of CAM generation moments when A = ¢
and 0 = uniform|0,5000]

formance, we examine the cases when the platoon keeps a constant speed (i.e. Event A
triggering CAMs) after each maneuver performed (see Fig. @ From Fig. [10|one can see
that the tunings of the parameters discussed above have a crucial impact on the CAM
collision probability.

6 Conclusions and Future Work

Emerging platooning application, where a caravan of heavy-duty vehicles automatically
follow a leading one, requires an exchange of updated kinematic information. This is
achieved through the triggering of beacons in accordance to the ETSI EN 302 637-
2 specification and their transmissions over a dedicated IEEE 802.11p random access
channel.

Our study reveals a surprising conclusion: enlarging the sampling rate of the kine-
matic parameters will not necessarily lead to the improved cooperative awareness, because
an increased congestion in the communication channel might decrease the reception rate
of beacons.

We believe that our insights should be rapidly delivered to the vehicular commu-
nication research and development community and might influence the ongoing ETSI
standardization.

Our future work will be dedicated to the detailed analysis of the identified problem
and will be focused around two major research questions:

e What are the gains and losses in the kinematic data uptodateness with respect to
the sampling rate chosen?
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e [s it possible to achieve ungrouping of CAM generation moments through the ad-
justment of the parameters?

HBA=¢
HA = 5000
WA =0 and 0 = uniform|0,5000]
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Figure 10: CAM collision probability
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Abstract

Decentralized Congestion Control (DCC) is a mandatory component of 5.9 GHz In-
telligent Transportation Systems (ITS-G5) vehicular communication protocol stack that
reduces radio channel overload, range degradation, and self interference. In this tutorial
article we explain its principle, describe related ongoing standardization activities, eval-
uate its performance for emerging cooperative driving applications, and identify ways for
improvement. We show that failure to use a proper DCC parameterization can impact
negatively on the performance of cooperative vehicular applications.

1 Introduction

Cooperative Intelligent Transportation Systems (C-ITS) use the connectivity between
vehicles, roadside infrastructure, and other road users to enhance driving safety and
comfort, and improve traffic management. Regular exchange of information between road
users (beaconing) keeps them informed about each other’s position, driving kinematics,
and other attributes. This is one of the cornerstone of road safety and traffic efficiency
applications on the way towards autonomous driving.

To facilitate C-ITS, the European Telecommunication Standards Institute (ETSI) in
ETSI EN 302 665 specified the I'TS-G5 architecture and a communication protocol stack
to be used in the 5.9 GHz spectrum. ITS-G5 adopts the medium access control (MAC)
and the physical (PHY) layer techniques from the IEEE 802.11 standard like the widely
adopted Wi-Fi.

C-ITS communications must also be operational in dense road traffic. Assuming
that all vehicles participate in the C-ITS information exchange by broadcasting periodic
messages, wireless channel congestion is likely to occur. Thus, to avoid degradation of the
system performance caused by too high a channel load and provide a fair access to the
channel resources among neighboring I'TS-G5 stations (ITS-S), channel congestion control
mechanisms are required. To this end ETSI published T'S 102 687 [1] — a specification of
a decentralized congestion control (DCC) mechanism — as a part of the I'TS-G5 protocol
stack. DCC is a mandatory component of I'TS-S operating in the 5.9 GHz frequency
band.

However, restricting the communication exchange in safety-critical applications, which
are very delay-sensitive could potentially lead to undesirable performance degradation.
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Several studies show, that the performance of the ETSI DCC needs further investiga-
tion [2], to find more efficient DCC parameter settings than the default one, to prevent
possible performance degradation of C-ITS [3]. Thus, in this tutorial paper we first
present an overview of the state-of-the-art in DCC for vehicular communications. Then
we evaluate the performance of the cooperative driving application enabled by ETSI ITS-
G5 communications via several simulation experiments to assess the potential influence
of DCC on the performance of the system.

The paper is organized as follows: Section |2 provides a tutorial on the standard-
ization and the related research literature. In Section [3| we describe the system model,
including the principal assumptions on the cooperative driving scenario considered, the
mobility model and the communication setups. In Section 4| we present the simulation
study of C-ITS system enabled by I'TS-G5 vehicular communication stack, discuss the
results, and give recommendations for further development. Finally, Section [5| contains
the conclusions drawn from the study.

2 Standards and Literature

2.1 ETSI DCC standardization

ETSI is an international standardization body based in France. ETSI develops standards
— European Norms (EN) and Technical Specifications (T'S) — comprising normative re-
quirements that enable interoperability between the devices of different vendors and also
avoid harmful radio interference. ETSI also develops non normative documents that
contain additional information or guidance. The drafting of the documents is done by
Technical Committees (TC), consisting of delegates of ETSI members and by expert
groups called Specialist Task Force (STF) consisting of selected experts. All C-ITS doc-
uments are drafted by the TC ITS and the associated five Work Groups (WG1 to WG5)
temporarily supported by STFs.

ETSI TC ITS WG4 first introduced DCC in ETSI TS 102 687 [1] and this standard
is the focus of our work. It introduced a state machine approach at access layer to
adapt several transmission parameters to the measured channel load. Each state is
associated with a certain channel load range and a set of transmission parameters. Our
study presented in this article inspired the revision of [1]. In this revision [4] the DCC
algorithms are adapted to the channel load limit approach specified by ETSI TC ITS
WG2 in ETSI TS 103 175 [5]. Specification [4] also allows for different algorithms to be
implemented.

DCC can operate as gatekeeper on the medium access layer, but higher layer DCC
functionalities are possible, as specified in [5]. DCC as specified in [1] is based on a state
machine that has three states: Relax, Active and Restrictive, as shown in Figure [T}a.

In each DCC state the restrictions on the transmission parameters are defined. ETSI
DCC in general considers the five following mechanisms to control the vehicle’s channel
access: "Transmit Power Control" (TPC), "Transmit Rate Control" (TRC), "Transmit
Datarate Control" (TDC), "DCC Sensitivity Control" (DSC), "Transmit Access Control'
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Relaxed Active Restrictive Relaxed Activel Active2 Active3 Actived Active5 __ Restrictive
BR 0.19 CBR 0.2 CBR 0.3 BR 0.4 CBR 0.52>~CBR 0.59
a) ETSI TS 102 687 Configuration, "DCC 2+1" ¢) ETSI TR 101 612 Configuration, "DCC 245"
P
Transmission Transmission

Channel m
probes

b)ETSI TS 103 175 Configuration, "DCC 243" d)Channel Busy Ratio (CBR) measurement

Figure 1: DCC state machines and C'BR measurement procedure (m is the number of channel
probes within the measurement period T)

(TAC).

The choice of the DCC state is performed based on the evaluation of a so-called Chan-
nel Busy Ratio (CBR). ETSI suggests the following reference method to estimate the
value of C BR. The I'TS-S makes periodic channel probes and calculates the proportion of
time the channel was busy during a measuring interval 7' =1 s [1]. To calculate the time
the channel was occupied, the ITS-S should take m measurements of the received signal
level uniformly distributed within the measuring interval. The time between two channel
probes should be set to detect the transmission of the smallest possible packet at the high-
est available datarate. For all channel probes of length 10 us the average signal level P is
determined. Then the C'BR measure for the received signal level threshold P_ threshold
(-85 dBm by default) is given as: CBR = Y_I*,(probes with P > P_threshold)/m,
as shown in Figure [I]d.

Each transition in the state machine has a corresponding C'BR value as threshold
(Fig. , the transition is performed under one of the two following conditions:

1. Transition to a more restrictive state: If the C BR value was above the threshold
during the last observed measuring interval.

2. Transition to a less restrictive state: If the C BR was below the threshold during
the last five consecutive observed measuring intervals.

In each state of the state machine, TRC specifies the minimum time interval between
two subsequent transmissions, i.e. TRC specifies the maximum possible transmission
rate (messages per second) for each appropriate state.

ETSI DCC also allows state-machine configurations containing a set of sub-states in
the "Active' state. This approach enables finer granularity of the DCC state transitions
possible. The state machine is fully meshed to allow for transitions between any two
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states, depending solely on the C'BR measurements history, i.e. in defining the current
state DCC relies only on the recent CBR measurements and may switch from one state
to another in a single step. For simplicity, transitions between non-neighboring states are
omitted in Figure [l Thus, DCC-configurations with a reasonable number of sub-states
may help prevent rapid changes in the C-ITS transmission behavior, maintaining the
targeted level of congestion. Figures[I}b and [Ilc show the implementations of the DCC
state machine with additional number of sub-states in Active state, taken from [5] and
6], accordingly.

Hereafter, we referred to 3 DCC configurations shown in Figure [If as "DCC 2+1",
'DCC 245", "DCC 243" by the number of sub-states in the Active state of the DCC
state machine.

2.2 Literature overview

The performance of ETSI DCC has been discussed in several studies. The authors of [2]
present an extensive performance evaluation of the 3-states ETSI DCC for various CBR
values. Based on simulation results, the paper considers the effectiveness of various ETSI
DCC CBR control mechanisms (TPC, DSC, TRC, DCC) from the communication and
application point of view. Other studies of ETSI DCC demonstrated that the basic
3-state DCC configuration may show low performance. In [7] it is demonstrated that
the basic 3-state configuration of DCC [1] tends to oscillate, i.e. to repeatedly switch
between relaxed to active and restrictive states. The "unfairness" of the 3-state ETSI DCC
configuration [1] was also explained in [3]. The authors show that in a high vehicle density
scenario I'TS-S may experience unfairness in terms of channel access. The reason for this
is a condition when two neighboring ITS-S (i.e. that are in the same communication
range) choose different states of the DCC state-machine. Based on the simulation study
presented in [8], the authors conclude that a DCC state machine with 3 states has poor
performance in terms of its ability to adjust its state to varying CBR values.

Thus, alternative ETSI DCC configurations and parameter sets have been proposed
in the literature to overcome aforementioned drawbacks. For example, in [9] the focus
is on to the tuning of the TDC configuration. Following the outcome of their previous
study, in [10], the authors propose using only TDC (transmit datarate control) for a 3-
state DCC configuration, keeping the transmit power level and the sensitivity level for all
states at a constant value equal to the Active state of the ETSI DCC 3-state configuration
of [1]. In [9] the authors also focus on adjusting the TDC. The novelty of their DCC
design is that the switch between different DCC states is performed using a hysteresis
curve for the CBR instead of conventional thresholds. The hysteresis mechanism allows
a better control of the CBR trend based on the last measurement interval. It also allows
different CBR values for the same state, depending on whether the local CBR increases
or decreases in comparison to the previous measurement interval.

Another way to enhance DCC performance suggested in the literature is to increase
the number of sub-states in the active state. Thus, the authors in [8] propose a 6-state
DCC configuration based on TPC in combination with different CBR thresholds for
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each state to introduce a negative feedback to the control loop. To obtain the CBR
thresholds, the authors identify the channel load that they considered to be an optimum
balance between improving channel utilization and packet collisions and select the state
transition parameters so that the state machine operates close to this optimal channel
load. The target CBR value was identified through simulations of various vehicular
densities. The simulation results presented in the paper show that a CBR value of 0.65
is a reasonable value for the channel load, regardless of the vehicle density or the CBR
threshold.

Following a similar approach, the authors in [11] propose the use of DCC with sev-
eral sub-states in Active state together with TPC. The CBR thresholds for the state
transitions are selected according to CCA (clear channel assessment) value. The authors
introduce a TRC implementation that gradually decreases the beaconing rate from 10 Hz
to 1 Hz following the increase of CBR. Finally, it was shown that a DCC configuration
with more Active sub-states has a better performance due to its improved adaptivity to
varying CBR values.

Other attempts are taken in the direction of avoiding the ETSI DCC re-active state-
machine involve controlling the CBR pro-actively. In [12] the authors perform a simu-
lation study to compare the performance of the ETSI DCC state machine with several
sub-states in Active state with a linear adaptive DCC packet rate control mechanism
called LIMERIC. For both configurations, only TRC is considered. In the presented
setup LIMERIC outperforms the state-machine approach in terms of IPG (inter packet

gap).

3 Prerequisites

3.1 Scenario

The simulation study presented in this paper focuses on the C-ITS use case named
platooning [13], which is one of the applications considered to be an early adopter of
C-ITS technology. In platooning the leading vehicle is driven by a professional driver,
while the following vehicles execute at least longitudinal automatic control or can even
be switched to a fully autonomous mode with a lateral control, as well. The main
purpose of platooning is to reduce air-drag in a caravan of heavy-duty vehicles, which
can significantly improve fuel consumption.

We choose platooning as an illustrative C-ITS application example to show how even
small variations in the configuration of I'TS-G5 communications may affect the perfor-
mance of safety and time-critical C-ITS applications. At present, pre-standardization
activities are still ongoing at ETSI TR 103 301 and TR 103 299, which are studying the
applicability of currently available standards for platooning applications [13]. Therefore,
a way to enable functioning of the platoon’s automatic control system based on the cur-
rent standardization framework is considered in this article (ETSI specifications [1, 5],
and [6]), which could be summarized as follows:

e A vehicle generates Cooperative Awareness Messages (CAMs) based on one of the
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following approaches:

— fixed triggering frequency fcan messages per second (henceforth called, static
CAM).

— kinematic-based triggering in accordance with ETSI EN 302 637-2 (henceforth
called, ETSI CAM). In ETSI CAM a vehicle generates new CAMs depending
on its current speed, acceleration, deceleration, and change of direction [14].

e The time elapsed since last CAM transmission is checked for compliance with TRC.
In the case the TRC timer is still active, the CAM is queued until the TRC timer
elapses, or dropped when the CAM lifetime expires.

e [f the CAM is not dropped, it is transmitted on the dedicated channel in accordance
with the CSMA/CA (Carrier Sense Multiple Access / Collision Avoidance) 802.11p
MAC protocol. Currently ETSI allocates five channels of 10 MHz bandwidth each
(one management channel and four service channels). We assume that platooning
operates in one of the four dedicated service channels.

In order to test the effect of various legacy communication configurations on the
performance of the platooning application we assume 12 setups, that are obtained by
combining of 3 DCC configurations ("DCC 2+1", "DCC 243", "DCC 2+5") [1, 5, 6], and
4 CAM generation policies (three static CAM: 10 Hz, 20 Hz, 30 Hz, and ETST CAM).

In this article we focus on DCC based on TRC, i.e. a state machine for the packet rate
control. A pure packet rate control mechanism has several advantages: most importantly
it is easy to implement and has an immediate impact on the channel load across the entire
radio range. Other concepts, also described in ETSI TS 102 687, either need information
exchange between the ITS-S to control the local CBR (datarate control) or influence
the communication range (transmit power control). The latter has disadvantages for
platooning, since envisaged control strategies require that all the vehicles in the platoon
are within the same communication range, enabling one-hop connectivity from the leader
to all members. In addition, there are no DCC parameters for TPC, TDC, DSC and TAC
available in the literature ([5, 6]) for the configurations shown in Figures [I]b and [I]c.

To test the performance of DCC and both kinematic-based and fixed beaconing ap-
proaches, we study the following reference scenario:

e We consider a platoon consisting of N vehicles moving along a highway.

e The platoon moves along the straight stretch of a road with a target speed for the
leading vehicle V', and a target gap d between platoon members. Each vehicle in the
platoon adapts its speed according to the kinematic information received from the
platoon leader and the preceding vehicle. We use a longitudinal control algorithm
based on the sliding surface method of the controller design.

e For the speed pattern we assume a "disturbance scenario” as introduced in [14] (see
Figure . The scenario reflects the situation when a slower vehicle approaches the
right-most lane from a highway ramp or after a lane change.



PREREQUISITES 111

100 | ﬁ_ [\ “!f; | [»k

< ' |
_g | H § { /\ x\
i) 80 “ ( | = |
[0} | |
(] |
o |
D \ | ‘
\ { |
60 \
o o o o
o wn o Yol
— — N Y]
Time, s

—_ —_—

—Communication range d

- B _\

\\—/Y\/

T N -

—_—

Figure 2: Reference scenario: color lines represent example speed profiles of the vehicles

3.2 Performance metrics
We use the following metrics for performance evaluation:

1. Box-plot of inter-vehicle gaps. The variation of inter-vehicle gaps reflects the ability
of platoon members to maintain the target distance from the preceding vehicles.
In [15] it is shown that the ability of a platoon to keep precise inter-vehicle gaps
contributes to its fuel efficiency. We draw box plots of inter-vehicle gap distances
for all vehicles in the platoon and for all runs of a given scenario. In each box, the
central red mark indicates the median, and the bottom and top blue edges of the
box indicate the 25™ and 75" percentiles, respectively. The whiskers extend to the
most extreme data points not considered as outliers, and the outliers (minimum and
maximum values in a data set) are plotted individually using the red '+’ symbol.

2. Box-plot of the CBR. The channel busy ratio characterizes the performance of
DCC and its ability to keep the channel load below congestion. As with the inter-
vehicle gap, we present C'B R measurements in the form of a box plot.

3. Probability Mass Function (PMF) of the data age (f(t)). The data age is a random
variable defined as the time elapsed since the last successfully received packet of
vehicle 2 < n < N by the leading vehicle. Data age is the difference between the
current point in time and the latest point when the leading vehicle has successfully
received a CAM from a vehicle n [13]. In this article, the PMF of the data age for
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the last vehicle N in the platoon is calculated, in order to study the farthest pair
of communicating nodes.

4 Performance evaluation

4.1 Simulation environment

In our simulation study we use Plexe — a simulator that supports a realistic simulation of
a platooning system. The simulator is a combination of the two well-known and widely-
used simulators Omnet++ and SUMO. Omnet++ is an event-driven network simulator
that models the network part, while SUMO handles the mobility of the nodes (vehicles).

Our simulation setup uses the following parameters: The platoon consists of N =
15 vehicles with a target inter-vehicle gap d = 5 m, and a platoon leader target speed
of V.= 100 km/h. We also implemented the DCC state machine together with the
kinematic-based ETSI CAM triggering mechanism, to meet the standardization require-
ments. Static CAM triggering policies with Fap = {10, 20, 30} Hz and kinematic-based
ETSI CAM triggering with a sampling rate T CheckCamGen = 50 ms are tested. The
size of the CAM message is L = 2000 bytes at a data rate of R = 6 Mbit/s.

We set the transmission power level to 23 dBm (200 mW) EIRP, which is the max-
imum allowed value that can be used in SCH1. The radio channel is simulated by a
log-distance path loss model with a path loss exponent v=2. For the reference length of
a vehicle - 5 meters - this setup guarantees that even the last platoon member can detect
unequivocally an ongoing transmission or packet collision.

The C'BR estimation conforms to the standardized procedure [1] as described in Sec-
tion II, but for the simplicity of implementation it is adjusted to our modeling assump-
tions in the simulator. Since in our setup the duration of all CAM transmission times is
the same (L/R), and all the vehicles are in each other’s communication range, an ITS-
S counts the number of message transmissions M observed (including CAM collisions)

during 7" and applies the formula CBR = (M - L/R)/T.

4.2 Discussion

Figure [3] shows the box plot for the inter-vehicle distances and Figure [4] shows the box
plot of CBR for all the considered communication setups. The plots are clustered in 3
groups based on the number of DCC states.

In all setups, the average inter-vehicle gap is kept close to the desired d of 5 meters.
It would be logical to assume, the higher the CAM rate, the better the performance of
the platoon, which however, is not always the case. It is noticeable, that for all three
DCC configurations ETSI CAM outperforms the static CAM beaconing approach ( see
Figure . This is because ETSI CAM triggers more messages when the I'TS-S behavior
is highly dynamic and fewer messages for the constant speed movement. Thus, the CBR
generated by the ITS-S mimics the platoon’s speed pattern (see Figure [5). In other
words, the channel is not overloaded when the platoon maintains a stable speed, while
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DCC and CAM setup

channel occupancy grows whenever maneuvers are performed. Such patterns give time
for the vehicles to exchange more messages before DCC starts to react on the CBR
increase, which at the same time comes at the expense of higher C'BR peak values (see
Figure 4)).

According to [6], when the number of vehicles in the communication range is below

100, DCC should be able to maintain the CBR level below 0.55.

In our setup the

CBR value never exceeds higher than 0.4, although without DCC the CAM messages
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transmitted at Frap = 30 Hz may easily overload the channel (the rough estimation of
the traffic N vehicles may create without DCC is % ~ 1.2). From this we conclude
that all three configurations of DCC can control CBR at an allowable level.

Configuration "'DCC 2+1" demonstrates inferior performance to the other two con-
figurations, due to limiting the transmission rate even the C BR is well below 0.55 (see
Figure 4). This is due to an absence of intermediate sub-states in the "active" state:
Whenever the state machine makes a transition from the "relaxed" to the "active" state,
it has a 2 Hz allowed transmission rate, while "DCC 2+3" and "DCC 2+5" have a better
granularity in terms of allowed transmission rate values (see Figure |1)).
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Figure 5: Representation of C'BR measurements for one experiment run using "DCC 2+5
ETSI CAM": color lines represent different platoon members.

Figure [6] shows the data-age PMF distributions for all three DCC setups with the
ETSI CAM. For "DCC 2+1" most of the data-age values are around 0.1 s and 0.5 s,
which corresponds to "Relaxed" (10 Hz) and "Active' (2 Hz) states. The reason for
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Figure 6: Empirical probability density function of the data age

significant density values around 0.15 s when using the ETSI CAM is as follows. When
the platoon maintains a speed of V' = 100 km/h (27.8 m/s) the CAMs are triggered
with 278 ~ 7 Hz, which corresponds to a data-age value of 1/7 ~ 0.15 s. Similarly, for
"DCC 243" and "DCC 2+5" the PDF maximum values are concentrated around the rates
defined by the TRC configuration of the corresponding DCC state machine. Thus, we
conclude that the configuration of the DCC state machine has a direct impact on the
data age distribution shape. It can be seen that the data age values are grouped exactly
at the points specified by the DCC TRC configuration and almost never take any other
values. This fact provides us with empirical evidence, that platooning may benefit from
DCC configurations with more states, which could allow smoother control of data age
while maintaining the required C'BR level.

5 Conclusion and open challenges

ETSI standardization on the Decentralized Channel Control (DCC), which is a crucial
element in controlling the channel load in ITS-G5-based C-ITS networks, is ongoing.
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Currently, according to ETSI, a satisfactory range for the channel busy ratio (CBR) is
0.55 to 0.75 [6]. From our study, we conclude that for the legacy ETSI DCC configu-
rations, when the number of closely located cooperatively driving vehicles is below 15,
the CBR value is always less than 0.4, even if the assumed message length is as great
as 2000 Bytes. We demonstrate that the unnecessary low values of the actual C BR gen-
erated by the current ETSI DCC configurations, will have a major negative impact on
the performance of C-ITS applications in terms of achieved data age. The under-utilized
channel resources for time-critical applications demonstrate the need for further DCC
optimization, which includes:

e A justified approach for the selection of C'BR thresholds for the ETSI DCC state-
machine configurations or a more efficient DCC mechanism /algorithm is required.

e To date, the parameter values settings for ETSI DCC CBR control mechanism, e.g.
TPC, TDC and DSC are not well specified in the existing ETSI specifications and
need further development.

Having said the above, the most importantly, we would emphasize that the currently
specified ETSI DCC configurations are designed to control the C'BR level as such, but
not the system level C-ITS application metrics. Standards for several safety-critical C-
ITS applications (e.g. platooning) are currently under development. Appropriate control
criteria for channel congestion level could be selected to make the DCC to target at op-
timizing the applications performance metrics. For this purpose, mechanisms are needed
to estimate the influence of the C'BR limits on the performance of C-ITS applications.

In our opinion, mathematical models of the DCC are clearly needed to better char-
acterize and understand the complex dynamics of C-ITS systems further. This demand
is especially emerging, since the studies of the ETSI DCC which are currently available
in the literature [9, 10, 8, 11] rely on the simulation experiments of specific scenarios and
the theoretical foundations to develop the DCC configurations are required.

The results presented in this article were used as one of the inputs for revising [1]. A
new version of the ETSI DCC standard [4] includes the following modifications:

e states in state machine are no longer meshed and are adapted to [5],

TAC and DCS were removed,

e a restriction on the transmission duration was introduced,
e the measurement period 7" was reduced,

e an alternative linear control algorithm was introduced.

However, the open questions presented above have not yet been fully addressed yet.
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Study of the Platooning Fuel Efficiency under ETSI
ITS-G5 Communications

Nikita Lyamin, Qichen Deng, Alexey Vinel

Abstract

In this paper we evaluate the performance of platoon enabled by contemporary I'TS-
G5 vehicular communications through a number of simulation experiments. We assess
platooning fuel consumption performance under two communication setups and estimate
the potential influence of the communication system on the efficiency of the platooning.
We also make an attempt to transform our results on platoon fuel efficiency into potential
cost reduction gain. Our study shows that platooning fuel-efficiency may vary depending
on the communication setup.

1 Introduction

Vehicle platooning means a group of vehicle driving closely after each other and being
controlled as one unit. It allows many vehicles to accelerate or brake simultaneously, while
decreasing the distances between vehicles using vehicle-to-vehicle (V2V) communication.
Platooning vehicles saves space on highway so that the highway section can accommodate
more vehicles. On the other hand, platoon followers experience reduced aerodynamic
resistance due to small inter-vehicle distances, which results in fuel saving.

Fuel saving in vehicle platooning, especially for heavy-duty vehicles (HDVs), has been
studied extensively by researchers and automotive manufacturers. Vehicle platooning
introduces a split-stream effect for the follower vehicle and decreases corresponding air-
drag, thus reduces overall restrictive forces. In fact, air-drag constitutes 23% of the
total forces acting upon a vehicle at highway speed [1], even modest decrease can have
noticeable impact on fuel saving. Previous studies showed that the fuel consumption
of HDV platoon follower can achieve 20% saving [2] when the vehicle was operating in
small intermediate distance. However, this requires robust controller and appropriate
communication scheme to guarantee stability and safety [3]. For example, in the case of
KONVOI project, it showed no saving during test on public highway since the platoon
follower needed to vary its speed to maintain a desired distance to the preceding vehicle
[4], which incurred additional fuel consumption.

V2V communications, stability and fuel efficiency in platoon are closely coupled.
Proper communication setup can make a platoon follower maintain a desired distance
to its predecessor while reducing acceleration and braking frequencies. To enable inter-
vehicle communications European Telecommunication Standard Institute (ETSI) deliv-
ered the first ITS-G5 release of set of C-ITS standards under European Commission Man-
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date M/453 [5]. ITS-G5 defines the overall vehicular communication protocol stack [6].
So far there has been no dedicated message type standardized for platooning. How-
ever, there is currently pre-standardization activity (ETSI TR 103 301) studying how
to apply currently available standards for platooning application [7]. In conformity with
aforementioned in this study we implement and apply recently standardized Cooperative
Awareness Messages [8] to enable platooning operation. Also according to [9]: "Decentral-
ized congestion control (DCC) is a mandatory component of ITS-G5 stations operating
in ITS-G5A and ITS-G5B frequency bands to maintain network stability, throughput
efficiency and fair resource allocation to I'T'S-G5 stations".

To the best of our knowledge there are no studies available, that test platoon fuel
efficiency under the detailed implementation of the ETSI I'TS-G5 communication protocol
stack. We compare the potential fuel consumption reduction, when platooning is enabled
by two different DCC setups available in ITS-G5. The contribution of the paper is
twofold:

e performance of the platoon enabled by the V2V communications in accordance
with a complete ETSI ITS-G5 protocol stack is studied;

e case study of fuel savings for I'TS-G5 enabled HDV platooning on E4 highway is
provided.

Throughout this study we show that proper communication setup can further increase
the fuel efficiency of the platooning system.

The manuscript is organized as follows. In Section [2| the description of CAM and
DCC is summarized. Section [3| presents the reference platooning fuel consumption mod-
els, while Section [] gives specification of the tested reference scenarios. Performance
evaluation results are provided in Section [5] Finally, Section [6] concludes the paper.

2 ITS-G5 communications

The coordination between vehicles in the platoon relies on the frequent exchange of broad-
cast communication messages containing information about vehicle’s position, speed, ac-
celeration and other attributes. The process of broadcast messages’ exchange is usually
referred to as beaconing [10]. To support beaconing in the platoon, following [7], we
implemented Cooperative Awareness Messages (CAM), which are part of ETSI ITS-G5
stack [8]. For the sake of simplicity we skip the description of CAM, interested reader
may to refer to [11] for detailed explanation.

In order to comply with ITS-G5 requirements we also implemented DCC functionality.
DCC operates as gate-keeper at the medium access layer (MAC). The operation of DCC
relies on the DCC state-machine[I} In each of the states DCC specifies the restrictions on
the vehicle’s transmission behavior. In particular, DCC defines 5 mechanisms to control
the access to the communication channel: "Transmit Power Control' (TPC), "Transmit
Rate Control" (TRC), "Transmit Datarate Control" (TDC), "DCC Sensitivity Control"
(DSC), "Transmit Access Control" (TAC). In this study we are focusing on the TRC.
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TRC defines for each DCC state the minimum allowed time between two consecutive
message transmission. In Fig. [1| this time is represented in generation frequency of the
messages, i.e. 10 Hz means, that vehicle can not generate more than 10 messages per
second or in other words, time between two consecutive transmissions is not allowed to
be less than 1/10 = 0.1 s. The transitions between DCC states are performed based on
the Channel Busy Ratio (CBR), measured by each vehicles. The detailed DCC operation
explanation could be found in [9, 12, 13].

Relaxed Active estrictive

Communication setup 1: ETSI TS 102 687 Configuration

Activel Active2 Active3 Actived Active5 Restrictive

Communication setup 2: ETSI TR 101 612 Configuration

Figure 1: DCC configurations.

To study the influence of the communication setup on the platooning fuel efficiency
we implement two different DCC configurations:

e Basic 3-state DCC state-machine, Fig. [I]a, described in [9]. Throughout this paper
we will refer to this configuration as Communication Setup 1.

e DCC state-machine configuration with set of sub-states in "Active state", Fig. [I}b,
described in [13]. Throughout this paper we will refer to this configuration as
Communication Setup 2.

To enable the beaconing in the platoon each vehicle follows the approach below:

e Generates CAM message according to [8];

e The DCC controls the access to the communication channel, according to [9, 13];
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e Transmits message on the dedicated ITS-G5 channel according to IEEE 802.11p.

Signal attenuation is modeled using Log-distance path loss model. We also set the
sampling rate CAM parameter the value in a way that effect described in [11] is not
observed. Other communication parameters are summarized in the Table [I}

Table 1: Simulation Parameters

Parameter Value

Communication parameters

CAM size 2000 bytes
T, power 23 dBm
Bitrate 6 Mbit/s
Path-loss exponent 2

Common parameters
Size of the platoon (V) 15 vehicles

Number of disturbing vehicles | 4 vehicles

Inter-vehicle gap 5m
Scenario 1
Platoon’s leader speed 100 km/h

Vehicle acceleration capability | 2.5 m/s?

Vehicle deceleration capability 6 m/s?

Vehicle length 4m
Number of simulation runs 10
Scenario 2
Platoon’s leader speed 90 km/h

Vehicle acceleration capability | 0.4 m/s?
Vehicle deceleration capability 6 m/s?
Vehicle length 15m

Number of simulation runs 10
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3 Fuel consumption in platooning

In order to better understand how communication setup affects the performance of pla-
toon followers, a simplified fuel consumption model is applied to estimate instantaneous
fuel usage [14]:

¢
/ "5 {(MCOSQ + sinf) M gv + kv® + Mav| dt

f== (1)
= i

where ty and t; are the initial and final time instances; H and n are energy density
and efficiency respectively; v and a are vehicle speed and acceleration; M is the mass of
vehicle; ¢ indicates if the engine is active:

5(t) = 1 if (pcost + sinf) Mgv + kv® + Mav > 0
~ | 0 otherwise

the air-drag coefficient s is computed from:

5= spedacn(l ~ 6) (3)

The air-drag reduction ¢ is illustrated in Fig. [2] or Fig. [3 depending on inter-vehicle
distance, vehicle type and vehicle position in platoon. The n'® (n > 4) vehicle in car
platoon has the same air-drag reduction as 4™ vehicle, and the n*™ (n > 3) vehicle in
HDV platoon has the same air-drag reduction as 3'¢ vehicle. The detail of parameters
for fuel consumption model is presented in Table [2]

4 Simulation setup

4.1 Reference scenarios

In this paper we consider two following reference scenarios:
1. Platooning consisting of N passenger cars moving along the road.
2. Platooning consisting of N Heavy Duty Vehicles (HDVs) moving along the road.

For both scenarios we exploit "disturbance scenario" as speed pattern [7, 17]. Moving
along the highway platoon repeatedly meets slower vehicles in front of it and performs
appropriate acceleration/deceleration maneuver, see Fig. . A low speed vehicle is gener-
ated on the test highway as disturbance, and this disturbance generation will be repeated
4 times per each simulation run. The scenario is equivalent to the road situation when
slower vehicle comes to the right-most lane from metering ramp or after the lane changing.
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Table 2: Parameters of Fuel Consumption Models [14].
Vehicle Parameters Description Value Unit
Mypy Vehicle Mass of HDV 40000 kg
Meor Vehicle Mass of Car 3000 kg
cp Air-Drag Coefficient 0.6 —
A, HDV Front Area of HDV 10.26 m?
Au_car Front Area of car 2.1 m?
HHDV Rolling Resistant Coefficient for HDV 7x 1073 —
Mhear Rolling Resistant Coefficient for car 0.02 —
Pa Air Density 1.29 kg/m3
g Standard Gravity 9.8 —
H Energy Density 36 MJ/L
n Energy Efficiency 0.4 —
50 . . . . . . .
45 —4&— 1st Car .
—@— 2nd Car
40+ —&— 3rd Car 1
4th Car
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Figure 2: Air-Drag Reduction of Passenger Cars [15]
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4.2 Simulation platform

To emulate realistically the operation of the platoon we use novel Plexe simulation plat-
form [18]. Plexe incorporates Omnet++ for the real-time V2V communications simula-
tion together with SUMO as a realistic traffic simulator. Simulator also contains platoon
controller part, which allows to control platoon members based on the input obtained
from the communication exchange.

To comply with the ITS-G5 protocol stack [6] we additionally implemented ETSI
CAM messages on facilities layer [8] and ETSI DCC functionality [12, 9]. The detailed
description of the communication setup is given in Section [2] Each vehicle in the platoon
utilizes as a control input messages containing kinematic data received from the preceding
vehicle and platoon leader, following controller algorithm presented in [19]. Controller
implements fixed-spacing policy, which means that inter-vehicle gap between the platoon
members is fixed and does not depend on the vehicle’s speed.

The detailed simulation parameters are summarized in Table [T}

5 Performance evaluation

In this section, the performance of different communication setups is evaluated in terms
of fuel economy, which is the relationship between the amount of fuel consumed and the
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distances traveled by the vehicle. Fuel economy of an automobile is generally expressed
as liters per 100 kilometers (L/100km) and used in most European countries. In order
to estimate the fuel economy of each vehicle in platoon, experiments are conducted in
microscopic simulation environment.

5.1 Fuel Economy of Platoon in Each Communication Setup

Fig. 5| corresponds to the fuel economy of the 15-car platoon. Evidently the platoon
leader in two different communication setups has identical fuel economy, due to the same
settings and reaction to disturbances. It can be seen that there is only minor difference
between the no platooning and platooning cases (for passenger car) in fuel economy,
about 0.2-0.44L/100km. And the difference between two platoon communication setup
is almost negligible, only 0.01-0.07L/100km. This to some extent indicates that passenger
cars usually do not have fuel saving incentive to form platoons, and platooning of cars
might probably happen for driving comfort in traffic congestion.

Fig. [6] corresponds to the fuel economy of 15-HDV platoon. In the HDV platoon-
ing cases, all platoon members, including leader and followers can achieve fuel saving
compared with the no platooning case. Communication Setup 1 results in 2.1%— 6.4%
improvement in fuel economy, and Communication Setup 2 further enhances the im-
provement to 2.1%— 6.8%, indicating that platoon communication setup also plays an
important role in fuel consumption. An appropriate communication setup will be able
to further improve fuel economy and reduce fuel cost.

The enhanced fuel efficiency in Communication Setup 2 is a result of platoon’s ability
to maintain required inter-vehicle gap with higher precision under this scenario comparing
to Setup 1, see Fig.[7] This could be explained by the fact that DCC setup with a larger
number of "Active" sub-states allows better granularity in controlling CBR, while still
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keeping congestion level at required low level. Hereby, even though both Communication
Setups are defined in ETSI standards and allowed to exploit they may demonstrate
sufficiently different performance in the platooning scenario and influence noticeably on
the performance of application in terms of stability and fuel efficiency.

5.2 Numerical Experiment on European route E4

The European route E4 is the highway backbone of Sweden and used by most of freight
transport. It starts from the border between Sweden and Finland, and passes through
22 cities of Sweden with a total length of 1590km. An overview of E4 can be seen in Fig.
9l

In this subsection, two communication setups are applied on a 15-HDV platoon which
starts from Tornio and travels to Helsingborg. It is assumed that there are two on-ramps
and off-ramps from/to each of the 22 cities, the speed limit for on-/off-ramp is 60km/h
[20]. Since HDV is restricted to drive on the truck lane at the rightmost, the platoon
has to decelerate to 60km/h in the ramp area and accelerate to desired speed 90km/h

afterwards. Fuel economy can be estimated from the ratio of total fuel consumption to
length of EA4.
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Table 3: Estimated Overall Fuel Economy and Yearly Total Cost of 15-HDV Platoon

Communication No HDV | Communi. | Communi.
Setup Platooning | Setup 1 Setup 2
Fuel Economy (L/100km) 36.79 30.54 30.31
Yearly Total Cost (MSEK) 15.89 13.11 13.09

HDV platooning improves fuel economy, which can be seen in Table [3] HDVs con-
sume significantly less fuel when operating in platoon for the same travel distance. The
platoon saves 6.44L, or equivalently 17.5% in Communication Setup 1 and 6.48L (17.6%)
in Communication Setup 2 respectively for every 100km. In general, an HDV travels over
200,000km per year [21], with average diesel cost 14.4SEK/L. Both HDV platooning in
Communication Setup 1 and Communication Setup 2 lead to remarkable amount of sav-
ing compared with the no HDV platooning scenario. Table[3|shows that HDV platooning
in Communication Setup 1 and Communication Setup 2 can potentially save 2.78MSEK
and 2.8MSEK respectively. According to simulation outcomes presented in Fig. [I0]
3r4-15 HDV contribute the most significant saving, which is inline with the dramatic
air-drag reduction for HDV platoon followers. It is also worth mentioning that HDV pla-
tooning in Communication Setup 2 has slightly more saving than Communication Setup
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1, which can be explained by the fact that Communication Setup 2 results in smaller
fluctuation in the speeds of HDV platoon follower (See Fig. and Fig. and more
stable inter-vehicle distances (See Scenario 2 in Fig. [7)), therefore reduce acceleration and
braking efforts and frequencies.

Tornio

Helsingborg

Figure 9: European Route E4

Note that the numerical experiment is presented for illustrative purpose only. In fact,
the results from numerical experiment largely depend on the number of disturbances
occurred in front of the platoon leader during operation. More disturbance could re-
sult in more significant difference in speed profiles, acceleration behaviors, inter-vehicle
distances and fuel efficiency of platoon among scenarios. In this manuscript we show,
that parameters of communication setup have direct impact on the platoon’s air-drag
reduction under disturbance scenario, regardless of the frequency they appear.
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6 Conclusion

In this manuscript we make a first attempt to assess platooning fuel efficiency perfor-
mance under realistic ITS-G5 communication setups. Two types of platoons consisting
of passenger cars and HDVs have been tested. Our simulation study shows that fuel sav-
ings for HDV platooning scenario are much more significant. Moreover the parameters of
communication setup may influence notably on platooning fuel efficiency as it influences
directly the performance of the vehicle’s control system.

Our ongoing work is focusing on the testing the platoon under both realistic com-
munication setups and road traffic patterns. We are also aiming to test the influence
of different platooning control algorithms on the potential fuel efficiency performance of
application.
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Real-time detection of Denial-of-Service attacks in
IEEE 802.11p vehicular networks
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Abstract

A method for real-time detection of Denial-of-Service (DoS) attacks in IEEE 802.11p
vehicular ad-hoc networks (VANETS) is proposed. The study is focused on the "jamming"
of periodic position messages (beacons) exchanged by vehicles in a platoon. Probabilities
of attack detection and false alarm are estimated for two different attacker models.

1 Introduction

IEEE 802.11p is an international standardl| for short-range inter-vehicle communication
in the 5.9 GHz frequency band. Vehicular ad-hoc networks (VANETS) comprised of
the IEEE 802.11p-enabled vehicles aim at increasing road safety, efficiency and driving
comfort and are currently a subject of an intensive research [2]. Platooning is an example
of such an application based on vehicle-to-vehicle communication.

In a platoon the leading vehicle (normally a truck) is driven by the human, while
the following vehicles either automatically maintain the velocity of the leading one, but
their direction is still controlled by the driver (e.g. Connect & Drive project [3] and
Grand Cooperative Driving Challenge — GCDC [4]), or follow the leading one in a fully
automatic manner (e.g. Safe Road Trains for the Environment project — SARTRE [5]).

The cooperation between the vehicles in the platoon is achieved by the frequent
exchange of periodic broadcast messages carrying information on vehicle position and
velocity, which we refer to as beacond?, in the dedicated channel [8].

Since the IEEE 802.11p medium access control (MAC) protocol specifies random
access, during its normal operation the beacons can be lost either due to the wireless
channel impairments or due to collisions (i.e. overlapping transmissions of beacons from
several vehicles). The probability of collisions can be reduced by the proper choice of the
MAC protocol parameters [9]. However, the beacons can also be intentionally corrupted
by the malicious node in case of a jamming Denial of Service (DoS) attack [10], [11].
In the latter case the safety of the platoon can be jeopardized especially seriously since
the vehicles will not be able to update the information about each other within the

LCurrently IEEE 802.11p has been incorporated in the latest version of IEEE 802.11 [1] and, therefore,
the former one is superseded. However, following the common approach adopted in the literature,
throughout this paper we refer to the "vehicular" part of IEEE 802.11 as IEEE 802.11p.

2Beacons are called Cooperative Awareness Messages (CAMs) in European standardization frame-
work [6] and Basic Safety Messages (BSMs) in Unites States [7].
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Figure 1: Platooning scenario

delay requirements imposed by the automotive control systems. Therefore, the real-time
detection of jammers in IEEE 802.11p VANETS is an important practical problem, which
motivates our study.

Real-time detection of DoS attacks in IEEE 802.11 networks have been studied in [12],
where the proposed detector observes the events happening in the wireless channel and
probabilistically computes how "explainable" occurring of each particular collision is.
The method in [12] targets the basic mode of IEEE 802.11 with an arbitrary unicast
traffic, which is retransmitted according to the binary exponential backoff algorithm.
The method to detect the jammers in VANETs with unicast traffic, which is based on
linear regression, is proposed in [13]. However, very limited performance evaluation
results are reported in [13], e.g. no results on the detection time are given.

In comparison to the above studies, we consider the beacons, which are transmitted
regularly in IEEE 802.11p broadcast mode without retransmissions, making it possible
to propose an alternative jamming detector. To the best of our knowledge no literature
has considered the problem of jamming DoS attacks detection in VANET platoons so
far.

The contribution of this paper is twofold:

e asimple real-time detector of jamming DoS attacks in VANET platoons is proposed;

e the detector is validated in terms of detection and false alarm probabilities within
the limited time for two types of jamming attacks.

We emphasize that in this paper we do not consider MAC layer misbehavior, when
some nodes violate IEEE 802.11 rules and choose a small backoff counter to get the chan-
nel access more frequently than other nodes, and therefore, degrade their performance.
The real-time detection of such cases has been studied recently, e.g. in [14] and [15].

The manuscript is organized as follows. In Section II we describe the system model.
Section III presents the proposed DoS detection method. Performance evaluation results
are provided in Section IV. Finally, Section V concludes the paper.
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Figure 2: Time diagram of the transmissions before the division into independent detection
periods
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Figure 3: Time diagram of the transmissions after the division into independent detection
periods

2 System Model

The following assumptions on the system operation are adopted in our study:

1) The platoon is comprised of N vehicles, which are all in each others communication
range. We assume a practically feasible case with the following reference values of the
parameters: [EEE 802.11p communication range — 400-500 meters, inter-vehicle distances
in the platoon — 5 meters, truck length — 15 meters, this assumption holds for platoons
with N < 25. The current value of N is known to the vehicles since joining and leaving
of the platoon involves some negotiation protocol [5].

2) The time between the generation of two subsequent beacons, which is chosen by a
vehicle, is fired and denoted as T' and referred to as beaconing period. According to [6]
the possible range for 7" is 0.1-1 second and varies accordingly to the current rapidity
of its kinematic information change. Therefore, the assumption roughly holds for the
platoon keeping constant velocity on a highway:.

3) Each generated beacon is broadcasted into the channel according to the IEEE
802.11p MAC rules. The random backoff counter value is chosen uniformly from the
interval [0, W — 1], where W is the minimal Contention Window (CW). The counter is
decremented by one after each slot of length ¢ when no activity is sensed in the channel.
In case transmission is detected, the vehicle has to ensure that the channel becomes
idle for the Arbitrary InterFrame Space (AIFS) before further decreasing the backoff
counterP] The transmission is performed, when the counter turns to zerd’] The beacons
are neither acknowledged by the recipients nor retransmitted. The beacon transmission
time is 7 = T}, + L/ R, where T}, is the header transmission time, L is the beacon payload
size and R is the channel rate.

4) The communication channel is assumed to be error-prone with independent losses

3If the jammer receives the preamble of a packet and starts to corrupt only its payload, then Extended
InterFrame Space (EIFS) should be used instead of AIFS [16]. In this paper we assume that the packet
is completely destroyed by the attacker.

4In the IEEE 802.11p if the channel was sensed as idle for the AIFS time prior to the packet generation
it is allowed to transmit it immediately without entering the backoff process. Throughout of this paper
we ignore this option to avoid persistent collisions at each beaconing period in case two (or more) beacons
are generated at a nearby time instances.



142 PAPER 3

of beacons and fixed packet error rate (PER). As it follows from the practical measure-
ments reported in [17], when the platoon length does not exceed 400 meters, PER is
lower than 1%, given the line-of-sight condition between the antennas of vehicles holds
(this can be achieved by placing them, e.g. at the outdoor rear-view mirrors). Apart
from the noise, collisions with beacons from any of the N — 1 remaining vehicles are also
possible.

Two attacker models are assumed [12]:

e "Random jamming". Each packet transmitted in the channel is corrupted indepen-
dently with probability p.

e "ON-OFF jamming". In the OFF state no packets are jammed, while in the ON
state K subsequent beacons are destroyed with probability one. Then the attacker
switches to the OFF state. The OFF-ON transitions occur at the moments of
beacon transmission start with probability p.

3 Simple Jamming Detection Method

3.1 Preliminaries

Let us assume that there is a node (detector), which continuously listens to the channel,
where the exchange of beacons between the vehicles in the platoon occurs. Practically
the detector can be envisioned as a sniffer mounted on the leading vehicle.

The operation of the proposed jamming detector comprises two phases: installation
phase and normal operation.

3.2 Installation phase

The objective of the installation phase is to divide all the vehicles in the platoon into
groups in a way that the beacons from different groups never collide with each other.
For this reason the detector tries to obtain some estimates for the beacons generation
moments of all the vehicles in the platoon. The actual transmissions may occur at a later
moments due to the random backoff delays.

The detector listens to the channel until it has received the sequence of N + 1 suc-
cessfully transmitted beacons in a row’} The sequence of time intervals between these

transmissions is denoted as (t1,ts,...,tyx), where t; is the duration between the end of
transmission of the i-th beacon and start of the transmission of the (i + 1)-th one, see
Fig. [2|

Proposition 1. Beacons from nodes ¢ and ¢ + 1 never collide if both the following
conditions hold:

T+ AIFS > (W —1)o, (1)
ti > AIFS+ (W —1)o. (2)

5The mean time needed to receive such a sequence is studied later in the paper.
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Proof: Let x be the moment of time when the transmission of node i has finished.
From it follows that independently of its backoff counter choice, node ¢ could not
start its transmission later than x + AIF'S. Analogously from it follows that node
1+ 1 could not start its transmission earlier than = + ATF'S. B

In the following we assume that system parameters are chosen in a way that is
satisfied (see Section IV) and we adopt the notation S = AIF'S + (W — 1)o.

Proposition 2. Let t,, = maxj<,<yt;, then nodes m and m + 1 never collide if
% >7+ 8.

Proof: The minimal possible value of t,,, is achieved when the transmissions of all the
N vehicles are uniformly spread in time within the beaconing period 7', i.e. the difference
between their transmission times is 7//N. Taking this into account, it is easy to see that
inequality ([2]) for ¢,, holds. W

Applying Proposition 2 the detector operation is divided into independent detection
periods of duration 7. We define that the first detection period begins o(W — 1) prior
to the transmission start of the m-th beacon, see Fig.

Let t = (tmat1s tma2y - -5 tny L1, o, ..o ty). For easiness of notation let us renumber
the components of this vector as t = (¢, 5, ..., t%), where t7 is the duration between the
end of transmission of the j-th beacon and start of the transmission of the (j+ 1)-th one.

Applying Proposition 1 it is possible to divide all the vehicles into groups in a way that
beacons from different groups never collide. For this reason vector ¢ should be analyzed:

e If for some vehicle j: t;_; > S and ¢j > S, then the beacons of this vehicle never
collide with other beacons.

e Analogously if there is a group of K > 1 vehicles 71, ja, ..., jx such as t; < .S holds
forforall k: 1 <k < (K —1),but tf;_, > S and t}; > S, then the beacons of these
K vehicles can collide with each other, but not with the ones of the other N — K
vehicles.

Therefore, the outcome of the installation phase is the sets (); of vehicle identifiers
such as beacons from different sets never collide with each other, which is obtained by
analyzing the transmission in the first detection period. By the end of the first detection
period the detector switches to normal operation.

3.3 Normal operation of the detector

Normal operation is organized in detection periods of length T'. The detector listens
to the channel and records the identifiers of the vehicles for which beacons have been
successfully received. The decision is made by the end of each detection period as follows:

o "Alarm": if there is at least one group among €);, where exactly one beacon has not
been received.

e "No alarm": otherwise.

The underlying idea of such an approach is simple: in case of a beacon loss there
should exist at least two nodes involved in the collision within the same group.
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4 Performance Evaluation

4.1 Preliminaries

We study an IEEE 802.11p system with N=25 vehicles and T=0.1 s with the following
parameter values (see [16], best effort MAC access category): AIFS=110 us, W=16,
L=400 bytes, R=3 Mbit /s, 0=13 us, T,=52 us.

It is easy to check that for the above parameters, the condition holds. Simulations
demonstrate that the installation phase time, i.e. the time from the moment when the

detector is turned on until the end of the first detection period, does not exceed 150 ms
for the error-free channel and 200 ms for PER =0.01, see Fig. [4]
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Figure 4: Cumulative distribution function (CDF) of installation phase time

Under the given set of assumptions and based on the rules of detector operation, the
probability of false alarm, i.e. the probability that the alarm is triggered although no
beacons have been jammed in the detection period, is zero for error-free channel and does
not exceed 2% for PER = 0.01 (0.1 <p < 0.5).

In the following subsections we study the probability of attack detection Pjyeiection, i-€-
the probability that the alarm is triggered, given that at least one successfully transmitted
beacon is jammed in the detection period.

4.2 Random jamming case

For the random jamming case, the relation between the probability of attack detection
and the jamming probability is depicted in Fig.[f] We average the detection probability
for different initial mutual offsets of beacon generation moments. For any p value the
averaged Pjeection €xceeds 0.996 for error-free case and 0.993 for PER = 0.01. Taking
into account that one detection period is 7" = 0.1 s, in most cases the attack is detected
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with probability close to one within a few hundred milliseconds.

The minimal value of Pjeection is observed when two beacons in average are jammed
during the detection period, i.e. when p/N = 2, since the probability that these two
beacons belong to the same group and, therefore, the attack is not detected, is high.

The operation of the system for the error-free case can be analytically modeled using
the following approximate approach.

Let us assume that the detection period is divided into M slots, such that M =
m. If ¢ vehicles choose the same slot for the transmission (each with proba-
bility 1/M), then they form one group. Due to time diversity provided by the backoff
mechanism, transmissions of the group take 7 slots.

For such a model, the probability that a particular group of ¢ beacons is formed
(2 <i < N), can be computed recursively as:

P = (N U 2)> P (1 Alﬁl)N_i, (3)

where P, = 1/M.

Assuming for simplification that there are no collisions in the detection period and,
therefore, potentially any beacon can be jammed, we calculate the probability that at
least 2 beacons (out of the group with n) are corrupted by the jammer as:

Qn.p) =Z (?)pfu e (1)

Finally, taking into account the detector operation rules, which cannot detect the
cases when more than one beacon is jammed in a group, we obtain:

N
Pdetection ~1 - Z PnQ(n7p) (5)

n=2

4.3 ON-OFF jamming case

For the ON-OFF jamming case (K = 2), the relation between the probability of attack
detection and the jamming probability is depicted in Fig. [6]

In contrary to the random jamming, Piesecrion in this case is an increasing function of
the jamming probability. Small p values correspond to the case when exactly two sub-
sequent (and therefore highly probable — belonging to one group), beacons are jammed,
which is not detected. With the increase of p, more pairs of beacons are likely to be
jammed, i.e. it is more probable, that a group of exactly one beacon is involved and,
consequently, the attack is detected. Further increase of the K value also increases

P, detection
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Figure 6: Attack detection probability for ON-OFF jamming (K = 2)

5 Conclusion and future work

We have proposed a simple algorithm for real-time detection of jamming attacks against
beaconing in 802.11p vehicular networks. For the reference platooning scenario under
the simplified assumptions our algorithm provides in average the probability of detection
not lower than 0.9 and no false alarm for any jamming probability.

Our ongoing work is focused on relaxing the assumptions of the presented model
(especially about the fixed beaconing period) and correspondingly enhancing the detector
for realistic scenarios.
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Abstract

Inherent unreliability of wireless communications may have crucial consequences when
safety-critical Cooperative Intelligent Transportation Systems (C-ITS) applications en-
abled by Vehicular Ad-Hoc Network (VANETS) are concerned. Although, natural sources
of packet losses in VANETSs such as network traffic congestion are handled by a Decen-
tralized Congestion Control (DCC), losses caused by malicious interference need to be
controlled too. For example, jamming Denial-of-Service (DoS) attacks on Cooperative
Awareness Messages (CAMs) may endanger vehicular safety and first and foremost are
to be detected in a real-time. Our first goal is to discuss key literature on jamming
modeling in Vehicular Ad-Hoc Networks (VANETS) and revisit some of existing detec-
tion methods. Our second goal is to present and evaluate our own recent results on how
to address real-time jamming detection problem in Vehicle-to-Everything (V2X) safety-
critical scenarios with the use of Artificial Intelligence (AI). We conclude that our hybrid
jamming detector, which combines statistical network traffic analysis with data mining
methods, allows achieving acceptable performance even when random jitter accompanies
the generation of CAMs what complicates the analysis of the reasons for their losses in
VANETSs. The use case of the study is a challenging platooning C-ITS application, where
V2X-enabled vehicles move together at highway-speeds with short inter-vehicle gaps.

1 Introduction

Cooperative Intelligent Transportation Systems (C-ITS) integrate telecommunications,
electronics and information technologies with transport engineering aiming at increased
road safety, efficiency and driving comfort [1]. Dependable and secure Vehicle-to-Everything
(V2X) communications to exchange status updates among road users is an important
component of the C-ITS. The concept of Vehicular Ad hoc Networks (VANETS) assumes
that vehicles, which encounter each other on roads, are able "to talk" in machine-to-
machine (M2M) fashion [2], understand each other, and cooperate. To this end, the
standardization in V2X communications is absolutely needed and has been actively car-
ried recently worldwide. For instance, European Telecommunication Standard Institute
(ETSI) delivered the first ITS-G5 release of V2X communication standards in 5.9 GHz
band under European Commission Mandate M/453. ITS-G5 defines the overall vehicu-
lar communication protocol stack. Similar stack for North America is specified by IEEE
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1609.x WAVE (Wireless Access in Vehicular Environment). The packets with status up-
dates are referred to as Cooperative Awareness Messages (CAMs) in Europe and Basic
Safety Messages (BSM) in USA. Both are generated with the periodicity in the order of
tens messages per second by every road user and are transmitted to the surroundings in
a broadcast mode.

We believe that future self-driving vehicles as well as advanced assistance applications
for highly automated driving will rely on a massive deployment of V2X technologies
empowered by edge [3] and fog [4] computations, which will make a theoretical concept
of VANETS and Internet of Vehicles to come true. The reasonable concern, that connected
vehicles could be quite easily exposed to cyberattacks via wireless as entrypoint was risen
in [5]. While to prevent uploading of malicious code to vehicle through wireless there are
various cryptography-based countermeasures exist, the radio jamming was not studied
carefully in the literature.

V2X communication links are inherently vulnerable to different forms of losses that
may endanger vehicular safety of the C-ITS. It is important to identify the sources of
packet losses in critical vehicular networked control loop since a source could require
a design of specific countermeasure. For example, to control the natural sources of
losses (e.g., network traffic congestion) in VANETs the Decentralized Congestion Con-
trol (DCC) mechanism, which is a mandatory V2X component, was standardized for
VANETS in both ETSI and IEEE frameworks. The European DCC approach is based
on state machines, where in each state the controller limits parameter values that in-
fluence the channel load. At the same time, protocol parameters like CAM generation
rate or MAC parameters could be adjusted to avoid performance degradation caused by
CAM collisions. CAM losses caused by channel impairments may be partially mitigated
by adjusting PHY parameters (e.g. decrease channel datarate, increase transmission
power) or, again, adjust CAM parameters (e.g. like CAM generation rate if allowed by
congestion control mechanism). However, malicious interference needs to be controlled
too. Experiments in [6] demonstrated that a reactive jammer can be created with an
open access wireless research platform, when located along the road it can substantially
increase the packet loss ratio at V2V links of platooning vehicles up to the level of a
complete blackout for few seconds. Thus, a jamming Denial-of-Service (DoS) attack on
CAMs may endanger vehicular safety and first and foremost is to be detected in real-
time. Moreover, none of the above mechanisms is designed for handling losses caused by
malicious interference. Besides, trying aforementioned adaptations, a valuable time in
safety critical application could be lost. Instead, one could design specific measures for
such situation by immediately adjusting the physical part of the system (e.g. increase
headway time between vehicles) to presume safety of the C-ITS application. However,
no network control mechanism for malicious interference in VANETs was presumed so
far. We believe, that certain steps should be undertaken in this direction.

There are few common ways to execute the Denial-of-Service (DoS) attack in vehicular
scenarios. One can keep sending fake requests constantly what makes some segment of
VANET busy [7]. Another form of malicious activity is an intentional corruption of the
CAM/BSM packets exchanged between some of the road users. For instance, in random
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jamming each transmitted packet is distorted by a malicious node independently with
a fixed probability. In ON-OFF jamming, the interference is generated to destroy a
sequence of consecutive packets [8]. The need of jamming detection in VANETS is strongly
justified by [6], where the authors implement different jammers and demonstrate their
potentially severe impact on the performance of safety V2X applications. Therefore, an
emerging problem of malicious interference monitoring, showcased in the form of a real-
time jamming detection in vehicular scenarios, is a subject of this article. For a broader
context of this problem in the area of wireless network security, an interested reader is
referred to [9)].

As a starting point to approach the problem, we notice that since both I'TS-G5 and
WAVE stacks assume IEEE 802.11p standard at the lower layers, we see the approaches
designed to detect jammers in Wi-Fi networks as a natural choice for the V2X communica-
tions as long as they are appropriately adapted for vehicular context. The fundamental
difficulty for a detection of jamming in IEEE 802.11 Medium Access Control (MAC),
which adopts a Carrier Sense Multiple Access with Collision Avoidance (CSMA /CA) ap-
proach, is a need to tell legitimate sources of packet losses such as channel impairments
and interfering traffic from any malicious activities. Trivial metrics like Packet Delivery
Ratio (PDR) are not appropriate for this purpose [10].

Seminal theoretical paper [11] on the detection of DoS attacks in IEEE 802.11 sug-
gests monitoring different channel events and estimating their likelihood while taking
into account the rules of the backoff collision resolution mechanism. The detector de-
signed allows for a robust detection of random jamming within the delay in the order
of milliseconds for IEEE 802.11b network with unicast traffic. In vehicular scenarios
acceptable detection latencies which are imposed by a physical proximity of high-speed
road users running C-ITS safety applications, are in the same order. Therefore, we find
these results promising and apply similar approach to design a detection method [12] for
a periodic broadcast traffic of CAM packets in IEEE 802.11p. Recently, this work of us
is independently extended further for multi-channel WAVE framework in [13].

The strong assumption of the latter works, however, is that CAMs are arriving to
the MAC layer with a fixed period. Although, in theory this assumption on a perfect
CAM nperiodicity pattern makes sense, there are sources of jitter in real systems. For
instance, there will be non-negligible random processing delays between the message
generation moment and the time when actual packet is placed in the MAC-queue for
the transmission [14]. Therefore, in our article we rely on Artificial Intelligence (AI)
to relax this assumption and augment previously suggested statistical method [12] with
the data mining approach in order to enable detection of jamming under these more
complex conditions. Previously, data mining-based techniques have been already applied
for jamming detection in IEEE 802.11 networks [15] and demonstrated high reliability
although have not been adapted for time-critical detection in V2X safety scenarios.

The article is organized as follows. In Section II we describe the scenario of interest
and assumptions adopted in our study. Section III discusses the limitations of existing
VANET jamming detection methods, while our new approach is presented and evaluated
in Section IV. Concluding discussions are presented in Section V.
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2 Scenario and assumptions

2.1 Scenario
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Figure 1: Reference scenario.

In this study we focus on the C-ITS use case named platooning [14], which is one of
the applications that is assumed to be an early adopter of V2X technology. A European
strategy on “Cooperative Intelligent Transport Systems, a milestone towards cooperative,
connected and automated mobility” (November 2016) highlights, that “Communication
between vehicles, infrastructure and with other road users is crucial also to increase the
safety of automated vehicles and their full integration into the overall transport system.
Truck platooning (trucks communicating to automatically and safely follow each other at
very short distance) is a good example: connectivity, cooperation and automation must
all come together to make it work.”

In platooning the leading vehicle is a human-driven, while others follow it auto-
matically while relying on the information exchange of CAMs on a dedicated ITS-G5
wireless communication channel via the IEEE 802.11p protocol. Therefore, platooning
is a C-ITS application where unreliability of V2X communications could negatively in-
fluence the system-level performance and even cause critical impact on road safety. It
was demonstrated in [6] that jamming attacks may have a crucial impact on platooning
communication performance and are easy to implement. Thus, reliable methods to detect
jamming intrusion into platooning C-ITS are required. Moreover, taking into account
that platooning vehicles are moving with only a few meters inter-vehicle gap, the DoS
detection methods should be able to detect attack in real time within a fraction of a
second.

We consider the following reference jamming DoS attack scenario: platoon moves on
a highway, while the malicious vehicle, that implements jamming DoS attacks, drives in
the proximity, for instance, on a neighboring lane, see Figure
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2.2 Assumptions

We assume a platoon [14] of N vehicles. Following our previous works [12, 14|, we assume
that all vehicles in the platoon are within each other’s communication range. Indeed,
since for the valid inter-vehicle distance of 7 m, which for 20-25 vehicles results in a
maximum platoon size as of 300 m when the car length is 5 m, and less than 500 m when
the truck size is 13 m. A recent measurement campaign (see Fig. 4, [16]) shows that in
a convoy of vehicles moving on a highway, exploiting IEEE 802.11p transceivers in the
5.9 GHz band, the communication range, where the vehicles experience confident packet
reception, is at least 500 m.

To enable functioning of the platooning control system, we assume each vehicle is
generating and transmitting CAM messages. This process incorporates the following
steps:

e According to EN 302 637-2 ETSI standard [17] CAM is generated. Each vehicle
generates f messages per second (with corresponding generation period 1" = %)

e CAM experiences a random transmission jitter with distribution ~ uni form|0, §] ms
before the packet is placed in the MAC queue for the actual transmission.

e CAM packet is transmitted on a dedicated ITS-G5 channel in accordance with the
[EEE 802.11p MAC which introduces further CSMA /CA backoff delays.

Following [12], we consider two jamming models:

e "Random jamming'. Fach transmitted CAM is jammed independently with prob-
ability p.

e "ON-OFF jamming". In the OFF state no packets are jammed, while in the ON
state K subsequent CAMs are destroyed with probability one. Then the attacker
switches to the OFF state. The OFF-ON transitions occur at the moments of
CAMs transmission start with probability py.

2.3 Data description

The system model described above was used to simulate platoon communication exchange
traces for the evaluation of detection methods. As a simulation tool we use our own
simulation framework written in MATLAB, the same that was used in our original work
in [12]. Number of vehicles in a platoon was varied in the following range N = {5, 10, 15,
20, 25}. CAM generation frequency was fixed to f = 30 Hz. The jitter parameter was
set to d = 10 ms (jitter~ U(0, 10) ms). We also assume that the detector has information
about the time of collision/jamming event in the channel. To our knowledge, there are
number of methods proposed in the literature, that could enable collision detection in
802.11 systems. Thus, for example, [18] propose a method that is able to stably and
in real-time detect packet collision in OFDM based 802.11 systems. The duration of
simulation was fixed to 150 s. Each platoon communication exchange trace had two
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parts without and with jamming. The part without jamming occupied first 75% (3/4)
duration of a trace (approximately 112.5 s). It served as the training data for a detection
method. The jamming (either random or ON-OFF strategy) was added to the last 25%
(1/4) duration of a trace (approximately 37.5 s). This part was used as the testing
data to evaluate the performance of a detection method. During the jamming phase
the probability of a CAM to be attacked was fixed to p = 0.01, po = p/K = 0.05
(K = 2). Ten independent platoon communication exchange traces were simulated for
each combination of jamming strategy and vehicles number N.

2.4 Performance metrics

For evaluation of detection methods, we use performance metrics commonly accepted
in data mining. In particular, a confusion matriz is used. It is a table depicting the
prediction results against the ground truth. For the purpose of jamming DoS detection,
a binary confusion matrix is sufficient. It requires two data labels: positive and negative.
Positive labels are given to the events of interest. In our case, these are the collisions
caused by a malicious node. Respectively, the legitimate CSMA /CA collisions are marked
with negative labels. The binary confusion matrix has four entries referred to as: true
negatives (TN), true positives (TP), false negatives (FN), and false positives (FP). In
the scope of this paper, the confusion matrix entries are interpreted as follows: a) True
negatives (denoted as C for Collisions) are legitimate CSMA /CA collisions correctly iden-
tified by a detection method; b) True positives (denoted as J for Jamming) are jammed
CAMs correctly identified by a detection method; ¢) False negatives (denoted as M for
Missed detections) are jammed CAMs which were not detected, i.e., they are considered
to be legitimate CSMA /CA collisions; d) False positives (denoted as A for false Alarms)
are legitimate CSMA /CA collisions which were falsely detected as jammed CAMs.

The confusion matrix characterizes the performance of a detection method. It is,
however, convenient to have a single numeric metric for the comparison of different
detection methods. As the main focus of this paper is on jamming DoS detection, we
have chosen to use F; score as the overall performance metric of a detection method.
Given the confusion matrix, F; (denoted as F') score is calculated as follows:

27

F:2j+A+M'

F; score of an ideal detection method is 1 while an absolutely idle detection method has
F score, which equals 0. In other words, a detection method with the higher F; score is
preferable.

Two other metrics used below are true positive rate (TPR) and true negative rate
(TNR). TPR (denoted as P) is a portion of jammed CAMs correctly identified by a
detection method:

J

P = .
J+ M
TNR (denoted as I) is a portion of legitimate CSMA/CA collisions correctly identified
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by a detection method:

3 Existing detection methods

This section introduces two reference detection methods: a model-based and a data-
driven. The model-based method presented in [12] is the current state-of-the-art for the
real-time detection of jamming in VANETSs. It is purposefully designed for the considered
problem taking into account the knowledge about the IEEE 802.11p communication
protocol as well as the platooning C-ITS application and making certain simplifying
assumptions, hence, it is model-based.

To enable functioning of each of the later presented detection algorithms, the detector
can be envisioned as a sniffer mounted on the leading platoon vehicle.

The operation of the model-based method [12] is the following. First, during an
installation phase, the model-based method should collect the statistics of the CAM
transmissions in the communication channel, until it receives the sequence of N + 1
successfully transmitted CAMs in a row. Then, it separates all the transmissions in
different groups accounting for the fact that from the CSMA /CA algorithm rules it follows
that two CAMs never collide if they do not have any common slots out of the contention
window size to choose. The analysis of the obtained transmitted CAMs provides the
outcome of the learning phase in the form of sets of vehicles’ identifiers. CAMs of
vehicles from different sets never collide with each other. A detection mode is divided into
independent detection periods (duration of which is equal to the CAM generation period
T). The detector compares overheard transmission results with the sets acquired during
the installation phase. The jamming is detected using the following straightforward rule:
if there is at least one set among the sets formed at the installation phase where exactly
one CAM has not been received, a jamming DoS attack is detected.

A data-driven approach in its extreme is completely opposite to a model-based ap-
proach. It may work without any knowledge of a system but it requires data produced
by that system. Additionally, the data-driven approach requires to use a data mining
method for processing the available data.

In terms of data mining, the jamming DoS scenario in this article can be treated
as a problem of anomaly detection in a discrete sequence. It is the anomaly detection
as there are two types of events in the considered system: natural collisions (legitimate
CSMA /CA collisions) and anomalous collisions (jammed CAMs). Legitimate CSMA /CA
collisions are possible according to the IEEE 802.11p MAC communication protocol used
in V2X, hence, they are treated as natural events. Jammed CAMSs, on the other hand,
are not a part of the system design, they come from an unknown source and they are
rather rare (jamming DoS attacks are very dangerous but not as frequently observed
as legitimate CSMA/CA collisions on the overall platoon operation scale), therefore,
jammed CAMs are treated as anomalies and their occurrence in the system should be
detected. Hereafter, we refer to the term collision when the source of the CAM loss
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(either legitimate collision or jamming) is unknown. The type of data for the jamming
DoS scenario is discrete sequence because a platoon communication exchange trace is a
temporal sequence and at the level of IEEE 802.11p slots it is discrete. For an overview
of other types of anomaly detection problems in discrete sequences and data mining
methods, an interested reader is referred to survey [19]. For the data-driven detection
approach, we use a concrete method suggested in [19] for the case of detecting anomalies
in discrete sequences. It is called the window-based method.

On a very high conceptual level, the window-based method works in two phases:
training and detection. In the training phase, it simply makes a dictionary which con-
sists of fixed-length subsequences of the training data (hence window-based). In the
detection phase, it takes a subsequence (the same length as in the dictionary), which
should be evaluated. Next, it finds the most similar subsequences in the dictionary. An
anomaly score is calculated using values of similarity to these subsequences. Finally, if
the calculated anomaly score is above a threshold then the subsequence is considered to
be an anomaly.

Performance of the reference detection methods

1 ‘
B Data-driven method (with jitter)
BData-driven method
0.9+ B Model-based method i
<3
< 0.8
~
o
S
Cﬁ 0.7
P~
0.6
0.5

Random jamming ON-OFF jamming
Jamming strategy

Figure 2: Performance of the reference detection methods: the model-based [12] and the
window-based [19]. The number of vehicles in a simulated platoon was fixed to N = 25. Bars
depict mean true positive rate (P) values.

Figure [2[shows Fy scores F' for the reference detection methods: the model-based [12]
and the data-driven window-based method [19]. It is important to note that the the
performance of the window-based method is overoptimistic. Recall that this method
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requires to choose an anomaly threshold, which is usually application dependent. The
choice of the anomaly threshold will determine the balance between true positives and
true negatives, which in turn determine the detection performance. It was found em-
pirically, that in the data-driven method the correct choice of the anomaly is critical
for achieving high detection performance. Therefore, in the absence of a threshold set-
ting algorithm for each platoon communication exchange trace we have chosen to use a
threshold that maximized F; score. Thus, the reported results should be treated as an
optimal theoretical performance rather than a real one.

When we compare the window-based and the model-based detection methods for the
case of random jamming, expectedly, the model-based detection method outperforms
the data-driven one, since it was specifically designed for the given system model of
platoon under specific assumptions and using the knowledge of platoon operation from
communication protocol point of view. However, the model-based detection method is
designed under the strong assumption, namely it assumes that CAMs are generated with
deterministic period and are placed in the MAC queue immediately, although in practice
there might be random delays in CAM processing. Thus, this method simply can not
operate under any deviations in the moment when CAM arrives to the MAC layer. At the
same time, data-driven window-based approach can still provide some detection figures
even, when one introduces a jitter.

From Figure[2)it is clear that once the jitter was added the performance of the window-
based detection method decreased significantly as there were many false positives in the
presence of jitter. In particular, for the random jamming the mean F; score dropped
from 0.87 to 0.54. In other words, while the window-based detection method works in
the presence of jitter its overall performance is rather poor. A possible explanation of
the decreased performance of the window-based detection method is based on the fact
that the jitter increases the complexity of patterns present in the data. It could be
that the increased amount of the training data (with jitter) would address this problem,
however, it would make such a data-intensive solution for the considered problem to be
impractical.

As one could see, both reference detection methods have their own disadvantages lim-
iting their possible practical usage. Therefore, we propose to consider a hybrid approach
that would take the advantages of each reference method to overcome the limitations
presented above and enable reliable jamming DoS detection in V2X C-ITS.

4 Proposed detection method

A hybrid detection method combines the prior knowledge of the communication protocol
operation of the platoon and the statistics collected from training data (platoon commu-
nication exchange trace) for a particular realization of vehicular communications pattern.
Similar to the model-based method it operates on detection periods. Another, rather sim-
ple knowledge about the system is that in order to create a legitimate CSMA /CA collision
at least two vehicles have to transmit their CAMs simultaneously. Because the number of
vehicles in the platoon is known and fixed, this knowledge can be used to unequivocally
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detect jamming in the cases when k collisions happened during a detection period and
only N — k CAMs were received. In other words, there are no sources of interference
other than a malicious node, hence, collisions are identified as jammed CAMs.

Training phase Detection phase
Training Detection period
sequence

Form detection periods
k collisions observed
: N — k CAM received
' YES
v :
Approximate CAM Jammed CAM
transmission instances NO
with (i, 6) ' ¢
Use collision dictionary
to estimate
—— , the likelihood if
Form collision dictionary collision was legitimate
or jamming

Figure 3: Flowchart of operation of the hybrid detector.

However, more complex cases cannot be treated with this knowledge alone. Therefore,
additional information about the system is extracted from the training data. Recall that
CAMs are generated with the constant frequency f but the actual CAM transmission
time in the detection period fluctuates due to the MAC procedures and jitter. The hybrid
detection method uses the training data to approximate the CAM generation time of each
vehicles in a detection period using normal distribution. This information is used during
a detection phase to estimate how likely particular vehicles were involved in a collision.
Additionally, the hybrid detection method creates a dictionary of collisions observed in
the training data. The approximations of CAM generation times are used to identify
vehicles involved in these collisions.

The detection phase is done in two steps. The first step treats two cases, which
can be identified using the knowledge about the system. One case was presented above.
Another case is when one collision happened during a detection period and less than
N — 1 CAMs were received, then the collision is identified as the legitimate CSMA /CA
collision. The second step treats all other situations using the dictionary of collisions and
the approximations of CAM generation times to calculate the anomaly scores for both
possible types of collisions (legitimate CSMA/CA collision or jammed CAM). A type
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with the higher score is assigned to the collision. The general operation of the hybrid
detector is summarized as flowchart on Figure 3] It should be noted that for the model-
based detector the decision on jamming presence is taken every T'. For hybrid detector
the decision delay does not exceed 1.57". Thus, both detectors are able to detect jamming
in real-time and the decision delay is bounded.

Performance of the hybrid detection method

1 P Random jamming

0.98 ?(S)tlj—%FF jsmming

LL' . - . deviation -

< 0.96 ]
3

@ 0.94 - 1

=0.92¢ ,

0.9
5 10 15 20 25

Number of vehicles in platoon, N

Figure 4: Performance (F; score) of the hybrid detection method against the number of
vehicles in a platoon for random and ON-OFF jamming strategies.

Figure {4] shows the hybrid detection method performance in terms of F; score (both
mean values and standard deviations are shown). The results are depicted for two dif-
ferent jamming strategies and varying number of vehicles in the platoon. There are two
main findings observed. First, for the increased number of vehicles, mean F; score is de-
creasing while standard deviations are increasing. Second, the hybrid detection method
performs slightly better in the case of random jamming. We conjecture that it has to
do with the nature of the hybrid detection method, which performs detections within
the detection periods. As the ON-OFF jamming introduces the consequent collisions, it
could increase the complexity of analysis for determining the nature of each collision.

Table [I| provides mean values of P (TRP) and I (TNR) for the hybrid detection
method in the considered range of vehicles in the platoon. The upper part of the table
shows the results for the random jamming while the lower part of the table shows the
results for the ON-OFF jamming. The results show that the efficiency of jamming detec-
tion is similar for both jamming strategies. It mostly depends on the number of vehicles
participating in the platoon. Similar, to the Figure [ both performance metrics decrease
with the increased number of vehicles in a platoon. However, even when the number of
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Table 1: Detection performance.

Random jamming

N 5 10 15 20 25
TNR, I | 1.000 | 0.992 | 0.986 | 0.983 | 0.978
TPR, P | 1.000 | 0.997 | 0.993 | 0.985 | 0.956

ON-OFF jamming
N 5 10 15 20 25

TNR, I | 1.000 | 0.990 | 0.982 | 0.977 | 0.973
TPR, P | 0.998 | 0.997 | 0.991 | 0.981 | 0.950

vehicles is large (N = 25) both metrics have high values, especially when compared to
the performance of the alternative method (cf. Figure [2).

5 Discussions

Based on the results of the performance evaluation, one could conclude, that for both
random and ON-OFF jamming strategies, the hybrid detection method demonstrated
a high detection performance keeping false positive rate (1 — I) and false negative rate
(1—P) at quite low levels. It is important to note here, that the hybrid detection method
was tested in the scenario system with jitter, which the two considered reference detection
methods were not able to deal with.

In contrast to the reference detection methods, the nature of the proposed detection
method is hybrid. It takes into account the knowledge about the platoon from the com-
munication protocol point of view (as the model-based method [12]) but it also uses a
communication exchange trace produced by a platoon (as the window-based method).
Thus, the hybrid detection method tries to avoid the drawbacks of each reference ap-
proach: it works in the presence on jitter (in contrast to the model-based [12]) and shows
much higher detection performance in the presence of jitter in contrast to the data-driven
window-based method [19].

While the performance of the data-driven method considered in this article is not
high, one should not infer that there are no existing data mining algorithms which can
deal with the problem of interest. However, we presented that the baseline method for
anomaly detection in a discrete sequence suggested in the literature [19] did not achieve
satisfactory results. Therefore, we conclude that it is not trivial to simply apply data
mining methods to this problem without using the prior knowledge about the nature of
the system.

Another aspect of applying data mining methods is the usage of Deep Learning (DL),
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which is the dominating AI paradigm in many application areas. In relation to the
considered problem, there are two challenges for the DL. First, it requires a significant
amount of data. Currently, it does not seem feasible to train a detection method for a
general case (arbitrary vehicular communications pattern in a platoon). It implies that
one cannot train a detection method using, for example, simulated data and then deploy
the trained method in a real system. Instead, the data from a particular realization of
inter-vehicular communications pattern is needed but the amount of this data should
not be large otherwise a method becomes impractical. A possible way to overcome this
challenge could be the use of the transfer learning approach when a detection method
would be trained, e.g., with simulated data. This initially trained method would then
be used to adjust to a particular inter-vehicular communications pattern. The second
challenge is in

the nature of problems solved by the DL. Up to this day, most of the DL methods
require the supervised (annotated) data while the considered problem belongs to a class
of anomaly detection (see Section [3) where anomalous events are not available in the
training data.

Nevertheless, we conclude that Al-powered jamming DoS detection methods allow
handling realistic IEEE 802.11p V2X protocol behavior with uncertain time components
accompanying CAM generation, processing, and transmission processes. The later could
become an enabler for detection methods that would account for varying period CAM
generation strategies, for instance, mobility-dependent CAM triggering approaches [20]
or for a stochastic nature of CAM losses due to the impairments in the wireless channel.
From the network traffic control perspective, as soon as the DoS attack has been detected
in VANET, the next step is to apply a countermeasure, whose design we leave for future
work.
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Real-time jamming DoS detection in safety-critical
V2V C-ITS using data mining
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Abstract

A data mining-based method for real-time detection of radio jamming Denial-of-
Service (DoS) attacks in IEEE 802.11p vehicle-to-vehicle (V2V) communications is pro-
posed. The method aims at understanding reasons of losses of periodic cooperative
awareness messages (CAM) exchanged by vehicles in a platoon. The detection relies on
the knowledge of IEEE 802.11p protocols rules as well as on historical observation of
events in the V2V channel. In comparison to the state-of-the-art method, the proposed
method allows operating under the realistic assumption of random jitter accompanying

every CAM transmission. The method is evaluated for two jamming models: random
and ON-OFF.

1 Introduction

Cooperative ITS (C-ITS) is a promising extension of Intelligent Transport Systems (ITS)
when together with recent electronic advancements, the connectivity between road users
is introduced. Overall, C-ITS aims at improving road safety and vehicle fleet manage-
ment, decrease congestion, and reduce energy use. Vehicle-to-Vehicle (V2V) communi-
cations in Vehicular Ad-hoc Networks (VANETS) are expected to be a major enabler of
such a connectivity in C-ITS [1].

Different novel C-ITS applications can be enabled by V2V communications [2]. Our
focus is on a platooning, where a caravan of vehicles automatically follows a human-driven
leading one, which is one of the applications that is assumed to be an early adopter of
VANETs [3].

The automatic control of a platoon relies, particularly, on the information in coop-
erative awareness messages (CAMs) transmitted on a dedicated DSRC/ITS-G5 wireless
communication channel via the IEEE 802.11p protocol. Therefore, platooning is a C-I'TS
application where unreliability of V2V communications could seriously deteriorate the
system-level performance and even cause critical impact on road safety.

Packet losses in VANETS may be caused not only by legitimate IEEE 802.11p CSMA /CA
collisions or ITS-G5/DSRC channel impairments, but also by malicious interference orig-
inated from a radio transmitter located in the vicinity of communicating vehicles.

Experiments in [4] demonstrated that Denial-of-Service (DoS) attacks via jamming
of CAMs are easy to implement and may have a crucial impact on the platooning per-
formance. Specifically, jammer with the reaction time in order of tens microseconds can

169



170 PAPER 5

be created with an open access wireless research platform. When located along the road,
such a reactive jammer can substantially increase the packet loss ratio at V2V links of
platooning vehicles up to the level of a complete blackout for few seconds.

The simulation study in [5] demonstrated that the platoon system is highly sensitive
to jamming attacks and its performance can be compromised by a reactive jammer,
in particular it was shown that the presence of reactive jammer may lead to string
instability phenomena. In [6] authors perform a simulation experiment for radio jamming
countermeasures effectiveness, i.e. beamforming. Results demonstrate that in static
configuration of nodes like platooning beamforming may reduce the harmful influence of
radio jamming on platooning performance. However, no jamming detection technique
was proposed in study to identify the presence of jammer, also the power of the jammer
was limited, which make efficiency of beamforming questionable under stronger jamming
signal.

Thus, reliable methods to detect radio jamming DoS intrusion into platooning C-ITS
are required. Moreover, taking into account that platooning vehicles are moving with
only a few meters inter-vehicle gap, the jamming DoS detection methods should be able
to detect an attack in real-time within a fraction of second.

This letter enhances the model-based detector presented in [7] by relaxing one of its
key assumptions. Namely, [7] assumes fixed CAM generation period and is not designed
to operate under its random deviations inherent to practical DSRC/ITS-G5 implemen-
tations [3].

The letter is organized as follows. Section [2] describes the scenario of interest and the
adopted assumptions. The proposed detector is presented in Section [3| Performance of
detectors is evaluated in Section [l Section [ concludes the letter.

2 Scenario & System model

2.1 Reference scenario

mzhl:ﬁigu _ ) ) &munication
range \
k -“.ﬁ -Qve o oo m -.‘.Ji

Leadin
TruckN Trucky._; Truck, vehlcleg/
/

N vehicles

Figure 1: Reference scenario.
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We consider the following reference jamming DoS attack scenario: platoon moves on
a highway, while the malicious vehicle, that implements jamming DoS attacks, drives in
the proximity, for instance, on a neighboring lane, see Figure

2.2 Assumptions

We assume a platoon of N vehicles. Following our previous works [7, 3|, we assume that
all vehicles in the platoon are within each other’s communication range.

To enable functioning of the platooning automatic control system, we assume each
vehicle is generating and transmitting CAM messages. This process incorporates the
following steps:

e EN 302 637-2 CAM [8] is generated. Each vehicle generates f messages per second
(with corresponding generation period T = %)

e CAM experiences a random transmission jitter with distribution ~ U|0, §] ms before
the packet is placed in the Medium Access Control (MAC) queue for the actual trans-
mission. In our previous work [7] no jitter was assumed. Although, in theory this
assumption on a perfect CAM periodicity pattern makes sense, there are sources of
jitter in real systems. For instance, there will be non-negligible random processing
delays between the message generation moment and the time when actual packet is
placed in the MAC-queue for the transmission [3].

e CAM packet is transmitted on a dedicated ITS-G5 channel in accordance with the
IEEE 802.11p MAC which introduces further CSMA /CA backoff delays.

e The communication channel is assumed to be error-prone with independent CAM losses
and fixed packet error rate (PER).

Following [7], we focus on the two following jamming models:

e "Random jamming'. Each transmitted CAM is jammed randomly and independently
with probability p.

e "ON-OFF jamming". In the OFF state no packets are jammed, while in the ON state
K subsequent CAMs are destroyed. Then the attacker switches to the OFF state.
The OFF-ON transitions occur at the moments of CAMs transmission start with
probability py = p/K.

To enable functioning of the jamming DoS detector, we assume the leading vehicle
in the platoon is equipped with I'TS-G5 communication device and able to sniff com-
munication exchange between platoon members and implement the detection algorithm.
Also, we consider that platoon leader is always aware of the current platoon configuration
(number of vehicles N, adopted CAM generation period T') [3].

The detectors were evaluated using platoon communication exchange traces. Traces
were obtained via the simulations of the system described above. Table [I] presents the
parameters of simulations. Training sequences were not exposed to jamming.
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Table 1: Summary of data parameters (unless stated differently)

Parameter Values Parameter Values
Trace duration 150 s CAM frequency f=30Hz
Training sequence | first 75% | ON-OFF jamming par. K =2
Testing sequence | last 25% Jitter par. 0 =10 ms
# of traces! 10 Error rate, PER 0.1

3 Detection methods

3.1 Model-based detector

The operation of the model-based detector [7] is divided into training and detection
phasd? During training phase method collects statistics of N 4 1 successfully received
in a row CAM transmissions and subsequently classify them in the groups following the
rule: only CAM messages that could potentially collide from the CSMA /CA standpoint
are placed in the same group. A detection mode operates on the independent detection
periods (duration of which is fixed and equals to CAM generation period T'). During
detection phase the alarm is raised when exactly one CAM from the group formed in the
training phase is not received. Due to the space limitation, we omit the technical details
of the model-based detector operation, interested reader is kindly referred to original
publication [7].
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Figure 2: Detection sets.

3.2 Hybrid detector

In terms of data mining, the jamming DoS scenario in this letter can be treated as a
problem of anomaly detection in a discrete sequence [9].

There are two types of events in the considered system: natural collisions (legitimate
CSMA /CA collisions) and anomalous collisions (jammed CAMs). The proposed method

2In the original manuscript [7] the training phase was referred to as installation phase, while detection
phase had a notion of normal operation.



3. DETECTION METHODS 173

1 = = 1
09r 09+
£ o8} f08
207t 207
- S8
& WHybrid detector WHybrid detector
0.6 [IModel-based detector 0.6 [IModel-based detector]]
05 ‘ | Standard deviation 05 | Standard deviation
' 5 10 15 20 25 ’ 5 10 15 20 25
Number of vehicles in platoon, N Number of vehicles in platoon, N
(a) Random jamming (b) ON-OFF jamming, K =2

Figure 3: Probabilities of attack detection for the model-based and hybrid detectors against
the number of vehicles in a platoon in the absence of jitter (§ = 0) and noise-free channel for
p = 0.4. Plots depict mean and standard deviation values.

has a hybrid nature. Following data mining approach, it uses historical data of platoon
communications. At the same time, the a priori knowledge about a platoon is used in
the method.

The detector observes the transmissions of CAMs from different vehicles as well as the
collisions. The overall outline of jamming detector is presented in the form of a lowchart

in Fig. [

Training phase

Our initial target is to try grouping received CAMs, which are closely located on the
time axis, into detection sets in such a way that each set contains N received CAMs (one
from each vehicle). Our heuristic approach tries to do so.

First, we find N subsequently successfully received CAMs from different vehicles and
assign the identifiers V' to these CAMs (or respective vehicles) via their enumeration
in the ascending order from 1 to N. An interval of duration 7" which starts from the
transmission time of the first CAM in this sequence will be referred to as the detection
period. We use this initially identified period to further slot the entire time axis into
detection periods.

Second, for each detection period i, we create detection sets R; of pairs {CAM id,
CAM transmission time} as follows. In each detection period we track the last highest
CAM id received (denoted as lastHighestid). We use the parameter £k = N/2. When a
collision is observed last Highestid is also incremented by one. Let us denote the identifier
of the CAM under consideration as id. If the id > lastHighestid + k we assign CAM
to the previous detection period, if id < lastHighestid — k we assign CAM to the next
detection period, else we assign CAM to the current detection period. The illustration of
this process is shown on Fig. 2l CAM transmission time is measured from the beginning
of the detection period it belongs to.

Our next target is to "make a guess" which CAMs could have been involved into each
collision. For each detection period ¢ and respective detection set R; we consider time
intervals from the beginning of the period till CAM transmission times. For every vehicle
V' we average the data from different detection periods and compute the mean py and
the standard deviation oy of these intervals durations. As a result we get intervals of
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highly probable transmission starting times of each vehicle V: 7 = [uy — oy, py + oy].

Detection phase

During the detection phase, the detector keeps operating on the detection periods of
length T" and uses intervals of most probable transmissions 7y for all the vehicles from 1
to N obtained at the learning phase. Moreover, for each detection period ¢ the detector
builds a detection set R;, which is constructed by the middle of detection period 7+ 1 as
explained above.

We analyze each observed collision. On every detection interval ¢ for each collision ¢
with starting time ¢, we try to "make a guess" on which CAMs could create it and make
a set M, consisting of their ids. To this end we consider all the CAMs with ids V', which
are not in the detection set R; and if t. falls into interval 7y, then V' is added into set
M.. Also the set C, with an only element - collision identifier ¢ - is created.

Next, we try to find CAMs which could be involved in several collisions. For all
possible pairs of M; and M; (i # j) we check if there is a CAM id V' exists which is
included in both of them. If found, we merge M, with M; and C; with C;. The process
is repeated until we cannot find such CAM V any longer.

Finally, for each detection period we construct dependent collision set C = {Cy, ..., Cy}
and involved vehicles set M = {My, ..., My}, which both consists of subsets from the
previous step. The jamming detection is built on the basic knowledge about the system:
in order to create a legitimate CSMA/CA collision at least two vehicles have to transmit
their CAMs simultaneously, what enables the decision on raising the alarm jamming if
inequality |M;| > 2|C;| does not hold for at least one pair of subsets M; and C;.

4 Performance evaluation

In this section the detectors are studied from two angles. First, we conduct their per-
formance comparison in the absence of jitter. Second, since the model-based detector is
brittle to jitter, we introduce jitter in our experiments and focus on a performance of the
hybrid detector only.

We are interested in the following performance metrics:

e Upper bound on decision delay. For model-based detector the decision on jamming
presence is taken every T. Since the operation of hybrid detector is based on the
construction of detection sets R;, the decision delay does not exceed 1.57". Thus, both
detectors are able to detect jamming in real-time and the decision delay is bounded.
For our numerical values it does not exceed 50 ms.

e Probability of attack detection. We inherit approach used in [7] and in the following
subsections we use the probability of attack detection Pjyeiection, i-€. the probability
that the alarm is triggered, given that at least one successfully transmitted beacon is
jammed in the detection setf|

3Under the given set of assumptions and based on the rules of detector operation, the probability of
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Figure 4: Flowchart summarizing the operation of the proposed detector.
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Figure 5: Probabilities of attack detection of the hybrid detector against the number of vehicles
in a platoon in the presence of jitter and packet looses. Plot depicts mean and standard deviation

values.
4.1 Performance comparison of two detectors

Fig. B]compares both detectors in terms of Ppetection against varying number of vehicles in a
platoon when there is no jitter in CAM transmissions and noise-free channel assumption.
From Fig. |3| one can see, that the performance of model-based detector is decreasing
under ON-OFF jamming strategy. The reason is the design of detection algorithm.

false alarm, i.e. the probability that the alarm is triggered although no beacons have been jammed in
the detection period, does not exceed 1% for presented experiments.
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When one increases the number of vehicles N, the probability of groups in detection
period of model-based detector with more than one CAM is increasing. Thus, when
several of jammed CAMs or a jammed CAM together with natural legitimate collision
are appearing in the same group, model-based detector is unable to detect it, which can
contribute visibly to the decrease in true positives Pjyeection- The same principle applies
to the increase of CAM generation frequency [} with the decrease of time diversity within
a detection period, more large groups are formed during training phase which leads to
the decrease of Pieiection Under same jamming probabilities p. One can conclude that the
performance of hybrid detector outperforms that of model-based one.

4.2 Performance of hybrid detector

Fig. f] and [0] evaluate the hybrid detector in terms of Pjejecrion When jitter is added to
CAM transmissions and also packet losses are introduced. Overall, the hybrid detector
demonstrates better performance under ON-OFF jamming. The performance of hybrid
detector decreased in the presence of jitter and packet loss but the lowest Pyetection is still
higher than 0.7 (for N=25, p=0.1).

Also, the results show that the hybrid detector does not require long training sequence
for approaching its best performance. In fact, even for short training sequences (5 s)
Pietection are identical to the values achieved for, e.g., 100 s. Moreover, the performance for
short training sequences is as stable as for long training sequences as standard deviations
are comparable. These results allow conjecturing that the hybrid detector can be easily
retrained if necessary, for example, when the number of vehicles in a platoon has changed.
Let us note here that a platoon configuration is rather static and does not change in
the time scale of minutes or even hours: new members join/leave platoon relatively
rarely. Moreover, even when platoon configuration changes, the hybrid detector could be
retrained for further deployment in 1-5 seconds.

5 Conclusion & Future work

In this letter, we presented a new method of radio jamming DoS attacks detection in
IEEE 802.11p VANETs. The simulation experiments showed that the performance of the
proposed method was comparable to the existing method in ideal conditions of constant
packets transmission interval, while it also demonstrated high performance in the presence
of its jitter. Moreover, the proposed method does not require a large amount of historical
data which makes it suitable for a practical deployment.

In our future work, we are going to perform a detailed study of additional performance
dimensions of the proposed method such as varying parameters of jitter distribution. We
also plan to include additional jamming models and known data mining techniques [9].
We also aim to proof the performance of the proposed DoS detections approach on the
real measurement data (e.g. logs from C-ITS and platooning trial projects) and fine-tune

4Tt should be noted here, that in [7] the value of f was set to 10 Hz, while it is 30 Hz in the current
study. This fact explains the variation in model-based detector result, compared to figures 5 and 6
presented in [7].
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Figure 6: Probabilities of attack detection of the hybrid detector against the length of the
training sequence for random and ON-OFF jamming strategies. Plot depicts mean and standard
deviation values. The number of vehicles in a platoon is fixed to N = 25, p = 0.4.

the detecting capabilities (e.g. adjustment of the operation for practical receiver, initial
calibration and real-time adaptations to the observed channel quality).
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