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Abstract
Location data is essential to the provision of relevant and tailored information in
location-based services (LBS) but has the potential to reveal sensitive information
about users. Unwanted disclosure of location data is associated with various threats
known as dataveillance which can lead to risks like loss of control, (continuous) monitoring, identification, and social profiling. Striking a balance between providing a
service based on the user’s location while protecting their (location) privacy is thus a
key challenge in this area. Although many solutions have been developed to mitigate
the data privacy-related threats, the aspects involving users (i.e. User Interfaces
(UI)) and the way in which location data management can affects (location) data
privacy have not received much attention in the literature.
This thesis develops and evaluates approaches to facilitate the design and development of privacy-aware LBS. This work has explicitly focused on three areas:
location data management in LBS, the design of UI for LBS, and compliance with
(location) data privacy regulation. To address location data management, this thesis
proposes modifications to LBS architectures and introduces the concept of temporal
and spatial ephemerality as an alternative way to manage location privacy. The modifications include adding two components to the LBS architecture: one component
dedicated to the management of decisions regarding collected location data such as
applying restriction on the time that the service provider stores the data; and one
component for adjusting location data privacy settings for the users of LBS. This
thesis then develops a set of UI controls for fine-grained management of location
privacy settings based on privacy theory (Westin), privacy by design principles and
general UI design principles. Finally, this thesis brings forth a set of guidelines for the
design and development of privacy-aware LBS through the analysis of the General
Data Protection Regulation (GDPR) and expert recommendations.
Service providers, designers, and developers of LBS can benefit from the contributions of this work as the proposed architecture and UI model can help them
to recognise and address privacy issues during the LBS development process. The
developed guidelines, on the other hand, can be helpful when developers and designers face difficulties understanding (location) data privacy-related regulations. The
guidelines include both a list of legal requirements derived from GDPR’s text and
expert suggestions for developers and designers of LBS in the process of complying
with data privacy regulation.
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Introduction

„

Arguing that you don’t care about the right to
privacy because you have nothing to hide, is no
different than saying you don’t care about free
speech because you have nothing to say.
— Edward Snowden

1.1 Motivation
Location-based services (LBS) are technologies that provide information for users
according to their geographical location (Junglas and Watson, 2008). Mobile services
and positioning techniques support a variety of technologies with location-aware
abilities in various areas such as navigation, social networking, marketing, safety,
and entertainment. The defining feature of location-based services (LBS) is that
they respond to the requests of users according to their physical location, which is
not the case for other types of services (Schmitz Weiss, 2013). This dependency on
positional information enables user-friendly services with abilities to deliver relevant
information to users about their surroundings but also entails issues regarding
location privacy. In principle, the location privacy of users can be compromised in
two ways: (1) using real-time location information or (2) using past data. Unwanted
disclosures of location data can lead to the use of personal data which enables
"dataveillance", which is a systematic use of personal data for continuous monitoring
of individual’s communications and actions (Clarke 1988). Such monitoring and
the disclosure of sensitive personal information about users can harm individuals in
different ways, for instance, it can cause loss of control over one’s private life, social
sorting, and profiling (Abbas et al., 2015). Analysing past location data can also
predict users’ behaviour at any time in the future (Krumm, 2009). Therefore, there
is a need for developing privacy-aware LBS which can create a balance between
providing a service to users while protecting their location privacy.

1

1.2 Problem statement
Individuals are surrounded by various technologies that are constantly collecting
their personal data. The ubiquitous nature of these technologies makes it difficult
for the users to fully grasp the implications of their actions regarding the loss of
their (location) data privacy. In order to receive the full benefits of a location-based
service, users have to share location data, e.g., where they are, where they have been
or where they are going to be. With systems continuously tracking users, or users
actively reporting on their locations (e.g. through online check-ins), a large amount
of potentially sensitive information is generated constantly (Beresford and Stajano,
2003). Such practices make it challenging for users to know what information these
services are collecting, the reason it is being collected for, and who will have access
to it (Schaub, Könings, et al., 2015). If location data collected by LBS is disclosed,
this data could pose a serious threat to users’ privacy and safety. A number of threats
are associated with the leaked location information (Krumm, 2009). For instance,
analysis of movement patterns enables the extraction of a broad range of sensitive
user-related information. This includes the identity of the user, their (home) address,
individual (points of) interests as well as events (e.g., such as strikes or protests) that
a user participated in (Hoh et al., 2006; Patterson et al., 2003). Dataveillance, which
is the systematic use of personal data to investigate or monitor the actions of people
(Clarke, 1988) is also associated with the unwanted disclosure of personal (location)
data. Abbas et al. (2015) states that dataveillance can lead to severe negative social
implications for users, for example, the feeling of losing control over one’s private
life. The continuous monitoring and being constantly watched could have an impact
on users social abilities such as being creative, different or diverse (K. Michael and
M. Michael, 2011). "It is not only the loss of privacy that is increasingly at risk but also
the wonder of improvisation. We will be playing to a packed theatre instead of being
comfortable in our own skins and identities"(K. Michael and M. Michael, 2011).
Considerable (location) data privacy-related issues regarding the development
of LBS become apparent when observing the risks and threats associated with the
collection and use of location data. LBS providers have significant responsibilities in
this regard. They have the power of contributing to the (location) data protection of
LBS users through various means. Protecting location data will not only benefit users
but eventually services providers as well. Accordingly, despite the focus of research
on the technological development of LBS, limited work has been done to study the
defining factors that influence LBS adoption by users, studies like Felt et al. (2012)
have shown that users have concerns regarding privacy and that these concerns
have an impact on the adoption of LBS (Zhou, 2011; Fodor and Brem, 2015). So by
considering protection of users location privacy by service providers, transparency
and trust will increase, and eventually, this might lead to broader adoption of LBS
by users and consequently a more significant number of customers.
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Chapter 1

Introduction

Various methods have been developed to mitigate threats associated with LBS. To
point out the strengths and weakness of each method, this work has categorised
them into three areas; Technical, UI-related (i.e. options to control location privacy
and education for users), and legal-based methods.
Technical methods include privacy-enhancing Technologies (PET) such as anonymisation, obfuscation, or computational measures like spatial cloaking (Duckham and
Kulik, 2006). PET deal with location privacy issues on a technical level, emphasising
on how the location data should be collected, processed, used, and stored. PET
then implement privacy-preserving methods in different stages of the processing.
Despite its importance and use-fullness, PET suffer from limitations such as the
risk of negative impact on the performance of the system or increased complexity.
Another issue with PET is that they are mainly developed based on the assumption
that (location) data is perpetually stored. The role of location data management
with the assumption of keeping the (location) data as long as its needed for the
functionality of the service and its impact on location data privacy has received little
attention in previously conducted research. Thus, there is a need to develop methods
for managing (location) data in order to protect location privacy.
UI-related methods are those that communicate the status of location data (e.g.
collection, share, storage) through the UI of the service with its users and also
provide privacy adjustment options for them. Such methods have been suggested
in previous literature and a few services like Google privacy dashboard1 . However,
the issue in this context is related to the limited number of such examples and the
little attention that have been paid to the increased complexity that such services
can cause for user’s interaction. In addition to UI elements, there is also a need to
convey to the users the importance of protecting location data and also to teach
them practical ways for protecting it. Such educational support is something that
many current services do not have available for their users. Another problem is
about the current practices of the existing applications and services, the majority
of the apps request location data from users to provide a location-based service.
Simultaneously, these apps offer only crude controls for location privacy settings
(sharing all or nothing). The main problem is that there is a lack of options for users
to control their location privacy while using a location-based service (e.g. whether
they accept the “term & conditions” or not). Thus, there is a need to explore the
possibility of providing appropriate controls and options for adjusting (location)
data privacy for users of LBS).
Besides technical and UI-related methods, the third group of counter-measures
are regulatory strategies. Understanding the legal requirements of data privacy
legislation can turn into a challenge for LBS developers who eventually have to
implement a service that complies with it. The General Data Protection Regulation
(GDPR) is an example that harmonises data privacy laws across Europe but does
1

https://myaccount.google.com/intro/dashboard

1.2

Problem statement
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not provide clear guidelines for designers and developers to build services that
comply with the law. Therefore there is a need to address the gap between legal data
privacy regulation’s requirements and understandable instructions for developers
and designers.
To summarise, there are three areas in need of more profound understanding
and insights that this work has highlighted; 1) Exploring location information management with a non-permanent storage approach and its impact on (location) data
privacy. 2) Examining possible options to support the users of LBS regarding the
adjustment of their location privacy. 3) Exploring the development of tools to help
LBS developers to comply with privacy legislation while developing LBS. These three
aspects are inherently connected and therefore need to be addressed at the same
time. For instance, one can not respect the data subject’s rights (i.e. an identifiable
natural person (EU, 2016)) without designing UI elements for them to adjust their
location data sharing.

1.3 Objectives
This section will present the main research question that is going to be investigated
in this work. The goal of this thesis is to find out how location data privacy should
be considered, managed, and integrated into the design and development process of
LBS. Generating strategies to address privacy-related concerns in all stages of LBS
development (design, implementation, and its final use) can improve the adoption
process of LBS for current and future users (Wang and R.-L. Lin, 2017). Thus,
the protection of location data could be considered as one of the key components
for building a successful location-based service. Therefore, this work focuses on
addressing location data privacy issues in the process of LBS development. The
research questions revolve around three main objectives: 1) to explore the role
of location information management on location privacy protection; 2) to find
appropriate means to communicate location privacy through the UI of LBS and
provide tools to users that allow them to control their location privacy; and 3) to
develop tools to help developers to understand and implement privacy legislation
requirements while developing LBS. Accordingly, the research question which is
elaborated by three sub-questions is formulated and explained as follows:

Research Question: How should location data privacy be considered, managed,
and integrated while developing a location-based service?
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The overall objective of the thesis is to find out how to consider location privacy, realise how to manage it and eventually find out how to implement privacy-preserving
measures in the process of LBS development. Before presenting the three guiding questions, it is essential to explain what this work refers to as "consideration",
"management" and "integration" of location data privacy:
• Consideration refers to thinking thoroughly about location privacy and also
discussing it before, during, and after developing a location-based service.
• Management refers to discussing every action related to location data including collection (e.g. what is going to be collected and why), processing
(e.g. which part of the collected data is going to be processed and for what
purposes), storage (i.e. where the data is going to be stored and for how long
it is going to be kept), sharing (e.g. with whom the data is going to be shared
and why), presentation (e.g. what part of the collected location data is going
to be presented to the users or other parties and why), and communication
(e.g. which parts of the location data management process is going to be
communicated with users). Management is relevant to the consideration, as
one has to initiate the discussion about privacy to make decisions about it
but management’s eventual goal is to implement practical privacy-preserving
measure to improve the location privacy of end users.
• Integration refers to specifically designing and developing privacy-preserving
measures and also including them in the body of the LBS (e.g. incorporating
measures into the architecture or the UI) as well as the development process.
Thus, integration includes practical and tangible changes which lead to the implementation of practical privacy-preserving measures for improving location
privacy in LBS.
These three factors are inseparably connected to each other in the context of location
data privacy research. One must consider location privacy in order to be able to
eventually manage or integrate it for the improvement of the location protection
during the process of LBS development. Therefore, the consideration factors is a
repeating theme in addressing the guiding questions, the other two factors are also
involved in all the guiding questions, but they might receive a different level of
attention depending on the focus of the question. The three guiding questions of the
work are as follows:
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GQ1. How should location information be managed in LBS to protect location
privacy? GQ1 examines the architecture of the LBS to find out first how different
components are collecting, processing and storing location data, and also what could
be changed in the architecture to improve the protection of location privacy.
GQ2. How should user interfaces of LBS be designed to provide users with means to
make informed choices about their location privacy? GQ2 is about understanding
how one can first understand and address location privacy at the UI level and
then design UI elements specifically for adjusting location privacy settings of a
location-based service.
GQ3. How to comply with privacy legislation while developing LBS? GQ3 addresses
the gap between established (location) data privacy regulations’ requirements and
developers understandings of such requirements.

1.4 Scope
The various aspects involved in the subject of (location) data privacy create a complex
and challenging area for those who want to address it. Nevertheless, it is possible
to decrease the complexity of addressing (location) data privacy by breaking down
the matter into manageable pieces and also select the specific context to address
the issues regarding (location) data privacy. Previous research has discussed data
privacy from different aspects such as psychological Brandeis and Warren (1890),
technical, legal and, educational (Keßler and McKenzie, 2018). Prior works have
tried to bridge those aspects, for instance using privacy definition from the field
of psychology to define data privacy (D. J. Solove, 2005). While some like Keßler
and McKenzie (2018) argue that the data privacy issues must be tackled as a whole,
others like D. Solove (2008) argue that the issue should be broken down into smaller
pieces and be discussed from various perspectives. This thesis is in favour of the
latter approach; it has focused solely on the concept of location privacy in the context
of data privacy and also selected the development process of LBS to emphasis on.
The solutions developed were aimed at developers, designers, and also end users
of LBS. It was also necessary for this work to limit the legal aspects of its studies.
Therefore, as this research is conducted in Germany and Portugal, only the European
Union (EU) legislation for data privacy was considered in the current research.
To summarise, the aim of the study was limited to addressing the consideration,
management and integration of location data privacy in the development process of
LBS, based on General Data Privacy Regulation of EU.
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1.5 Methodology
A number of methods were applied to answer the research question and associated
guiding questions. The majority of the methods used were selected from the field of
Human-Computer Interaction (HCI) (Lazar et al., 2017) and the rest were standard
user research methods for data collection and analysis. This work had to adjust some
of the methods in order to make them appropriate for the conducted studies. The
adjustments done will be explained in detail when describing the studies in each
respective chapter. Table 1.1 lists the methods and their usage for answering each
of the questions. The last column of the table also shows the chapters where the
method were used.
The research process started with formulating the research question through
an initial literature review. The second round of the literature review aimed at
performing a critical evaluation of previous research, conducted in the field of LBS
development with respect to location data privacy (the result is presented in chapter
2). The literature review method was used to address all three guiding questions. The
research process continued by applying structured and semi-structured interviews
and, surveys to collect qualitative data. Interviews are a well-known method in the
field of HCI to collect in-depth data. Lazar et al. (2017) argue that while results
collected from surveys is general, interviews results are deep, "direct conversation
with fewer participants can provide perspectives and useful data that surveys might
miss" (Lazar et al., 2017). Therefore, this work selected surveys and interviews
together to cover various aspects at different levels. Regarding the type of the
interviews conducted in this work, the method of using structured interview was
selected during the evaluation of the proposed UI elements (i.e. chapter 3), which
took place in a setting where it was essential that all the users received the same
questions and information. For discussing the implementation of the GDPR with
experts in chapter 4, a semi-structured interview method was selected. This method
was selected because in that context it was important to be flexible and gather
information from different perspectives. Prototyping (Budde et al., 1992) was also
a method applied in chapter 3 and 4 for evaluating the proposed concepts and
solutions (see Table 1.1). Prototyping is a quick and powerful tool for gathering
data about user’s experiences in early stages of service or product development. The
studies conducted in this thesis used high-fidelity prototypes which users could use
on mobile phones, the prototyping method was helpful to gather insights about users’
perceptions and preferences regarding the proposed ideas. Finally, both qualitative
and quantitative data analysis methods were applied to analyse the collected data
through user studies (including interviews, surveys, and user evaluations). MAXQAD
and Stata are the two softwares that were used to run the qualitative and quantitative
data analysis presented in this work.
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Method
Literature review
Structured interview
Semi-structured Interview
Survey
Prototyping

GQ1
X

X

GQ2
X
X
X
X

GQ3
X
X
X
X

Chapter
C2.C3.C4
C3.C4
C3.C4
C4
C3.C4

Tab. 1.1: List of the methods, the corresponding guiding questions and chapters that used
them in this thesis.

1.6 Overview
While each of the next three chapters of this thesis is going to address one of the
guiding questions, the presented solutions are not restricted to only one aspect of the
main research question. Figure 1.1 shows the outline of the thesis. It presents the
connections between chapters and the the guiding questions as well as the summary
of the approaches that have been used to address main research question.
The structure of the following chapters follows the process of addressing the
guiding questions which ultimately resulted in answering the main research question. Chapter 2 provides a background on (location) data privacy and LBS. It then
introduces the concept of ephemerality and also proposes a modification to the
architecture of LBS following privacy by design principles with the aim of improving
(location) data privacy protection. Ideas developed in chapter 3 were initially based
on one of the changes proposed in Chapter 2. Chapter 3 also provides a detailed
background on various aspects of location privacy in the context of UI design. It
presents a theoretical model and a set of UI design elements for adjusting location
privacy settings in LBS. Chapter 4 presents an approach for bridging the gap between
legal documents and practical instructions for developers and designers of LBS. It
also presents a process of developing a guideline as a practical example to address
this gap. Discussion chapter (i.e. 5) takes a step back and discusses data privacy
in general at the beginning and then highlights the benefits and the drawbacks
of the findings. Finally, chapter 6 summarises the contributions and presents the
conclusion. Table 1.2 presents the list of the manuscripts that constitute the different
chapters of this work.
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Fig. 1.1: Overview of the main and guiding research questions, approaches, and contributions.
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Chapter
Chapter 2

Chapter 3

Chapter 4

Manuscript
Guiding Question
Ataei M., Kray C. (2017) "Ephemerality GQ 1.
Is the New Black: A Novel Perspective
on Location Data Management and Location Privacy in LBS." In: Gartner G.,
Huang H. (eds) Progress in Location-Based
Services 2016. Lecture Notes in Geoinformation and Cartography. Springer,
Cham. https://doi.org/10.1007/978-3319-47289-8_18.
Ataei M., Degbelo A., Kray C. (2018) GQ 2.
"Privacy theory in practice: Designing a user interface for managing
location privacy on mobile devices."
Journal of Location Based Services.
https://doi.org/10.1080/17489725.2018.1511839.
Ataei M., Degbelo A., Kray C., Santos V. GQ 1. & GQ3
(2018) "Complying with Privacy Legislation: From legal Text to Implementation
of Privacy-Aware Location Based Services.

Tab. 1.2: Manuscripts which constitute the chapters of this thesis.
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Status
Published

Accepted

Submitted

Ephemerality Is the New Black: A
Novel Perspective on Location
Data Management and Location
Privacy in LBS

2

„

There are no rules of architecture for a castle in
the clouds.
— Gilbert K. Chesterton
(The Everlasting Man)

This chapter was published in preparation for the 13th Conference on Location-Based
Services as Ataei M., Kray C. (2017) "Ephemerality Is the New Black: A Novel Perspective
on Location Data Management and Location Privacy in LBS." In: Gartner G., Huang H.
(eds) Progress in Location-Based Services 2016. Lecture Notes in Geoinformation and
Cartography. Springer, Cham. https://doi.org/10.1007/978-3-319-47289-8_18.
Location information is essential to location-based services (LBS), but also has the
potential to reveal sensitive information about the users of LBS to malicious agents.
Therefore, location privacy is an important issue to address for both users and
providers of LBS. In this paper, we investigate how location privacy can be realized
in the context of a location-based service. Based on a review of architectures for LBS
and key issues related to location privacy, we discuss several measures to integrate
location privacy into LBS. In order to address privacy threats associated with the
storage of location information, we propose an approach based on privacy-by-design
principles and introduce a conceptual model to facilitate the implementation of
those principles. In addition, we investigate the role of location data management
in the context of privacy preservation, and propose the concept of temporal and
spatial ephemerality to improve location privacy in the context of a location-based
service.
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2.1 Introduction
The defining feature of location-based services (LBS) is that they respond to the
requests of users according to their physical location, which is not the case for
other types of services. This dependency on positional information enables new
and more user-friendly services but also entails issues regarding location privacy
(Junglas and Watson, 2008); (Barkhuus and Dey, 2003); (Fodor and Brem, 2015).
Striking a balance between providing a service based on the user’s location while
protecting their (location) privacy is thus a key challenge in this area. In principle,
the location privacy of users can be compromised in two ways: (1) using real-time
location information enables an attacker to find you right now and carry out different
attacks; (2) using past data facilitates the discovery of who you are, where you
live, and what you do. It can be used, for example, to predict your behavior at any
time in the future (Krumm, 2009). Ideally, issues related to location privacy are
considered at design time, i.e. when a location-based service is developed. The
‘Privacy by Design’ approach (PbD) has been applied in other domains to “prevent
privacy invasive events before they happen” (Cavoukian, 2010). It thus constitutes a
good starting point for developing a process for building LBS that actively considers
location privacy during the design process rather than tinkering with the service
after location privacy has been compromised.
The work presented in this paper proposes a new model to realize location privacy
by design and an approach to tackle location privacy by focusing on the management
of location information in LBS. We also introduce the concept of ephemerality of
location data and demonstrate how it can help to address privacy threats resulting
from the retention of location data. The remainder of the paper is structured as
follows. We first discuss different models and architectures that have been proposed
to describe the structure and inner processes of LBS. Section three reviews different
approaches to location privacy. The main part of the paper (section four) outlines
the basic model underpinning our approach and then reviews in detail each element
and strategy for location privacy protection. The penultimate section discusses the
limitations and implications of our approach. The final section summarizes our key
findings and provides an outlook on future research.

2.2 The Anatomy of LBS
Location-based services (LBS) cover a broad range of application scenarios, from
navigation support (Ran et al., 2004) over local recommender systems (Foursquare,
2016a) to intelligent transport services (Foursquare, 2016b) and games (O’Hara,
2008). Such services are different from more conventional services as they are
aware of the context in which they are being used and can adapt their contents
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and presentation accordingly (Steiniger et al., 2008). While a traditional service
usually only relies on networking and computing resources to “collect, process, filter,
transmit, and disseminate data that represents information useful for a specific
purpose or individual” (Schiller, 2004), a location-based service also intrinsically
considers positional information. This enables a location-based service to deliver
“information to its users in a highly selective manner, by taking the user’s past,
present, or future location and other context information into account” (Schiller,
2004). Consequently, a location-based service is subject to additional requirements
compared to standard services (Chow and Mohamed F Mokbel, 2009) and its
architecture may also differ to accommodate those requirements. In the following,
we therefore review several architectures and models that have been proposed for
LBS and analyze some examples of LBS with respect to how they function.
Kido et al. (2005) proposed a location-based service model that consists of
a geographic information system (GIS), a service provider and a database. In
their model, a user of a location-based service obtains their location through a
positioning device and then sends the position data to a service provider. The service
provider, in turn, creates a response after communicating with the database and
the GIS. Spiekermann (2004) developed a general communication model, which
includes three layers: the positioning layer, the application layer, and the middleware
layer. The positioning layer calculates the position of a user. The application layer
comprises all services that request location data to integrate it into their offering. The
middleware layer sits between the positioning layer and the application layer in order
to reduce the complexity of service integration. All layers access the GIS directly.
Strassman and Collier (2004) also discuss the development of a location-based
service, a commercial friend finder application (Schiller, 2004). The application is
built around a location engine, which encapsulates the ‘intelligence’ of the service.
It includes functionality such as geocoding, reverse geocoding, and routing, and
retrieves data from both database and server. Deep Map (Malaka and Zipf, 2000)
was an early and complex location-based service providing intelligent guidance to
tourists. The underlying architecture was agent-based, and components such as the
routing agent or the presentation planner communicated over a shared message bus.
On a more abstract level, Hightower et al. (2002) introduced a layered approach
for different positioning systems, which they termed the ‘location stack’. It is inspired
by similar models in the networking domain and consists of a set of layers that
build upon one another. From the bottom to the top, the sensor layer deals with
low-level hardware and raw data values. The measurements layer combines sensor
data to derive location information such as distances or angles. The fusion layer
determines the location of objects, and the arrangements layer provides information
about spatial relationships between objects. The contextual fusion layer combines
location information with other contextual information, e.g. to detect states. The
activities layer is concerned with semantics and application-specific states, while the
intentions layer deals with user needs and goals.
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The example systems and the abstract architectures for LBS discussed above
cover a broad range of perspectives and propose different models to conceptualize
and build a service that takes into account location. One aspect that is not covered
much (if at all) is the question of how location information is managed after the
position of the user/device has been determined (e.g. by a set of sensors such as a
GPS receiver). Few, if any of the proposed approaches consider how this information
is stored and retrieved, how it can be accessed and what should happen with it ‘over
the long run’. This aspect is however quite central, in particular when considering
privacy, which we will discuss in the following section.

2.3 Location Privacy
In order to receive the full benefits of a location-based service, users have to share
location data, i.e. where they are or where they have been. Such location data is
quite sensitive as it reveals the current physical location of users, and if disclosed
would thus pose a serious threat to their privacy and safety. For example, attackers
could use this information to either track them down or to exploit their absence, e.g.
to break into their home while they are away. Historic location data incurs further
privacy threats: attackers can, for example, use it to predict behavior (e.g. to waylay
victims) or to infer information about people (e.g. where they live and work or
who they know). Even though not all users are aware of these issues, the sensitivity
of the location information incurs challenges and difficulties in the process of LBS
adoption by users (Xu and Gupta, 2009; Zhou, 2011).
Privacy as a concept has many facets (Council et al., 2007), and different definitions have been proposed—from the classic “the right to be left alone” (Brandeis and
Warren, 1890) to “choose freely under what circumstances and to what extent” people share information about themselves with others (Westin, 2003). Location privacy
can thus be understood as privacy relating to the location information of a person,
i.e. “a special type of information privacy which concerns the claim of individuals
to determine for themselves when, how, and to what extent location information
about them is communicated to others” (Duckham and Kulik, 2006). Beresford and
Stajano (2003) define location privacy along similar lines as “the ability to prevent
other parties from learning one’s current or past location” (Beresford and Stajano,
2003).
In order to appreciate the importance of location privacy, it is important to
understand the risks and threats associated with leaked location data. This is also
the first step for exploring possible countermeasures to the identified threats and
risks. The rapid proliferation of LBS has resulted in the collection of large amounts
of location data, which, in turn, has enabled the analysis of movement patterns. This
analysis, if applied by an attacker, is one of the most discussed threats associated with
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leaked location information (Krumm, 2009). It has been shown that a broad range
of sensitive user-related information can be extracted from analyzing movement
patterns. This includes the identity of the user, their (home) address, individual
(points of) interests as well as significant events (e.g. strikes or protests) that a user
participated in (Hoh et al., 2006; Patterson et al., 2003).
A related issue resulting from large-scale collection of location data is dataveillance, “the systematic use of personal data systems in the investigation or monitoring
of the actions or communications of one or more persons” (Clarke, 1988). Key privacy risks associated with dataveillance (Abbas et al., 2015) are the loss of control,
(continuous) monitoring, identification, social sorting, and profiling. In general,
threats linked to location data have the potential to “disclose a great deal about the
movements of entities, and hence about individuals associated with those entities”
(Clarke and Wigan, 2011). When exploited in attacks, these threats may cause
psychological, social, and economic harm (e.g. loss of control over one’s life, social
embarrassment, financial damage) to individuals citepclarke2011you. Although
many attacks depend on access to recorded (past) location data, the way in which
location data is managed has not received a lot of attention.
In order to neutralize these and other threats to (location) privacy and to counter
attacks, research has identified a number of general methods to protect privacy.
One of the most common methods to secure data in general (and thus location
data in particular) is encryption. Encryption is platform and service agnostic and
can be applied to secure data. As a key area of cryptography, encryption provides
data security through hashing and secret communication (Balogun and Zhu, 2013).
While cryptography is considered as an essential and necessary aspect to secure communication, it is not sufficient by itself unless its deployment and implementation
are managed adequately (Keßler and McKenzie, 2018)).
In the context of location data and the associated threats, Duckham and Kulik
(2006) discuss further measures for privacy protection. Regulatory strategies are
a promising approach, where the government defines rules on the use of personal
information, for example by passing laws that are binding for LBS providers. A
second option is the use of privacy policies, which are trust-based agreements between individuals and whomever they are sharing their location data with. Another
generally applicable method is to rely on anonymity. For example, a user might use
a pseudonym instead of their real name or create ambiguity by grouping with other
people. Finally, it is also possible to use obfuscation, which reduces the quality of
location data and thereby prevents attackers from easily learning where exactly a
user is located. When applied sensibly, all these methods as proposed by (Duckham
and Kulik, 2006) can be implemented without compromising the quality of the LBS.
As a practical example of a privacy through data management implementation,
Stroeken et al. (2015) developed a privacy preserving location-based service called
Zone-it, a virtual notice board which permits users to have location-based interaction in self-zoning areas and under certain categories. The service places offers
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and requests with their exact coordinates on a map. Users can find offers and
requests based on their interest and location (zone). After a match is found, the
message disappears. Zone-it is a social media service, which shifts the focus from
person-based (e.g. Facebook) to goal-oriented communication (Stroeken et al.,
2015). On a more technical level, several of the approaches listed above have
successfully been implemented. Examples in this area include work by (Krumm,
2009); (Krumm, 2007), where computational countermeasures to mitigate threats
are discussed including anonymity, spatial-temporal degradation, specialized queries,
spatial cloaking, noise, and rounding. Other countermeasures proposed at this level
are the use of a trusted third party, which improves location privacy by serving as an
intermediary between providers and users of a location-based service (Mohamed F
Mokbel et al., 2006). This intermediary can then employ various strategies, for
example dynamically adjusting location quality based on the number of nearby users.
A similar approach is the use of mix zones (Beresford and Stajano, 2003), which are
spatial areas inside which all clients of a location-based service stop sharing their
location with the service provider and also change the pseudonym they are using.
This makes it difficult to track individuals when they leave a mix zone. Most of
the countermeasures discussed above work based on the assumption that location
data is perpetually stored. The role of location data management and its impact
on location data privacy are not considered explicitly in the cited papers. Due to
the increasing importance and practical relevancy of privacy, Cavoukian (2010) proposed to consider privacy from the start, i.e. the design stage. Their ‘Privacy by
Design’ (PbD) approach describes general principles and essential steps towards
realizing better privacy protection in all type of information systems. The goal of
PbD is to secure the privacy of individuals by providing them with control over their
information (Cavoukian, 2010). For this purpose, the author defines seven basic
principles that should be followed when designing an interactive system to ensure
that the resulting system respects the privacy of its users:

1. proactive not reactive: rather than wait for privacy risks to occur, such risks
should be anticipated and prevented from materializing.

2. privacy as the default setting: the default behavior of a system should be such
that the privacy of its users are automatically protected—no prior user action
is required.

3. privacy embedded into design: rather than ‘patching’ a system with some
privacy-protection measures, privacy-related functionality should be considered as an integral part of the system and be realized without interfering with
its overall purpose.

16

Chapter 2

Ephemerality Is the New Black: A Novel Perspective on Location Data

4. full functionality: unnecessary trade-offs (e.g. security vs. privacy) should be
avoided and all legitimate requirements should be realized (“win-win”).
5. end-to-end security: all data collected in the system should be protected by
strong security at all stages of its life cycle (from creation to deletion).
6. visibility and transparency: all parties involved in the provision of a service
and the running of the corresponding system, should expose their practices,
policies and technologies so that they can be independently verified.
7. respect for user privacy: the interests, needs, and preferences of users should
be considered first and foremost to ensure a user-friendly privacy-preserving
system.
While the Privacy by Design approach in principle can be applied to LBS, it is
not clear how it could be folded into a location-based service and how it can be
used to make existing LBS more privacy-aware. In addition, the issue of managing
location data is only implicitly covered and deserves a more thorough analysis due
to the role historic location data plays in enabling different types of attacks. In the
following section, we therefore propose a conceptual model to facilitate location
Privacy by Design, and we introduce the concept of ephemerality of location data as
a fundamental approach to realize Privacy by Design in the context of LBS.

2.4 Location Privacy by Design
Service and content providers of LBS are collecting location data from users and are
usually storing it for a substantial period of time (Sathe et al., 2014). The rationale
for storing the data is manifold. Depending on the country, there may be legal
requirements to keep the data for at least a certain amount of time. Being able to
analyze historic location data might also provide insights that can help to improve
the service. Finally, historic location data also allows for deep profiling of the users,
and such profiles constitute a commercial value, such as targeted advertising. From
a user’s perspective, in particular, the latter use can be perceived as an unwanted
intrusion of their privacy.
By default, many LBS rely on a number of different databases for retaining
and maintaining various types of data such as service-specific content data, digital
map data, or user location data (Lee et al., 2005). These databases frequently are
accessed remotely on an as-needed basis and are usually under the control of the
service provider. Based on a sample of commercial LBS, the number of LBS that are
self-contained on a mobile device is relatively small (e.g. navigation systems with
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local map databases to avoid roaming charges while traveling abroad). Research
investigating how location data is stored is mostly focusing on technical challenges
relating to, for example, handling large amounts of spatio-temporal location data or
increasing system performance by optimizing access to location data (Mohamed F.
Mokbel et al., 2003). In the light of the various privacy threats discussed above, it
makes sense to look at location data management not only from a technical perspective but also from the perspective of how it affects privacy. This aspect, however, has
not received much attention in literature. When looking at existing architectures of
and models for LBS such as Kivera (Schiller, 2004) or the location stack (Hightower
et al., 2002), we can observe that privacy protection for location data is not an
inherent part of these models. As discussed in the previous sections, there are a
number of approaches to protect location privacy but these are frequently either
external to the LBS, e.g. as a trusted third party (Mohamed F Mokbel et al., 2006),
or not integrated into the architecture of a location-based service, e.g. the mix zones
proposed by (Beresford and Stajano, 2003).
In order to describe more clearly how location privacy protection can be integrated into a location-based service, we propose a conceptual model (see Fig. 1)
that facilitates applying existing methods for privacy protection as integral parts
of a location-based service. In addition, the model provides means to explicitly
consider how location data is managed and how strategies for privacy protection
in this context can be realized. It also captures how the configuration of location
privacy settings can be exposed to users of a location-based service without requiring
thorough modifications of the internal core logic of a service. The model describes
how a location-based service interacts with the world and provides a user with a
service while explicitly considering location privacy. A set of sensors observes the
world and provides information about it, in particular, location data and context
data. While the former refers mainly to the position of a user, the latter includes
aspects such as environmental factors, the time of the day or the current task of the
user. Both types of information are usually stored for later perusal by the service (in
a location data storage and a context storage). They are also needed for processing
by the core logic of the location-based service. This part encapsulates the main
functionality of the location-based service, for example, routing algorithms for a
navigation service, or means to retrieve real-time traffic data. This component also
interacts with both the location data storage and the context storage, i.e. to retrieve
information (e.g. historic location data to carry out dead reckoning) or to update
it (e.g. to set the current task of the user to navigation after directions have been
requested by the user).
The location privacy management component (LPM) is strongly connected to the
location data storage in order to implement various privacy protection measures.
It observes and controls the location data storage according to the rules and procedures defined by the designers, developers and/or users of the location-based
service. In order to address the location privacy issues, it can actively control the
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Fig. 2.1: Conceptual model for integrating location privacy management into a locationbased service

data storage process. For example, it can reduce the quality of location data received
from the sensors prior to passing it on to the location data storage or the core logic
of the location-based service along the lines of the concept underpinning Caspar
(Mohamed F Mokbel et al., 2006). From the perspective of the Core Logic, only the
provider of the location data is different compared to a more traditional architecture,
where it receives location data directly from the sensor component. Users of the
location based service rely on a user interface (UI) to control the location-based
service and receive information from it. The user interface can also incorporate a location privacy user interface (LP UI), which enables users to directly access the LPM
in order to inspect how location privacy is managed and to configure it according
to their preferences and needs. Providing a component which separately addresses
the user interface design and options for LBS users with the goal of increasing their
control over their location privacy can be a suitable approach to realize standardized
privacy controls at the UI level.
The integration of the LPM and its interaction with the other components of a
location-based service facilitates different ways to build a service that takes into
account location privacy. In a legacy system, the LPM basically corresponds to a
forwarding mechanism that forwards all location data directly to the location data
storage and the core logic. A first step towards more location privacy would be to
introduce a set of simple rules that the LPM uses when deciding what information
to pass on to which component and at what granularity. An example of a rule is to
reduce the quality of the location data to improve location privacy if the user specifies
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this or when the service does not require completely accurate location information
to function. A more sophisticated set of rules could also take into account contextual
information such as the time of the day and automatically stop providing location
information after the working hours of a user are over. Such a rule set could also
facilitate the realization of user-driven preferences with respect to location privacy
protection (Toch et al., 2010).
The simple approach described above could be integrated into a location-based
service without the need to modify the core logic (beyond changing which component provides it with location data). An alternative and complementary strategy
that would also not require any changes to existing components is for the LPM
to take more detailed control of the location data storage. In this case, the LPM
could directly access the location data storage (e.g. using the same means that
the core logic employs) to apply various strategies to recorded historic location
data. For example, it could continuously monitor the stored location data to ensure
k-anonymity (Sweeney, 2002) (e.g. by accessing social networking sites where other
people publish their location). This approach also forms the basis for the temporal
ephemerality approach introduced in the following section. More sophisticated
strategies for protecting location privacy might require more involved interaction
between the core logic and the LPM, and thus entail changes to the former. For
example, location privacy could be negotiated on a case-by-case basis with the
core logic providing a rationale why positional information of a certain quality is
required. Conversely, the LPM might inform the core logic component about new
location privacy settings requested by the user so that the core logic might change
its behavior in response to this. A complementary strategy is to consider the way
in which location data is stored. Beyond technical considerations, there are also
different options regarding how the system stores location data, where the data
resides in the physical world and whom it is shared with. These aspects play a key
role in the realization of spatial ephemerality as a means to protect location privacy
(as discussed in Sect. 4.2).
In respect to the privacy-by-design principles, the introduction of the location
privacy management component thus facilitates addressing location privacy issues
from inside the LBS architecture and it supports realizing this in different ways. In
addition to simplifying the integration of location privacy protection into legacy
systems, the overall model of course also allows for the creation of privacy-aware LBS
from scratch. The following two subsections will demonstrate the usefulness of our
model further by first introducing the concepts of temporal and spatial ephemerality
for location data and then highlighting how these can be realized using the LPM and
the model in general.
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2.4.1 Temporal Ephemerality
When location data is stored in LBS databases indeterminately, the window of attacks
is substantially enlarged: malicious agents have an unrestricted amount of time to
obtain access to the location data and carry out attacks on the user’s location privacy.
As discussed above, historic location data is particularly sensitive as it allows for very
deep inferences on users and their behavior. In order to address this key issue of
location privacy, it makes sense to consider how long location information is stored.
Rather than assuming that location information is stored, a more fine-grained
consideration of the temporal ephemerality of such information can contribute towards better protecting the location privacy of the user. The basic idea of this concept
is that all location information can be assigned an expiration date, after which it is
deleted. By defining an expiration time and then discarding location data once it
has passed, attackers will be unable to use this data for further attacks in the future
(assuming that the location data storage was not breached while location data was
still in the storage).
The temporal ephemerality of location data can be specified in different ways.
It is possible to assign an overall expiration time for all location data, either in
relative (e.g. “delete 24 h after recording”) or absolute terms (e.g. “delete today
at midnight”). Alternatively, a more fine-grained control is possible as well using
a set of rules that determines for each individual piece of location data when it
should expire. Such rules could take into account various factors such as context
(e.g. “delete all location data when I leave my work place”) or user preferences
(e.g. “delete very precise location data immediately after recording”). The exact
way in which temporal ephemerality is realized can be specified by the designer and
developers of a location-based service (while designing and building the service)
and by the users while interacting with the location-based service.
In our model, the temporal ephemerality of location data can be easily realized
by encapsulating the corresponding rule sets inside the LPM. For legacy LBS, this
could be achieved in a completely transparent way as outlined above. The only
component that would need to be modified slightly is the location data storage
as each entry would get an additional attribute (expiration date) to facilitate the
timely removal of expired location data. The LPM could then use this attribute to
periodically query the location data storage for all entries with an expiration time in
the past and to then delete the returned entries.
In addition to better protecting the location privacy of users in general, implementing temporal ephemerality of location data in this way also realizes several basic
principles of the privacy-by-design approach for location data. Supporting the idea
of being preventative and not remedial by discarding the data from database, the
risk of inference attacks will be reduced as there will be no record of data available
for attackers after the expiration date. This follows the ‘proactive, not reactive’
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principle, where “Privacy by Design comes before-the-fact, not after” (Cavoukian,
2010). With regards to the approach and implementation described above, the
discarding of location data occurs automatically once the expiration time has passed,
thereby realizing the ‘privacy as the default setting’ principle (This behavior could
be changed by users, e.g. via the LP UI, should they wish to keep location data
forever). Finally, the approach outlined above very strongly connects with the ‘privacy embedded into design’ principle of PbD. By encapsulating the functionality for
temporal ephemerality in the LPM, designers can easily design systems that realize
the location-based service while respecting location privacy as the other components
are largely unaffected. They can focus on the location-based service functionality
and relegate considerations about location privacy to LPM and (to some degree)
the location data storage. The LP UI then provides an easy way to expose issues
related to location privacy to users. The model also facilitates reuse of components:
designers can create generic LPM, location data storage, and LP UI components and
then use them to create different location privacy-aware location-based service.

2.4.2 Spatial Ephemerality
In the discourse of (location) privacy, many aspects are discussed but the issue of
where location information is stored (and accessible) has received little attention.
Usually, the underlying assumption is that stored location data can be accessed from
anywhere. If, however, such data is only accessible inside a well-defined spatial area,
then attackers or their proxies have to be co-present in order to carry out an attack.
In analogy to temporal ephemerality for the time domain, the concept of spatial
ephemerality refers to location data having a spatial ‘expiration’ zone: location data
is stored in a particular area, and only accessible for users who reside inside this
area. More specifically, spatial ephemerality entails that all location data is assigned
a spatial expiration zone, and once a user leaves the zone for a particular location
entry, it is deleted. To put it differently, location data would not leave a particular
geographic area (e.g. the area where the location-based service is most relevant or
where the user intends to use it) so that an attacker could not use it once a user has
left that area - assuming the data was not retrieved while the user was still inside
the area. Similar to the temporal case, the spatial ephemerality of location data can
also be defined in relative (e.g. “delete location data that is further than 2 km from
the current position”) or absolute terms (e.g. “delete location data that is more than
2 km from the city center”). In addition to specifying general rules for all location
data, it is possible to define this for individual pieces of location data. The rules
encoding spatial ephemerality can also consider various other factors such as context
(e.g. “delete all location data inside a 2 km radius around locations that are visited
only by few people”) or user preferences (e.g. “delete all location data inside a 2
km radius around my home”). As with the temporal case, the exact way in which
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spatial ephemerality is realized can be specified by the designers and developers of a
location-based service (during design and development) and by the users (during
usage of the location-based service).
In our model, spatial ephemerality could be realized via the LPM to encapsulate
the rule set defining the spatial ephemerality of location data. This approach has
the advantage of being completely transparent and thus would lend itself easily to
making legacy LBS more location privacy-aware. As with the temporal case, it would
be necessary to introduce an additional attribute for location data. Consequently,
the location data storage component would have to be modified accordingly. This
attribute would hold the spatial expiration area of an entry, for example, in the
form of a polyline corresponding to the boundary of the area. The LPM could then
periodically query the location data storage component with the current location to
obtain all entries, which do not contain this location within their expiration areas.
The returned entries could then be deleted.
Spatial ephemerality can contribute towards location data privacy by deleting
location data based on spatial conditions, and thereby reduce the risk of inference
attacks. The proposed model and approach to realize spatial ephemerality of location data also facilitates the application of PbD principles to location data. By
geographically limiting the storage of location data and encapsulating the corresponding rules with default values inside the LPM, the ‘privacy as the default setting’ principle can easily be realized. Similarly, this approach supports the ‘privacy
embedded into the design’ principle. The ‘proactive not reactive’ principle of PbD
applies as well, as location data is systematically deleted before an attack occurs. The
considerations regarding the design and development of privacy-aware LBS (ease of
improving legacy LBS, concentration of location privacy concerns in the LPM, reuse
of components) we discussed for temporal ephemerality (in Sect. 4.1) hold true
for spatial ephemerality as well. In order to further investigate how ephemerality
can be implemented and used in everyday life, we have started to develop an initial
prototype1 based on our pro- posed model. The prototype1 is a service designed to
enable users to share their experiences while visiting or exploring a city (e.g. special
events). The application provides a means to share short messages anonymously
with people in the same geographic area. In addition, it empowers users to define
an expiration time for each message. The system design is implemented to not store
any location data of the users or their messages over time. The location data of
users is discarded from the system (website2 or app) as soon as the user leaves the
geographic area or when the messages expire. Our next step is to carry out user
studies based on this prototype to gain a deeper understanding on how users act
when they are given increased control over their location privacy.

1
2

1https://github.com/heinrichloewen/SC-App.
https://github.com/chack05/sc16-ephemeral-lbs-server.
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2.5 Discussion
The proposed location-Privacy by Design approach and the corresponding model for
LBS as well as the concept of ephemerality offer benefits and are also subject to a
number of limitations. The key benefit of the PbD approach in combination with
the proposed model is facilitating the realization of location-privacy-preserving LBS.
In Sect. 4, we discussed in detail how this can be achieved both for existing LBS
that should be made more privacy-aware and during the design of a new LBS from
scratch. The benefits of the ephemerality concept include facilitating sophis- ticated
privacy-protection without having to substantially modify all of the com- ponents
of a location-based service. In addition, ephemerality of location data reduces the
amount of storage needed to hold historic location data, and it provides a unified
and simple approach to implement legal requirements (e.g. via expiration dates
corresponding to the legally required duration of storing data). Considering that
LBS can produce a large amount of privacy sensitive data every day, which requires
a secure storage and proper treatment to comply with existing law, the ephemerality
approach will also not require the system to obtain more servers over time, which
may incur financial savings. From the user’s point of view, key benefits of the
proposed approach and the model as well as ephemerality include an increased level
of privacy and a fine-grained control over the user’s location privacy.
These benefits also come with a number of drawbacks and challenges. While
there are no inherent technical issues preventing the implementation of the proposed
ideas, there are potential business-related implications. Location data can have a
commercial value for advertisement partners to LBS companies as the collected
location data can provide deep insights into the behavior and habits of users. For
example, providing tailored advertisements to users based on those insights can be
a viable revenue stream for LBS companies, which ephemerality could negatively
affect. A key question in this context is if users would be willing to pay for a service
with increased privacy and control to compensate for reduced revenues of service
providers due to this. With the non-permanent storage of location data also comes
the challenge of maintaining the functionality of LBS that rely on forward predictions
based on past behavior. Time-limited data storage could pose substantial challenges
when making advance analysis of user data. Selecting expiration conditions (both
spatial and temporal ones) carefully to ensure optimal service provision would be
one way to address this challenge. Another limitation or drawback of the proposed
LPM component is the fact that it is still vulnerable to attacks, and may also be
subject to new kinds of attacks. While in principle it can reduce the severity of
successful attacks aimed at retrieving historic location information (by reducing
the amount of data being stored), the attacks can still be applied. In addition, the
component may become a target by itself, for example, by introducing rules into the
LPM component that counteract user-specified rules.
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A consequence and potential drawback of using the ephemerality feature is the
loss of data. This can be discussed from a provider and a user perspective. From
the provider perspective, data storage allows the information they gather to be used
for profiling or categorizing their users for purposes such as targeted advertising.
Historical tracks of location data is a commodity that can be sold to other companies to be used for the same purposes. From the user’s perspective, the loss of
data can also have consequences. By not storing location information, it may not be
possible to get user-adapted or a localized service provision. For applications that
strongly rely on recorded location data (e.g. Foursquare), the ephemerality feature
may severely affect service quality.
In section three, we have listed a number of approaches and solutions developed
and proposed to protect (location) privacy in LBS. It is crucial to mention that LPM
as a solution is a complementary approach. Our solution can be combined with
other approaches such as encryption or anonymization. Privacy is regarded as a
multifaceted problem that is challenging to solve with one single solution. Due to
this, combinations of different methods and approaches can be advisable and/or
necessary in order to protect the privacy of users. In our discussion, we mainly
focused on the management of location data due to its importance and potential
in the context of realizing location privacy in a location-based service. We did not
analyze contextual aspects in detail, which can also have a severe impact on privacy
in general. One option to deal with this issue could be the introduction of a context
data management component into our model that would operate on contextual
data in a similar way as the LPM deals with location data. Another area we did not
discuss relates to users and their under- standing of location privacy. The model
foresees a subcomponent of the user interface, the LP UI, as a means for users to
configure settings related to location privacy and to access information about it. In
order to build LBS that facilitate proper protection of the users’ location privacy,
these user-facing parts need to be further investigated. In particular, there is a lack of
knowledge about the user’s understanding of location privacy and related concepts
and options, and it is also not clear how to best communicate this to users.

2.6 Conclusion
In this paper, we investigated how location privacy can be realized in the context
of LBS. In particular, we looked into the role of location data management in the
context of privacy preservation. Based on privacy-by-design principles, we then
proposed an approach tailored to LBS and defined a conceptual model to facilitate
the implementation of those principles. We showed that this model supports the
realization of different privacy protection mechanisms and enables an explicit and
fine-grained control of location data management in the context of privacy preser-
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vation. In addition, we proposed the concept of temporal and spatial ephemerality
as a means to improve location privacy in the context of a location-based service,
which can both be realized using the proposed approach and model. The conceptual
model and ephemerality concept are complementary to existing methods to protect
location privacy such as encryption or obfuscation. Though the proposed approach is
subject to some limitations, there are several promising options for further research.
One interesting and underexplored area relates to the understanding users have of
location privacy, related concepts, and options, and to how to effectively communicate these aspects to them. We are planning to carry out user studies to compare
different systems to communicate threats and countermeasures and to gain a deeper
understanding of (mis)concep- tions about location privacy. The LP UI component
will serve as a platform to facilitate this line of research. A complementary direction
for future research relates to the concept of spatial ephemerality. Here, we plan to
investigate how opportunistic information sharing can enable spatial ephemerality
at the level of the location data storage and/or the core logic of a location-based
service. This line of work will rely on the LPM component to realize and to test the
prototypes in realistic settings.
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Privacy theory in practice:
Designing a user interface for
managing location privacy on
mobile devices

3

„

To be left alone is the most precious thing one
can ask of the modern world.
— Anthony Burgess
(Homage To Qwert Yuiop: Essays)

This chapter was published in preparation for the Journal of Location Based Services
TLBS as Ataei M., Degbelo A., Kray C. (2018) "Privacy theory in practice: Designing a
user interface for managing location privacy on mobile devices." Journal of Location
Based Services - TLBS. https://doi.org/10.1080/17489725.2018.1511839.
Disclosing the current location of a person can seriously affect their privacy, but
many apps request location information from users to provide location-based services.
Simultaneously, these apps provide only crude controls for location privacy settings
(sharing all or nothing). There is an ongoing discussion about rights of users
regarding their location privacy (e.g. in the context of the General Data Protection
Regulation - GDPR). GDPR requires data collectors to notify users about location data
collection processes and to provide them with opt-out options from these processes.
Taking these two characteristics of notice (awareness) and control into account, we
propose a set of UI controls for fine-grained management of location privacy settings
based on privacy theory (Westin), privacy by design principles and general UI design
principles. The UI notifies users about the state of their location data sharing and
provides controls for adjusting their location sharing preferences. It addresses three
key issues: whom to share location with, when to share it, and where to share it.
Results of a user study (N=23) indicate that (1) the proposed interface led to a
greater sense of control, that (2) it was usable and well received by participants, and
that (3) participants were keen on using it in real life. Our findings can inform the
development of interfaces to manage location privacy.
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3.1 Introduction
Location information is critically important for a number of useful services such as
wayfinding, place-based search, geographical data mining, location-based advertising and map-based visualisation of phenomena. While these services use such
information (mostly) to the users’ benefit, location sharing also comes with several
threats (e.g. identification-, tracking- and profiling threats (Fawaz and Shin, 2014)).
Threats linked to location data can “disclose a great deal about the movements
of entities, and hence about individuals associated with those entities” (Clarke and
Wigan, 2011). Thus, current trends in large-scale location data collection have the
potential to lead to dataveillance, which Clarke (1988) defines as the systematic
use of personal data systems in the investigation or monitoring of the actions or
communications of one or more persons. There are various hazards associated
with dataveillance (Abbas et al., 2015) such as the loss of control, (continuous)
monitoring, identification, social sorting, and profiling.
Because of these concerns, protecting location privacy in location-based services
(LBS) is a crucial matter. Location privacy is defined as the individual’s right not
to be subjected to unauthorised collection, aggregation, processing and distribution
(including selling) of his location data. It is the right to be protected by the ability to
conceal information of whereabouts, which can be derived from personal location data
(Bargiotti et al., 2016). Because of the importance of location privacy, there is an
ongoing drive to develop strategies to mitigate risks associated with the exposure of
unwanted location data. These strategies include (1) regulatory policies (Duckham
and Kulik, 2006), where rules are defined by governments regarding the use and
collection of personal data1 , (2) privacy policies, which “are an established principle
in legal domains to codify data collection and usage practices" (Langheinrich, 2002),
and (3) technical methods such as anonymization, spatial and temporal degradation,
specialised queries (Krumm, 2009), obfuscation (Brush et al., 2010; Zakhary et al.,
2017), or Mix zones (Beresford and Stajano, 2004). The combination of all these
strategies are important to protect the location privacy of LBS users.
In line with Ataei and Kray (2017), a privacy-aware LBS requires three main types
of components: sensing components, a location privacy management component,
and a user interface component. Each of these components is responsible for addressing privacy issues on a different level. The sensing and management components are
predominantly used in the strategies listed above (e.g. anonymisation, obfuscation)
to mitigate location privacy at higher levels that do not involve the user; however,
the user interface component addresses these issues differently: it allows users to
manage location privacy directly. The focus of this article is on managing location
privacy at the UI level, similar to that mentioned by Ataei and Kray (2017). In this
1
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context, there are two main issues for the users of LBSs. The first is that they lack
control over how they share their location information. Most current apps provide
only crude controls for location privacy settings. As Fawaz, Feng, et al. (2015) put it:
“the user either enjoys full privacy with no utility, or total utility with no privacy". The
second problem is related to the limited amount of information that users receive
about the fate of their collected location data. Current practices - in most cases
- provide written privacy agreements. This kind of representation is not easy for
users to comprehend (D. J. Solove, 2005), so those designing LBS face the challenge
of communicating to users what is happening behind the scenes, and users must
understand why it is important to protect their location privacy.
In this paper, we are specifically addressing the lack of control problem. The
work aims to provide a UI that helps users to manage their location privacy in a
more fine-grained manner. The main contributions of this paper are:

• A set of UI elements, grounded in existing privacy theories that facilitate finegrained control of how location information is shared. These features inform
users about what is happening to their location data, and then enable them to
specify who to share location with, when to share it, and where to share it;

• Insights into users’ expectations regarding location privacy controls. The experiment we conducted revealed that users want location sharing to be turned
off by default and that they prefer changing the accuracy of their location by
specifying the spatial area within which their location should be shared;

• Results of an exploratory study on UI design for location data privacy protection.
For instance, the experiment brought to light that the proposed interface was
usable, led to a greater sense of control, and that participants were keen on
using it in real life.

The remainder of this paper is structured as follows. We first review previous work
from related areas. We then introduce our theoretically grounded UI to provide
users with fine-grained control over how they share their location. In the following
section, we report on the user study we carried out to evaluate the developed UI
and to gather insights into location privacy preferences and usefulness of proposed
UI controls. We then discuss the results we obtained as well as their implications
and limitations. The paper concludes by summarising our main contributions and
pointing out promising future work.

3.1

Introduction
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3.2 Related work
UI design for location privacy should be informed by users’ perceptions of privacy in
general, consider the peculiarities of location privacy, and incorporate suitable user
interface elements. We briefly review previous work in these three areas.

3.2.1 Users’ perception of privacy
J. Lin, Liu, et al. (2014) provided empirical evidence that a unified default setting
cannot satisfy all users’ privacy preferences. Their study also suggested four types of
users: the (privacy) “conservatives", the “unconcerned," the “fence-sitters," and the
“advanced users." The (privacy) “conservatives" do not like their private resources
used by any external party; the “unconcerned" feel comfortable disclosing their data
to third-parties in most cases; the “fence-sitters" are neutral (i.e. neither comfortable
nor uncomfortable) with respect to giving information to third parties; and the
“advanced users" have a nuanced understanding of the sorts of usage scenarios
they should be concerned about. In addition, J. Lin, Liu, et al. (2014) indicated
that preferences of privacy pragmatists in the sense of Westin (see Kumaraguru
and Cranor 2005a for a definition of privacy pragmatists) can be captured using
“fence-sitters" and “advanced users." The study in (Chanchary and Chiasson, 2015)
confirmed differences in users’ sharing willingness based on privacy attitudes (with
Westin’s privacy fundamentalists being less willing to share information including
location information).
In addition, participants reported that they would be more willing to share if
given control mechanisms to specify which information is collected by whom. In sum,
there are different types of users, most of whom are willing to share information if
appropriate control mechanisms are readily available.
Regarding users degree of privacy concerns, Kang et al. (2015) pointed out that
past negative experiences trigger more secure online behaviour and a greater level
of concern. They suggested that designers provide a “privacy indicator" for people’s
Internet activities that shows them who can see what information. Besides, Chin et al.
(2012) observed that users are more concerned about privacy on their smart phones
than their laptops. The results from these two studies indicate that there is a need
for visual privacy cues on smart phones. Ideally, these should also cater for the four
types of users identified by J. Lin, Liu, et al. (2014).

3.2.2 Privacy and location sharing
Other studies have also investigated privacy considerations with respect to location
sharing. These touched upon users’ willingness to share their location, the moti-
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vations and factors influencing location sharing, and the use of more controls for
location privacy management. Tsai, P. Kelley, et al. (2009) primarily investigated
willingness to share, and observed that users’ privacy concerns can be reduced
through feedback (i.e. providing users with information about when and by whom
their location information has been viewed). In addition, Tsai et al.’s study illustrated that people are willing and able to use rules to control access to their location
information.
Regarding motivation for sharing, Patil et al. (2012) found three main motivations for location sharing (a) to connect and coordinate with one’s social and
professional circles; (b) to project an interesting image of oneself, and (c) to receive
rewards offered for ‘checking in’. Consolvo et al. (2005) identified three main factors
that contribute to users’ decision of whether and what to disclose regarding their
location: who is requesting the location information, why that person is requesting it,
and what would be most useful to the user. Finally, users’ desire to use more controls
on location sharing has also been investigated. Participants in Benisch et al. (2011)’s
study reported being comfortable with (the possibility of) sharing their location using
time- and location-based rules. Generally, more complex location privacy settings
lead to more sharing, and may make services more valuable (see Benisch et al.
2011). However, the proliferation of choice in a privacy context may also, as Korff
and Böhme (2014) observed, bring about less user satisfaction. For this reason, they
recommended that designers follow choice minimising principles, and weigh the
necessity of introducing additional privacy options. This recommendation was taken
into account while designing the user interface presented in Section 3.3.2. While
observations from their study led Chin et al. (2012) to emphasise that researchers’
strong emphasis on location privacy may be misplaced, the importance of location
privacy cannot be denied. For example, respondents in (Patil et al., 2012) identified
having to face undesired social consequences as a result of unintended location
disclosure. It is thus crucial to “explore effective ways to define and manage access
based on audiences, locations, and specific times and situations” (Patil et al., 2012).
In this paper, we tackle this issue specifically from a user interface perspective.

3.2.3 Location privacy management through user interface
design
While technical solutions to manage location information are a prerequisite for building LBS that can protect location privacy (e.g. Olumofin et al. (2010) and Narayanan
et al. (2011)), this is not sufficient. There is also need to address location privacy
at the user interface level. Previous work on UI design for LBS has mainly focused
on comparing the performance of different user interface designs. For example,
Rinner et al. (2005) compared two UI designs for location-based decision services
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and concluded that the MCE (multi-criteria evaluation) method, the degree of detail
in criterion weighting, and the availability of user-defined criterion standardization
are important parameters for easy-to-use location-based decision services. Stroeken
et al. (2015) proposed two interfaces to visualize spatial and temporal information about events (e.g. cultural happenings) of interest to a user: the CLOCK-view
and the NEAR-view. The CLOCK-view enables the display of spatial and temporal
information about events in the form of cones placed on a dial. The NEAR-view
places events in a two-dimensional space with time as abscissa and distance as
ordinate. The CLOCK-view was perceived as counter-intuitive by most test-users,
while the NEAR-view seemed easier to interact with. Church et al. (2010) compared
map-based, and text-based interfaces for location-based search services on mobile
phones. They observed that users preferred the text-based interface when consuming
information while favouring the map-based interface when seeking information related to a specific address. They concluded that the choice of interfaces depends on
three factors (i.e., personal preferences, information need and situational context)
and recommended that location-based search tools should support both text-based
and map-based interface modalities. Useful UI elements for the design of map-based
LBS were mentioned in (Gartner, 2004). These included overview maps, automatic
scrolling, the combination of maps and spoken/written text for communicating route
information.
There is also work on fine-grained controls for adjusting privacy. Epstein et al.
(2013), for example, developed an interface that allows users to modify the data
collected about them (e.g. deleting part of the data). Their focus was only on step activity sensed by a FitBit2 pedometer, but their simple UI approach could be applicable
in the context of location privacy. Another example of fine-grained configuration was
Loccacino by Toch et al. (2010). Loccacino facilitated location sharing by allowing
users to set up privacy rules and access privacy management functionality through a
location sharing app in the context of social network (i.e. Facebook), and only with
Loccacino users. While our approach in this paper has some similarities to Loccacino
regarding the controls (i.e. both approaches provide possibilities of defining location
sharing restriction based on group (who), time and location), there are some fundamental differences. For example, Loccacino provides the option of specifying with
whom a user wants to share his or her location information, this is limited to the
user’s social network group; conversely, our approach defines a category of people
that users can enable or disable access to location sharing information based on his
or her social intimacy level, from significant other to unknown parties. In addition,
our focus is to explore ways of designing UI based on privacy and design theories
on the OS levels while Loccacino’s purpose was to work as a tool for studying user
preferences without any specific emphasis on the design of UIs.
While some standard UI elements for LBS have emerged on commercial plat2
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forms (e.g. regarding the depiction of and interaction with points of interest via
standardized mappings or privacy controls in social networks), general UI principles
for designing user interfaces for location-based services have not been proposed and
evaluated yet. Consequently, such guidelines or standard UI elements still do not
exist for the control of location privacy. From the previous work presented above,
we can infer that there is currently a need for visual cues to communicate privacy to
users. What’s more, these visual cues should provide more options to the users with
respect to managing their location privacy.(In fact, the lack of choices was identified
in (Schaub, Balebako, et al., 2015) as one of the reasons why privacy notices are
ineffective.) Furthermore, the controls should be easily accessible from the main
page of applications. These gaps are addressed by the design of the UI presented in
the next section.

3.3 A User Interface for Managing Location Privacy
Settings
Iachello et al. (2005) provided some early guidelines for the design of locationsharing (social) applications. The guidelines cover issues such as personal boundary
definition, deception, and denial,as well as group vs. individual communication, but
they did not review UI considerations. Likewise, Schaub, Balebako, et al. (2015)
presented some best practices for privacy notice design; such best practices included
aspects such as diversity of audiences, systems’ input and output modalities, and
layering of notices, but again they did not discuss the peculiarities of location privacy.
Since there is a lack of guidelines specifically tailored to UI design for location
privacy, this work resorted to a combination of privacy theory (Westin), privacy
by design principles and general UI design principles while developing the user
interface (see Figure 3.2).

3.3.1 Theoretical grounding
There are a number of general UI design rules and principles that can be applied
to any user interface, but these are not tailored to specifically address UI design for
location privacy. We, therefore, developed a model that combines key concepts that
are relevant in this context. It consists of three circular layers (see Figure 3.1). At
the heart of the model (red circle) are the four states of privacy according to Westin’s
theory (Westin, 2003). The second circular (blue) band contains the seven principles
of privacy by design based on Cavoukian’s work (Cavoukian, 2010). The outmost
circular layer (green) represents Shneiderman’s eight golden rules of interface design
(Shneiderman, 2010).
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In the following paragraphs, we explain these three layers in detail and the rationale
behind choosing them for the design of UIs for location privacy.
The first step for addressing privacy issues is to have a well-defined description
or concept of privacy (Stephen T. Margulis, 2011). Privacy is a complex notion,
since there are a number of factors and dimensions which can vary based on culture
or context. The perception of privacy can also be subjective and differ from one
individual to the next. Thus, it makes sense for designers or developers to carefully
select the most fitting definition according to the purpose of the system being built.

Fig. 3.1: Combined theories and principles guiding the design of the proposed UI for location
privacy.

Westin defines privacy “as the claim of an individual to determine what information
about himself or herself should be known to others" (Westin, 2003). It is also relevant
to consider the use and circumstances for which this information is obtained by
others. According to Westin, there are three levels to address privacy in a society:
the political level, the socio-cultural level and the individual level. Privacy at a
political level is based on a society’s political philosophy. For instance, there is a
difference between authoritarian societies and democracies regarding how much
value they attach to the private sphere in relationship to public order. Privacy at the
socio-cultural level refers to “the real opportunities people have to claim freedom
from the observation of others. [..] In this sense, privacy is frequently determined
by the individual’s power and social status" (Westin, 2003).
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Individual privacy, which arguably is the most relevant of Westin’s levels (Westin,
2003) in the context of location-based services, was chosen as the core of our model
for two main reasons. First, Westin’s notion of individual privacy focuses on the level
of individuals’ relationships so that users can relate the concept to their everyday
experience when directly interacting with other people. (For example, the level
of closeness or trust to others is a fundamental measure to decide to what extent
one wants to disclose information about oneself to others). Second, the four states
defined on this level (solitude, intimacy, reserve, anonymity) are familiar to average
users and thus lend themselves well to being translated and visualised on the UI
level.
Individual privacy consists of four basic states: solitude, intimacy, anonymity
and reserve. Solitude refers to the freedom from being observed by other parties.
Intimacy means being in a position to become a member of a small group (including
one or just two people), who maintains a close, honest and relaxed relationship.
Anonymity refers to not being subjected to surveillance in public 3 Finally, Reserve
relates to the freedom of limiting what information about a person is disclosed to
others (Stephen T Margulis, 2003). These four states of individual privacy clearly
relate to what users of location-based services may want to achieve or maintain
while they make use of such services. Therefore, it makes sense to include them at
the centre of the model for the design of UIs for location privacy (red circle). All
four states are also reflected in the UI design presented in Section 3.3.2.
In addition to the core privacy states that are relevant to the individual, the
design process itself needs to be considered in more detail. Instead of retrofitting
privacy-related UIs onto an existing system, Cavoukian (Cavoukian, 2010) and
others have argued strongly for considering privacy from the start, i.e. from the
very first stages of design and development. Cavoukian coined the term ‘Privacy by
Design’ (PbD) and detailed seven basic principles to ensure better privacy protection
in information systems (Cavoukian, 2010). ‘Proactive not reactive’ refers to the
principle of anticipating and preventing privacy risks rather than waiting for them
to materialise. ‘Privacy as the default setting’ relates to how a system deals with
privacy by default: this principle calls for full privacy protection without the need
for any initial user interaction. ‘Privacy embedded into design’ means that privacy
protection should be integrated into a system’s design without interfering with its
general purpose. ‘Full functionality’ refers to the principle of avoiding trade-offs
such as security vs. privacy while realising all functional requirements of a system.
‘End-to-end security’ calls for strong security measures at all stages and for all data
collected in the system (from creation to deletion). The ‘visibility and transparency’
aspect calls for all parties involved in the running of a system/service to fully disclose
3

Definitions of anonymity from the technical perspective e.g. “Anonymity: use a pseudonym and
create ambiguity by grouping with other people" (Krumm, 2009) or “Anonymity of a subject from an
attacker’s perspective means that the attacker cannot sufficiently identify the subject within a set of
subjects, the anonymity set" (Pfitzmann and Hansen, 2010), are compatible with Westin’s concept of
anonymity.
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how they operate and what policies and technologies they use. The ‘respect for
user privacy’ principle states that users’ interests, preferences, and needs should be
prioritised to ensure a privacy-preserving and user-friendly system. We included
all seven principles on the second level of our model (blue circular band). In the
UI design process we were able to include four out of seven principles (marked
by green checked dots in Figure 3.1). The final key consideration regarding UI
design for location privacy we needed to capture in our model is how information is
visualised and how people interact with these visualisations. Addressing this aspect
on a general level, Shneiderman proposed the “Eight Golden Rules of Interface
Design” (Shneiderman, 2010), which are meant to be relevant for all interactive
systems. These rules are detailed in (Shneiderman, 2010) and include (1) strive
for consistency, (2) cater to universal usability, (3) offer informative feedback, (4)
design task flows to yield closure, (5) prevent errors or offer error handling, (6)
permit easy reversal of actions, (7) make users feel they are in control, and (8)
minimise short-term memory load. These eight rules form the outermost layer of
our model (green circular band). For the UI design presented in Section 3.3.2, we
applied seven rules (marked with green checked dots in Figure 3.1).
Thus, the proposed model with three layers includes core privacy states of
individual users, privacy by design principles, as well as general rules for the design
of interactive technology. When designing a UI for location privacy, e.g. to configure
individual settings, developers and designers can use this model to analyse and
describe their UI designs. Additionally, it can serve as a tool to assess if a UI follows
the principles laid out in the literature regarding the key aspects of UI design for
location privacy. In our case, we used this model to design the UI presented in
the following subsection, aiming to provide users with fine-grained and easy-to-use
controls to manage location privacy.
Complementary to existing theories on privacy and privacy-by-design as well as
to general UI guidelines, it also makes sense to consider how user interfaces that
manage location privacy settings can be integrated into a location-based service.
Ataei and Kray (2017) introduced a conceptual model that allows for integrating
location privacy control into a location-based service on an architectural level. They
proposed three generic components to make location-based services more privacyaware: location privacy management, location data storage and location privacy UI.
The latter component is meant to inform users about location privacy and provide
means to configure privacy settings. The user interface for managing location privacy
settings that we introduce below could be part of such a generic UI component.

3.3.2 UI Design
Based on the analysis of relevant theories and by using the core elements of our
model, we designed a UI to communicate and manage location privacy settings for
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location-based services on mobile devices. The UI we designed is brought up by
tapping the circle depicting the user’s current location on the map (see Figure 3.2a,
top right). When it is called up, it presents three circular icons that represent the key
dimensions of location privacy (see Figure 3.2a). These enable users to control when
(clock icon) to share location information, with whom (person icon) and where (ruler
icon). Tapping any of those icons in the UI allows users to manage the corresponding
dimension in detail. The time- and distance-based controls operate in the same
way. When users tap either of them, they are presented with an input box inside
the corresponding icon (see Figure 3.2c), where they can enter a time in minutes
or a distance in meters. These values are then determine for how long or within
which radius around the users’ current position location tracking is suspended. Once
users enter a value for either type of control, the corresponding icon turns green to
indicate that this restriction is now active (see Figure 3.2d).

Fig. 3.2: User interface for managing location privacy settings, from left: a) Main UI, b)
UI for whom to share, c) Adjusting time restriction, d) Visualised feedback on
activated time restriction.

Figure 3.2b depicts the interface for managing with whom location information is
shared. It depicts six different parties based on our literature review and current
practice in mobile applications providing location-based services.
The selection of concepts and the design of the visual elements was guided
strongly by Westin’s description of individual privacy. He states: “In these states of
privacy, the individual’s needs are constantly changing. At one moment, a person may
want to be completely alone, in down time. At another moment, individuals may want
(or even desperately need) the companionship or sustaining presence of an intimate
friend ... such changing personal needs and choices about self-revelation are what make
privacy such a complex condition, and a matter of personal choice" (Westin, 2003, page
433). In order to address this complexity, we defined the controls to provide the possibility of supporting each of the individual’s privacy states. All three controls provide
users with an opt-out option from sharing their location information, meaning that
all three controls (i.e social, temporal and spatial) support Solitude (i.e. freedom
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from being observed by other parties) and Anonymity (i.e. not being subjected to
surveillance in public). To support Intimacy (i.e. maintaining a close, honest and
relaxed relationship), we defined different levels of information disclosure based
on each individual’s relation to others (i.e. whom to share with). All the provided
controls also support Reverse (i.e. freedom of limiting what information about a
person is disclosed to others). While each of the controls covers different ways of
opting out from sharing location information or being tracked, all support the four
states of individual privacy (Westin, 2003).
Previous work (e.g. Assad et al. 2007; Tsai, P. G. Kelley, et al. 2010; Toch et al.
2010) has consistently identified close friends and family as important stakeholders
in location sharing activities for users. We, therefore, introduced two UI elements to
represent these two groups, i.e. the ‘home icon’ for family and the ‘connected people
icon’ for close friends. We also included a ‘heart icon’ to represent a user’s significant
other, to add an intimate level control, distinct from friends and family. Recent
trends in LBS facilitate such person-to-person connections, for instance, transmitting
heartbeats to a significant other through bracelets4 .
Many current mobile applications also request access to the user’s address book,
which is why we included ‘phone book icon’ to represent people in a user’s list of
(known) contacts. App producers or service providers are also indispensable stakeholders in location-based services who usually request access to location information.
Therefore, this group is represented in the UI through the ‘globe plus building icon’.
Finally, we added a ‘question mark icon’ to represent unknown companies, since
some service providers sell location information to third parties.
In general, tapping either of those icons toggles between sharing and not sharing
location information with that specific group (i.e. the icon and its connection is
greyed out to show location information sharing has been stopped). Besides the six
social controls above (which help to specify “who to share with"), time and distance
controls were also designed based on the four states of Westin’s privacy theory.
These controls allow users to opt out of being observed by others (i.e. solitude) and
limit their personal information disclosure (i.e. reserve) along with giving users the
possibility of not being subjected to surveillance in public spaces (i.e. anonymity).
Some cases have been reported where location data collection, the location
data processing and secondary use of collected data happened without the users’
knowledge (Claburn, 2017). Notifying users about these processes is necessary and
frequently required by regulations but it is problematic when such notices are limited
to the general terms and conditions or privacy policies. In such cases, users may only
have a general understanding that their location information is going to be shared
with the provider and maybe others, but it is difficult for them to figure out what
exactly is happening to their shared location data. In order to avoid this issue, we
applied several measures in our UI design such as providing fine-grained opt-out
4
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facilities (described above), and providing continuous access to location privacy
controls. From privacy by design principles (Cavoukian, 2010), we have applied four
out of seven principles in the design process of our UI: (1) proactive not reactive, by
preventing privacy risks from materialising rather than waiting for them to occur; (2)
privacy embedded into design, by integrating privacy-related functionality into the
system; (3) respect for users privacy, by developing a user-friendly privacy-preserving
system that ensures users’ interests, needs, and preferences; and (4) visibility and
transparency, by exposing the practices of all involved parties so that they can be
independently verified.
The overall design of the user interface follows basic principles from humancomputer interaction. The large icons facilitate touch interaction, which is the
main means of interacting with mobile devices. The use of icons rather than text
aims to increase accessibility as well as usability across different languages and
alphabets; these icons also follow a consistent sequence of actions (i.e. first rule
of eight golden rules of Shneiderman (Shneiderman, 2010)). The design of icons
was borrowed from well-known applications for social networking, which makes
them easy to learn. There is also immediate feedback after activating each control,
which supports the third rule of Shneiderman (Shneiderman, 2010). Finally, the UI
is seamlessly integrated with the standard way of depicting location information on
a map, thereby enhancing rather than replacing familiar interfaces.

Fig. 3.3: Study overview : four stages of the study process.

3.4 User Study
The goal of the study was to gain insights into users’ preferences regarding location
privacy as well as to assess the usefulness of the designed UI controls based on our
proposed model for location privacy management. This was achieved by analysing
the data gathered through an initial interview, two stages of task performances to
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observe the use of the controls in different scenarios, and a final interview with
general feedback from the participants about the proposed UI design, and their
expectations of location-sharing platforms.
Regarding the design of our study, We used an exploratory design for our
user study for two reasons. Firstly, there is little prior research on UI controls for
location privacy management, which we could rely on to replicate previous study
designs. Secondly, exploratory study designs facilitate gaining an initial and deeper
understanding of areas that are as of yet underexplored. While the model (Figure
3.1) foresees disabling all location sharing by default, in the study we replicated
current practice in current and popular LBS, where sharing location information
is enabled by default or during the app installation if the user does not actively
disable it. We divided our study design into four stages in order to fulfil our goals
(Figure 3.3). The steps followed during each of the stages are detailed in Section
3.4.3. With respect to the type of study conducted, this work opted for a lab-based
investigation. It is well known that lab-based and field-based studies have both
advantages and disadvantages (Sun and May, 2013). In this work, a lab-based
study was chosen because the aim was to explore acceptability issues with entirely
new and unfamiliar UI elements. That way, usability issues can be detected and
fixed early on - with reasonable effort - before the UI is deployed in the field.
In addition, as Sun and May (2013) commented, adding contextual richness to
laboratory settings through scenarios and context simulation can contribute to the
realism of the experiment while maintaining the benefits of a controlled setting. This
was the main motivation for using the five scenarios (to be presented later), and the
Immersive Video Environment (IVE) (Delikostidis et al., 2015) (Figure 3.4). The
presence of IVE in our study helped us to carry out a study which can be considered
as a lab study with rich contextual information, as we were able to simulate different
places for participants. Following ethical approval by the institutional ethical review
process, we ran the study in our lab during January and February 2017.

3.4.1 Participants
We used online channels (i.e. university mailing lists and Facebook pages for international students) to advertise our study. Each announcement contained general
information about the study (location, duration, compensation, and overall goal).
13 female and 10 male participants with an average age of 26 were invited to the
lab at our university for the experiment. All 23 participants had a bachelor’s degree
or higher, the majority of them (15) in an IT-related subject. Also, all participants
had prior experience with using smart phones. Most of them owned mobile phones
running Android (17) followed by iOS (3) and Windows Phone (3). The participants
were compensated with 10 Euros for their time. The total average time spent in each
of the sessions of the study was 60 minutes.
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Fig. 3.4: Lab study setup - Immersive Video Environment (IVE) - Pilot Study.

3.4.2 Materials and stimuli
The interactive prototype (see Figure 3.2) was presented to users on an iPhone 6
with 4.7” touchscreen. To increase the immersion for users, the study took place in a
lab with an immersive video environment (see Figure 3.4). The setup included three
large screens that were arranged in a semi-circle around the participant and the
experimenter. These screens displayed panoramic photos of the five places referred
to in the study: work or school, pub, new city, home, and shopping mall. The
presence of the immersive video environment during the lab study allows a greater
level of immersion (as Delikostidis et al. (2015) and Loomis et al. (1999) show, for
introducing futuristic or fictional scenarios, there are benefits to running lab studies
in such environments compared to relying only on the users’ imaginations).

3.4.3 Procedure
After welcoming a participant, we first handed out a documentation pack containing the consent form and general information about the study. Participants were
informed of the general topic of the study (i.e. location privacy), but they were not
provided any specific detail about the purpose, the scenarios, and the possibility of
receiving a notification while testing the prototype. We did this in order to avoid
priming them in advance about the notifications associated with possible threats to
their location privacy. During this time, the participants could ask any questions,
which were then answered by the experimenter. Later, we solicited the participants
to sign the consent form to initiate the actual study. The procedure we followed
consisted of three main parts.

3.4

User Study

41

Fig. 3.5: Lab study setup - Immersive Video Environment (IVE) : 1. Participant adjusting
privacy settings through UI. 2. Work/school scenario. 3. Pub scenario. 4. New city
scenario. 5. Home scenario. 6. Shopping mall scenario.

The first part of the study began by briefing the participant about the subject of
the study and details of the procedure (e.g. method for recording data, participants’
rights, and expectations). An initial structured interview collected basic demographic
information and contained questions about participants’ current practices towards
managing their location information. During this interview, the experimenter queried
participants about their overall perception, their previous experiences (i.e. invasion
of digital privacy), and concerns regarding location information and location privacy.
The purpose was to understand how much users know about the options they have
for protecting their location privacy, not to study their behaviour regarding location
data sharing (i.e. find out what they say vs how they adjust privacy preferences).
In the second part, the participants were asked to use the developed prototype.
They were given the mobile phone with the pre-installed prototype for location
privacy controls. The experimenter then introduced the participants to the controls,
by saying that they have the opportunity to adjust location information sharing
through these controls in every location-based service that they use during the experiment. The experimenter also explicitly mentioned that the participant’s privacy
adjustment is not restricted only to these controls, that is, the participants could
choose to make no change, use the controls of the prototype or any other setting
from the phone (e.g. turning off their GPS) that they would prefer. And users were
told they can have access the controls by tapping on the circle on the map or an
element like a triangle on the menu while using an application which shares their
location information. Besides the general introduction, the experimenter also briefly
explained the meaning of the icons from Figure 3.2. Once the interface was clear to
the participants, they were informed that they would be asked to imagine themselves
in five different places. The experimenter also told them that, by default, their
location information is shared with everyone. Furthermore, they were informed
that regardless of what changes they applied to their location privacy settings in
one place, their settings would be reset once they went to a different place. That
is, preferences expressed in one scenario could not be taken in to another scenario
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(e.g. location information is always initially shared with everyone at each new
place). Finally, all participants were asked to think aloud while interacting with the
prototype. Then the five places were presented sequentially while the participant sat
side-by-side with the experimenter in the centre of the three screens (see Figure 3.4).
For each place, a panoramic picture of the place was shown on the screens. The
experimenter also verbally introduced the displayed place by first describing the base
scenario (see below) and then prompting participants to see if they want to adjust
their location sharing setting in the presented scenario. After the base scenario, the
experimenter verbally introduced the notification scenario (see below) and repeated
the process applied in the base scenario. The overall procedure was repeated for all
five places. The detailed description of the scenarios is as follows:

• Work / School:
Base scenario: Imagine that you are at work or school, where you spend most
of your time during the day, and your location is going to be shared with
everyone. Would you consider changing anything regarding your location
information setting?
Notification scenario: Imagine that you are at work or school, and your location
is going to be shared with everyone. All of a sudden you receive a health tip
notification reminding you that you have been sitting for a long time and it is
time to take 5 min break. Would you consider changing anything regarding
your location information setting?
• Pub:
Base scenario: Imagine that it is weekend and you are going to a pub/bar to
visit some friends and eat or drink something. your location is going to be
shared with everyone. Would you consider changing anything regarding your
location information setting?
Notification scenario: Imagine that it is weekend and you are going to a
pub/bar to visit some friends and eat or drink something. Your location is
going to be shared with everyone. The moment you step in, you receive a
notification from your insurance company reminding you how bad alcohol
can be for your health. Would you consider changing anything regarding your
location information setting?
• New City as a tourist:
Base scenario: Imagine that you are visiting a new city, and you arrive to
this spot, and your location is going to be shared with everyone. Would you
consider changing anything regarding your location information setting?
Notification scenario: Imagine that you are visiting a new city, and your
location is going to be shared with everyone. The moment you arrive at
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this spot, you receive a message from the airline where you got your ticket,
suggesting you a good restaurant in this area. Would you consider changing
anything regarding your location information setting?
• Home:
Base scenario: Imagine that you are at home, and your location is going to be
shared with everyone. Would you consider changing anything regarding your
location information setting?
Notification scenario: Imagine that you are at Home, and your location is going
to be shared with everyone. All of a sudden you receive a notification from a
dating website, telling you someone who is not nearby would like to meet you.
Would you consider changing anything regarding your location information
setting?
• Shopping Mall:
Base scenario: Imagine that you are in a shopping mall, and even though it is
indoors, they have a modern positioning system, so your location is going to
be shared with everyone. Would you consider changing anything regarding
your location information setting?
Notification scenario: Imagine that you are in a shopping mall, and even
though it is indoors, they have a modern positioning system, so your location
is going to be shared with everyone. The moment you step into the mall, you
receive a notification from a clothes store that if you go there right now, you
will receive 50% off on all their clothes. Would you consider changing anything
regarding your location information setting?
In the final and third part, the experimenter carried out another interview, this time
with a semi-structured format, focusing on the users’ experience, their impression of
the proposed controls, and their perception about adjusting location privacy through
the proposed controls. Except for the initial consent form, all other exchanges were
done orally. Beside the participant, the only one present during the study was the
experimenter who carried out the interviews, provided verbal instructions and took
notes during the sessions. The same experimenter carried out all the sessions.

3.5 Results
We gathered data via the audio recordings and the notes taken by the experimenter.
We transcribed the audio recordings from the study sessions, including both interviews and the interactions with the prototype. Afterwards, we coded and clustered
the data based on the emerging themes. Our results provide some initial insights
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regarding the usefulness of the proposed controls for location privacy management
and also reports the users’ preferences about location privacy adjustment through
those controls. We also extracted numerical values from the choices participants
made in each scenario and used this data to identify how participants’ preferences
changed between the two scenarios in each location. We then created transition
diagrams based on these values. Finally, we carried out a chi-squared test to find out
whether the proportions of the participants that chose a specific option in each of
the scenarios differed between various locations.

3.5.1 Participants’ prior experiences and perceptions of
location privacy
During the initial interview, after being asked about prior experiences about location
sharing, 20 out of 23 participants reported having never experienced any unpleasant
incident because of sharing location data, while three had some unwanted disclosure
of their location information. For example, P10 said: “Yes, I wanted to surprise my
wife, but she knew my location . . . we are sharing our location between each other, so
she knew that I was in the shop; when I gave her the gift it was not a surprise anymore.
From that time, sometimes I switch it off ". P14 and P18 mentioned experiencing a
mild social awkwardness in different scenarios where both had tried to hide their
location from a group of friends, but they were not successful. P19, on the other
hand, said that he perceived the breach of his location privacy as a positive thing:
“Yes, but not bad but one very good one if you want to know. So there is also a Facebook
app which normally wants to have access to your location, they look for when you got
hacked, there was one person who tried to get into my account from another country,
they sent me an email if it’s me to check with me."
We also asked participants about their current strategies regarding the protection
of their location privacy. Only a few (5 out of 23 ) participants actively changed
their location privacy settings, two turned off/on their GPS to save battery, and five
only made such changes once (i.e. two navigation apps - two communication apps
and one dating app). Eight participants claimed that they were not aware of any
possibility of adjusting their location privacy setting, while two did not experience
any lack of options for adjusting location privacy (P15 said that: “there was always an
option to change the default setting" and P19 thought turning off the GPS is enough");
the rest did not feel the need to have such controls. Finally, participants were also
asked if they think it is important to make any change to, or have control over
sharing their location data: 12 said yes while five thought it was not that important;
the rest were unsure.
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Fig. 3.6: Participants’ privacy preferences in five different places: S1 refers to the base
scenario, S2 to the notification scenario. Numbers correspond to how many people
made use of a particular option to control their location-sharing settings.

3.5.2 Location sharing in different scenarios and places
Figure 3.6 summarises whom participants decided not to share their location with
in the base and notification scenario, broken down by the different places used in
the study. Since the default setting was assumed to be sharing with all groups, not
taking any action meant keeping that setting activated.
As Figure 3.6 shows, N=6 participants left their location sharing activated at
home in the base scenario. The majority of participants stopped sharing their location
with service providers and unknown companies. This figure also reveals that almost
half of the participants (N=12) were keen on sharing their location when visiting
a new city in both scenarios. A similar pattern was observed in the shopping mall,
where almost half of the participants (N=12) selected to share their location. This
number increased to 16 participants after receiving the notification in the shopping
mall notification scenario. At work or school, in the base scenario N=9 participants
kept the default option and continued sharing their location.
A final observation from Figure 3.6 is that location sharing depends on the place
and type of threat provided to the user. The histograms about sharing location
(default) show that fewer people intended to share their locations when a threat was
present in home/work/pub scenarios, whereas more people did share their location
despite a threat in the tourist/shopping scenarios. This may have to do with the
type of rewards obtained after sharing one’s location. Work and Pub seem to not be
the places where people want to be reminded about how they could improve their
health habits. Fewer participants continued to share their location at home after
receiving an invitation for dating. A suggestion of a good restaurant to a tourist,
and discount possibilities to a visitor of a shopping mall increased the number of
participants who were ready to give away their location information.
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Fig. 3.7: Relevance of UI controls for location privacy management across all places and
scenarios (average use in percentages of participants who used the interface;
multiple controls could be used in a single scenario).

3.5.3 Relevance of UI controls for location privacy
management
Figure 3.7 summarises how often participants who used the interface made use,
on average, of the UI elements across all places and scenarios. In both of the two
scenarios, participants could use multiple controls. From the mentioned figure, we
can determine that the controls for specifying whom to share with were more popular
than the time-/space-based restrictions. In this figure, it is also clear that the most
used control was the one for toggling access for unknown companies, followed by
those for the service provider and people on the contact list. Controls for close
friends and family were used less frequently. The least-used controls were those
facilitating the specification of time- or space-based restrictions.
Figure 3.7 also shows that the controls always seem to be applicable for location
sharing at home, and in a pub (all controls were consistently used in these scenarios).
This was less so for other places (i.e. new city, shopping mall and work/school
scenario). In addition, none of the controls were never used, and this means
that they are indeed relevant to location sharing (although perhaps to a different
extent).

3.5.4 Users’ expectations
Through the interviews after participants had used the interface prototype in the
five places, we were able to gather some qualitative data about what users expect
regarding location-sharing platforms. One of the observations relates to the default
behaviour of such systems. Participants voiced a preference for having location sharing
turned off by default. This result is in line with Patil et al. (2012), who observed that
users preferred sharing location only upon explicit action. For instance, P13 said: “I
usually think by default the location is recorded, but it should be the other way around
so I decide to share it now, and not because I forgot to turn it off". And P2 echoes:
“There should be an option that does not ask me for how long I want to turn it off but
for how long I want to turn it on".
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The following three quotes explicitly relate to the time control, but illustrate a similar
idea: “I really would like to say to Google, I just want to share my location for 10
minutes, because that’s the time in which I’m going to arrive to this place, and after
that I don’t want to share it" (P11); or, “So, I would use the time in another way, so I
turn it on, and use it as long as I need to and then it will automatically turn off " (P15).
Some participants also explicitly mentioned their wish to gain control over the
accuracy of the location information that they share. P22 stated: “I would like to have
one more option for giving a fake location or something like that". And P23: “I don’t
want anyone to know my exact location, so the city is ok but not my home address".
In addition to these two main expectations we identified, three participants also
mentioned that is important for the UI to have easy access to its settings, as well as to
have low effort levels for interaction (e.g. no typing). Other wishes include: sharing
location with everyone in case of emergency (one participant), having a privacy
manager that configures privacy options of all the applications which need location
information (two participants), and being notified that someone is getting access
to a user’s location information (one participant). The variety of user expectations
supports the idea of defining a set of location privacy profiles in a similar way to
privacy profiles identified in Lin2014.

3.5.5 Feedback on the proposed UI design
Several participants gave positive feedback after interacting with the features provided by the UI we designed. P16, for example, stated: “I think being selective with
who you allow to know your location is the most powerful feature which this app is
offering". Some of the participants’ comments gave hints about the possible reasons
why the UI may have been well received:
• Increased feeling of confidence and power: This was a positive aspect highlighted
by P10 and P18: “I think in general it’s really good to have more control because
it makes people feel more confident" (P10); “They [i.e. the controls] are useful
because all these location based applications I use [...] I feel like they should
provide me some power, I don’t want to reveal my information to everyone, this is
almost the case whenever I use location-based services..." (P18).
• Increased control: This aspect was emphasised by P3, P15, and P19. “It’s good
to have extra options for restricting the location services, so in that way you feel
safer and your privacy is controlled by you, whenever you want you can stop
sharing with particular group of people ..." (P3); “I like this because it gives me
the opportunity to change the data that is being sent everywhere and it also gives
me the possibility of having control..." (P19); and in P15’s words: “definitely the
more control you have, the better it is...".
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• Having choices: Some participants valued the simple fact of getting to choose.
For example, P4 stated: “it’s important to have controls, at least a choice"; P12
pointed out: “I really like the controls because I don’t only have the opportunity
to restrict it to the persons, but also can restrict the time and distance"; and in
P13’s view: “it is very important that we have the possibility to decide whether to
share information or not".
In addition to these aspects, P10 also provided a positive review about the limited
number of options provided by the developed UI: “I think, it is definitely good to have
such an option, it is also good to have some certain number of options, like three here,
it’s good"; and P21 pointed at the possible usefulness of the controls to communicate
with his family :“I would use these controls to restrict my location for my family. So
that will be useful for me".
Furthermore, some participants also mentioned some aspects to consider such as
the possibility that the new controls could generate an extra cognitive burden for the
users which may not necessarily be worth the effort for them: “It’s interesting, but
from my opinion, maybe it is kind of too much ...and I think this makes your life more
complicated so always with these options and thinking of this stuff, I think it would be
just better to think about other stuff instead of hiding your location..." (P7).

3.5.6 Transitioning from base scenario to notification
scenario
We also explored how control adjustment changed when participants transitioned
from the base scenario to the notification scenario, i.e. which option they chose
regarding their location information. We specifically wanted to find out if receiving
an unexpected notification (i.e. a potential threat to their location privacy) had any
influence on their choices regarding location privacy settings. We recorded each
participant’s choice/s in the base scenario and then observed their choices in the
notification scenario. Figure 3.8 shows that the responses to the transition differed
in different places and scenarios. In addition to learning about these differences,
Figure 3.8 also presents in detail which privacy controls users picked (blue squares
for both base and notification scenarios). In addition, the right top corner of the
figure 3.8 shows for each scenario a general overview and changes on the total
percentages among three groups (i.e. Default, Phone or GPS turned off and, Privacy
controls). Numbers out of the circles on figure 3.8 represent the actual number of
participants.
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Fig. 3.8: Transition diagrams of users’ location sharing preferences for five scenarios.
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In the home base scenario, 26% of participants were keen to share their location
information (Figure 3.8d). However, after receiving the notification (i.e. someone
close to your home wants to meet you), only 67% of these participants used some
of the controls to restrict location information sharing, while 33% of them kept the
same choice of sharing their location. Furthermore, among all participants who had
used controls to restrict their location sharing in the base scenario at home (i.e. 57%
of all participants), 77% decided to keep the controls option, and 23% turned their
GPS or phone off in the notification scenario. We observed a similar trend towards
further restricting location sharing upon receiving a notification for the ‘pub/bar’
location (Figure 3.8b).
In the case of the shopping mall scenario (Figure 3.8e), we observed a trend
towards increased location sharing. The notification participants received here
announced a 50% off sale from their favourite store in exchange for providing
their location information to all retailers in the shopping mall. This apparently
enticed most participants to freely share their location information, regardless of
their choices in the base case. Somewhat countering this trend, amongst those
who had let the default settings active for the base scenario (56%), 23% decided
to use the UI to configure their sharing settings. A further trend that emerged is
that in general, people tended to exhibit a similar decision in both scenarios. This
was perhaps most pronounced for those participants who had decided to turn off
their GPS/phone: in four out of five places, there were no changes at all when
transitioning to the notification scenario. The only exception was the shopping mall,
which seems to indicate that even ‘privacy conservatives’ can be enticed to share
location given large enough benefits.

3.5.7 User preferences and places
Aside from the transition data, we wanted to test if the proportions of the sample
population who went for different options in each location under the same scenario
were different; i.e. we wanted to test if location and option were independent of
each other for each scenario. We decided to group thematically related controls
for the analysis, and this led to three clusters, namely time, distance, and social.
The two controls to specify temporal and spatial constraints refer to the time and
distance categories, respectively. The other six controls (i.e. significant other, family,
close friends, contact list, service provider, unknown companies) were clustered as
social. With that, we were able to separate the participants into three groups for
each location and scenario: those who went for the default option, those who turned
their phone or GPS off, and those who went for the detailed controls. A Chi-squared
test was calculated comparing the frequency of how many participants chose each
option in each location for each scenario. Our null hypothesis was that there is
no relationship between location and the number of participants that go for each
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option in a given scenario. Hence, our alternative hypothesis stated that there is a
relationship between location and the number of participants that go for each option
in a given scenario. At a significance level of 0.05, we could not find a significant
relationship, ‰2 (8, N = 23) = 13.7338, p = 0.089, between the frequency of a
chosen option and the location in the base scenario. In the notification scenario,
however, we found a significant relationship ‰2 (8, N = 23) = 30.5018, p < 0.001
between the frequency of a chosen option and the location.

3.6 Discussion
In the following, we first reflect on the results we obtained in terms of how to
interpret them and what implications follow from them. We then discuss limitations
that the study and thus the results are subject to.

3.6.1 Usability of the location privacy controls
Overall, our results indicate that the proposed UI design for fine-grained control
of location privacy settings was received positively by participants. This positive
feedback provides some initial evidence that the theoretical model we used to create
the UI may be useful to design user interfaces for location privacy with the potential
of fulfilling users’ expectations. By proposing three different layers for creating UI
controls (i.e. privacy theory, privacy by design, user interface principles), the model
provides means to approach the complex notion of location privacy in a systematic
way. We found that all UI elements from Figure 3.2 were used during the study, but
that the degree of usage varied considerably. Participants were most keen to control
whom they share with, in particular whether they share with unknown companies.
Considering that selling users’ location information to third parties is an important
business model of many ‘free-to-use’ location-based apps, this finding highlights
a conflict of interest between service providers and their users. Another finding
was that in contrast to the social restriction, the time- and space-based sharing
restrictions were used rather rarely. On some level, this is somewhat surprising,
given that previous work has found that people have strong opinions about which
locations they want to (not) share (Tsai, P. Kelley, et al., 2009). It is possible that
the underlying principle of using relative distance rather than named locations made
the space-restricting option less attractive or less accessible to participants. With
respect to the time-based restrictions, we hypothesise that the description of the
scenario was devoid of temporal information (e.g. at what time of day and for how
long participants were visiting these places) and thus did not easily facilitate the
use of this option. This aspect could be investigated in more detail in a follow-up
study.
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3.6.2 Scope and relevance of the UI controls
Previous work (e.g. Consolvo et al. (2005) and Xie et al. (2014)) has indicated
that who to share location with is an important factor of location-sharing behaviour.
However, providing controls to assist users in sharing with different types of people
has been underexplored. One of the few exceptions is the study by Assad et al.
(2007), where the authors provided an early interface to control location sharing.
The interface was web-based, and their goal was to enable people to choose how
location information is revealed to other users of the MyPlace Locator system. The
goal of the present work is a bit different, in that the scope is not limited to a specific
system. Instead, our aim was to contribute to a broader understanding of useful controls for location sharing by mobile phone users. Accordingly, the insights garnered
here have a broader scope. In particular, the positive feedback obtained from the
participants suggests that the implementation of the controls from Figure 3.2 (or
some of them) is likely to have a positive impact on location privacy management in
current mobile phones.
The relevance of the proposed UI based on social, temporal and spatial adjustments were also presented in our results. Early studies such as Scipioni and
Langheinrich (2011) and Stroeken et al. (2015) have pointed out the importance of
such factors in protecting location privacy. Our approach is different in that 1) we
gathered three factors and 2) presented them as an accessible UI at the Operating
System level. We suggest that such a UI that facilitates the adjustment of locationsharing settings should be available for users and for every application that exploits
users’ location information.

3.6.3 User preferences
Xie et al. (2014) identified users’ location sharing preferences based on a number
of hypothetical scenarios. Their study included seven different types of people
(i.e. single, family, kids, spouse, girlfriend, friends, colleagues). The study in this
work is similar in that it also collected some location-sharing preferences based on
hypothetical scenarios. There are some overlaps in terms of the types of people
considered (e.g. family, significant other, and close friends appear on both lists).
Furthermore, the work included advertisers from (Benisch et al., 2011; J. Lin, Benisch,
et al., 2013) (covered via the control for service providers). Since there is a variety
of people and/or institutions that one could share location information with, future
work will benefit from a typology of requesters of location information. In addition,
Xie et al. (2014) found location- sharing preferences to be context sensitive and
audience aware. Figure 3.7 shows some observations along the same lines: one can
see that the preferences of the participants are context sensitive (i.e. they depend on
the type of place), but are also audience aware (i.e. they vary according to who).
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However, the fact that some participants did not react as expected (e.g. participants
stopped sharing their location when given “useful" tips at work about their health)
suggests that location privacy preferences may also be incentive aware.
In all scenarios, we intended to design a positive notification as an indicator for
the invasion of location privacy, but participants perceived these threats differently. In
the New city and Shopping mall scenarios, they valued the information they received
higher than the risks of letting everyone know where they are. This observation also
shows that due to the complex notion of privacy and digital privacy specifically, there
might be different perspectives on how the designers of a service value privacy and how
end users might perceive it. Ward et al. (2005)’s study shows that the participants in
their study had concerns about providing financial information but saw no problem
about providing personally identifiable information. This highlights, once again,
that users need to be made aware of the importance of location privacy in general,
it also shows the importance of addressing privacy-related issues before or during
the design of the services since factors such as different perspectives on values, or
various perceptions on incentives might lead to challenges regarding the acceptance
and use of the service by end users. One way to address such challenges could be
including users in the process of developing a service and ask them directly about
their values regarding their location information and the services they can receive
while making sure they understand the threats associated with sharing location
information.

3.6.4 Configuring location privacy settings
It is important to highlight the underlying trade-offs of configuring location privacy
settings. On the one hand, the fine-grained controls we provided enabled participants
to specify in detail how and with whom they wanted to share location information.
They were also able to respond to potential privacy threats in a nuanced way. On
the other hand, managing location privacy is certainly more complex than a simple
‘on/off’ switch via UI controls. It also seems that given the right incentives, people
give up their location privacy willingly. Regarding UI and privacy management,
Cranor et al. (2006) stated: user interface designers need to find ways to manage the
complexity, educate users about privacy, or express privacy concepts using language
they already understand, guide users through the process of expressing their privacy
preferences, and offer various options that meet the needs of a diverse set of users. There
are thus many parameters at play, and even if the proposed UI was well received,
the results highlight the need for more studies to look further into aspects - if any of context, audience, and incentive which make location sharing predictable.
Besides, as mentioned in Section 3.3.2, the UI supports at the moment six types of
stakeholders: family, close friends, the user’s significant other, user’s list of (known)
contacts, app and service providers, and third parties unknown to the users but which
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might potentially get access to her location data. It is acknowledged here that these
six stakeholders are not mutually exclusive when it comes to sharing location data
(e.g. current location-based services necessitate a service provider, a family member
may also be a close friend at the same time). However, the fact that many users in
the scenarios precisely wished not to share their location with some stakeholders
while sharing it with some others (see Figure 3.8) calls for fine-grained location
management at the technical level. For instance, future generation location-based
services - if they are to be more user-friendly and privacy-aware - should provide
technical means for users to share their location with peers without service providers
knowing. If sharing location to peers without involving service providers turns out
to be impossible or impractical, ephemeral location-based services (Ataei and Kray,
2017) could provide a good alternative (i.e. service providers could still act as
brokers between two users interested in exchanging their location information but
automatically delete users’ records when the receiver got the information provided
by the sender).

3.6.5 Limitations
Our study was subject to some limitations which also restrict the generalisation of
our results and the conclusions we drew from it. First, despite our efforts to simulate
the conditions of the five previously described places (through the use of panoramic
pictures in the IVE (Delikostidis et al., 2015)), the participants for the home or
work locations did not see pictures of their actual places. To address this, we asked
them to imagine being in their owned places, but there is the possibility that the
participants might never actually have perceived receiving unexpected notifications
as a threat in a place where they expect privacy. Also, they did not use their own
mobile phones but the one we provided for them. Since we also conducted the
study in the lab (rather than in the real world), the ecological validity of our study is
limited.
Second, during the initial part of the study, we asked questions about their
general opinions regarding location privacy. This might have influenced their use
of the developed prototype, as they were aware that the study was about location
privacy (e.g. they might have pretended to be more concerned than they are on
a regular basis). Furthermore, we asked participants to think aloud and report
their actions, which could have impacted their choices as well. A closer look at
Section 3.5.1 and the answers provided by the participants during the first interview
suggests that most of the users were not highly concerned (i.e. rather unconcerned
or “fence-sitters" in J. Lin, Liu, et al. (2014)’s typology). Further work is needed
to investigate the sensitivity of the results obtained with respect to variations in
the types of profiles of the participants. Third, further limitations result from the
relatively limited number of participants and the resulting small sample size for
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statistical analysis. Since our primary interest was to obtain rich, qualitative data
we had to make this trade-off to keep the effort of realising the study manageable.
We also only presented a small number of scenarios to users based on other studies
reported in the literature. In real life, people visit many different locations that we
did not include in our study, and these other places could trigger more sensitivity
regarding location privacy.
Finally, Figure 3.1 pointed that out that few features of the model (e.g. error
handling, end-to-end security, full functionality) still need to be implemented for the
proposed UI. Though omitting these features is likely to have had an influence on
the results presented in this work, the exact nature of this influence would need to
be investigated in future work (e.g. through new iterations replicating the current
study).

3.7 Conclusions
Overall, we presented a method for designing user interfaces (UIs) for locationbased services. We used this method to design a prototype that provides controls to
users for managing location privacy. Moreover, we implemented and evaluated the
privacy control prototype through an empirical user study to assess the usefulness
of the controls for adjusting location privacy. Our results show that in the majority
of locations, about 35% (median) of the participants chose the provided controls
instead of default sharing settings regardless of the scenarios. The results also
shows that from the participants who selected the provided controls, the social
controls were the most frequently used (median 7̄8%). These particular controls
were designed based on Westin’s privacy theory.
In general, location privacy is an important issue which should be addressed by
developers of location-based services if they are hoping to build services that are
going to comply with current and future location privacy protection regulations and
that are going to be accepted by users who have location privacy concerns. UIs can
play a significant role in conveying to users the importance of location information
protection. UIs can also increase transparency regarding what is being shared with
whom, when and where, such factors are crucial to address while designing privacy
protected services. This option of providing controls through UIs to users will lead
to an increased trust and better acceptance of technology, which can also represent
a gain also for service providers and developers.
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Based on our research, there is a strong need for further work that supports developers in building location-based services that are also location-privacy aware. In
addition, research is needed regarding how to make users aware of threats and
control mechanisms regarding their location privacy. Longitudinal studies with the
proposed UI controls would also benefit the overall understanding of user behaviour
and preferences with respect to location privacy. Finally, the development of privacyaware LBS can benefit from further studies on the use and evaluation of the proposed
model by developers and designers of LBS.
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Complying with Privacy
Legislation: From legal Text to
Implementation of Privacy-Aware
Location Based Services

„

4

The good of the people shall be the supreme law.
— Marcus Tullius Cicero
(The De Legibus)

This chapter was submitted in preparation for the journal of GEO-information as Ataei
M., Degbelo A., Kray C., Santos V. (2018) "Complying with Privacy Legislation: From
legal Text to Implementation of Privacy-Aware Location Based Services.
The location data of individuals is very sensitive geoinformation. While its disclosure
is necessary, e.g. to provide location-based services (LBS), it also facilitates deep
insights into the lives of LBS users as well as various attacks. Location privacy threats
can be mitigated through privacy regulations such as the General Data Protection
Regulation (GDPR), which came into force recently and harmonises data privacy
laws across Europe. While the GDPR is meant to protect users’ privacy, it does not
provide explicit guidelines for designers and developers about how to build systems
that comply with it. In order to bridge this gap, we systematically analysed the legal
text, carried out expert interviews, and ran a nine weeks long take-home study with
four developers. We particularly focused on user-facing issues as these have received
little attention compared to the technical issues. Our main contributions are a list
of aspects from the legal text of the GDPR that can be tackled at the user interface
level and a set of guidelines for how to realise this. These guidelines were evaluated
in a take-home study. Our results can help designers and developers of applications
dealing with location information from human users to comply with the GDPR.

4.1 Introduction
Many services routinely collect location data from human users for various reasons.
While there are many benefits of the availability of personal location data (e.g. better
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personalisation, location-based services), this type of geoinformation is particularly
sensitive as it allows for deep inferences about the person who produced it. For
example, location data can be used to find out where individuals live, whom they
interact with and what their daily routine is (Krumm, 2009). In addition, even
very few data points can be exploited for attacks such as stalking or breaking into
someones home while they are away (Clarke and Wigan, 2011). Recently disclosed
privacy violations have led to further increasing worries regarding surveillance (Y.-W.
Lin, 2018);michael2011social. It thus makes sense that technical as well as legal
measures are being developed to ensure the safety of service users as well as their
basic civil rights and freedoms.
The General Data Protection Regulation (GDPR) (EU, 2016) is such a legal
safeguard that harmonises data privacy laws across Europe. It was introduced by the
European Parliament and the Council of the European Union (EU), to strengthen the
protection of people with respect to the processing of their personal data. The GDPR
was first published in April 2016 and fully applied since May 25, 2018, onwards.
It includes far-reaching measures to protect privacy and is widely expected to be
a game changer for the design of computing systems in general – including those
that specifically function based on location data of their users, i.e. location-based
services (LBS). Given that in the digital age “privacy goes global” (Newman, 2015),
the impacts of GDPR will be felt far beyond the boundaries of Europe.
While this new law promises to strengthen the rights of individuals, it is also poses
challenges to the designers and developers of systems that process personal data (e.g.
location data). On the legal level, there are questions such as how compliance can be
demonstrated. On a technical level, the law introduces new requirements regarding
how data is stored, processed and deleted. While these two perspectives already
introduce many challenges, it also not clear how to realise various requirements
that the GDPR formulates with respect to what users should be able to control and
regarding how and when certain types of information should be presented to them.
Location-based services (LBS) are an increasingly ubiquitous type of systems
that deal with geo-information and process location data of their users. In this
paper, we aim to address challenges resulting from the introduction of the GDPR
that relate to the user interface of LBS. Our main contributions are as follows: (1)
We systematically analysed the legal text to identify a list of aspects that can be
tackled at the user interface level (UI) (Section 4.3); (2) In addition, we carried
out interviews with experts to gain further insights into challenges arising from
having to comply with the GDPR as well as into ways how and when to address
them (Section 4.4); (3) Based on the outcome of both activities, we compiled a set of
guidelines for developers and designers to help them to design LBS that comply with
the GDPR (Section 4.5). Finally, these guidelines were evaluated in a take-home
study with four developers. The participants developed two fully functioning LBS
prototypes while using the guidelines (Section 4.6). Our contributions can benefit
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designers and developers who need to create services that meet the location data
related requirements defined by the GDPR.

4.2 Related work
In this section, we briefly summarise key related work by first reviewing various
concepts and definitions of privacy and location privacy. We then provide a short
overview over the GDPR – an in-depth analysis of the legislation is subject of the
subsequent chapter – and outline how location data privacy and LBS are connected.
This is followed by a brief review of existing approaches to tackle location privacy
issues in LBS. A summary concludes the section.

4.2.1 location privacy: definitions and concepts
Although there is no single and simple definition for privacy, it is important to gain an
understanding of the facets that define and shape it in order to build privacy-aware
technologies. According to Westin (2003), privacy is "the claim of an individual
to determine what information about himself or herself should be known to others."
In addition, it also makes a difference how such information is obtained by others
and what it is then used for". Westin (2003) further defines three levels on which
privacy issues can be addressed: at the political level, the socio-cultural level and the
individual level. Obviously, different political systems and philosophies will vary with
respect to how much value they attribute to individual freedom from surveillance
versus maintaining public order. Legal frameworks, such as the GDPR, are the means
by which these different values can be expressed. Privacy at the socio-cultural level
relates to individuals’ practice and experience in their everyday life, or as Westin
puts it: "the real opportunities people have to claim freedom from the observation of
others ...". In this sense, privacy is frequently determined by the individual’s power
and social status Westin (2003). At the individual level, Westin (2003) distinguishes
four basic states: solitude, intimacy, anonymity and reserve. Solitude refers to the
right to not being observed by other parties. Intimacy covers the right to entertain
a close, honest and relaxed relationship with one or more people (a small group).
Anonymity refers to being free from surveillance in public, and reserve denotes the
right to limit what information about oneself is disclosed to other parties.
While privacy thus is an important and complex concept in our everyday lives,
this is especially true in the context of our digital endeavours. D. Solove (2008)
confirms this by stating that: "privacy is a plurality of different things and that the
quest for a singular essence of privacy leads to a dead end". Conceptualising privacy
can be achieved by discussing six general heading, which include: "(1) the right to be
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let alone; (2) limited access to the self, the ability to shield oneself from unwanted access
by others; (3) secrecy, the concealment of certain matters from others; (4) control over
personal information, the ability to exercise control over information about oneself;
(5) personhood, the protection of one’s personality, individuality, and dignity; and (6)
intimacy, control over, or limited access to, one’s intimate relationships or aspects of life.
Some of the conceptions concentrate on means to achieve privacy; others focus on the
ends or goals of privacy" (D. J. Solove, 2002).
The importance of data privacy becomes more clear when a specific kind of data
can pose a substantial risk to individuals’ safety and privacy, sometimes without even
their knowledge. Information about individual’s location is one of those kinds of
data which has a great potential to identify users personally but also if combined
with other types of data such as finance or health can reveal sensitive information
about individuals.
Location data is being used in the majority of the services that provide users
with relevant information to their geographical positions (i.e., LBS). The presence
of "ubiquitous positioning devices and easy-to-use APIs make information about an
individuals’ location much easier to capture than other kinds personally identifiable
information"(Keßler and McKenzie, 2018). Protection of location data is important
due to the increasing number of technologies that collect, process and store location
data of users and the sensitivity of such data as if it disclose can reveal confidential
information about individuals and eventually pose risks on the individual’s life. Even
if users do not explicitly share their geographic coordinates, their location can be
probabilistically determined based on the words that they write (e.g. on Twitter),
the timestamps that they make public, and a basic understanding of the spatial
properties of a city (see McKenzie et al., 2016). In general (and as indicated in
Fawaz, Feng, et al., 2015), a location privacy threat is a function of the current
location along with previously released locations.
As LBS function based on location data, in order to address potential privacyrelated issues, it is crucial to understand and define location privacy in this context,
then explore possible threats associated with it and finally implement countermeasures to mitigate such threats. Duckham and Kulik (2006) define location privacy
as "a special type of information privacy which concerns the claim of individuals to
determine for themselves when, how, and to what extent location information about
them is communicated to others". In order to design a GDPR-compliance UI for LBS,
the first step is to understand LBS, location privacy, and the importance of protecting
personally identifiable information (PII) including location data.
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4.2.2 location data privacy issues in LBS and the role of the
General Data Protection Regulation (GDPR)
Personally identifiable information (PII) that includes location data is one of the key
factors relating to privacy in the digital realm. This refers to any information that
can be linked back to a natural person and therefore provides a third party with a
potential vector of attack. For example, knowing a person’s current location might
enable a third party to threaten or expose that person. Since such information is
very sensitive and potentially dangerous in the wrong hands, laws are put in place
to protect it and regulate its use. In the European Union, the European Commission
has issued the General Data Protection Regulation (GDPR) EU, 2016, which is an
expanded and harmonised version of Directive 95/46/EC (Data Protection Directive or DPD). It defines far-reaching rights for individuals with respect to PII that
relates to them. It applies to any company, which processes or collects personally
identifiable information of an individual in the E.U., e.g. in the context of providing
services or selling products. This includes companies based outside of the E.U. if they
process or collect such data. Companies that do not comply with the GDPR face hefty
penalties. The many requirements set out by the GDPR are predominately focused
on the way companies handle PII, which in some cases may require substantial
changes in order to become GDPR-compliant. While some of these changes will
affect ’behind-the-scenes’ data management, other aspects will require direct user
interaction, i.e. changes at the UI level. A detailed analysis of the latter is the topic
of section 4.3.
The previous paragraphs already illustrate that privacy is an important issue
to consider in designing services: not only are they routinely collect personally
identifiable information, but they also process it in different ways. The GDPR has a
very broad definition of ’processing information’, which includes "any operation or set
of operations which is performed on personal data or on sets of personal data, whether
or not by automated means, such as collection, recording, organisation, structuring,
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction,
erasure or destruction"(EU, 2016). Consequently, almost any system that allows users
to register or personalise its appearance or functioning would fall under the GDPR.
For example, personalisation of a web application can affect links that users see
when they interact with the system, the content that they are presented with, and
the overall structure of the web application (see (Danculovic et al., 2001)). In earlier
work, Kobsa (2007), providing an introduction to the field of privacy-enhanced personalisation, pointed out that online users value .personalisation. At the same time,
personalisation of Web sites seems profitable for Web vendors. Automatic content
customisation creates, therefore, a win-win situation for both. Nevertheless, since
users need to give up some data in exchange for tailored content, there is always a
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privacy threat associated with personalisation on the Web. Kobsa (2007) brought
forth two factors which impact the type of data being collected, and the methods
employed for processing the data in the context of privacy-enhanced personalisation.
These are user concerns and privacy regulations.
Another example, where LBS process PII, is the use of location-information to
adopt a service to where the user is located (aka location-based services). This does
not only include classical navigation systems but increasingly is used to adapt web
pages, apps and advertisements. Location information is particularly sensitive information as it allows deep inferences about the person being tracked (Beresford and
Stajano, 2003) while at the same time also being very useful to detect the context of
a user and to adapt system behaviour. Location adaptation and personalisation are
only two of many examples where LBS process personally identifiable information,
and can thus cause privacy issues. While a number of research studies location privacy from various aspects such as technological, legal, ethical, or educational, Keßler
and McKenzie (2018) in their "manifesto" on Geoprivacy (i.e. location privacy),
argue that the complex matter of addressing location privacy must be considered as
a whole, integrating all these involved aspects.
Location privacy issues in LBS can be tackled in different ways. A large body
of work exists discussing various attacks as well as key concepts and technologies
such as k-anonymity (Sweeney, 2002), mix zones (Beresford and Stajano, 2003)
or the Casper system (Mohamed F Mokbel et al., 2006). Beyond approaches that
focus on very specific aspects (such as location privacy), there are also some more
general proposals about how to make LBS more privacy-aware. Langheinrich (2002)
specifically looked at ubiquitous systems and proposed an approach to ensure accountability rather than guarantees regarding PII. His approach can also be classified
as following many of the guidelines laid out by Privacy-by-Design (Cavoukian, 2009),
which defines seven basic principles that interactive systems should realise to protect
the privacy of users. While technical advancements are necessary for improving the
protection of location privacy, Keßler and McKenzie (2018) state that "Preserving
geoprivacy involves more than obfuscating geographic co-ordinates. Location can be
inferred from non-explicitly geospatial information such as interests, activities and sociodemographics". One of the concerns in this regards is related to the mobile operating
system that "lack fine-grained control mechanisms for location services, thus severely
limiting the degree of control users have over their location information" (Keßler and
McKenzie, 2018). Ataei, Degbelo, et al. (2018) have recently proposed user interface
elements for fine-grained management of location privacy settings which helps to
specify whom to share location with, when to share it, and where to share it.
While there is a number of critics aiming at legal countermeasures like "The
ethical ramifications of advances in location-enabled technology are often viewed as
an afterthought, and legal concerns over privacy aspects lag behind technological
advances" (Keßler and McKenzie, 2018). GDPR has tried to overcome such critiques
by integrating privacy by design principles such as privacy embedded into the design,
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privacy as the default setting and also visibility and transparency regarding the data
collection activities (Cavoukian, 2009). Addressing location-privacy related issues is
a complex matter and needs clarification, discussion and proper actions. To keep
this work feasible, we will focus on only a few aspects of this process. The location
privacy in LBS will be a core area to focus on, in this context, we will study the
implementation of Legal requirements, we categorised those requirements and will
focus on those that are addressable through UI.

4.2.3 Summary
From this brief review of related work, we can draw a number of conclusions.
While privacy is a complex concept, it plays an essential role in everyday life, and in
particular, in the digital realm. Many services process PII such as location information
for various reasons (e.g. service adaptation, personalisation, in-kind payments) and
can thus cause different types of issues. One of the critical concerns regarding the
default behaviour of such services is related to the presence of controls for location
privacy settings (sharing all or nothing). In the majority of the cases, users are
not provided with means to adjust the personal data collected about them through
services. In addition, such services are subject to the corresponding legislation such
as the General Data Protection Regulation (GDPR), which was recently put into law
in the European Union. While various approaches have been proposed to tackle
privacy issues in LBS, how exactly these could be used to make a system compliant
with the GDPR is not clear. In the remainder of this paper, we will, therefore, look
deeper into this issue.

4.3 Analysis of the GDPR
GDPR (EU, 2016) consists of 99 articles and 173 recitals, including principles such
as conditions for law fullness processing, rights of the data subject, responsibility
of controller and processor, to name but a few. Among many aspects presented in
GDPR, there is an emphasis on transparency, providing controls for data subjects
over their data and following the principle of privacy by design.
We explored various strategies for interpreting GDPR’s text document from
developers and designers perspectives. We eventually developed a strategy including
six iterative steps with the goal of understanding the legal requirements and assigning
them to the responsible individuals. The six steps involve: 1) scan: a thorough
scanning of the legal content; 2)extract: extracting requirements; 3)clarify: clarifying
the expectations of the legal text; 4) cluster: clustering them into categories; 5)
relate: relate, connect or translate them into understandable terms for developers;
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and 6) assign: assigning the requirements to responsible individuals.
With regard to these aspects, we compiled the most relevant set of provisions for
designing LBS in GDPR, and categorised them into two groups: 1) data management
which includes minimising data collection, secure storage and keeping the data
accountable (i.e. updated and correct); and 2) communication of data management
with data subjects that includes notifying data subjects about collected personal
data, conditions for consent and providing controls such as access, rectification, and
restriction based on the right of data subjects.
In the area of developing privacy-aware LBS, there has been more advancement
on technical (i.e. back end) level than front end (i.e. presentation or UI) level.
Therefore, to explore the latter and also keep the scope of this work manageable,
we chose to focus on communication data management with users or front end
with an emphasis on the requirements which are addressable through UI design,
namely: Notice, Consent, and Control. We will discuss the legal requirements for
each of these factors in next sections. These requirements have been derived from
the GDPR content (EU, 2016). For the purpose of this paper (inferring concepts
and principles), we are using the same terms and definitions that are presented in
Art. 4 definitions of GDPR (EU, 2016). The following terms (and their respective
definitions) are relevant in the context of this work:
• ‘personal data’ means any information relating to an identified or identifiable
natural person. ‘data subject’, an identifiable natural person who can be
identified, directly or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;
• ‘controller’ means the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means
of the processing of personal data; where the purposes and means of such
processing are determined by Union or Member State law, the controller or the
specific criteria for its nomination may be provided for by Union or Member
State law;
• ‘processor’ means a natural or legal person, public authority, agency or other
body which processes personal data on behalf of the controller;
• ‘processing’ means any operation or set of operations which is performed on
personal data or sets of personal data, whether or not by automated means,
such as collection, recording, organisation, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by transmission, dissemi-
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nation or otherwise making available, alignment or combination, restriction,
erasure or destruction;
• ‘profiling’ means any form of automated processing of personal data consisting
of the use of personal data to evaluate certain personal aspects relating to
a natural person, in particular to analyse or predict aspects concerning that
natural person’s performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements;
• ‘personal data breach’ means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to,
personal data transmitted, stored or otherwise processed.
One of the GDPR’s major concern is related to the data subject’s rights. Compliance
with GDPR requires understanding these rights and also building services with
respect to these rights. GDPR requires service providers (i.e. data controllers and
processors) to support transparent communication (Art.5). Respecting data subjects
right and communicating the processing activities to data subjects are GDPR’s
requirements in this context. Our analysis of GDPR has focused on data subject’s
rights and the aspects that are addressable at UI level. This analysis resulted in three
primary categories, Notice, Consent and Control. A short explanation for each of the
factors is going to be presented in the following sections. A more detailed version
of the analysis including all relevant Articles and Recitals from GDPR is included in
Appendix 4.9.

4.3.1 Notice
GDPR requires the ensuring of lawful, fair and transparent processing of personal
data. According to the recital 60 of GDPR (EU, 2016), the processing is fair and
transparent if the data subject is informed of the existence of the processing and its
purposes. The controller should provide data subjects with the information that is
listed in Art. 13 of GDPR which includes, (a) the identity and the contact details of
the controller; (b) the contact details of the data protection officer; (c) the purposes
of the processing; (d) where the processing is based on point (f) of Article 6(1), the
legitimate interests pursued by the controller or by a third party; (e) the recipients
of the personal data. In addition to the list, data subjects should also be informed
about: (a) the period for which their personal data will be stored; (b) the existence
of the right to request from the controller access to and rectification or erasure of
personal data or restriction of processing concerning the data subject or to object to
processing as well as the right to data portability; (c) the existence of the right to
withdraw consent at any time, without affecting the lawfulness of processing based
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on consent before its withdrawal; ... (f) the existence of automated decision-making,
including profiling, referred to in Article 22(1) and (4) and, at least in those cases,
meaningful information about the logic involved, as well as the significance and the
envisaged consequences of such processing for the data subject Art.13 - (EU, 2016).
Informing data subjects about their rights, the consequences of their decisions
and the activities of the controller can ensure fairness and transparency regarding
the lawfulness of the processing. GDPR considers the processing lawful if "the data
subject has given consent to the processing of his or her personal data for one or more
specific purposes" or processing is necessary for various reasons such as " compliance
with legal obligation" or " for the performance of a task carried out in the public interest"
Recital 60 -GDPR.

4.3.2 Consent

According to the GDPR, consent is one of the fundamental principles to make data
processing activities lawful. Article 4, defines consent of data subjects as any freely
given, specific, informed and unambiguous indication of the data subject’s wishes by
which he or she, by a statement or by a clear affirmative action, signifies agreement
to the processing of personal data relating to him or her (EU, 2016). Article 7.
defines conditions for the consent such as (1) where processing is based on consent,
the controller shall be able to demonstrate that the data subject has consented to
processing of his or her personal data and (2) The data subject shall have the right
to withdraw his or her consent at any time. The withdrawal of consent shall not
affect the lawfulness of processing based on consent before its withdrawal. Prior
to giving consent, the data subject shall be informed thereof. It shall be as easy to
withdraw as to give consent. Recital 42 also lists some requirements for consent: for
consent to be informed, the data subject should be aware at least of the identity of the
controller and the purposes of the processing for which the personal data are intended.
Consent should not be regarded as freely given if the data subject has no genuine or free
choice or is unable to refuse or withdraw consent without detriment.
The consent should communicate the processing activities with data subjects
which is similar to notice, but the primary difference is that the consent requires
active approval and confirmation from data subjects. It also needs to be flexible to
support the features of withdrawal (i.e. the right of opting out from data processing)
and renewal (i.e. receiving an updated consent when the purpose of the processing
has changed).
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4.3.3 Control
GDPR stresses the importance of providing data subjects with control over their
personal data. Control includes various principles such as the right of access, the
right to rectification and erasure, the right to restriction, the right to data portability
and the right to object. We will briefly explain the legal requirements for each.
• Access - according to Art. 15: The data subject shall have the right to obtain from
the controller confirmation as to whether or not personal data concerning him or
her are being processed (see appendix 4.9 for the listed conditions according to
Art.15).
• Rectification - Art. 16: The data subject shall have the right to obtain from
the controller without undue delay the rectification of inaccurate personal data
concerning him or her.
• Erasure (‘right to be forgotten’): The controller shall have the obligation to erase
personal data without undue delay where one of the following grounds listed in
appendix 4.9 applies.
• Restriction of processing - Art. 18: The data subject shall have the right to obtain
from the controller restriction of processing where one of the following grounds
listed in appendix 4.9 applies.
• Data portability - Art. 19: The data subject shall have the right to receive the
personal data concerning him or her, which he or she has provided to a controller,
in a structured, commonly used and machine-readable format and have the right
to transmit those data to another controller without hindrance from the controller
to which the personal data have been provided Art 20.
• Object - Art. 21: The data subject shall have the right to object, on grounds
relating to his or her particular situation, at any time to processing of personal
data concerning him or her which is based on point (e) or (f) of Article 6(1). See
appendix 4.9 for the details.
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Fig. 4.1: Word cloud of terms mentioned at least 200 times in the GDPR reference document
(EU, 2016). It helps see most prominent concepts of the regulation: personal
data, the processing of it, and the interaction between controllers and (data)
subjects. The word cloud was generated in March 2018 using Wordart (https:
//wordart.com/; last accessed: March 26, 2018)).

4.3.4 Summary
The previous three sections have presented the provisions of GDPR with respect to
data management, and communication of the data management to the data subject.
As the reader may have noticed, the terms ‘data subject’ and ‘controller’ come over
and over again. They stress the importance of both parties for the lawgiver. In
fact, a word-cloud (see Figure 4.1) which displays words found at least 200 times
in the GDPR reference document (EU, 2016) makes clear what GDPR is all about:
it’s primarily about personal data; the processing of it, and the interaction between
controllers and (data) subjects. Note that ‘interaction’ is used here is in line with
Hornbæk and Oulasvirta (2017) who argued that "interaction concerns two entities
that determine each other’s behaviour over time " (emphasis original). GDPRcompliant services are therefore mediums which support that mutual determination
between the controller and the data subject. The regulation puts a clear emphasis
on the role of controllers, but the processor (a bit less prominent on the figure) is
also a third important actor. In fact, the processor was already identified by Conger
et al. (2013) in their model of personal information privacy1 . That is, in the digital
age, GDPR-compliant services are systems which support the mutual determination
1
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There are some parallels between the roles listed above and the roles listed by Conger et al. (2013)
in their model of personal information privacy. The ‘individual’ of Conger et al. (2013) is equivalent
to the ‘data subject’ of GDPR; the ‘vendor/providers of services’ from Conger et al. (2013) are akin
to ‘controllers’ of GDPR; the term ‘processor’ from GDPR includes both the ‘third party’ (i.e., data
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between the controller (i.e. the entity which requests personal data), the data
subject (i.e. the entity which gives personal data away), and the data processor (i.e.
the entity which processes personal data). The next section points at some of the
challenges (viewed through the lenses of experts) of implementing GDPR-compliant
IS, and possible ways of addressing them.

4.4 Experts Interviews
A set of interviews was conducted to explore challenges and solutions regarding the
implementation of GDPR. We started the process with a planning phase, with a few
research questions, and we gathered reflections from experts in three main areas:
general challenges, possible solutions, and specific requirements for Notice, Consent
and Control (i.e. NCC factors). The specific requirements touched upon what to
include in each NCC factor, how to communicate it to users and the phase of system
development where they should be considered.

4.4.1 Participants
The participants were domain experts who were directly involved with implementing
GDPR in an academic or industry environment. Besides GDPR involvement as the
main requirement, experts were recruited based on their experience in the field of
data privacy, data ethics and security in information systems. Six experts, two from
industry, three from academia and one from both participated in our study. Detailed
demographics can be found in the table 4.1.

4.4.2 Procedure
We conducted semi-structured interviews through video calls (via Skype). We found
semi-structured interviews appropriate as our goal was to gather deep insights and
receive critical comments about the topic. We divided the questions into three levels.
Level one included the intro question (i.e. participants role and experience with data
privacy or GDPR) which was followed by questions regarding the general aspects of
the topic, including challenges regarding the implementation of GDPR and possible
ways of addressing such challenges. Level two consisted of a more specific set of
questions including some that targeted difficulties which developers and designers
could encounter while developing interactive system regarding GDPR compliance.
sharing partners), and the fourth party (i.e., illegal hackers, thieves and third-party employees who
violate company policy) from (Conger et al., 2013).
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Level three was a focused inquiry on particular questions regarding NCC factors
(i.e., Notice, Consent and, Control), including the phase of system development in
which one should consider NCC factors, what to include in each phase and how
to communicate the relevant information to end users at the UI level (see Figure
4.2 for details). The lead author carried out all the interviews, provided a verbal
explanation, received digitally signed consent forms from participants and took
notes during the sessions. All the sessions were audio recorded after participants
had consented. The institutional ethics review board approved the study prior to its
execution.
Participant ID
E1
E2

E3
E4

E5
E6

Brief Biography
Professor and consultant working on design ethics
E-Governance evangelist, currently part of an expert group advising
a European city council on matters related to the implementation of
GDPR in relation with government and public services
Assistant professor working in projects related to data justice, and
specials in data ethics.
Lawyer, currently advises companies at the moment in different sectors
like banking, insurance, transportation with respect to the implementation of GDPR
Professor and co-Founder of an IOT (Internet of Things) company,
which develops solutions for smart cities
Professor, currently working closely with municipalities on the implementation of smart cities initiatives

Tab. 4.1: Brief biography of the experts interviewed.

4.4.3 Results
The analysis of data started by transcribing the audio recording and the notes
were taken by the interviewer. We used directed content analysis to analyse the
data. The directed content analysis involves the use of categories or codes defined
by the researcher prior analysis and may lead to the definition of some further
(sub)categories during the analysis (see (Hsieh and Shannon, 2005)). We used
MAXQDA 2018 as a tool to code and analyse the data. The codes were specified at
the beginning of the analysis based on the questions that we asked: 1) Challenges
regarding the implementation of GDPR (i.e. including particular difficulties for
developers and designers in the context of GDPR implementation); 2) Suggested
solutions by the experts to tackle the challenges; 3) When (during interactive system
development) to address GDPR and who is responsible for the GDPR implementation;
and 4) Specific recommendations from the experts for the implementation of Notice,
Consent and Control at the UI level. The answers that emerged from each category
are reported in the following sections. Since it is well known that experts often
disagree among themselves, a (sub)category related to one of the codes defined
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above was created only if at least two different people referred to the topic of the
category.

Challenges regarding the implementation of GDPR
The following challenges and how to address them were mentioned by the participating experts:
User-friendliness: not surprisingly, implementing GDPR in a way that does not
place some unmanageable burden on users was mentioned by the participants as
an issue. Implementing GDPR while avoiding complexity in interaction or overwhelming numbers of alerts or notifications was mentioned by E1 and E6. Also, the
importance of communicating privacy-related issues to end users in a simple way
was mentioned by E1, E2 and E5.
Awareness: Raising awareness about the necessity to think early during application
development about data protection was also mentioned as an important challenge.
E4 believed that start-ups and some business do not have enough resources to
consider privacy-related issues from the beginning stages of system development.
Technical considerations: Technically realising the requirements of the regulations
is a further challenge. Guaranteeing anonymisation is difficult due to the currently
available technology options according to E5 and E6.
Regarding specific challenges for developers and designers, participants highlighted
the following problems, namely:
Lack of specific guidelines: E5 who is a founder of company developing IoT devices said: " in my company, we have developers and we are trying to develop software
solutions, and we have not found any guidelines that we can use’. A similar concern
was raised by all other participants.
Reasons for compliance with GDPR: This was another challenge, mentioned from
different perspectives. Participants also raised concerns about the need for proper
education regarding the importance of compliance with GDPR (similar statements
by E1, E3 and E5). E1, for example, stated that ‘designers need to be told clearly in
the brief about the compliance with GDPR,..., designers ought to know the purpose
of compliance, designers should know the context and reasons’. E3 also said that ‘we
could explain to designers what kind of value they think they should include or how to
include those values’ to comply with GDPR. The overall difficulty was to find a way
to provide developers and designers with explanations and reasons beyond avoiding
fine and punishment.

Approaches to address implementation challenges
Participants suggested some approaches to address the challenges presented in the
previous section, based on the area of their work and their expertise. Some of
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the suggestions are very specific, and we try to explain them in the context of the
discussion. A group of experts: building a group consisting of legal and technical
experts was suggested by E3 and E4. Both argued that addressing GDPR-related
challenges is not simple and therefore can not be expected to be done only by single
individuals. E4 suggested to include ‘lawyers, data processors, those who are aware
of how information flows in a company, IT people, data ethics experts, those with
humanistic training, or philosophers, or those who have legal ethics as their main
concern, so this should be a multidisciplinary discussion’. The communication among
members of such a group can also be challenging, and E3 suggested that assigning
one individual with knowledge in both legal and technical aspects of development
process could be a way to facilitate the communication.
Customised guidelines: All experts agreed on the importance of developing a
specific guideline for each company or service provider. E1 said: ‘there has to be a
guideline for designing interactive systems, that is fundamental, this is technical, then it
is the discussion of system requirements that must be designed with features supporting
the implementation of GDPR, then you need certain visual and graphical pallets based
on companies visual brand, that is related to companies design guidelines’.
Contextualisation: The best way to communicate concepts related to privacy to
users is through simplified but tangible methods (i.e. mentioned by E1, E2, E3 and
E5). E1 calls it wise notification, and E3 believes that if the consent is not fully
understandable for users, then it can turn into a tool for service providers to obtain
permission for processing user data without protecting the users’ privacy.

Integrating GDPR considerations into the development process

Regarding the phase in which one should consider GDPR compliance factors, all
experts agreed on the importance of considering GDPR compliance factors at the
requirement gathering and analysis stage or even prior to that. E1 said: ‘it should
definitely be discussed at requirement analysis and design, but it should also stay through
the other stages’. This is in line with GDPR’s suggestions which encourage service
providers to follow privacy by design principles and include privacy considerations
in early and all stages of system development (Leda Bargiotti, Inge Gielis, Bram
Verdegem, Pieter Breyne, Francesco Pignatelli, Paul Smits Ray Boguslawski, 2016).
We also asked the participants who is responsible for the GDPR implementation.
While all agreed on assigning a group of individuals with various expertise as
responsible for GDPR implementation is the best strategy, a few believed that the
implementation is the service providers’ responsibility rather than developers and
designers (i.e. mentioned by E1, E2 and E3).
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4.5 Guidelines for realising GDPR-compliant
implementations
As mentioned in Section 4.1, the GDPR does not come with explicit guidelines for
developers and designers to help them implement its requirements. This need for
guidelines was confirmed during the expert interviews (see Section 4.4.3). With
focus on Notice, Consent, and Control (NCC) factors from GDPR, presented in
section 4.3, We developed a set of guidelines. In order to construct a guideline
that is easy to follow, we defined two primary stages for developers (see Fig. 4.2);
Content stage, which refers to the body of the material that should be included for
addressing each of the factors (e.g. the purpose of processing should be stated when
designing for Notice). Also, the communication stage which includes suggestions
about how to communicate the content to users (e.g. text or icon).
The content stage is about "What" to include, and it covers a few aspects; first,
developers and designers should understand what each of these factors mean. And
second, what to include when designing for Notice, Consent, or Control. The content
stage is designed based on GDPR’s main document (EU, 2016) to cover the list
of requirements for addressing NCC factors. This stage provides a list of required
information that should be provided to users.
Communication stage is about "How" to communicate, and focuses on the aspects
regarding the communication of the body of the material produced in the Content
stage. This stage addresses aspects such as appearance and characteristics of the
NCC factors (e.g. when to ask for users consent and how should that look like).
Communication stage includes the suggestions from experts for designing the content
and appearance for NCC factors.
The guidelines listed in Fig. 4.2 should be used together with the explanations
for each factor presented in section 5.1, 5.2, and 5.3. Regarding the content that
one should create for addressing GDPR’s requirements, there are repetitions for
NCC factors which are purposes of processing, Recipients, Retention, Existence of
profiling for all three, Data transfer for Notice and Consent, Existence of the right for
control for Notice and Control. The reason that this work has not presented them all
together is to emphasise the legal requirements for each, and also to highlight that
although the content created for them could be reused but it should also be adjusted
for each factor. For instance, the content created for Notice does not require the
confirmation from data subjects as Consent, therefore, despite the similarity of the
content, the way of rephrasing and presenting might be different.
In the following subsections, we will describe all the factors incorporated in the
guidelines. We will start by introducing those relating to Notice, then move on to
those connected to Consent and we will finish by defining factors linked to control.
Each subsection is split into the two stages we described above. Fig 4.2 provides an
overview over all factors and stages.
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Stage one, "What to communicate" (legal requirements for creating content)
Notice
N1.1. Controller’s information
N1.2. DPO ’s information
N1.3.Purposes of processing
N1.4. Lawful processing
N1.5. Recipients
N1.6. Data transfer
N1.7. Retention
N1.8. Existence of the right
for control
N1.9. Consequence of not
providing the data
N1.10. Existence of profiling
N1.11. Disclosure of personal data
breaches

Consent
C1.1. Purpose of the processing
C1.2. Recipient
C1.3. Data transfer
C1.4. Retention
C1.5. Existence of profiling
C1.6. Renew
C1.7. Withdraw

Control
CO1.1. Access to collected data
CO1.2. Purpose of the processing
CO1.3. Recipient
CO1.4. Retention
CO1.5. Existence of the right for
control
CO1.6. Existence of profiling
CO1.7. Rectify
CO1.8. Erasure
CO1.9. Restriction
CO1.10. Object

Stage two, "How to communicate" (experts suggestions for design and communication)
Notice
N2.1. Discuss Notice in all stages
N2.2. Balance quality and the
quantity of the info
N2.3. Precise and understandable
N2.4. Accessible info
N2.5. Avoid long text
N2.6. Use visuals

Consent
C2.1. Discuss and Design Consent
C2.2. Clear statement
C2.3. Withdrawal consequences
C2.4. Conceptualising the content
C2.5. Contextualising the content
C2.6. Clear parameters
C2.7. Clear statement

Control
CO2.1. Access type
CO2.2. Direct access
CO2.3. Wise access
CO2.4 Opt-Out
CO2.5. Clear statement

Fig. 4.2: guidelines recommendation based on legal requirements and expert suggestions.

4.5.1 Notice
Content stage - Notice (N1)
Users should be informed about all activities related to personal data processing
such as data collection, its purposes and data breaches. When creating the content
for Notice, developers and designers should include the information listed in the
first column of Figure 4.2. Controller’s information (N1.1.) refers to the identity
and the contact details of the data controller. DPO ’s information (N1.2) refers
to the contact details of the data protection officer. Purposes of processing (N1.3)
explains why personal data is collected and what is being done with it. It should
also be made clear that the processing is lawful, meaning that it should meet the
requirements explained in Art. 6 for lawful processing (N1.4). Another crucial aspect
is to communicate to users to whom the personal data is going to be disclosed –
its recipients (N1.5). These can be, for example, a natural or legal person, public
authority, agency or another body (who is going to see the collected data or have
access to it). Data transfer (N1.6) refers to whether any personal data is transferred
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to a third country or international organisation (where are you going to send it).
Retention (N1.7) describes the period of time for which the personal data will be
stored, or if that is not possible, the criteria that will be used to determine that
period. (for how long are you going to keep the collected personal data). A further
important piece of information is the existence of the right for control (N1.8). This
relates to the right to request from the controller all aspects of control meaning
the right to access, rectify or erase personal data as well as to restrict processing
or to move data to another provider. Data subjects also have to be informed after
such a request has been processed. (what are the rights of data subjects about their
personal data). Consequence of not providing the data N1.9 refers to whether data
subjects are obliged to provide personal data and of the possible consequences of
failure to provide such data. (does the data subject have to provide personal data?
what will happen otherwise?) Existence of profiling N1.10 relates to the existence
of automated decision-making, including profiling. The information should clearly
explain the logic underpinning the decision-making, as well as the significance and
the envisaged consequences of such processing for the data subject (Is there any
profiling activity involved? why? what does that mean?) Disclosure of personal data
breaches N.11 refers to communicating personal data breaches to the data subject
in particular when the personal data breach is likely to result in a high risk to the
rights and freedoms of natural person (EU, 2016).

Communication stage - Notice (N2)
After creating the content for Notice, it is important to decide how to communicate
it with users. Recital 60 of GDPR (EU, 2016) states that the information provided for
data subjects ‘may be provided in combination with standardised icons in order to give
in an easily visible, intelligible and clearly legible manner, a meaningful overview of the
intended processing’. The recital’s description can be interpreted differently in various
context. During the expert interviews, we asked about the best time and the most
appropriate way to notify users. A list of keywords regarding experts’ opinions is
presented in Figure 4.2. Discuss Notice in all stages N2.1 suggests that designing the
Notice should be discussed and addressed through requirement gathering, design
criteria, design and development phases. Balance quality and the quantity of the
info N2.2. propose to pay attention to the importance of balancing the quality and
the quantity of the information they present in Notice, developers and designers
should decide about how much information must be shown which while it is short,
it still gives a profound overview. Precise and understandable N2.3 refers to the
need for using simple, understandable and relevant terms instead of complicated,
legal or technical ones. Accessible info N2.4. suggest that the information presented
through Notice should be accessible later (e.g. through setting) and it should not
be ephemeral (e.g. to be shown only when installing the application). Avoid long
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text N2.5 suggest that the message should be communicated through a short and
wise text. Use visuals N2.6 propose to prioritise the use of visual means and relevant
Icons over using text. Visual reminders N2.7 refers to not only presenting the
information through visual means but also encourages the use of visual reminders to
communicate the information to Users fully.

4.5.2 Consent
Content stage - Consent (C1)
The GDPR requires user’s Consent to data processing activities. Those who collect
and process the data must be able to prove that the Consent was given. What user is
going to consent to should be provided in an intelligible and easily accessible form,
using clear and plain language and it should not contain unfair terms - Recital 42.
Regarding the content of the Consent, there are a number of overlapping points with
the information listed for the Notice as the focus is on the data processing activities.
Purposes of processing C1.1, Recipient C1.2, Data transfer C1.3, Retention C1.4, and
Existence of profiling C1.4, correspond to (N1.3), (N1.5), (N1.6), (N1.7), (N1.10)
from section 4.5.1. The key difference is related to formulating the content: for
Notice, the purpose was only to inform users, but for Consent, the goal is to ask for
the explicit agreement to data processing activities. Beside consenting to the data
processing activities, Consent has two specific conditions as well. GDPR requires to
Renew C1.6 the Consent if the purpose of the data processing changes, the Consent
must be renewed, and information should be presented to users accordingly. Also,
users shall have the right to Withdraw C1.7 their consent at any time and through
easy means Art. 7 (EU, 2016). It is important that users have been informed about
the right of withdrawal prior to consenting.

Communication stage - Consent (C2)
We discussed consent during the expert interviews. The main concern, which was
raised by all experts, was the challenge of assuring that the presented information
(e.g., text or image) in Consent is understandable for non-technical users. In other
words, how to make sure that users know what are they consenting to and are
aware of the consequences of such consent. Experts suggest that for designing a
Consent that conveys a comprehensible message to users, it is important to Discuss
and Design Consent C2.1 through various development stages such as requirement
gathering, design and, evaluation. They also suggest that the developers and
designers should provide clear statement C2.2 explaining that the user will have
the opportunity to change her/his decision regarding the consent later, also explain
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how and through which steps one can make such changes (i.e. withdrawal right).
Additional important information that Consent should include according to experts
is regarding the consequences of withdrawing consent, withdrawal consequences
C2.3 should clearly state the outcome of user’s decision after withdrawal. Expert
suggest to conceptualising the content C2.4 for users by telling them how developers
will use that data rather how they will not use the data might have a better result.
Furthermore, contextualising the content C2.5 through everyday life events of users
can also be a way to make it understandable. Experts also encourage designers and
developers to use clear parameters C2.6 explaining to what users are consenting to,
and clear statement C2.7 explaining who will market their data to.

4.5.3 Control
Content stage - Control (CO1)

Control consists of the factors described in the GDPR as users’ rights and obligations
to provide them with controls over their personal data. The factors are access,
rectification, erasure, restriction of processing and object (i.e. explained in details in
section 4.3). In summary, Control should provide to users; access to the collected
data, the possibility of updating the collected data, and also an option to opt-out
from data collection activities. Regarding the content of the Control, the same as
Consent, there are a number of overlapping points with the information listed for
the Notice but the key difference is the way of providing them to users, for example,
providing the information regarding the collection of data will not be sufficient, and
it should be followed by the possibility of opt-out from data collection. The similar
content from includes Purposes of processing CO1.2, Recipient CO1.3, Retention
CO1.4, existence of the right for control CO1.5, and Existence of profiling CO1.6,
correspond to (N1.3), (N1.5), (N1.6), (N1.7), (N1.8), (N1.10) from section 4.5.1.
In addition to the listed information, there are a few controls that are explicitly
required by GDPR to be provided to users; Access to collected data CO1.1 which
gives users the right to access the collected personal data and also to obtain a copy of
the collected information from data controllers. Also, users have the right of Rectify
CO1.7 or Erasure CO1.8, which means the personal data collected about them can
be rectified or be erased and no longer processed, particularly when the data is
no longer necessary for the functionality of the service or users have withdrawn
their consent. In addition, users have the right to ask for the restriction CO1.9 of
the processing and the right to object CO1.10 to processing in the case of direct
marketing including profiling.

4.5

Guidelines for realising GDPR-compliant implementations

79

Communication stage - Control (CO2)
This section summarises the experts’ opinions on how to address control. The
main concern when discussing the Control was related to the possibility of increased
interaction complexity for users which could be resulted after providing controls over
their personal data. Thus, experts suggest avoiding such complexities by explaining
the Access type CO2.1 to users, meaning, the kind and degree of the access should be
communicated to users through Notice and Consent. Also, the Direct access CO2.2
should be given to the users with easy possibilities of updating and observing the
collected data about them. Also, users should be notified about the consequences of
erasing the data (e.g. erasing the data can influence the functionality of the service
they use) - Wise access CO2.3. If users request Opt-Out CO2.4, the collection process
has to be stopped, and this change should be communicated to them. The success of
this operation has to be reported back to the users so that they can confirm that data
is no longer collected. The opt-out option should be directly accessible through the
application but similar to other decisions like erasing the data; there is a need for
clear statement CO2.5 about the consequences of enabling Opt-Out.

4.5.4 Applying the guidelines during development
Software engineering lifecycle for developing products includes Requirement analysis, Design, Development, Test, Implementation, and Maintenance (Medicare &
Medicaid Services et al., 2008). The majority of the experts stated that while it is
essential to consider addressing privacy-related issues in all stages of the service
development, there should be more attention on addressing these issues during
requirement analysis, design and development stages ( i.e., in line with privacy by
design principles (Cavoukian, 2009)). The following is a summary of suggestions
that each of these stages can include for addressing GDPR requirements at UI level.
Requirement analysis stage: this stage could include awareness and education
which refers to the need of educational programs for designers, developers, and
everyone in the development team who is involved in the collection, use or the
process of personal data on three subjects; 1) GDPR regulations, particularly data
subjects rights. 2) The ethical and philosophical reasoning of protecting individual’s
data privacy and, and 3) the consequence of noncompliance for the company. It is
also essential to perform information flow inspection during the requirement analysis
stage for understanding how the data flow works, mainly for finding gaps (i.e.,
which part of the information flow requires GDPR compliance) and then designing
solutions.
Design stage: with respect to the activities and findings from the requirement
analysis stage, could identify the points in the development cycle that GDPR requirements should be addressed (i.e., which starts from the result of the information flow

80

Chapter 4

Complying with Privacy Legislation: From legal Text to Implementation of

inspection). When the addressing points are clear, then it would be helpful to map
the requirements to tasks and assign them to a group of individuals with various
expertise, such as developer, designer, DPO, lawyer, ethics advisor. This stage could
also develop an action plan connecting GDPR requirements to system development
life cycle based on every particular product’s goal.
Development stage: while initial design ideas have developed in the design stage,
development stage is where the full content (i.e. the information that should be
included in the body of the solutions) and design (i.e. the way that solutions should
be communicated to users) of the NCC should be finalised.

4.6 Guidelines in practice: a take-home study
In order to evaluate the use of the guidelines during actual software development, we
asked developers to use it during nine-weeks projects. Our main evaluation goal was
to see whether developers could use the guidelines to incorporate (location) privacy
features into newly developed location-based services. We were also interested in
any problems they encountered and what they thought about the guidelines. For
this purpose, we tasked the four participants of a nine-weeks project course at our
department (i.e. student developers) with the design and development of an LBS.

4.6.1 Participants
All participants were students at one of the two Master programmes offered by our
institute. Programming skills varied amongst the participants, with three being quite
experienced and one of the intermediary skills. The four students had between 3 and
20 years of programming experience, had participated in up to ten programming
courses and rated their own experience between 4 and 10 (10 being the highest
mark). Regarding the concerns about location privacy, two participants were quite
concerned about sharing location information (scoring 20 and 18 out of a maximum
of 30). The two other students were less concerned (scoring seven and nine out of
the maximum of 30.).

4.6.2 Materials and Procedure
The student developers were instructed to use an existing framework (LBS engine2 )
together with the guidelines introduced in section 4.5 to build example LBS that
comply with GDPR. The LBS engine is a toolkit in the sense of Olsen, 2007 as it
2

https://github.com/LEinfeldt/LBS-Engine
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provides a template which helps design location-based services. Asking participants
to create example apps within about three months is a strategy for toolkit evaluation
called take-home study Ledo et al., 2018. This approach is useful to gather some
evidence on the external validity of the used tools (LBS engine and guidelines). We
used the System Usability Questionnaire (SUS, see Brooke, 2013 for a recent review
of its properties) to evaluate the usability of the LBS engine and the guidelines.
Over a period of nine weeks, the four student developers were split into two
teams. They were tasked with designing and developing two fully functioning
LBS prototypes of their own choices while using the GDPR guidelines and the LBS
engine. They received short introductory lectures about both tools at the beginning
of the course. Their main task was to conceive and implement a functional LBS. In
addition, we briefed them on the GDPR guidelines and asked them to consider these
during development. At the end of the study, we used the SUS test to evaluate the
guidelines and LBS engine. In order to assess the effectiveness of the guidelines, we
also analysed the privacy-preserving features of the developed LBSs by examining
the final submitted products as well as their weekly progress reports.

4.6.3 Results
In the following, we summarise key results of the take-home study: the implementations that were produced, the privacy features that were implemented, insights into
how the guidelines were perceived and used, as well as challenges and limitations
we observed. While all developers received the same information, the systems and
features they implemented to address location privacy varied considerably between
the two teams.

Implementations
The two teams of two students each developed two very different LBS: GeoFreebie
and TourChamp. GeoFreebie3 is a location-based mobile application that helps
users find and donate gifts by visualising items on a map. It is based on the idea of
’freecycling’ – recycling by giving unneeded items away to other people for free. The
app provides a spatially ordered list for users to search for free items. Furthermore,
GeoFreebie can notify users about gifts in their current vicinity (see Fig. 4.3). Gifters
can upload their donation data without giving their exact location in order to protect
their privacy.
TourChamp4 is a location-based service for newcomers to a city to find tourist
spots and then test their knowledge about the new places they visit. The users can
3
4
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use the application map to identify tourist spots in a city with the possibility to take
part in a multiple-choice quiz about these spots (see Fig. 4.4).

Fig. 4.3: GeoFreebie (left to right): a)Approximate location of the users shown in a blue
circle, b)marked location info as private, c) setting options to adjust location
tracking and location sharing, d) notification pop-up if the location sharing and
tracking are enabled.

Fig. 4.4: TourChamp (left to right): a) Notice, b) visual indications of friends presence
when location sharing is enabled, c) setting options to adjust location sharing
(GPS) for public or only friends, d) layered setting adjustment to enable/disable
location sharing.

Location Privacy Features
Both teams were encouraged to discuss location privacy from the beginning of the
process. They reported on such discussions during their progress meetings. At the
beginning of the course, they believed their applications could harm users privacy in
any way. They changed their mind after learning about the possibility of extracting
personal data from location data combined with other types of data. Both teams
implemented some privacy-preserving measures while developing the architecture,
but they were finalised during the development and UI design stages.
Geofreebie’s developers hid the current user location by default. In the list view,
the location information of the users who are not willing to share their location was
marked as private. Even when this option was enabled, only an approximate location
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of users in a zone (i.e. buffer) is shown, therefore avoiding the exact location of
users5 . The app settings screen provides users with two specific options, one for
location data tracking and one for location data sharing. There are further means for
users to communicate with each other (e.g. a phone number or an email address).
Application users can thus reach their goal without disclosure of their location data.
However, enabling location sharing and tracking benefits users by providing pop-up
notifications when they are close to a gift (Fig. 4.3). Geofreebie’s developers
designed a notice explaining how the app works and also explaining that users are
in control of sharing their location. The notice implemented features N1.3 and N1.8
of the guidelines. They also provided controls for users, giving them the possibility
of opt-out from location tracking and data sharing. Their implementation covered
CO1.2, CO1.9, and CO1.10 of the guidelines provided in Fig. 4.2. Geofreebie’s
developers also explicitly avoided making users exact location publicly visible. These
features were implemented to build a GDPR-compliant LBS prototype.
TourChamp’s developers designed a notice in the form of text explaining that
location privacy can be adjusted through the settings (i.e. N1.3 and N1.8). The
setting screen provides options for users to enable or disable the GPS, which will
impact the location sharing directly (i.e. CO1.2, CO1.5, CO1.9, and CO1.10). Another
feature in the setting is GPS for a friend. Disabling this option will stop sending
users location to the server but also will influence the social aspect of the game
meaning that user will no longer be able to see other players (i.e. yellow happy
faces) and has to continue the game individually. To adjust location privacy and stop
location sharing, users were provided with an option in the main screen of the app,
namely the layers button. Unchecking the friend layer (see Fig. 4.4 d) will disable
the location sharing of the users with others, similar to the controls available in the
setting menu (i.e. fine-grained adjustment for enabling and disabling GPS for public
and friends or based on different zones), (see Fig. 4.4 c).
In addition to these features for complying with GDPR, Tourchamp’s developers
also designed and answered a set of questions for addressing location data privacy.
The questions were: "What data we collect from the user? - How do we store it? - Is it
prone to a breach? - Is the user aware of the data collection and storage? - Can the user
withdraw/delete the shared data? -Is a user consent taken while getting data?", through
these questions they covered a discussion (i.e. did not implement as features) on a
number of items from the guidelines such as N1.7, CO1.7, and CO1.8. Fig. 4.5 shows
each application and the addressed features from the guidelines. We found this
technique an interesting interpretation of the proposed guidelines and in general a
useful strategy to consider location privacy during the process of developing privacyaware and GDPR-compliant LBS. It was expected to observe that the implementation
of the guidelines has been very different for both teams. Leading to the conclusion
of the need for including some level of flexibility while developing such guidelines.
5
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The features that none of the teams addressed were related to consent. The reason
could be related to the developers’ assumption that Consent should be addressed
during the installation process (e.g. end user agreement). Although GDPR explicitly
requires Consent to be an active part of the application, the developers’ decision in
this study could be an indication that the matter of addressing Consent needs further
exploration (i.e. when and how to ask for user’s consent).
Stage one, "What to communicate" (legal requirements for creating content)
Notice
N1.3.Purposes of
processing
N1.8. Existence of the right
for control
N1.11. Disclosure of
personal data breaches

Consent
G T
G T
T

-

Control
CO1.2. Purpose of the
processing
CO1.5. Existence of the
right for control
CO1.9. Restriction
CO1.10. Object

G T
G T
G T
G T

Stage two, "How to communicate" (experts suggestions for design and communication)

Consent

Notice
N2.1. Discuss Notice in all
stages
N2.3. Precise and
understandable
N2.4. Accessible info

G T
G T

-

Control
CO2.2. Direct access
CO2.4. Opt-Out
CO2.5. Clear statement

G T
G T
G T

G T

Fig. 4.5: guidelines recommendation reflected in the two LBS developed during the takehome study: ’G’ and ’T’ indicate factors that were realised in the GeoFreebie and
TourChamp LBS, respectively.

Guidelines usability
We used the System Usability Scale (SUS) (Lewis and Sauro, 2009) for measuring the
usability of both the LBS engine and the guidelines. In order to clearly distinguish
what was being evaluated, we replaced the word ’system’ with ’GDPR guidelines’ in
the SUS form.
We are presenting only the results for the guidelines here due to the overall focus
of this article on location privacy rather than rapid prototyping of LBS.The SUS
results show that the perceived usability of the guidelines varied between developers:
the SUS score (Brooke et al., 1996) of the participants ranged from 35 (P2) over
55 (P1) and 65 (P4) to 72.5 (P3). The Mean SUS score was 56.9 for our study.
According to the adjective rating scale proposed by Bangor et al. (2009)’s (with a
SUS score of 12.5 corresponding to ’the worst imaginable’ usability and a SUS score
of 90.9 representing ’the best imaginable’ one), we can conclude that the overall
perception of the guidelines was ’OK’ (i.e. higher than 50.9). Due to the low number
of respondents, individual scores (e.g. the rating P2 gave) had a disproportionate
impact on the mean score. While this result thus provides initial evidence that
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developers can use the guidelines, it also indicates the need to run further usability
tests (involving a higher number of developers) in order to spot usability issues as
well as to refine the guidelines and their presentation.

Limitations and Challenges
The take-home study provides some initial insights into how the guidelines can
be used to work towards GDPR-compliance during LBS development. However,
only four developers were involved in an academic setting. Using more developers
in a commercial setting over a longer period of time would have led to deeper
insights regarding trade-offs between privacy and other constraints. Nevertheless,
the study showed that developers could use the guidelines during the development
of a location-based service that incorporates (location) privacy-preserving features.
The study also revealed some challenges for the guidelines. The relatively low
SUS scores and informal feedback indicate that the developers were struggling with
the guidelines. We attribute this to the overall complexity of the legal framework
as well as its generality. However, the diversity of the two developed system also
highlights the need for the latter. One way to address the issues mentioned above
could be to develop an interactive toolkit (or Wizard) that makes it easier to identify
relevant factors and potential solutions at specific points during the development
process.

4.7 Discussion
In the following, we briefly discuss key aspects relating to the GDPR and our
guidelines, point out opportunities for future work, and review the limitations of our
work.

4.7.1 Implications and Observations
The guidelines described above are based on a thorough analysis of the legal text as
well as on input from experts. Our take-home study provides initial evidence that
they can help designers and developers in designing UIs that provide information and
interaction along the lines of what the GDPR requires. The LBS that were produced
by the developers participating in our study all included features to improve the
location-privacy of their users. While the guidelines were effective in this respect,
we also found that their usability leaves room for improvements.
Many of the technical aspects included in the GDPR are more familiar to developers and are more easily mapped to technical solutions (such as using strong
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encryption). By separating user-facing from technical requirements (such as secure
storage of personal data), the guideline has the potential to make it easier for developers to create LBS that comply with GDPR. Though both types of requirements
need to be tackled for full compliance, we only evaluated one type (user-facing
requirements) in this article.
In addition, the guidelines can serve as a way to communicate between different
stakeholders in the development process (designers, developers, data protection
officers, legal experts, users). The guidelines are in line with Privacy-by-Design principles (Cavoukian, 2009) and support the paradigm shift that GDPR tries to enforce,
namely pro-activeness with respect to privacy protection (rather than re-activeness).
Since GDPR redefines the context for interactive development and use, the discussion
provided in this article contributes to make the peculiarities of this context explicit.
Therefore, they are one way of further specifying the activity context dimension of
Döweling et al. (2012)’s model of interactive system design.

4.7.2 Future work

The analysis presented earlier and the proposed guidelines can serve as a basis for
much future work on interactive system design including LBS. They can inform
future efforts which try to standardise UI designs relevant to the context of GDPR.
For example, they could be used to design a standard user interface that controls
how location information is shared in a location-based service. In addition, the
proposed guidelines could be a starting point for developing a formal model that
encodes specific aspects of the GDPR and then facilitates (semi-)automatic proofs
of compliance (Ivory and Hearst, 2001). However, given the complexity of the
legislation and the topic in general, realising a comprehensive and consistent formal
model of the GDPR appears to be a quite challenging task. As mentioned above,
creating an interactive tool for developers that provides and guides access to the
guidelines might be a promising (and complementary) alternative to a formal model.
Finally, the presented guideline points at the need for further research into three
areas: effective ways of communicating privacy notices, user-friendly techniques of
getting privacy consent, and truly enabling user control over their data. Previous
research has already produced a design space for effective privacy notices (see, e.g.,
Schaub, Balebako, et al., 2015), but more work is needed to articulate design spaces
for UI elements which are best suitable while requesting privacy consent and control
in interactive systems.
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4.7.3 Limitations
Our work is subject to several limitations. The most important one is arguably
that the proposed guidelines cannot guarantee that the resulting services will fully
comply with the GDPR. This is mainly due to the guidelines only covering a subset of
the GDPR (i.e. those aspects that can be addressed at the UI level). In addition, the
guidelines are at a level of abstraction that allows a broad application to different
systems, which prevents very specific instructions that could be unambiguously
checked. Nevertheless, we argue that the guidelines are a useful abstraction of the
legal text that provide designers and developers with guidance towards realising
a GDPR-compliant service. Although our evaluation took place during the actual
development of two LBS, it was clearly limited in terms of length, the number of
participants and the diversity of applications that were developed. Nevertheless, it
provides initial insights into how the guideline is used during development.
Furthermore, the article has not discussed responsibilities when it comes to
actually realising these guidelines in practice. The challenge of who is responsible
for implementing GDPR was also one of the discussion points in the interviews.
E3 and E7 agreed on the strategy of bringing together a group of individuals,
developers, designers, ethical advisers and service providers. On the other hand,
E1 believed that "this (i.e. compliance with GDPR) is not designers’ responsibility, the
one who is responsible for the project is also the main responsible person for GDPR
compliance first". In the view of E2, the government should take the responsibility
for the implementation of GDPR in both public and private sectors while E3 had
a different opinion, mentioning that GDPR implementation requires hiring data
protection officers (DPO), and stressed that "they are going to be the main channel
of communicating with data protection authorities...". It is acknowledged here that
the question "who will implement the guidelines?" is important for GDPR-compliant
services, but that question is not discussed further in this article since it involves
institutional concerns which are not the main focus of this work.

4.8 Conclusion
Privacy legislation such as the General Data Protection Regulation (GDPR) can be a
big challenge for developers who have to implement systems that comply with it.
Understanding the legal text already requires a lot of effort, but legal frameworks
also do not include specific instructions for how to realise compliant software. In
this article, we report on work to address this gap between the legislation and
the implementation, with a particular focus on location privacy and location-based
services. We analysed the legal text of the GDPR and extracted key aspects (i.e.,
challenges and approaches) relating to creating compliant LBS.
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In addition, we carried out interviews with experts to identify key challenges
and issues developers face when building privacy-aware software. Based on the
outcomes of the analysis and the interviews, we create guidelines for designers and
developers to help them create systems that comply with the GDPR. In our work, we
focused on location data and legislation aspects that require user interaction (i.e.
privacy regulations that relate to the user interface). The guidelines are grouped
into two stages (what to communicate and how to communicate it) and into three
groups (Notice, Consent, Control) that are directly derived from the GDPR.
The usefulness of these guidelines was demonstrated through their application to
the development of an interactive location-based service in a take-home study. The
guidelines can inform the standardisation of GDPR-compliant user interface (UI) designs such as a dialogue for location sharing that includes all necessary functionality
and visualises all legally required information. In addition, the guidelines can be
used by developers as a starting point for their work on GDPR-compliant services.
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4.9 Appendix A - Summarised analysis of NCC
factors
4.9.1 Notice
GDPR requires the ensuring of lawful, fair and transparent processing of personal
data. According to the recital 60 of GDPR EU, 2016, the processing is fair and
transparent if the data subject is informed of the existence of the processing and its
purposes. The controller should provide data subjects with the information that is
listed in Art. 13 of GDPR regarding personal data collection from the data subject:
(a) the identity and the contact details of the controller and, where applicable, of
the controller’s representative; (b) the contact details of the data protection officer,
where applicable; (c) the purposes of the processing for which the personal data are
intended as well as the legal basis for the processing; (d) where the processing is
based on point (f) of Article 6(1), the legitimate interests pursued by the controller
or by a third party; (e) the recipients or categories of recipients of the personal data,
if any; (f) where applicable, the fact that the controller intends to transfer personal
data to a third country or international organisation and the existence or absence
of an adequacy decision by the Commission, or in the case of transfers referred to
in Article 46 or 47, or the second sub paragraph of Article 49(1), reference to the
appropriate or suitable safeguards and the means by which to obtain a copy of them
or where they have been made available. In addition to the list, data subjects should
also be informed about: (a) the period for which their personal data will be stored,
or if that is impossible, the criteria used to determine that period; (b) the existence
of the right to request from the controller access to and rectification or erasure of
personal data or restriction of processing concerning the data subject or to object
to processing as well as the right to data portability; (c) where the processing is
based on point (a) of Article 6(1) or point (a) of Article 9(2), the existence of the
right to withdraw consent at any time, without affecting the lawfulness of processing
based on consent before its withdrawal; (d) the right to lodge a complaint with a
supervisory authority; (e) whether the provision of personal data is a statutory or
contractual requirement, or a requirement necessary to enter into a contract, as
well as whether the data subject is obliged to provide the personal data and of the
possible consequences of failure to provide such data; (f) the existence of automated
decision-making, including profiling, referred to in Article 22(1) and (4) and, at
least in those cases, meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing for the data subject
Art.13 - EU, 2016.
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As mentioned in the previous paragraph, data subjects should be informed in the case
of profiling, but according to recital 60, data subjects should also be informed about
the consequences of both accepting the processing and objecting to it in the case of
profiling. Data subjects should also be informed if any data breach occurs, according
to Art. 34: ‘when the personal data breach is likely to result in a high risk to the rights
and freedoms of natural persons, the controller shall communicate the personal data
breach to the data subject without undue delay’. The subjects should also be instructed
to take steps to mitigate the damage after the communication of the incident EU, 2016. Informing data subjects about their rights, the consequences of their
decisions and the activities of the controller can ensure fairness and transparency
regarding the lawfulness of the processing. GDPR considers the processing lawful
if "the data subject has given consent to the processing of his or her personal data for
one or more specific purposes" or processing is necessary for various reasons such
as " compliance with legal obligation" or " for the performance of a task carried out
in the public interest" Recital 60 -(EU, 2016). Article 19 adds another aspect to
the list of information that data subject should be informed about, namely The
controller shall communicate any rectification or erasure of personal data or restriction
of processing carried out in accordance with Article 16, Article 17(1) and Article 18
to each recipient to whom the personal data have been disclosed, unless this proves
impossible or involves disproportionate effort. The controller shall inform the data
subject about those recipients if the data subject requests it.

4.9.2 Consent
According to the GDPR, consent is one of the fundamental principles to make data
processing activities lawful. Article 4, defines consent of data subjects as any freely
given, specific, informed and unambiguous indication of the data subject’s wishes by
which he or she, by a statement or by a clear affirmative action, signifies agreement
to the processing of personal data relating to him or her EU, 2016. Article 7. defines
conditions for the consent such as (1) where processing is based on consent, the
controller shall be able to demonstrate that the data subject has consented to
processing of his or her personal data and (2) The data subject shall have the right
to withdraw his or her consent at any time. The withdrawal of consent shall not
affect the lawfulness of processing based on consent before its withdrawal. Prior
to giving consent, the data subject shall be informed thereof. It shall be as easy to
withdraw as to give consent. Recital 42 also lists some requirements for consent: for
consent to be informed, the data subject should be aware at least of the identity of the
controller and the purposes of the processing for which the personal data are intended.
Consent should not be regarded as freely given if the data subject has no genuine or
free choice or is unable to refuse or withdraw consent without detriment. The consent
should communicate the processing activities with data subjects which is similar to
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notice, but the primary difference is that the consent requires active approval and
confirmation from data subjects. It also needs to be flexible to support the features
of withdrawal (i.e. the right of opting out from data processing) and renewal (i.e.
receiving an updated consent when the purpose of the processing has changed).

4.9.3 Control
GDPR stresses the importance of providing data subjects with control over their
personal data. Control includes various principles such as the right of access, the
right to rectification and erasure, the right to restriction, the right to data portability
and the right to object. We will briefly explain the legal requirements for each.
• Access - according to Art. 15: The data subject shall have the right to obtain
from the controller confirmation as to whether or not personal data concerning
him or her are being processed, and where that is the case, access to the personal data and the following information: (a) the purposes of the processing;
(b) the categories of personal data concerned; (c) the recipients or categories
of recipient to whom the personal data have been or will be disclosed, in particular recipients in third countries or international organisations; (d) where
possible, the envisaged period for which the personal data will be stored, or, if
not possible, the criteria used to determine that period; (e) the existence of
the right to request from the controller rectification or erasure of personal data
or restriction of processing of personal data concerning the data subject or to
object to such processing; (f) the right to lodge a complaint with a supervisory
authority; (g) where the personal data are not collected from the data subject,
any available information as to their source; (h) the existence of automated
decision-making, including profiling, referred to in Article 22(1) and (4) and,
at least in those cases, meaningful information about the logic involved, as
well as the significance and the envisaged consequences of such processing for
the data subject.
• Rectification - Art. 16: The data subject shall have the right to obtain from the
controller without undue delay the rectification of inaccurate personal data
concerning him or her. Taking into account the purposes of the processing, the
data subject shall have the right to have incomplete personal data completed,
including by means of providing a supplementary statement.
• Erasure (‘right to be forgotten’): The data subject shall have the right to obtain
from the controller the erasure of personal data concerning him or her without
undue delay and the controller shall have the obligation to erase personal
data without undue delay where one of the following grounds applies: (a) the
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personal data are no longer necessary in relation to the purposes for which
they were collected or otherwise processed; (b) the data subject withdraws
consent on which the processing is based according to point (a) of Article 6(1),
or point (a) of Article 9(2), and where there is no other legal ground for the
processing; (c) the data subject objects to the processing pursuant to Article
21(1) and there are no overriding legitimate grounds for the processing, or
the data subject objects to the processing pursuant to Article 21(2); (d) the
personal data have been unlawfully processed; (e) the personal data have to
be erased for compliance with a legal obligation in Union or Member State law
to which the controller is subject; (f) the personal data have been collected in
relation to the offer of information society services referred to in Article 8(1).
• Restriction of processing - Art. 18: The data subject shall have the right to
obtain from the controller restriction of processing where one of the following
applies: (a) the accuracy of the personal data is contested by the data subject,
for a period enabling the controller to verify the accuracy of the personal data;
(b) the processing is unlawful, and the data subject opposes the erasure of the
personal data and requests the restriction of their use instead; (c) the controller
no longer needs the personal data for the purposes of the processing, but they
are required by the data subject for the establishment, exercise or defence of
legal claims; (d) the data subject has objected to processing pursuant to Article
21(1) pending the verification whether the legitimate grounds of the controller
override those of the data subject.
• Data portability - Art. 19: The data subject shall have the right to receive
the personal data concerning him or her, which he or she has provided to a
controller, in a structured, commonly used and machine-readable format and
have the right to transmit those data to another controller without hindrance
from the controller to which the personal data have been provided Art 20.
• Object - Art. 21: The data subject shall have the right to object, on grounds
relating to his or her particular situation, at any time to processing of personal
data concerning him or her which is based on point (e) or (f) of Article
6(1), including profiling based on those provisions. The controller shall no
longer process the personal data unless the controller demonstrates compelling
legitimate grounds for the processing which override the interests, rights and
freedoms of the data subject or for the establishment, exercise or defence of
legal claims. Where personal data are processed for direct marketing purposes,
the data subject shall have the right to object at any time to the processing
of personal data concerning him or her for such marketing, which includes
profiling to the extent that it is related to such direct marketing.
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„

In the twenty-first century our personal data is
probably the most valuable resource most
humans still have to offer, and we are giving it to
the tech giants in exchange for email services and
funny cat videos.
— Yuval Noah Harari
(Homo Deus: A Brief History of Tomorrow)

This chapter begins with a general discussion about data privacy; it will then discuss
location data privacy in particular with respect to the guiding questions as well as
the connections between the presented approaches in this thesis. The summary of
this chapter will highlight the points that resulted from addressing the main research
question. The summary will also discuss the challenge of evaluating (location) data
privacy.

5.1 The challenging matter of data privacy
protection
As discussed in previous chapters, many services are in the need of using location
data to provide relevant information to their users. Location data is about the actual
and physical location of individuals. If this data is combined with other types of
data such as health or financial data, it can provide an excellent source to not only
identify individuals whereabouts but also extract sensitive information about them
(e.g. their interests, habits, consumption patterns and even an estimation of their
future behaviours) (Altman et al., 2018). This highlights the importance of protecting
(location) data privacy. In a world where data is the new oil (Economist, 2017)
, the commercial values of location data are significant (BIA/Kelsey, 2016). The
commercial value of collecting personal data motivates many companies to collect
and store as much personal data as possible when they have a chance of doing so.
The data collection can happen through simple applications on smartphones, which
now exist in almost every individual’s pocket. It seems that arguing for limiting the
personal data collection for protecting data privacy falls into a situation similar to
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when environmental organisations struggle to limit the oil extraction to save the
environment. Where negative societal effects compete against positive commercial
values.
Smartphones has given a high level of comfort to the everyday lives of their
users, but smartphones are also one of the best tools to facilitate surveillance by
using the phones features for continuous tracking of individuals (Tsukayama, 2018).
Maybe one of the most important reasons that make the protection of data privacy
challenging is the opportunity that technological advancement has created. The
pervasive use of smartphones, "spies in our pockets" (Temming, 2018), have created
an opportunity for mass surveillance. Throughout the history, it has never been so
easy to have the possibility of mass surveillance without regard to physical distance.
Everyone from a hardware provider and cell tower controller to an app developer
or a hacker has the chance to collect personal data. Surveillance can cause severe
threats and risks to human rights (Harding, 2015) in all types of societies, "constant
surveillance of citizens’ locations can be used as a tool for oppression and to limit
freedom of speech, even in democracies" (Keßler and McKenzie, 2018). The usage of
mass surveillance is often justified with reasons such as preventing terrorist attacks
and increasing personal safety (Deeyfuss, 2017). For such reasons, the negative
implications of mass surveillance on individuals lives receive little or no attention.
This leads to a moral dilemma where individuals might feel pressured and stop
valuing their rights for data privacy protection in order to not interfere with the
process of fighting organised crimes or terrorism.
Protecting privacy is going to be even more challenging due to the culture of
so-called "sharing is caring" (Eggers, 2015). Sharing is caring culture encourages
individuals to share every moment of their private life with others. Individuals who
want to keep part of their life private could be blamed for not caring for others
by not contributing or withholding information, from which the collective could
have benefited. Despite all the difficulties on the way of protecting data privacy,
there is still hope to do it. Many parties have the power to change the course of
the current practices, and many are already are taking steps towards that direction.
These include researchers, scientists, data ethic activists, and technology providers
(Altman et al., 2018). Works such as teachprivacy.com 1 are working towards
increasing the awareness regarding data privacy. Some governments, such as the
European Union, has also taken action and has shown that data privacy matters
enough to update laws and establish regulations to protect the personal data of their
citizens. The General Data Privacy regulation EU, 2016, which entered into force
recently is a good example for addressing data privacy related issues, but GDPR
in its current shape includes many uncertainties regarding service providers and
developers responsibilities (Raschke et al., 2017).

1
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This work aims at developing various means for protecting (location) data privacy.
The following sections will discuss location data privacy in the process of LBS
development. It will also discuss the proposed approaches and their connection to
the guiding questions.

5.2 Addressing Location Data Privacy
Addressing (location) privacy is a matter that should be considered through all stages
of LBS development (i.e. from early ideation to the moment that users’ location data
is collected, stored or discarded). In order to discuss the implementation of location
privacy protection measures, this work has separated the stages and the roles of
those who are responsible for such implementations. While there has also been
suggestions and studies involving end users’ preferences in this context, the primary
emphasis has been on the responsibilities and opportunities that the developers and
designers of LBS have regarding the addressing and implementation of location
privacy protection measures in all the stages of the development process. The goal
has been to show how addressing location privacy can eventually become a natural
part of the service development requirements and not only a side issue to consider
during the final stages of LBS development.

5.2.1 LBS Architecture to manage location privacy
In order to answer GQ1 , "How should location information be managed in LBS to
protect location privacy?", this work, proposed a model for developing LBS architecture based on the Privacy by Design (PbD) approach. This model extends existing
LBS architectures with two new components with the focus on the management of
location data in a privacy-protected manner. Chapter 2 suggested to add two new
components to the architecture of LBS, one dedicated to the decisions regarding the
storage of the location data right after its collection (i.e. location privacy management (LPM)) and one dedicated to the controls provided for users to manage their
location privacy based on individual preferences (i.e. location privacy user interface
(LP UI)).
In order to illustrate how ephemerality can be implemented and used in everyday
life, a team of student-developers during a study project, have developed a prototype.
The prototype is called Happy Share, and is a service designed to enable users to
share their experiences with other people in the same area while visiting or exploring
a city (e.g. during events such as fun fairs or festivals). The application provides
means to share short messages anonymously with people in the same geographic
area. In addition, it enables users to define an expiration time for each message. The
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system does not store any location data of the users, nor does it store their messages
over time. Happy Share has two main components: a server component and a client
component. The server component2 enables the user to define zones, their spatial
extent, their expiry time as well as their topics. The server component also offers
the possibility of getting statistics about activities happening within a zone (see
Figure 5.1). The fact that a zone has an expiry time is a feature supporting temporal
ephemerality at the data level (a zone is a data item). The client component3 is an

Fig. 5.1: Defining spatial zones in Happy Share (server component) by first drawing the
boundary on the zone on a map (left) and then entering a name, expiration time
and topic (right).

Android application the enables users to send and receive messages. It provides
means to inspect and select available zones, to create messages, and to retrieve
existing messages within a specific zone. Figure 5.2 shows several screenshots from
the application. The user can select and show existing zones on a map. When
the app opens, the user has to select one zone in which she wishes to operate and
communicate (if she is physically in more than one zone). If she is in only one zone,
this zone is automatically chosen, and the user can see the text "You are currently
in [Zone]". A zone may have several topics, and the next step for the user is to
select one (or many) topics of interest. For all topics selected, the user gets notified
of new incoming messages related to the topic. She also has the possibility to see
all messages related to a specific topic (e.g., Pokémon Go) with their respective
expiration times. She can write messages related to one topic, and visualise (on a
map) all past messages generated in the current zone she is in. While the system
provides a full-featured location-based service – spatial messaging – it does so based
on the concept of ephemerality. Two key features enable ephemerality in our prototype. The first one is the ability to specify an expiry time for every message, which
effectively realises temporal ephemerality at the data level (a message is a data item).
The second one is the ability to send a message only within a zone, i.e. a spatially
well-defined and constrained area. Thereby, the concept of spatial ephemerality is
realised. Both aspects do not only exist at the architectural or system level but are
2
3

98

See https://github.com/geo-c/sc16-ephemeral-lbs-server.
See https://github.com/geo-c/SC-App.

Chapter 5

Discussion

Fig. 5.2: Sending and receiving messages with the Happy Share client App. The user selects
a spatial zone (top left), specifies topics of interest (top middle), receives notification about a new message for a topic (top right), visualizes existing messages
for the “Pokémon Go" topic (bottom left), writes a message (bottom middle), and
visualizes all messages within a spatial zone (bottom right).

also fully configurable at the interface level (see Figure 5.2). The UI elements for
sending and retrieving messages within a specific zone are only accessible while
the user resides inside the corresponding area. Users can also explicitly configure
which zone a message is sent to (in case of overlapping regions) and how long their
messages should persist before they are deleted. Overall, the prototype demonstrates
that it is possible to develop a full-featured location-based service while at the same
time implementing spatial and temporal ephemerality.
Regarding the storage of the data, the concept of ephemerality was introduced
as the core concept of the location privacy management component. Storing the
location data for a limited period can increase privacy by reducing the possibility of
the attacks on stored location data and also decrease the need for storage to hold
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the collected location data. However, these benefits come with some drawbacks.
While the technical requirements for adding such components to the architecture of
LBS is not complicated, the current economic culture of many service providers is
based on their high interest in collecting and storing as much data as possible due
to its commercial value, either for monetisation now or in the future. Therefore,
persuading service providers to give away the commercial value of the location data
in order to protect the user’s location privacy is challenging. Besides, it might be
equally challenging to persuade users to added complexity to their interaction with
services (e.g. adjust the privacy setting) in order to increase their data privacy.

5.2.2 A Model to Design UI for Location Privacy
The excuse of avoiding increased complexity is not an adequate reason to stop asking
for data privacy protection. Therefore, Chapter 3 focused on addressing guiding
question no.2 "How should user interfaces of LBS be designed to provide users with
means to make informed choices about their location privacy?". While the answer was
thoroughly covered in chapter 3, its connection to other approaches and its benefits
and drawbacks will be discussed in the next paragraphs.
Chapter 3 has proposed one way of realising the LP UI component of chapter
2. It combined Westin (2003)’s individual privacy theory, with privacy by design
principles developed by Cavoukian (2010), and Shneiderman (2010)’s golden rules
of interface design, into one model. This model was used to design a set of UIs that
provide controls to adjust location data sharing. The UI elements were evaluated
(e.g. User’s perception and UIs relevance) through a user study. The results of the
study indicate that the proposed UI design for fine-grained control of location privacy
settings was received positively by participants. This positive feedback provides
some initial evidence that the proposed theoretical model used to create the UI
may be useful to design user interfaces for location privacy with the potential of
fulfilling users’ expectations. To summarise the findings in the study conducted
in chapter 3, it is essential to highlight the underlying trade-offs of configuring
location privacy settings. On the one hand, the fine-grained controls we provided
enabled participants to specify in detail how and with whom they wanted to share
location information. They were also able to respond to potential privacy threats in
a nuanced way. On the other hand, managing location privacy is undoubtedly more
complicated than a simple ‘on/off’ switch via UI controls. It also seems that given
the right incentives, people give up their location privacy willingly.
Regarding UI and privacy management, Cranor, Guduru, and Arjula (2006)
stated: “user interface designers need to find ways to manage the complexity,
educate users about privacy, or express privacy concepts using language they already
understand, guide users through the process of expressing their privacy preferences,
and offer various options that meet the needs of a diverse set of users”. There
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are thus many parameters at play, and even if the proposed UI was well received,
the results highlight the need for more studies to look further into aspects such as
different contexts or incentives. Also in order to assure the ecological validity of this
approach, there is a need for further field studies over an extended period of time.

5.2.3 Privacy Regulation for Location Privacy
In current practices, many of the mentioned challenges in previous sections (e.g.
providing information regarding the collected personal data about users) receive
the least amount of attention during the development processes of LBS. However,
this is changing by the presence of regulations such as GDPR (EU, 2016). GDPR
values user’s data privacy and requires service providers to respect that. External
forces, particularly in the form of laws could be a promising way to assure that
service providers and data collectors consider the protection of personal data of
users and act towards such protection with practical means. Taking GDPR and its
requirements as an example in this context makes it possible to conclude that the
proposed concept of ephemerality and also UI elements in previous chapters are in
line with GDPR’s expectations. GDPR explicitly requires service providers to provide
the options for the users to be able to delete their personal data when they desire.
The ephemerality concept can be a simple example of how technical measures (i.e.
adding a new component to the architecture of LBS) can meet the legal requirements
of recently established regulations. Although this example presents the potential
of such approach but knowing how to bridge the gap between a legal text and
understandable technical requirements is still one of the major difficulties with
general legal data establishments such as GDPR. Thus, this work addressed this issue
in Chapter 4 by extracting key factors and developing guidelines to facilitate the
process of complying with regulations. Chapter 4 has developed an example for
answering the guiding question number 3. "How to comply with privacy legislation
while developing LBS?"
Chapter 4 selected the General Data Protection Regulation (GDPR) and examined
the challenges of its implementation to answer this guiding question. This work
generated a set of guidelines from the review of the GDPR’s legal text and the analysis
of expert interviews. The proposed guidelines can help designers and developers in
designing UIs which are in line with GDPR requirements. The analysis in chapter
4 helps to distinguish a few aspects that need to be addressed according to GDPR.
This work extracted aspects from GDPR regarding the communication of (location)
privacy management with end users. These could be addressed at the UI level.
The perspective of addressing privacy at different levels (i.e. technical or UI)
connects to the approach presented in Chapter 2. Different components such as
Location Privacy Management and Location Privacy UI engage privacy-preserving
solutions in various levels to reduce the complexity of the issue of addressing privacy
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as a whole. The same approach was used for simplifying the legal text and extracting
understandable instructions that are meaningful and useful for developers and
designers of LBS while developing a service, with the ultimate purpose of building
privacy-aware services and become GDPR compliant.
It is important to mention that the result presented in chapter 4 is subject to
several limitations. The most important one is arguably that the proposed guidelines
cannot guarantee that the resulting services will comply with all aspects of GDPR.
This is mainly due to the guidelines only covering a subset of the GDPR (those
aspects that can be addressed at the UI level). The aspects that this work did not
realise were related to the management of data at the architecture level (e.g. data
minimisation or end to end security). To overcome these two mentioned limitations,
further steps would require a second cycle analysis of the legal text to extract the
presented factors regarding the protection of data privacy entirely. In order to
formulate a simplified instruction to address each of the factors in a practical way,
there will be a need for exploring them with experts in software development and
privacy and security engineers as well as advocates.
Given the complexity of the legislation and the topic in general, realising a
comprehensive and consistent formal model of the GDPR appears to be a quite
challenging task. There is a need for further research into areas such as practical
ways of communicating privacy notices; user-friendly techniques of getting privacy
consent, and genuinely enabling users control over their data. There is also a need
to develop means for ensuring legal compliance, for instance to what extent service
providers have to adjust their current technologies to reach the level of acceptable
compliance.

5.3 Summary
A common connecting factor for the three presented approaches was to follow
privacy by design principles by Cavoukian (2010) but also put an emphasis on
developing practical solutions. The architecture (i.e. Subsec. 5.2.1) proposed an
approach to manage location privacy. The model (i.e. Subsec. 5.2.2) developed for
breaking down the complexity of the issue into three layers (i.e. Theory of privacy,
privacy by design and, UI design rules). The guidelines (i.e. Subsec. 5.2.3) derived
a set of instructions from the legal text of GDPR and expert interviews to help
developers and designers to develop LBS that comply with GDPR. These approaches
were applied to address the guiding questions.
The evaluation of the methods and solutions for protecting location privacy is
one of the major challenges in the area. The number of practical tools specifically
to measure and evaluate privacy are limited to a few like Westin privacy index
(Kumaraguru and Cranor, 2005b) which makes it challenging to find a perfect tool
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to evaluate and study (location) data privacy. One of the reasons for such difficulties
is the fact that what users claim and do during a study is different from what they
do in real life scenarios (D. Solove, 2008). This creates a discussion known as the
privacy paradox, where users show concern regarding the protection of their privacy
but their behaviour and attitudes are not inline with what they claim during the
studies (Kokolakis, 2017).
When conducting user studies (e.g. interviews or evaluations), scientists face
an ethical dilemma when trying to overcome the issue of the privacy paradox. On
the one hand, by explaining to users that the study is about privacy, the result will
suffer from bias. On the other hand, designing a deceptive study means an invasion
of users privacy which has its own ethical implications. While this study also experienced some challenges regarding the evaluation of data privacy, the solutions for
addressing those challenges were; to mix a number of methods, use an immersive
environment to increase the realism of the scenarios, and (beside the use of standard
user research methods i.e. interview and surveys) also develop prototypes and use
cases to evaluate the usefulness and relevance of the proposed ideas through the use
of final developed products. Due to ethical considerations, for the studies conducted
in this thesis, the decision was to avoid any deception.
When discussing the benefits and drawbacks of addressing location data privacy,
one needs to point out the underlying trade-offs of increased location privacy. On
the one hand, the location privacy protection can increase, but users might face
some difficulties in their interaction (e.g. adjusting the setting is complicated) or
even miss a few functionalities (e.g. restricted location sharing can influence the
accuracy of a navigation service). On the other hand, the loss of location privacy
can have a negative impact on individuals lives (e.g. surveillance) or cause them
damages like burglaries or stalking.
Furthermore, as a final reflection, in the context of protecting location data
privacy, there is a need to create an eco-system of trust and transparency. Meaning
that involved parties (e.g. hardware producers, service providers, developers, end
users) should actively work towards building services that support transparency
and trust. This will require practical changes in their current practices towards
the development of LBS. For example, service providers and data controllers could
present the relevant information regarding data privacy to users in a non-technical
way, like, what kind of data is going to be collected, for what purposes, and who
is going to have access to it. They could also include the explanation of the consequences of users’ choices and the level of the trade-off linked to their decisions.
The combination of such changes will promote a fair degree of transparency, and
data privacy protection. The majority of this thesis focused on the role of developers
and designers of LBS as responsible actors for assuring the design of privacy-aware
services. However, in this context, it is crucial to mention that all involved parties
are accountable and have the power to act and take practical steps towards building
privacy-aware LBS.

5.3 Summary
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6

Conclusion

„

Now, you and I both know that if you can
control the flow of information, you can control
everything.
— Dave Eggers
(The Circle)

This thesis is about considering, managing and integrating location privacy while
developing LBS. The first step in this context is to define relevant requirements
regarding the protection of location privacy (e.g. the goal of the service or what
location privacy means in that context). While the importance of protecting location
privacy was discussed and demonstrated in previous chapters, the conclusion is that
negotiating the expectations of different stakeholders is required in order to address
privacy-related issues depending on each service’s characteristics and goals (e.g.
which data must be collected, for how long it should be stored and with whom is
necessarily needs to be shared). Taking into account the three essential factors of the
main research question (i.e. consideration, management and integration of location
privacy), this work has addressed location privacy in the context of LBS architecture
in chapter 2, UI design for LBS in chapter 3 and data privacy-related legalisation in
chapter 4. The main contributions of this thesis are:
• LBS architecture with privacy-preserving features:
In order to address privacy threats associated with the storage of location
information, this work proposes an approach based on privacy-by-design
principles and introduce a conceptual model to facilitate the implementation
of those principles. In addition, this work investigates the role of location data
management in the context of privacy preservation and proposes the concept
of temporal and spatial ephemerality to improve location privacy in the context
of a location-based service.
• UI design for a fine-grained location privacy adjustment:
This work has provided a set of UI elements, grounded in existing privacy
theories that facilitate fine-grained control of how location information is
shared. These features inform users about what is happening to their location
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data and then enable them to specify whom to share location with, when to
share it, and where to share it. The exploratory study which evaluated the
UI resulted in gathering insights into users’ expectations regarding location
privacy controls.
• Guidelines to help developers to comply with aspects of GDPR that are
addressable at UI level:
This work systematically analysed the legal text to identify aspects that can
be or have to be addressed at the UI level for facilitating the protection of
location data privacy. In addition, interviews with experts was carried out to
gain further insights into the challenges arising from having to comply with
the GDPR as well as into ways how and when to address them. Based on the
outcome of both activities, the guidelines were developed for LBS developers
and designers which could help them to design GDPR compliant services.
While both the technical and user-related aspects of a location-based service are
essential for considering, managing and integrating location privacy, it is equally important to value the role of data privacy legislation in this process. Legal obligations
are particularly useful for the cases when some service providers or data controllers
prioritise their benefits over protecting users privacy. While such approaches are
beneficial, this study learned that it is challenging to extract practical means from
abstract principles to improve data privacy. Taking the privacy legalisation as an
example, the complexity can increase when one realises that full compliance with
data privacy regulations requires unique strategy development for each company or
even each product. Constructing such unique strategies needs long-term collaboration among various parties such as service providers, developers, designers, system
managers, data ethics activities, and legal specialists.
The overall conclusion is that initial consideration of (location) data privacy
while deciding about the service architecture and its behaviour (i.e. what data to
collect, how to store it and for how long) can play an exceptional role in building
a privacy-aware service in the first place. Providing fine-grained controls for the
users of LBS can also increase transparency which will eventually lead to increased
acceptance of such services by users. Providing user-friendly privacy adjustment
options can play a significant role in conveying to users the importance of location
information protection. These factors are crucial while designing privacy protected
services. As a final reflection on studies conducted in this thesis, it is possible to
conclude that location privacy is an important issue which should be addressed by
developers of LBS if they are hoping to build services that 1) are going to be accepted
by users who have location privacy concerns, 2) users are going to be provided with
an understanding of what happens with their location data, and 3) are going to
comply with current data protection regulations.
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Chapter 6

Conclusion

6.1 Future research
Further work is needed in order to explore how to increase the awareness of the users
of LBS regarding effective techniques to protect their (location) data privacy and also
how to make them informed about the consequences of various decision makings
with respect to data sharing practices. There is also a need for further studies on the
possibilities of standardising UI design which can particularly be used to improve
data privacy. In addition to such UI, it is needed to develop strategies for extracting
practical instructions from legal and abstract privacy-related content in a systematic
and organised way (e.g. the development of design patterns for privacy-related
issues). It is also necessary to explore suitable educational strategies for service
providers and data controllers with the goal of teaching them the consequences of
their action regarding the personal data collection. There is, in general, a strong
need for further work that supports the development of location-based services that
are also location-privacy aware.

6.1

Future research
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